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Anomauyin.  [lokazano  HanpsAMoOK  po36umky  cepegic-
OpIEHMOBAHUX KOMN TOMepHUX cucmenm. Haoano
Gopmanizayiro  npoyecy  po3nodineHoi  iHmMereKmyanbHoi
00poOKU  GeNUKUX OQHUX )y KOMN TOMEPHUX  Cucmemax
CheyianbHo20 NPUHAYEHHS.

Kniouosi cnosa: cepsic-opicumosana cucmema, o06podKa

BENIUKUX OAHUX.

I. Bctyo

Ha croromHi cepBic-opieHTOBaHa TexHOJIOTIA (Service
Oriented Apllication, SOA) akTHBHO pPO3BUBAETHCS 1 TUM
caMHM J03BOJisie po3mmputé caMi MoxauBocTi 1T chepn.
CBi{YEeHHSIM TOMY € OI[IHKH aHATITHIHUX KOMIAHIH 1 3yCHuis
KPYITHUX TOCTAaYaJIbHHUKIB MPOTPAMHOrO 3a0e3MeUYeHHs II0/0
MPOCYBAHHS! 1LOTO nigxonay. LIBuaKkuii po3BUTOK BOYIOBaHUX
lHTeJ‘IeKTyaJ'ILHI/IX MIPUCTPOIB 1 KOMII IOTepHI/IX MEpEeX TOPO/IUB
6arato pi3HOMaHITHUX MEpEKEBHX JOJATKIB 1 MOCIYT, TaKHX
sk, IatepHer peueit loT (Internet of Things), I[utepreT
TpancnoptHuX 3aco0iB IoV (Internet of Vehicles), BceoxonHuii
Iareprer IoE (Internet of Everything), po3ymHy IuiaHery,
PO3yMHE MICTO, PO3YMHY MEPEXY Ta MEpEexy IMOCIyr. 3pocia
MOMYJSIPHICTE  OTOBHEHOT peamsHOCTI AR (Augmented
reality), TpaHCHOPTHHUX 3ac00iB OC3MUIOTHHX JIITAIBLHHUX
amapatiB UAVs (Unmanned aerial vehicle) Ta iHmmx HOBUX
MepeKeBUX JO0AATKIB Ta TIOCIYT.

VY [1] 3ampornoHOBaHa KOHIIETIIis TUIaHyBaHHS y CEPBICHO-
opieHTOBaHMX  apxiTekTypax (SOA) Ta  areHTCHKUX
CepelloBUIaX 3a JIONIOMOTo iX 00 €JHaHHA, MIO cripusie
po3po0Ili  aBTOHOMHHUX Ta pO3MOAUIEHHX 00’€KTIB, SIKi
CIIPOMO’XKHI CTaHAAPTHO MIAKIIOYATHCS JI0 IIHMPOKOTO CHEKTPY
JIOCTYMHUX (DYHKITIOHATHPHUX MOXKITUBOCTEH PEabHOTO CBITY
(abo nocnyr) HaBezneni npoGiieMn BUKOPHCTaHHS areHTCHKUX
TEXHOJIOTIH MiJ Yac BUPILIEHHS 33/1a4 PeaibHOTO CBITY B Teopil
(KOMYHlKaIIII/IHl BUTpaTH, BI/Ipa3HICTB MOB OIMCaHHSI, TIOIaHHS
3HaHb, BHPIBHIOBaHHSA OHTOJNOTI() 1 Ha mpakTumi (3acobu
pO3pOo0KHM, HANpHKIAL, JUIi HAJIAro/PKeHHs, MOHITOPHHTY
BUKOHAHHS, IUIAHYBAaHHA B  OE3MEpepBHHUX  IPOCTOpax
mapaMeTpiB, CBPUCTHKU JJI YIPaBIIHHA TIEPEXOJOM  Bif
JIOMEHa JI0 IJIaHYBaHHS 3arajbHOTO MPU3HAYEHHS).

CepBic BU3HAYAETHCS K CEMAHTUYHO OIMCAHA Jlis arcHTa,
a TakoXK sK Oa3oBuil OyiBenbHHU OJIOK KOHCTPYKIIH, IO
Ha3MBa€ThCA «UIaHOM». CyJacHUM aHAIITHYHUM METOJaM, II0

0a3yfoThCSI Ha BEIMKUX JaHUX, NPUCBSYEHO OCTATHBO Oarato
pobir. Haiibinplie UMTyBaHHS BH3HAUEHHS BEJIMKUX JaHHX
BKIIIOYAa€E TI'STh XapaKTePUCTHK: O0’€M, pPi3HOMAaHITHICTS,
HIBUJKICTh, JOCTOBIPHICTh M IHHICTB. [IpoGiaemu 00poOku
BEIMKHX JaHWX, IO TOB’s3aHI 3 iX pI3HOMAHITTAM, 3
TpyJQHOIIaMU 300py, 30epiraHHsi, YIpaBIiHHSA Ta aHaui3y,
00’eMOM TaM’sITi Ta MIBUIKICTIO OOYUCIICHD MIpHUBeeHi B [2,3],
OIUCaHl METOAMKH Ta ajrOPUTMHU, 110 BUKOPHCTOBYIOTHCS IS
YIIPaBITiHHS BEITUKUMH HaOOpaMu JaHUX

Hefiponni Mepexxi ctamu  0arato  AMCIUILTIHAPHUM
HayKOBUM  KOHTEKCTOM.  Ilpaktmuni  momatku, 10
BUKOPHCTOBYIOTh HEHpOMEpexkeBe IporpaMHe 3abe3redeHHs,
3a0e3MeuyoTh HalKpali pe3yabTaT B 0aratboX MPUKIAIHIX
obuacTsx.

VY 3BSI3Ky 31 CTPIMKMM HAaKONMYCHHsM iH(GOpPMAIii Mpo
cucteMu abo mpouecax i MeTomiB i1 aHami3zy, Bce OuIbLI
aKTyaJbHUM CTa€ IMTAaHHS TPO TIOUIYK 3aKOHOMIipHOCTEH,
YKJIQJACHUX Yy BEJIUKIA KIUTBKOCTI mmapamerpiB maHux. Jlist
aHaNi3y 0araTOBHMIpHHMX JAHMX LUIIXOM HAOYHOTO YSIBJICHHS
iX CTpYKTYpu abo pe3ynbTaTiB JOCHIKEHHs, HEoOXiIHO
BHPIIIUTH 33129y Bi3yaui3alii 0araToBUMipHUX JaHUX [4].

TakuMm 4MHOM, NpOBeAEHHMH aHaji3 IOKa3aB, IO ICHYE
MHOXKHHA TPOOJIeM, sIKi TIOB’s3aHiI 3 HEMOXITUBICTIO 0OpPOOKH
BEJIMKMX OOCSTIB  JaHMX TPAAULIMHUMH  METOJaMH, 3
OpraHizaii€lo po3NOAUICHUX Ta NapajeibHUX OOUYUCICHb Yy
CepBiCc-Opi€EHTOBAaHUX cepeIoBHINaXx. [puanunosoro
mpobJeMoro € iHTerpamis BXe ICHYIOUMX 1 pO3pOoOJIeHHX
MIPOTrpaMHUX MOJYJIB B €IMHUA KOMIUIEKC. PesymbraTtom
iHTerpamii MOBMHHO OyTH He TUIBKM 3a0e3nedeHHs
(YHKIIOHANBHUX ~XapakTepuCTUK (pilleHHs 3ajaadi), a H
JOCATHEHHS MaKCHMaJIbHOI NpoxyKTUBHOCTI. Lle oOymoBioe
aKTyaJbHICTb THTAHHS - SK 3aJOBOJBHUTH BCi BHMOTH, IO
MOB'sI3aHi 3 MIBUIKAM 3POCTaHHAM HOBHX MEPEXKEBHX JI0JATKiB

1 TOCIyr, BUKOPHCTOBYIOUH LEHTPANi30BaHy IapajurMy
00YHCIIEHD.
Il. BUPILIEHHS ITPOBJIEMU
Bxizuumu  gamumu e Hp(i) - 306pawenns

JOCITI/PKYBAHOTO O0’€KTy, B SKOTO 3HAYEHHS SCKPABOCTI B
xpami 3 koopmunatamu (K, J) Busnaueni sx hy ; = 0,255
(hkj=0’255’ k=1,m, j:l,n,

JaTYMKIB, BUMIPIOBAJIBHUX Ta MOOUIBHMX HPHUCTPOiB 1 T.i.;

), TIOKa3HWKH
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Hp(i) - indopmanis mpo kopuctysaua seb-cepaicis U (i)
( 1=LM ), saxi nomatoTecs y MaTpUYHOMY BHIJISI

H() = {Hp (), Ho ()} . (1= M).

Posnozinena inTenextyanbHa 00poOKa BENHKHX TAHUX Y
CIeliali30BaHNX KOMIT'FOTEPHUX CHCTEMax SBJISE COOOr0

npolec HajaHHs crenianizopanux nocmyr SErvice(l) , sxuit

nependadae HAsSBHICTD MOCTIHHOI MIATPHAMKH EKCHEPTiB Yy
JaHiil mpoOyieMHil o0yacTi Ta KOHCYJBTAaTUBHHUEI CYyNpPOBiJ

IXHIX Ii#l y 1arHOCTUYHO CKJIaJHUX BUIagkax (puc.l).

KoM’ HTEPHHX CHCTEMAaX

Posnozinena iHTeIeKTyalbHa 0OpOOKa BETHKHX JAaHHX Y CHISLIaTi30BaHHX
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Pucynok 1. IIpomec po3momineHol iHTeIeKTyaTbHOI 00pOOKH BETHKHX JaHHX YV CIIENiaTi30BaHIX KOMIT FOTepHIX
CIICTEMax

VY 3aranbHOMY BHIUISJII IIYKAHWH Ipolec MOXe OyTH
TIPEICTaBICHUH K PO3pOOKa:

—  3arajnbHOl  Momeni  iH(GOPMAIMHOIO  CYNPOBOIY
Ipolecy HaJaHHs CIENiali30BaHUX IOCIYr &, ii CKIamoBUX
KOMIIOHEHTIB Ta 1X B3a€MO/IIi;

—  METOOJIOTiYHOT OCHOBH 1o0ynoBu Ta
(yHKIIOHYBaHHS CIIEIiaTi30BaHOi KOMII IOTEpHOi CHCTEMH,

ska 3abesmeuye koxHomy kopuctysauy U(1) edexrupmmii
10 R(n) -y
KOPUCTYBauiB ceppic-opieHTOBaHOTO cepenouma RES s
HaJIaHHA Criemiamizosanux mocayr Service(/) rta mossomse

JIOCTYI aJanToOBAaHOTO  TMiJ KaTeropito

OTICpaTUBHO pearyBaTH Ha KpPUTUYHE 3MIHEHHS

JOCIIKYBaHOTO 00’ €KTY.

CTaHy

I1l. BUCHOBKU

B poboTi 3ampomoHOBaHO €IUHWNA MiAXid, SIKUM 3abe3medye
e(eKTUBHMI JOCTYNl 10 CEpBIC-OPIEHTOBAHOIO CEPEIOBHINA,
nependadae TOCTiHY MATPUMKY €KCIIepPTiB i
KOHCYJIbTaTUBHMH CYNPOBiZ Yy CKJIQJAHUX BHUII3AKaX, Ta

JIO3BOJISIE ONICPATUBHO PearyBaTd Ha KPUTHYHE 3MIHEHHSI CTaHy
JOCIIDKYBAaHOTO 00’ €KTY
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OnTtuManabHOE MPOSKTUPOBAHUE pa3MEIICHUS
MHUKPOOJIOKOB Ha II€YaTHOM ILJIaTe
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Annomayun.  3adaua  ONMUMATLHO2O — pa3MEUjeHUs.
MUKDOINIEMEHMO8 HA NEYAMHbIX NAAMAX 0AGHO NPUBLeKaem
uccnedogamenetl, NPOEKMUPOBWUKOE U NPOU3BoOUmenet
neuammnuvix cxem. Paspabomanwl MHoO2U€e naxemvi npocpamm
Ol NPOEKMUPOBAHUSL NEUAMHbIX CXeM, OOHAKO 3Mmu
npocpamMmvl  He NO360JSIOM  HAXOOUNMb  ONMUMATbHbIE
pewenusi. Bvruuciumenvnas  croocnocms  dmotl 3a0ayu
3HAYUMENbHA, NOIMOMY NOUCK IPPHEKMUBHbIX MEMOI08 ee
peuierus npodoaxcaemcs. B 0anuoti pabome npednodcena
HOBAs  MameMmamuyeckas —MOOenb 9Mmou  3a0auu U
ucnonvzyemcss  IQPGeKkmueHvll  Memoo,  NO380JSIOUUL
HAX00UMb ee YUCIeHHOe peleHue.

Knwouesvle cnosa: newammas cxemd, ORMUMUZAYUOHHASL
MoOenb,  2nobanvHas — onmumuszayus, memoo EQR,
YlCIeHHOe petenie 3a0ayll.

l. BBEJEHUE U [TIOCTAHOBKA 3AJIAUYU

NwmeeTcs npsMoyToNibHAS TUTACTHHA CO CTOPOHAMU a
u b, Ha xoTOpPOH HEOOXOAMMO PACIONIOKHUTH 3aTaHHOE
YUCIIO  MHKpPOIJIEMEHTOB.  YacTh  MHUKPODJICMECHTOB
COCIMHEHBI MEXIy co00i mpoBomHUKamu. YeM Kopode
cyMMapHas JUTHHA TIPOBOTHUKOB, TeM BEIIIIE
OBICTpOJCIICTBHE JaHHOW NEYaTHOH CXEeMBL. JTa JIHHA
3aBHCUT OT PACIOJIONKEHHUS MUKPOIIEMEHTOB Ha IIACTHHE.
IIpu nocTpoeHMHM MaTeMaTU4EeCKOW MOJENIN 3TOM 3ajadu
OCHOBHAs  CJOXHOCTb  3aKJIIOYAaeTCsI B YCIOBHSX
HelepeceyeHus MHUKPO3JIEMEHTOB. OO6BIYHO
MHUKPORJIEMEHTHI ABISIOTCS MPSAMOYTOJBHUKAMH, KOTOPEIE,
KaKk [paBWIO, paCIONAraloTcs MO0 TOPHU3OHTAIH WIIH
BEPTUKAIHM IUIACTUHBL. YCIOBHA HEMEPECEYCHUS JIETKO
BBINMKCATh U1 KpyroB. Tak, JBa Kpyra HE MEpeceKaroTcs,
€CIIN PACCTOSHUE MEXKAY MX [IEHTPAMH HE MEHBIIE CYMMBI
UX PaJuyCcoB. DTO PABHOCUIBHO HEPABEHCTBY
06 =)+ (5 =y = (5 +17)%, (1)
rae (Xi, Vi) — UeHTp i-ro xpyra, a ri — ero paauyc. Torma
KaXIbli TPSIMOYTOJNBHBIA MHKPO3JEMEHT IPEACTaBHM
3aJIJaHHOM ITOCTIeIOBATEIBHOCTHIO BITMCAHHBIX KPYTOB.
Hanpumep, mycTe MHKPO3JIEMEHT TIpEACTaBIeH &
Kpyramu (1o 4 Kpyra B KaXKIOM psIy), TOT/Ia HEOOXOIUMO
YYUTBIBaTh, YTO IEHTPHl BEPXHETO psAga  KPYroB
PacoIOoKEHb! HA OJHOU IIPSIMOH
X+ X3 = 2%, Y1 + Y3 = 2Y7,
Xp +Xg =2X3, Y2 + Y4 =2Y3. )
AHaoru4Hele PaBeHCTBA BBHIMHUCHIBAEM AJISL HUXKHETO pAja.
PaccrosiHre MexTy epBBIM M BTOPBIM PSIIOM KPYTOB PaBHO
CyMMe JIByX paJnycoB
(X = %5)> + (Y1~ ¥5)? =41, (x4 = %g)* + (¥4 — Yg)> = 4r°. (3)

Jns apyTHX KpyTroB TOJKHBI BRITIOTHATHCS YCIOBUS (1).

Tenepp HEOOXOIUMO BBIYUCIUTH CYMMApHYIO JUIMHY
COCMHEHUN MEXIy MHKPOdJIEMEHTaMH. DTH COEINHEHUS
MoxHO mpeactaButh rpadgom G(N, V), rae N — MHOKeCTBO
€ro BepIIMH (MHKPO3JIEMEHTOB), a V — MHOXECTBO AyT
(coenuuenwmii). Torma meneBod (QyHKIMEH NaHHOW 3amadd
Oyzer cremyromas
min{ 2106 ~x;)° + (%~ y})°T- (4)
i,jev
MBpI NOJTyYMIIM KBaApaTUYHYIO 3a/la4y ONTUMH3aLUH
(1)-(5) ¢ xBagpaTHYHBIMH ¥ JTMHEHHBIMHU OTPAaHUYCHUSIMU. B
3TOHM 3amade MCKOMBIMH SIBJIAIOTCS KOODIHMHATHI LIEHTPOB
kpyroB. LlemeBas Qynkmus (4) 3amaum  BEITYKIJIAs.
CI0>XHOCTb 3a7]a4M CBsi3aHa C orpaHudeHusIMH (1), KoTopsie
MOPOXKIAIOT €€ MHOTO3KCTpEeMallbHOCTh. [yl ee pemeHus
OymeM WCIONb30BaTh METOA TOYHOM  KBaJpaTHIHOMN
perynspusanuu [1]. Hcnonezyem KBaJIpaTUYHYIO
peryispuzanyio s npeobdpazoanus 3anauu (1)-(4) k BuLy
max{] 2[?] 00— x)® + (% - v+ (r=D ) z)’<d,
i,jev
(5+17)% = (6 = %))+ (i ~y? +rl z)P<d, Vi = |,
<X <a-hG<y;<b-r(%y)eSi=1..n}, ©)
IJie MHOKECTBO S OINpeersieT YCIOBHUS NPHHAIJIECKHOCTH
KPYrOB MHKpPODJIEMEHTaM, KOTOpPbIE aANNpPOKCHMHUPYIOTCS
MIOCJIEI0BATENILHOCTEIO KpyroB. [lapamerp r > 0 BeIOMpaem
TakAM, 9TOOBI JOMYCTHMOE MHOXECTBO 3amadu (5) ObuIO
BBIYKJIBIM. J[J1s1 TaHHOM 3a7aun JOCTaTOYHO B3ATh I > 4. B
3agaue (5) HeoOX0AMMO HaiiTy MUHHMMAanbHOEe 3Hauenue d°,
[IPY KOTOPOM PELIEHHE 3a/[a4y Z* yJOBIETBOPSET YCIOBHIO
r|z’|? = d". 3anauy (5) npu puxcuposaHHOM 3Ha4YeHUH d
pemiaeM  IpsSAMO-IABOMCTBEHHBIM METOJOM BHYTPEHHEH
Touky [2], a 3HaueHre d" HAXOJAUM METOJOM JUXOTOMHUH.
Jost YUCIIEHHOTO penieHus 3a/1aun )
ucnonb3oBanack mporpamma OpenSolver, a 3nauenune d°
BBIOMPAJIOCh HHTEPAKTHBHO. UYMCIIEHHbIE 3KCIEPHUMEHTBI
MOATBEPXKIAIOT 3(P(PEKTHBHOCTh PACCMOTPEHHOTO METO/A
peuieHust 3ajaq OIITUMAJILHOTO pa3mMerieHus
MHKPO3JIEMEHTOB Ha NEYaTHBIX CXeMax.

Il. 3AKJIFOYEHUE
HpOBeHeHHHe YHUCJICHHBIC BKCHepI/IMeHTBI 110
OINTUMAJIBHOMY MMPOCKTUPOBAHUIO PacnoIOKCHUA

MHUKPOSJIEMCHTOB Ha TI€YATHBIX CXEMax IIoOKasajind, 4YTO
MPE/IOKEHHAsT TEXHOJOTUSI MOXET OBbITh PEKOMEH0BaHA
JJIA UCIIOJIB30BAHUSA B ITPOMBIIIIJICHHOCTH, TTOCJIC pa3pa60TKI/I
COOTBETCTBYIOIIETO TIPOTPAMMHOTO 00ECIICUSHHSL.
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Abstract. In the article discussed most popular Version
Control Systems, their differences, advantages and
disadvantages. Shown ability and improvements that
integration of the version control system bring into the
teaching workflow. Choosen version control system and
tools that best match specified requirements.

Keywords: Version Control System, Git, Subversion,
teaching workflow, software development.

I. INTRODUCTION AND PROBLEM STATEMENT

Problem solving during the educational process should be
carried out by the same methods and means, as in the
production process of the professional sphere. It means
people should use professional development tools and
teamwork.

One of the key tools for developing modern software is
the Version Control System. The Version Control System
(VCS or Revision Control System) is a software for
facilitating work with changeable information. The VCS
allows to save several versions of the same document, and if
necessary, to return to earlier versions, to determine who and
when did a particular change, and much more [1].

1. PROBLEM SOLUTION AND RESULTS

The study and use of version control tools organically fit
into the disciplines, the subject of which is the study of
programming languages or of software development.

The most common version control systems are Git,
Subversion (SVN), Microsoft Team Foundation Server
(TFS) [2-4]. Git represents a distributed system, whereas
SVN and TFS represent a centralized one. [5].

The principle of centralized system’s operation is
considered on the example of SVN. SVN users check out
files and commit changes back to the server. SVN Data Flow
shown on the Figure 1. [6].

Figure. 1. SVN Data Flow

Git changes happen locally. The advantage is that the
developer doesn’t have to be connected all the time. Once all
the files are downloaded to the developer’s workstation,
local operations are faster. Git Data Flow shown on the
Figure 2 [6].

Figure. 2. Git Data Flow

This factor and a number of others make it more
expedient to use Git in the learning process compared to
other version control systems.

1l. CONCLUSIONS

Git allows you to simplify the work of the teacher and
students. Besides, it can keep track of the history of changes
in the program code of laboratory and course works. Git
determines the contribution of each student to the
development of the code, obtains statistics on the regularity
of the implementation of course and laboratory work by a
particular student, if you create an account for each students’
group.

Using the version control system in the learning process
allows students to develop the following skills and abilities:

- reading and understanding of someone else's program
code;

- expansion of knowledge of design patterns and idioms of
languages in the source code;

- self-control and self-discipline;

- teamwork.

On the other hand, using of the version control system in
the learning process allows students to work more
transparently, reduce the risk of losing the results of the
performed work. It helps to evaluate the student more
equitably for his work.

There are two possible options for server location: in a
local network of educational institutions or on a hosting
software server. The server deployment in a local network
requires additional technical, organizational and financial
resources, and the use of a cloud server is limited only by the
packages of provided services. The most popular services are
code.google.com,  bitbucket.org, sourceforge.net and
github.com. All of these services focused exclusively on the
professional use of small groups of developers to enterprise
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solutions. But still they allow to be used to some extent in
the organization of the educational process. Github.com
provides a set of utilities for teachers and students named
GitHub Education [7]. GitHub Education helps students,
teachers, and schools access the tools and events they need to
shape the next generation of software development.

With GitHub Classroom [8] you can set up the industry-
standard workflow and free up your time to focus on
teaching. Classroom will automatically create student
repositories, track assignments in your dashboard and
integrate with third-party tools like automated testing.

Using of the version control system involves performing
of the organizational tasks' set for the teacher to get the effect
of using of this system in the learning process. In addition to
training projects, the Version Control System can be used in
the development of teaching aids, in the performance of
scientific work, in personal projects of students and teachers.
It is easy to determine the extent of the contribution of each
project participant. It should be noted that this approach can

10

be applied not only in technical but also in humanitarian
disciplines.

The most valuable aspect of this approach is that the skill
of working with the version control system develops because
of practical activity. An obligatory condition for employment
of an IT specialist is the knowledge and practical skills of
working with one of the control system versions.
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Anomayia. Ilposedeno amaniz cmany BUKOPUCTNAHHS
iHopmayitnux — mexHonocii Yy npoyecax  OiAnbHOCHI
oepaicagnux opeanie. Posensanymo numanua axmyanoHOCMi
CMBOPEHHS CUCeMU Peazy8aHHs HA 3aNnumu cpOMAOsH.
Busnaueni  eumocu,  aAxum  nogunna  €ionogidamu
pospobniogana cucmema. Onucaui 3aearvHuti NpuHYyun
pobomu cucmemu i cmpykmypa 6asu oauux. JJocnioxceno

numanHs  GUOOPY NPOSPAMHO-MEXHIYHUX 3aco0ie 0
PO3DOOKU ONUCYBAHOT CUCMEMU.
Kniouosi cnoea: oOepoicasue  ynpagninma,  cucmema
peazyéanHs HA  3anuUmMu  cpOMAOAH,  HABAHMANCEHMHS
cucmemu; 6a3a 0aHux; i0eHmupikayis Kopucmysaud.
|. BCTVII ITIOCTAHOBKA 3AJIAUI
B ocramHi nmecatwmitTTa iHpOpPMAINHHI  TEXHOJOTII

HaOy/nu CTPIMKOTO PO3BHUTKY. Y TpPOBIIHHMX KpaiHaX BOHH
MOCTYIIOBO 1HTEIPYIOThCS B IMPOIECH MISTIBHOCTI JCPIKaBH.
Oco6mmBo nikaBuii npuknax nogae Ecrownig [1]. B Ykpaini
el Mpolec CWIBHO TalbMYEThCS; OUIBLIICTh (YHKIIH
JiepKaBa BHUPIIIYE THMH K 3ac00aMu, 0 OYJIM JOCTYIIHI IIe
B YPCP, a rpomaasHu MaioTh JMIIE JEKiJIbKa LU(PPOBUX
CepBICiB 1S B3aEMOJIIT i3 JIepikaBoro, Takux sik ProZorro [2],
€auHuii 1ep)KaBHUN TTOpTAJ aAMIHICTpaTUBHUX nocuyr [3] i
igmi. CporomHi YKpaiHa Mae TOTpeOdy y CTBOpCHHI i
BIPOBa/KCHHI HU(POBUX pecypciB s poOOTH AEpiKaBHUX
oprauis [4].

Linb po6OTH — BU3HAYUTH BUMOTH 1 KpUTEPIi 10 CHCTEMHU
pearyBaHHS Ha 3alUTH TPOMAJSIH, PO3POOHMTH aJITOPUTM
pobOTH CUCTEMH 1 OTIMCATH 3arajibHUI MPUHLKII 1T pOOOTH.

1. BUPILIEHHS ITPOBJIEMU I PE3YJIbTATU

lonoBHe mmraHHs — me Oe3meka, TOOTO IOCTYH O
cucremd. CKOPHCTATHUCS CHCTEMOIO MOBHHHI MaTd MPaBO
JWIIE JIIOJW, IO MPOXXHMBAIOTh Ha TepUTOpil YKpaiHw;
HEOOXIAHO BHMKIIIOYMINA MOIJIMBICTD IMOJABATH 3aIlUTH IIi
BUIUIIZIOM  IHINOI JIFOMWHW; KOXXEH ITIOBHHEH HECTH
BIMOBIIAJIBHICT, 3a cBOi Ail B cucreMi. Jliusg 1poro
HEOOXiJHO 3B’sI3aTM  peecTpallifo 1 aBTOpW3amilo Ha
JIepKaBHOMY DIiBHI 13 JOKyMEHTOM, IO imeHTH(iKye
KOPHUCTYBaua, SIK peaibHy Joauny [5].

3apeecTpoBaHMl  KOPUCTYBay
CTBOpIOBaTM pi3HI 3anuTH, sKi Oyayre 0oOpoOieHi
BiJIMOBiaIbHUMHA OpPraHaMH, a TaKOXX MOXYTb OyTH
MEePerysiHyTI IHIMUMH KOpHCTyBadaMu. Iyl MPHCKOPEHHS
00po0KH, 3aITUT MOKe OYTH MPUB’I3aHUH JI0 IEBHOT 00JIACTI,
palioHy 4M MiCTa, THM CaMHM YHHKAIOYH BHTPAT Yacy Ha
PO3TIIANaHHS 1HCTAHIISIMH BEPXHBOTO PIBHA 1 PO3MOIITY Ha
HIDKYI piBHI. [l BHsIBIEHHS OUIBII aKTyaJbHMX 3aIMTIiB
JIOIIUTLHO BTIIMTH TiJACHCTEMY MOMyJspHOCTI. Takox mae
OyTH OKpeMHuil pO3[ail i3 ONHUCOM BHUKOHYBaHUX a0o
3aIUTaHOBAHUX M.

Mae MOKIIUBICTH
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s 30epiraHHs TaHWX OCHOBHOI YaCTHHH IIPOTPAMHOTO
NpoayKTy ©0a3a JaHMX IOBMHHA MICTUTH OIMC TaKuX
cyrHocteii: Users (Kopucrysaui), Cities (Micta), Comments
(Komentapi), Districts (Paiionn), Fields (Cdepu nisutbHOCTI),
(O6macri),

Proposals  (ITpomo3wuii), Votes

(I'onmocyBaHHS).
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Pucynok 1. Cxema MOJZyJTiB CHCTEMH

Ile omHa mpoOileMa — MIBUAKICTH 0OpOOIICHHS 3aIHTIB.
[lependauyBaHa ayauTOpisi MNPOTPAMHOTO MPOIYKTY —
JIEKLTbKA JECATKIB MUTBHOHIB TpOMajsH KpaiHW, y Tporeci
CTBOPEHHSI apXiTEeKTypH IMPOTPaMHOI0 NPOJYKTY i BHOOpY
IHCTPYMEHTIiB pO3pOOKM HEOOXiIHO B TeEpHIy depry
Ha/JaBaTH IepeBary He IIBHIKOCTI 1 JIGTKOCTI HAMHCaHHS
Komy, a ONnTuMi3amii mix poOoTy Ha  BHCOKHX
HABaHTAXKEHHAX, MOXJIMBOCTI IapajlelbHOr0 BHKOHAHHS
KOy, MiATPUMKH TOPH30HTAIBHOTO MacTa0yBaHHA [6].

I1l. BUCHOBKU

3anpornoHOBaHa CUCTEMa pearyBaHHs Ha  3aIlliTH
TPOMAJSIH JIO3BOJHTH TOBHICTIO 3MIiHHTH (OPMH 1 METOmi
B3a€EMO/II1 TPOMAJISH i3 JIepKABOO, 3HAYHO CKOPOTHUTH Yac Ha
JIOHECEHHS 3aIlUTy JI0 JAEPXKAaBHUX YCTaHOB, IPUCKOPUTH
pearyBaHHA Ha 3amuTH. OKpiM IBOTO i€ 30UIBIINTH PiBEHD
CTPYKTYPOBAaHOCTI POOOTH, BIIKPUTICTH 1 IIPO30OPICTh,
3HAQYHO 3MEHIIWTH piBEHb OIOpOKparii 1 NUIIXIB Ui
PO3TIOBCIOIKEHHS KOPYIIILIi.
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Anomauin. Y 00nosioi pozensiHymi HAUNONYIAPHiw cucmemu

HAGYAHHA, AKUMU KOPUCIYBANIOCS JIIOOCHEO BNPOOOBIIC CBOEL

icmopii.  Ocobnusa ysaza npuodinaemvcs OUCMAHYIUHUM
cuUCmeMam HABYAHHs, SKI € HA CbO2OOHIWHIL OeHb HAlOLIbW
3ampebygaHumMuy, ix nepesacam ma HeOONIKAM, NOPIGHAHHIO
icnylouux amanoeie. Takodic po3enAHymi  HAUNOWIUPEHIUL
Memoou nepesipku 3HAHb VUHIE 6 YMOBAX OUCMAHYIUHO20
HasyanHs. Ilposedenutl awaniz noxazas, w0 OCHOBHOI
npoodaemMor yux memooig € CKIaOHicmb 00 €KMUBHOI OYIHKU
sHanb cmyoewma. Ilicnis  awanizy mooiciueux — piutehsv
NPONOHYEMbCA  BUPTWYS8AMU  Ye NUMAHHA 3d O00NOMO2010
cucmemu KOZSHIMUBHUX Kapm, SAKA € OLlbW 2HYYKOK Y
NOPIGHAHHI 3 THUUMU MEOOAMU.

Knwuogi cnosa: cucmema mnasuanns; onepawmme 06yMoGRCHH,
cucmema OUCMAaHYIIHO20 HABUAHHSL, SCOTM, OYIHIOBAHHS, KOCHIMUBHI
Kapmu.

I. BcTyn

Cepen ycixX iCHYFOUMX CHCTEM HaBYaHHS IEPCICKTHBHUMHU
JUIS TIOJANIBIIOr0 PO3BUTKY € IMCTAHIIINAHI CHCTEMH, SK BHJ
HAaBUYAHHA. [X TIepeBaraMu € HasBHICTb L[i101000BO JOCTYITY JI0
MmarepiajiB  AMCUMIUIIHM, HAasBHICTh YITKOI  CTPYKTYypH
BUBYCHHS JUCIHILTIHN, MOKJIIMBICTh BIAJTAICHOTO JIOCTYITY IO
MaTepiaigiB, HasABHICTh METOMIB TECTYBaHHS Ta OI[IHKH
3HaHb[1]. TecryBaHHS - me 3acid, SKHUH HO3BOJSE BHUSIBHTH
piBeHb 1 SIKICTh 3aCBOEHHS YYHSMH Marepiany, J0IoMarae
KOHTPOJIFOBATH Ta OPTaHI30BYBAaTH YIPABIIHHS HaBYAIEHIM
nporiecom[2]. Cepeni OCHOBHUX HEIOJIKIB METOY TECTYBaHHS
€ BIJCYTHICTP OO’€KTHBHOTO OIIHIOBaHHS PIBHA 3aCBOEHHS
Marepiay.

Il.  BUPILEHHS [TPOBJIEMU TA PE3YJIbTATU

HafinommpenimmM  crmocoboM — BHUpIMIEHHS — MpoOieMu
OIIHIOBAHHS € BUKOPUCTAHHS AWXOTOMIYHOI CUCTEMH OIIHKH
TECTOBUX 3aB/laHb, B SKiH 3a KOXHE 3aBIaHHI MOXKHA
orpumati 0 abo 1 6axn. [lana cucrema 3pydHa IIpH OLIHIOBAaHHI
3aBaHb 3 BHOOPOM OJHI€l TPABIIBHOI BIAMOBiNI, TOOTO
3aBAaHb 3akputoro Tumy. OpHaKk icHye 0araTto iHIIMX THUIIB
TECTOBUX 3aBJaHb i TaK sIK YUY€Hb MOXeE JaTH HEMOBHY abo
YaCTKOBO MPABWJIBHY BilIIOBi/b, B 3aIIPOIIOHOBAHIN CHCTEMI I1e
OyIle HeoCTaTHBO TOYHO OIIHIOBATHCSL.

[ edexTHBHOTO BHpINIEHHS AaHOI MPOOIEMH MOXHA
BUKOPHCTOBYBATH MOJITOMIYHY CHCTEMY OIL[IHIOBAHHS, B SIKil
JIOTYCKAEThCsl JCKiIbKA KaTeropii BiJMNOBiAI Ha 3aBIaHHS.
Hanpuknan, 3a MoBHICTIO BipHY BiINOBiAb NMPU3HAYAETHCS 2
6axu, 3a 4acTKOBO BipHY - 1 132 HeBipHy - 0 6aniB. Hemomikom
mi€ei CHUCTEMH € CKJIAQJHICTh OOYMCIIEHHS  3arajbHOro
pe3ynabpTaTy Ha OCHOBI OaiiB, OTpUMaHHX 3a 3aBHaHHsA. Kpim

TOTO, B I[bOMY BHIAAKy HE BPAaXOBYIOTHCS HETPABUIBHO
o0OpaHi BapiaHTH BiOBIII.

Juis BupinieHHs AaHOi MpoOJjeMu MPOIOHYIOTH BBEICHHS
Oe3rnepepBHOT CUCTEMH OLIIHIOBaHHS 3HaHb Ha iHTepBayi Big 0
mo 1 1 cmemiamizoBaHi TeXHOJIOTII BH3HAYEHHS OIHOK 3a
BHUKOHAHHS KOYKHOTO 3 THIIB TecToBHX 3aBnaHb[3]. [lonepenni
JOCHIDKEHHS B 001acTi MOOYZOBH CHCTEMH KOHTPOJIO 3HAHb
NOKa3aJIl HEOOXIHICTh MONUTY 3aBAaHb Ha PiBHI CKIIAIHOCTI,
OJTHAK SIKIIO CHJIBHOMY CTYIICHTY TPAIlIAIOThCS TUIBKH CKJIAIHI
3aBJaHHsg, a cJabkoMy - JHMIIe JIerKi, TO B pe3yJbTaTi
OLIIHIOBAaHHS y 000X CTYJIEHTIB OyJie OZJHAKOBUI pIBEHb 3HAHB,
0 He BiATOBigaTHME JicHOCTI[4].

BupinieHHro Beix 1ux npo0iemM Moke JOTOMOITH, Ha MO0
OYMKy, cucTeMa KorHiTHBHEX Kapt[5]. Lle cykymHicTh
napaMeTpiB Ipollecy HaBYaHHA 1 METOHIB IX OOpOOKH, IO
JI03BOJISIE B aBTOMAaTH30BAHOMY PEXXHMIi BHSBIATH IPOTAIMHU
3HaHb, BIIOOpaXKaTH JHMHAMIKy HaBYaHHSI 1 CIpPUSTH
BHPOOJICHHIO pEKOMEHAAIIH MIOA0 MigBUIICHHS ¢(pEeKTUBHOCTI

poboTH KOpUCTyBaya 3 CHCTEMOI0 B paMKax OJHOTO
MIPOTPaMHOTO CEPBICY.
I1l.  BHUCHOBKU
T"ooBHOIO METORO CydJacHUX CUCTEM HAaBYaHHA €

MakcuMmizamis edexty HaBuaHHA. OCOONMBICTIO HABYATHHOTO
TectyBaHHA[6], € Horo Oe3mocepenHiii BIUIMB Ha SKIiCTh
HaBuanHs. Och YOMY Tak BaXKIUBO PO3BUBATH amapar
OIIIHIOBAHHs JOCATHEHb. KOTHITHBHI KapTH — II€ BIIHOCHO
HOBUIl Ta THYYKHMH MEPCHEKTHBHUI 3aci® BHpILIEHHS JaHOI
npobiemMu. B gaHuit  wyac METOMOJIOTIS  KOTHITHBHOTO
MOJICTIFOBAHHSI PO3BHBAETHCS B HAMPSIMKY BJIOCKOHAJICHHS
arapaty aHaJli3y Ta MOJICJIFOBaHHS CHTYAIlii.
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AJITOpUTM UJACHTU(UKALIMU TOPSIIETO BEIIECTBA MO
AKyCTUYECKOMY U3JIYUYEHUIO PEAKIIUU TOPEHUS

JleBTepoB Anekcanap AHTOHOBUY

Hayuonanvhuiii ynusepcumem 2pancoanckou 3auumol Ykpausl,
ya. Yepnvuuesckas, 94, Xapvkos 61023, Vkpauna,
alionterra@gmail.com

Anomauyusn. Ilpeonosicen  aneopumm  uoeHmupurayuu
20plOUeo Gewecmed @ 30He ouaed 80320PAHUsL HA OCHOGE
aHanusa aKycmudecKkou SMUCCUU NPoYecca 2OpeHusi o
CneKmpy u (hpaKmanvHoOl pasmepHOCHu.

Knroueevie cnoea: npoyecc 2openus, axKycmuyeckas
omMuccusi npoyecca  2openusi,  OOHapydcenue pearyuu
20penusl, ppakmanbHas pazmepHocns

|. BBEJIEHUE 1 TTOCTAHOBKA ITPOBJIEMbI

DddexkTuBHOCTH OOCCIICUCHHUS MOKAPHOU OE30MACHOCTH
3aBUCHT OT BEPOATHOCTH paHHEro OOHapyKeHMs ouara
Bosropanus[1]. BenenctBue storo, nmpobiema 3aKirodaeTcs
B TOBBILICHUH 3(PEKTHBHOCTH W  JOCTOBEPHOCTH
OOHApyXEHHsl BO3TOpaHUS W WICHTH(QHUKALMU TOPALIETO
BEIECTBA, OCOOCHHO Ha OOBEKTaX CO CIIOKHOM HOXKapHOM
Harpy3koi, TpeOyIomel pasHbIX OTHETYLIAIINX COCTABOB B
CHCTEMAaX aBTOMaTHYECKOTO MMOKAPOTYIICHHUSL.

st pemieHust TaHHOW NPOOJIEMBI, B KauecTBe (pakTopos,
XapaKTepU3yILIMX MpPOLIECC 3aropaHusi, HEOOXOAUMO
HCIIOJIB30BaTh HE TMPUMCHABIIUECA paHEES (bl/ISI/I‘IeCKI/Ie
SIBJICHUSI, COIIPOBO>K/IAIOIINE MTPOLIECC 3arOpaHHsI.

K Takum HOBBIM (hakTOpaM MOXKHO OTHecTH 3((heKT
akyctudeckoil smmccum (AD) mporecca roperus. s
UCCIIeIOBAaHUs. 3TOro (akTopa HEoOXOIUMO pa3paboTaTh
METOAMKY ¥ aJTOPUTM HACHTH(GUKALMH Mporecca TOpeHHs
MaTepHaJIOB 110 aKYyCTUYECKOMY H3JIYUCHHUIO.

Il. PEIIEHME ITPOBJIEMBI U PE3YJIbTAThI

Lenpro maHHOW CTaThH SIBISIETCS Pa3BUTHE HAydHO-
TEXHHYECKAX OCHOB M TMPOTPAMMHBIX CPEICTB  JUIA
JIOCTOBEpHO#l maeHTHGUKaMK AD mporecca paHHEro
3aropanus. CyTe AD TpH TOPEHUH 3aKITI0YAETCS B TOM, YTO
B TIIpOILlECCe TOpPEHHS BO3HHMKAET CIEKTp KoJeOaHU,
CBA3aHHBIX C BO3HMKHOBEHHEM W pa3pylleHHEeM Ha
MOJIEKYJISIPHOM YPOBHE HAIPSXKEHUM B KPUCTAINTMYECKOM
pemietke MaTepuana [2]. B KMAKOCTSIX MPOUCXOIUT
HepeMeIleHHe MacC PeareHToB U MPOAYKTOB M 0Opa3oBaHue
My3bIPHKOB T'a3a, PUBOSIINX K KOJIEOAHUAM OKpY’Karomei
cpenbl 00bekTa 3aropaHus. Yem Oosbllie MOJIEKYJI BeLECTBa
3aJefiCTBOBAHO B IMpOliEcCE€ MPOTEKAHUS PEAKLHHU, TEeM
UHTEHCUBHEE T'OPEHUE M MOIIHEE 3BYKOBOE H3iyueHHe. B
CBSA3M C OSTHM, WIACHTU(UKAIMS M PETHCTpals TaHHOTO
SABIICHHUSA, CBA3aHHA C pEIIeHHEeM 3a/Ja4d H3MEepeHHH
BOJTHOBBIX TIPOIIECCOB U MX IOCIIEAYIOMmEH 00paboTKH.

Oddext AD mMeeT MeCTO Ha BCEX CTaAMsIX TOPEHUS.
IIpy mosIBIEHHMH OTKPHITOTO IUIAMEHH WHTEHCHBHOCTD
3BYKOBBIX KOJICOAHHI PE3KO BO3pacTaeT. ITO 00YyCIOBICHO
TEM, YTO NPU T'OPEHHMU TBEPABIX Ten ycuimBaercst ekt
JeCTpyKUMH ¥ jaedopMalyu Marepuaia. YBeJIMUCHHE
MHTCHCUBHOCTH 3BYKOBBIX KOJEOaHWMIl IIpU TOpPEHUU
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JKUJIKO(DA3HBIX MaTEPUAJIOB CBSA3AHO C MEPEXO0JIOM B CTA/IUIO
KUIICHUSI TOBEPXHOCTHOTO CJIOSl Ha rpaHuie ramenu. [Ipu
3TOM HEOOXOJNMO OTMETHTB, YTO U CaMO IIaMsl BBI3BIBAET
3HAYUTEIIbHBIC KoneOaHus BO31yXa 3a cder
HEpaBHOMEPHOCTH TEUCHHS PEaKIUU TOpeHus [3].

Jns  oueHKM — WOCHTH()MKAIMOHHBIX  IPH3HAKOB
CIly4alHOTO  CTOXAaCTHYECKOTO  IpOIecca  CTOpaHus
MaTepuaioB, MO  pe3yabTaTaM  SKCIIEPUMEHTAJIBHO
oOHapyxeHHOTO 3(pdekra wm3myueHUss crexTpoB AD,
c(OpMHUpPOBaHBl BpPEMEHHbIE DAIbI, XapakTepHbIC s
Ka)KJJOr0 M3 pacCMaTpUBaCMbIX MaTepPHAaIOB, U IIPOBEACH HX
CIeKTpasbHbIil U (pakTanbHbli R/S ananu3 [4]. loxpo6HO
00 9TOM OMKCaHO B cTaThe aBTOpa [5].

ITockonbky AYX B KaXIelf MOMEHT BpEMEHHU
(BpeMeHHOI OTCcUeT — N) mpencTaBiseT coboi (YHKIHIO
An(f), tne A — ammurynga, a f — wactoTa, TO mMyTeM
W3BECTHBIX MaTeMaTHUYCCKUX MpeoOpa3oBaHMid [6] MOXHO
HaWTH €€ 3KCTPEMyMBbl M COOTBETCTBYIOIIME MM YacTOTHI,
KOTOpBIC XapaKTEpU3yIOT CIEKTp AD TOpEHHS BEIIECTBA.
Taxke aKyCTHUECKMH CHTHAJI pEakIMHW TOPEHUs HMEeT
(bpakTajgbHbIe XapaKTEPUCTHKH, YTO MOXKHO HCIIOJIb30BaTh
JUId MAEHTH(UKANK BeIIecTBa M0 IPOOHON (paKTanbHOU
pasMepHocTH [4].

ITlpu oOpaboTke u 3amuUCH 3BYKOBOI'O H3JIYYEHHS H

MTHOBEHHBIX Cpe3oB crieKkTpa HCIIOJIB30BAJIOCH
nporpammuoe  obecreuenne  Adobe Audition CC v9.2;
00paboTKa, CIEKTpambHBIH ©  (HpaKTambHBI  aHAIH3

AKyCTHYECKOTO M3JIyYeHUs] PEaKLMH TOPEHUS Pean30BaH B
cpene MatLab R2016b.

Ha  puc.l  mpuBemeHBl  aMIUIMTYJHO-YacTOTHBIC
XapaKTePUCTUKH  aKyCTHUECKOTO H3JIY4YEHHS pPeakluu
TOPEHHMsI, TOJydYEeHHbIE OT 5-TH OIBITOB TOPEHHUS alleTOHA,
Ie BUAHO, YTO OHH MMEIOT CXOXHIl Xapakrep IO
XapakTepHBIM 4aCTOTaM CIEKTpa.

Jng naeHTHUKAINKE TOPSINEro BemecTBa pa3paboTaH
anroput™  (cM.  puc.2), peamm3yoommii cmocod [7],
BKITIOYAOMMA OJok: 1 — KaauOpOBKM IO 3TAIOHHOMY
CHUTHATY JUI1 TIPOBEPKH PpabOTOCIOCOOHOCTH CHCTEMBI
oOHapy)XeHHs odara BO3TOpaHus; 2 — 3amucu (OHOBOTO
curHana. [IpolOIDKUTENBHOCTh — 3alMCH  3aBHCHUT  OT
0COOCHHOCTEW YaCTOTHBIX M aMIUIMTYJHBIX XapaKTePHUCTHK
(¢oHa B NOMENICHWH WIM TPU aHAIM3€ TEPPUTOPHH, TIe
MPOM3BOJUTCS JIeTeKTHpoBaHue. B 0Oioke 3 —cpaBHeHHE
aKyCTUYECKOTO CHeKkTpa (hoHa Ha XapaKTEepHBIE YaCTOTHI U
aMIUIUTYABl  (YUCTIO  DKCTPEMYMOB) M 3HAYCHHSA
(bpakTanbHON pasmepHocTH [4] UIS KaXIOTO BEIECTBa,
MOJyYCHHBIX AKCHEPUMEHTAIBHO M XpaHAIMecs B 0aze
JAHHBIX JUI1  WCKIIIOYEHHS  JIOXKHOTO  OOHapy)KEHHS,
MTOCKOJIKY B MOMEHT 3amucu (oHa (OJIOK 2) BO3MOXKHO
HaJIMYKMe CUI'Hajla OT HCTOYHHMKA 3arOpaHusl.
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[Ipn coBmajeHun wiInM OMM3KOM 3HAYEHHH YacTOT
(pasuuna He 6onee 400-600I'w), uccueayeMoro CHeKTpa u
creKTpa U3 0a3bl JaHHBIX, OCYIIECTBISETCS 3aIUCHh (YUCIIO
peructpanmii curHama u Bpems (01ok 4, 5) 3aBHUCAT OT
mapamMeTpoB (GoOHA) W aHANW3 CHUTHaJA HA YHCIO
XapaKTepHBIX YaCTOT Ha 33JJaHHBIX YaCTOTHBIX JAHMAIla30HaX.
Ecmm  gwmcemo Ttakmx wactor 4 wum Ooiee, Tmporecc
aKyCTHYECKOTO  W3IY4YCHHA  HWACHTHQHUIHUpYyeTCcS  Kak
«l"opeHue».

XapakrepHble s3kcTpeMmyMmbl AUX Ha
COOTBETCTBYIUIHX YaCTOTaX K
vs
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PucyHok 2. AnroputM 06paboTKH CIIEKTPOB
aKyCTHYECKOIl SMUCCHU HCTOYHHKA 3arOPaHUs

Takum oOpazoMm, TIpH [IETEKTHPOBAaHUH H  JUIA
WCKJTIOYCHHS TIOTaJaHNs B (JOHOBBINA CHUTHAN CHTHAIOB AD
OT UCTOYHUKOB TOpeHus 010ku 3,4 1 5 HOpMUPYIOT MOAYIIB
npenBapuTeabHON 00paboTkM curHaa. B 6 — mpm
OTCYTCTBUM B IPUHMMAeMOM CHTHalleé XapaKTepHBIX
HapaMeTpoB CIIEKTpa B 3allMCAHHOM ()OHE IPOM3BOIMTCS
3amuchk (oHa, Kak mapamerpa s ¢GwibTpauuu; 7 —
00paboTKa TIOJIE3HOTO CHTHAJIA, KOTOpas BKIIOYAET:
npeobpazoBanne dypwe, GuibTpanuio curHana ot ¢oHa u
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MOCTOPOHHMX UIYMOB, aHaJIW3 CHIHala C IIOMOILBIO
SBOJIIOLMOHHBIX QJITOPUTMOB M CHCTEM MCKYCCTBEHHOTO
WHTEJUIEKTa, pacdeT ApoOHOW (paKTaIbHOW Pa3MEPHOCTH
aKyCTUYECKOTO M3IYyUSHHs peakiuy ropeHus. B Omoxe 8 —
Hapure  WHQOpPMAmUM O  pesy’apTatax  00paboTkm
MOJIE3HOTO CHUTHama B (popMe KOMaHIBI «OOHApYXKEHO /He
oOHapyXKeHO» U Iepesiaua ee Ha UCIOIHEHHE.

111, BBIBOJIbI

SIBneHne  aKyCTM4eCKOW OMHCCHM TP  TOPEHHUH
pa3NMuHBIX  BEIECTB, MO3BOJISIET  HMIACHTH(UIIMPOBATH
IPOLECC TOPEHHS ¥ BEIIECTBO MPH IIOMOIIM aHaJM3a
CIeKTpa H  (paKTaNbHBIX  CBOMCTB  aKyCTHYECKOTO
M3IIy4eHHs] PEaKkLUH TOPEHUs, YTO yKa3bIBAeT HA BBHICOKYIO
3¢ PEKTHBHOCTD BO3MOYKHOTO oOHapyXeHUs u
YCTaHOBJICHUS (PAKTOB BO3TOPAHUSL.

[Ipennoxen aIrOpUTM, MO3BOJIAIOIIMI
WICHTU(HUINPOBATh TOpSIIEe BEUIECTBO B  YCIOBHUSX
CJIOKHOH IIOKapHOW Harpy3kH, rzae TpeOyeTcs HECKOJIBKO
BUJIOB  OTHETYNIALIMX BEUIECTB, JaeT BO3MOXHOCTh
TEXHUYECKOH peanu3alnuyl CHCTEMbl MO0XapOTYLICHUS C
HECKOJIbKUMH OTHETYIIAIUMH BELECTBAMU.

OnmcaH anroput™M 00paboTKH (OHOBBIX CHTHAIIOB,

MO3BOJIIIOINMA ~ TOBBICUTH ~ CTENEHb  JOCTOBEPHOCTH
oOHapyxeHUst AD odara 3aropaHusl.
PesynbraThl IIPOBEJCHHBIX 9KCIIEPHMEHTOB

MOATBEPXKIAIOT, YTO Iporiecc AD MOXKET OBITh HCTIOJIB30BaH
KakK HOBBIH (hakTop AJ1st 00HAPY KEHHUSI PAHHETO BO3TOPaHHI.
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MOHITOPHUHT NPUAATHOCTI IIPOJTYKTIB XapuyBaHHS
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Anomayia: [ana cmamms npucesyena OO0CHiONCEeHHIO
numars MOHIMOPUH2Y npuoamuocmi npooyKmie
Xapyyeanns 6 yugposomy oomi. Buoineno ocnosui npuyunu
BUHUKHEHHA Oauoi cumyayii, NpoaHanizoeaHo  i0oMi
cnocobu ii eupiulenHs ma NOKA3aHi HeOONiKU 6 npoyeci ix

sacmocysanns.  Cnpoekmosana — modenb — eapianmis
BUKOPUCMAHHA, AKA 8I0006padicae 3a2anbHi 6uMozu 00
@DYHKYIOHANbHOT  NOBEOIHKU — NPOEKMOBAHOI  cucmeMmu.

Onucano apximexkmypy iHopmayitiHoi cucmemu, 5Ky
PO3POONEHO 3 BUKOPUCTNAHHAM MOOYIbHO20 NPUHYUNY, WO
Hadae 3acobu i3 nobyoosu cucmemu i3 QYHKYIOHANIbHO-
3a6epuieHux YacmuH.

Knwwuoei cnosa: npodykmu xapuyeauus; MOHIMOPUHE,
AKICMb, MOOYIb, PO3NIZHABAHHSL..

|I. BCTYI TA TIOCTAHOBKA 3AJTAUI

Ha crorogmimmHiii neHb, MUQPPOBI TEXHONOTII CTPIMKO
VBIMIIUIN Yy BCl Tamy3l SKATTEISUIBHOCTI JIFOMUHH: BiJ
pOOOTH30BaHNX XIPypPTiYHUX BTpy4YaHb [0 KEpYBaHHA
BigmaneHumu carenitamu. [Ipote, Ha GOHI TAKOTO MPOTPECy
3aIMIIAIOTHCS HEBUPILICHUMH MHOXHHA MPOOJIeM, OJHIEIO 3
SKAX € Tpo0OiieMa CMITTs, 10 BUKJIMKaHA B MEPIIY 4epry
KYIIBJICIO SK HEMOTPIOHUX TaK 1 HAJJIMIIKOBHX TOBapiB Ta
OpoAyKTiB XapuyBanHs [1,2].

Il. BUPILIEHHS ITPOBJIEM TA PE3VJIbTATH

[IpoBenene nmocCHiIPKeHHS TIOKas3ajo, IO OCHOBHHMH
NpUYMHAMH BUHUKHEHHS Takol CHUTyalil €: BIJICYTHICTb
MOHITOPHHTY SIKOCTI MPOJYKTIB XapuyBaHHS B XOJIOJMIBHUX
Kamepax Ta HeAOTpUMaHHs yMmoB 30epiranss [3]. IcHyroui
MiAXO0I¥ 10 BUPIMICHHS TaHOI IPOOIeMH, SKi IPOTIOHYIOTHCS
¢ipmamu-rirantamu (Samsung, LG, Bosch) namineni B
Hepiry 4Yepry Ha BHUKOPHUCTAHHSI BapTICHOTO OOJaJHaHHS
MOHITOPHHTY, SIKE € HEIOCTYITHUM MIMPOKOMY 3araiy [4-6].
3 oAy Ha Te, aKTYaJIbHOIO 33a7a4el0 € CTBOPEHHS CUCTEMHU
sgKa HaZacTh 3acO0M MOHITOPHHTY SK TNPHIATHOCTI TaK i
HassBHOCTI IPOJYKTIB Xap4yBaHHS B IM(PPOBOMY IOMi, IO

CIpHUATAME OOTPYHTOBAHOCTI TIOKYIOK Ta 3MEHIIHUTH
KIJTbKICTh 3IMCOBaHUX IPOAYKTIB XapuyBaHHs. /[liarpama
BapiaHTIB BUKOPHUCTaHHS IIPOEKTOBAHOI CUCTEMU

BizoOpaxeHa Ha puc.l.

ApXITEKTypa CHCTEMH CKJIQIAETHCS 3 TAKUX MOJYIIB:

1) sapo — OCHOBHMI NpOrpaMHHA MOAYJb, SKHii
KOOpJMHYE poOOTY PENITH YaCTUH CUCTEMH 1 O€3MOCepeTHHO
3aCTOCOBYETHCS B IPOIIECi KOMYHIKallii 3 KOPUCTyBaveM.

2) bBaza gaHux — MICTHTh BHYEpPIHY iH(bOpMAILiiO
IIOJI0 TPOAYKTIB XapyyBaHHS, TEpPMiHIB Ta YMOB IX
30epiranHsa. HeoOXimHOIO yMOBOIO € HasBHICTh BiJIOMOCTEH
mon0 0a30BHX TEPMiHIB HPHIATHOCTI, IO 3aCTOCOBYETHCS
JUIA TIONITYYHHWX TMPOJYKTIB Ta TOBapiB 0€3 BiIMOBIIHOTO
MapKyBaHHSI.

15

Pucynoxk 1. Jliarpama BapiaHTiB BHKOPHCTaHHS

3) Moaynb po3mi3HABaHHS MPOAYKTIB Xap4yyBaHHS
MICTUTh HEHPOHHY MEpeXy, L0 BUKOPHUCTOBYETBHCS JUIS
BUIINICHHS TUITY IPOAYKTY Xap4yyBaHHS.

4)  Moaynb CKaHyBaHHs LITPUX KOy
BHUKOPHUCTOBYETHCS I iIeHTH(DIKAIIT MAapKOBAHOTO TOBapY,
IO 3MEHIIYE Yac OMpAIOBAaHHS Ta CIPHSIE MOMIUBOCTI
BUKOPHUCTAHHS MPOCTIIIOrO arapaTHOTo 3a0e3NeYeHHs.

5) Moayab MOHITOPHHTY — BKJIIOYAE MPOLEAYPH i3
BU3HAUCHHS TEPMiHY MPUIATHOCTI TOBapy Ta CHCTEMY
CHOBIILEHHS NPO #oro 3aBepiueHHs. KopucTyBay Mae 3Mory
HAJIAIITYBaTH IapaMeTpH CIIOBIIICHHS B 3aJIC)KHOCTI Bif
0COOHCTHX MipKyBaHb.

I1l. BUCHOBKU

VY crarti mpoaHami30BaHWK CydacHHWH CTaH o00JacTi
JOCHI/DKeHHsT Ta HaBeleHI MiAXOAW JIO  BHPILICHHS
MOCTaBJIICHUX TpoOIeM. 3amporOHOBAHMH MIAXi MOXKe
BUKOPUCTOBYBATHCh HE JIMIIEC B IHIUBIAyaIbHUX LIIAX, aje
W mis motped Oi3HeCy, IO CTBOPHUTH MEPEAYMOBH 13
3MEHIIEHHS KITBKOCTI Xap4oBuX BigxomiB. [lomambrmi
JOCHI/DKeHHsT  OyIyTh  CHpsIMOBaHI  Ha  peasi3aiiio
BiINOBiAHOT 1HQOpPMAIIWHOI CHUCTeMH Ta Bepupikalio il
poboTn.
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Abstract. The modern development of distributed and robotic
systems, hereinafter called «Swarm-boty systems, rapidly
covers applied areas related to work in undetermined and
extreme conditions from space and deep-sea research,
maintenance of nuclear power plants, recovery from the
aftermath of man-made accidents and disasters, fighting
against terrorism and use for the benefit of the armed forces,
police and other special forces, performing the most
complicated medical surgeries, automation of the public utility
sector, organization of life and leisure.

Keywords: s-bot, reconfiguration, unorganized physical
environment, planning, reconfiguration methods, information
technology.

I. OVERVIEW OF THE SUBJECT AREA

Currently, there are four main tasks arising in the
management of a group consisting of intelligent mobile objects,
hereinafter called «s-bots» with various functional purposes [1-
6]:

- choice of a group management strategy;

- global planning;

- local planning;

- processing of information received by the «s-bot» group
during their functioning.

Fig. 1 shows a diagram of the tasks interaction in
management of the «s-bot» group with various functional
purposes [1-6].

Choice of the "s-bot" group
managment strategy

Processing of
information recelved|

Local planning
by the "s-bot" group

Global planning

+
Fig. 1. The diagram of tasks interaction in management of the
«s-bot» group with different functional purposes

The strategy of group management means the general
principle of organizing management of an «s-bot» group. The
strategy determines who and at what level of management
solves the tasks of global and local planning, performs the
processing of the information received. The group management
strategy is selected depending on the number of «s-bot» group
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members and based on the rate of parameters change in the
unorganized physical environment.

Global planning is the decomposition of a complex global
task into simpler tasks as well as the distribution of tasks
among the «s-bot» group obtained as a result of decomposition.
Moreover, this distribution must satisfy some given optimality
criterion.

Local planning includes solving a set of problems
associated with the implementation of the «s-bot» tasks, which
were formed and distributed at the global planning stage, for
example, planning the trajectory of the mobile «s-bots» when
they move to the specified target points.

In the process of performing tasks, «s-bots» receive useful
information that needs to be processed. On the basis of the
received data, a new task can be formed for the mobile «s-bot»
group.

When building a «Swarm-bot» system, the most important
and challenging task is to develop a management system
capable of solving global and local planning tasks in
accordance with the selected group management strategy and
information obtained by the «s-bot» [1-6].

Il. SETTING A RESEARCH PROBLEM

This paper addresses the problem of local planning. One of
the main tasks in solving the problem of local planning is the
self-organization of the movement of the «s-bot» group in the
unorganized physical environment (PE). The most famous
approach to solving this problem is the Reynolds model [13].
The Reynolds model describes the behavior of birds in a flock
and includes three principles of self-organization of movement
of a separate «s-bot» in the group, hereinafter referred to as a
flock, namely [13]:

- adhere to the average speed of movement of neighbors in
the flock;

- strive to occupy a position in physical environment (PE)
close to the center of the local neighborhood, i.e. stay together;

- keep a safe distance in the flock.

Each «s-bot» in the flock has its own local neighborhood. It
has a spheroid form (Fig. 2), the radius of which depends on
the V-speed of movement and is determined by the sensory
capabilities of the «s-bot». Each «s-bot» of the flock, alien
agent or obstacle inside the neighborhood is determined by the
distance and the position of the end of the radius vector on the
spheroid in the coordinate system associated with «s-bot». An
«s-bot» can have restrictions on the maximum number of other
«s-bots» of the flock that it can observe in its neighborhood.
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Other objects outside of the spheroid local neighborhood do not
exist for the «s-bot» at the given time. Movement of the flock
involves formation of the trajectory of each «s-bot» movement
depending on the movement of the «s-bots» remaining in the
flocks and the location of various obstacles within the
operating area. There are many algorithms and methods for
planning the trajectories of the mobile «s-bot». Among them,
the most famous are:

- wave algorithm;

- Dijkstra’s algorithm;

- A algorithm;

- fuzzy logic;

- potential method.

Maximum
solid visibility angle

Local area
spheroid

V-speed
< «s-bot»

Local radius of
spheroid local area

Fig. 2. Local neighborhood of the «s-bot»

Planning the trajectories of the mobile «s-bot» using the
wave algorithm, Dijkstra's algorithm, and A algorithm involves
structuring the physical environment, building a mobile «s-bot»
area map and requires significant power of the «s-bot» on-
board computers. The disadvantage of fuzzy methods of
planning the trajectories of the mobile «s-bots» is the
impossibility of a preliminary mathematical analysis of the
expected results. That is, it is impossible to determine in
advance how a fuzzy system will behave in a given situation.

The advantage of the potential method is its simplicity.
Algorithms based on this method have low computational
complexity. A distinctive feature of the potential method lies in
the fact that there is no need to structure the operating space
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and build a mobile «s-bot» area map, which significantly
reduces the requirements for on-board equipment.

Thus, the formation of the trajectories of mobile «s-bots»
operating in a team is advisable to carry out using the potential
method.

I11. CONCLUSIONS

1. A diagram of the interaction of tasks in management of
the «s-bot» group with various functional purposes is
presented. Definitions of the following notions are given:

- choice of a group management strategy;

- global planning;

- local planning;

- processing of information received by the «s-bot» group
during their functioning.

2. The local neighborhood of a separate «s-bot» is
described based on the Reynolds model.

The studies were conducted in the educational and
scientific laboratory «Reconfigurable and mobile systems» at
the Department of Electronic Computers of Kharkiv National
University of Radio Electronics.
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AHann3 CBEPTOYHBIX M KAIICYJIbHBIX HEMPOHHBIX
ceTeH

bepecues [Imutpuit Bragumuposuy

benopyccxuii 2ocyoapcmeennvlil yHusepcumem uH@oOpmMamuxy u
paouoanexkmponuxu, ya. I1. Bposku 6, Munck 220039, Benapycs,
beresnev.dima8@gmail.com,

Anomayua.  Paccmompenvt  ocnosmvle  u  nHaubonee
nonyiapHeie Moodenu OAA  PACNO3HABAHUA  U300PANHCEHUL.
IIpusedeno onucanue u 0aHa XapakmepucmuKa C6epmoyHbIX
HeliponHvix  cemel. Ilpusedeno  onucawue u  Oaua
Xapaxmepucmuka KancyibHvlx HeupouHuwix cemeii. IIposeden
amanu3  npeumMywjecme U  He0OCMAamKo8 — KaicOOu  u3
apxumexkmyp Mmodeneil. Buvioenenvi nepcnexkmuebl
UCHONBL30BAHUSA OAHHBIX MOOEIEU.

Knroueevie cnoea: aumanuz Oanuwlx, 00pabomka 601bUUX
OanHblx,  2nybokoe  obyuenue, ceepmia, Mmax-polling,
ayeMeHmayusi, CEepmoYHble HEUPOHHblEe Cemu, KANCYlbHble
HelpOoHHbLE Cemil, KANCyibl, OUHAMUYECKUT POYMUHL.

l. BBEJIEHUE 1 ITOCTAHOBKA [TPOBJIEMBI

CeronHsi CylecTByeT IIMPOKUNA KpYyr 3ajad, B KOTOPBIX
n300paXeHUST PacCMaTPUBAIOTCA KaK MCTOYHHUK HH(OPMALIUH,
Ha OCHOBE KOTOpOH HEOOXOIMMO MpPHHITH HEKOTOpOe
perieHue.

Crenyer JaTh HECKOJBKO OMNpEAETIeHHH W OOBIACHUTH
OCHOBHBIC TEPMHHEL.  MCKyccmeenHas HeUpoOHHAs — cémb
(MHC) — maTtemaTH4eckas MOAENb, a TAKKE € MporpaMMHast
W/WITA almapaTHas peanu3alys, MOCTPOSHHAs MO NPUHIINITY
opraHuzanid ¥ (OYHKIMOHUPOBAHUS  OHOJOTMYECKUX
HEHUPOHHBIX CeTel — ceTell HEepBHBIX KJIETOK JKHUBOTO
opraHn3ma mno wojenu Makkanoka-Ilutrca. Ha mansbIi
MOMEHT OTCYTCTBYeT oOnHO3HauHoe pasnencane WMHC Ha
knaccuueckue u riybokue HC. Imyboxas wueviponnas cemsw
(THC) 39TO MareMarhyeckas Mojielib, a Takke eé
nporpaMMHasl W/WJIM anmnapartHas peajii3aiusi, IOCTPOSHHas 110
npaswiam coszganuss MHC u umeromas B coctaBe cBoei
ApPXHUTEKTYPHI OOJIBIIOE KOMUIECTBO CKPBITHIX CIIOEB. [ 1y60K0e
obyuenue (enybunnoe ob6yuenue, aunri. Deep learning) —
COBOKYITHOCTh METOJIOB MAIIIMHHOTO O0y4YeHHs (C yuuTenem, ¢
YACTUYHBIM IPHUBJICYCHHEM y4HTENsA, O3 y4urens, ¢
MOJIKPETUICHNEM ), OCHOBAHHBIX Ha O0yYEHUH TPECTABICHUSIM
(aurmn. feature/representation learning), ¢  moMmoubiO
aJIrOPUTMOB MAIIMHHOTO OOYYEeHHS, KOTOpPbIE IIBITAIOTCS
MOJICITUPOBATh BBHICOKOYPOBHEBEIC aOCTpaKIMA B JaHHBIX,
UCTIONB3YSI  apXWUTEKTYpPBl, COCTOAIINE W3  MHOXMCECM8d
HenuHelnbIx npeobpasosanuti (MpeodpazoBaHus, IPH KOTOPHIX
n3MeHsercss (opMa CHTHajIa M TPOUCXOTUT OOOTalIeHHEe ero

CIHEKTpa HOBBIMH YaCTOTHBIMM KOMIOHEHTamu). Taxum
obpa3om, Trpad, ONUCHIBAIOIIMI  CIOKHYIO  HEpapXHio
BBICOKOYPOBHEBBIX  abcTpakiuif, Oymer Tiaybokum  —

cojiepKamiuM MHoro ypoBHed. IToatomy Takoit noaxoxn B U
Ha3bIBaeTCA TIIyOOKHUM 00ydeHHEM.

OcHOBOMl 111 pemieHWss — 3aJad  Paclo3HaBaHHA
M300paKeHUH SBISIETCSI TEOpUSl paclio3HaBaHUS 00pazos,
KOTOpast 0COOCHHO aKTHBHO PAa3BHBAETCS B CBSI3U C CO3JaHUEM
CHCTEM MCKYCCTBEHHOIO HHTENIeKTa. B paccmarpuBaeMoM
HaMM  Cllyyae, HOCAIIEM C TOYKH 3pEHHS TeOopuu
pacrio3HaBaHusi 00pa3o0B IPHKJIAIHON XapakTep, SBISETCS
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n3obpaxeHue. 3agada pacro3HaBaHus 00pa30B 3aKIIOYACTCS B
KImaccu(UKauyn M300paXCHHH Ha OCHOBE OIPECIICHHBIX
TpeOOBaHUH, MpHdeM HU300paKEHUS, OTHOCSAIINECS K OJHOMY
KJ1accy 00pa3oB, 001aJaf0T OTHOCHTEEHO BEICOKOH CTETIEHBIO
6mm3ocTh.

[puHATEIE  MOAXOX K  pPacmo3HAaBaHWIO  00pa3oB
3aKJII0YaeTcsl B KiIacCU(UKAIMM HAa MHOXECTBE NPU3HAKOB,
BBIUUCIIICMBIX 110 HAOJI0aeMOMY H300paXeHH0. MOKHO
TaK)Ke CKa3aTh, YTO KiIacCU(HKalys 00pa3oB 3aKIr0yaeTcs B
OTOOpaXEHWH TPOCTPAHCTBA NPH3HAKOB B MPOCTPAHCTBO
pemennit. Ilpm TakoM moaxone pacmo3HaBaHHE 00pa3oB
BKJIIOYAET JIBE 3aJIa4H:
0TOOD M YIOPSIOYNBAHKE IPH3HAKOB;

COOCTBEHHO KIIacCH(UKAITHSL.

Csepmounvie neiiponnsvie cemu (convolutional neural
network, CNN) [1] — cmennanu3upoBaHHas apXHUTEKTypa
HUHC, npemnoxennas SHom JlekyHoMm B 1988 romy u
HalesieHHass Ha 9(¢eKTUBHOE paclio3HaBaHHe 00pa3os,
BXOJIUT B COCTaB TEXHOJIOTHH TIIYOOKOTO OOy4YeHUs. wuaes
CBEPTOUHBIX HEHPOHHBIX CETEH 3aKII0YAeTCs B YEPEAOBAHUH
CBEPTOUHBIX CII0EB (convolution layers) u
cyomuckperusupyommx  cioés  (Subsampling layers
wiu pooling layers, cnoés noaseibopku). CTpykTypa ceTn —
onHOHaTpaBieHHas (0e3 0oOpaTHBIX CBs3€i), MHOTOCIIOWHAsS
apxuTekrypa. [ns oOydeHHs HCIIOJIB3YIOTCSI CTaHAapTHBIE
METOABI, Yallle BCEro METOJ OOpaTHOro paclpOoCTpaHEHHUS
omnOkyu. PYHKIUSA aKTUBAIMM HEHPOHOB — IIepeNaTOdHas
byHKIYS, KoTOpast BBIOOpaeTCs HCCIIeIOBATEIIEM.
Apxutektypa ceTH [2] mosyuymsia CBOE€ Ha3BaHHE BBHIY
HaJlM4yMs Omepauud CBEPTKU, KOTOpas KaxAbld (parMeHT
U300paKeHU yMHOXKaeTcs Ha Marpuny (iapo) CBEPTKH
TIOJIEMEHTHO, @ Pe3yJIbTaT CyMMHpPYETCSl M 3alMCHIBACTCS B
AQHAJIOTUYHYIO ITO3MILHUIO BBIXOAHOTO M300pakeHHs. JlaHHBIHA
THIT apXUTEKTYPBl HIMEET CIIeIyIOIIHe 0COOEHHOCTHU: OTIepaLyst
CBEPTKH, perynupuzanys, CreMaIM3uPOBaHHAs
WHHULUAIN3anus, OaTdy-HOpMalu3alus, ayrMEeHTalus, paHssa
OCTaHOBKa.

Yto0BI pa3Mep HEWPOHHOH ceTH HE ObLI OONBIIUM U HE
3aBHCeN OT pa3Mepa oOOy4JaeMbIX [aHHBIX, CJEAyeT
HCIIOJIb30BaTh CHELUAIBHYIO0 CTPYKTYpy HEHpPOHHOH CeTH,
Ha3bIBaEMYI0 CBEPTOUYHON HEHpoHHOI ceThio. Ilpn oOyuernn
JUTSE K&XJI0T0 00pasiia Ha BXOJl CBEPTOYHOW HEUPOHHOU CeTH
TI0TIa/IaeT HE BCSI KAPTUHKA, @ TOJIBKO €€ YacTh.

IIpu wucnonb3oBaHMM CBEPTOUHOM HEWPOHHOH ceTH
BO3HHMKaeT NpoOiieMa — OOJBIIOE KOJIMYECTBO BBIICIICHHBIX
npu3HakoB [3]. Hcnomb3oBaHHE OrpOMHOrO KOIMYECTBA
MIPU3HAKOB JUISl PELICHUs 3a/1a4 paclo3HaBaHUs M300parkeHNI
okazanoch HedpdexkTuBHO. [lns  yMeHbIIEHHS pa3smepa
MIPOCTPAaHCTBA MPU3HAKOB IPOBOJMM CYOAMCKPETH3ALUIO
(aurn. pooling), pasmenus KapTy NPU3HAKOB, MOJIYYEHHBIX OT

XAPAKTEPUCTHUKA MOJIEJIENA
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CBEPTOYHOM HEHPOHHOI! ceTH, Ha PUKCHPOBAHHOE KOJIMYECTBO
yacted (cM. puc. 1.4) Ha KakAOW YacTH BBIYMCISETCS €€
MakcHMallbHOe 3HadeHue (auri. max pooling) wmu cpennee
3Hauenue (auri. mean pooling).

Takum  obOpa3om, ciemyeT  BBLIEIUTH
npeHMyLueCTBa CBEPTOYHOH HEHPOHHOH CETH :
YMeHbIICHHE KOIMYECTBA 00y4aeMbIX MapaMeTpoB H
MOBBIIIEHHE CKOPOCTH OOYYEHHUs] MO CPAaBHEHHIO C
MOJIHOCBSI3HOW HEHPOHHOMH CETHIO.

Bo3MoXHOCTh pacnapauieuBaHusl BBIYUCICHHH |
peanuzalMM  aIrOpUTMOB  OOy4YEeHUS CETH  Ha
rpaduyeckux npoueccopax (GPU).

YCTOWIHNBOCTD K CABHUTY IMO3ULIUH 00BEKTa BO BXOJHBIX
JnaHHbIX. [Ipu oOydeHMM cBEpPTOYHAsR HEHpPOHHAs CETh
CABHTAETCS IO YacTsM oObekTa. [loaToMy oOydaembie
NPU3HAKA HE 3aBUCSAT OT MO3UIMHM «BaXKHBIX YacTEi»,
T.c.  CcBEPTOYHAs  HEWpOHHas  CETh  BbIICNACT
OAWHAKOBBIC TPU3HAKKU [JId ABYX KapTHHOK, XOTA
MO3UIMY Ha N300PaKEHNAX MOTYT OBITh pasHble. Takum
00pa3oM, 3TO CBOMCTBO CBEPTOUYHOI HEHpOHHOII ceTn
MOMOTaeT  TOBBIIIATH  KA4eCTBO MPH  PEIICHUH
pa3HOOOpa3HBIX 33724 paco3HABAHUS U300paKCHUH.

CIIeIyIONIHe
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m-r+1
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image
Pucynok 1. Ilpumep cBepTku

n-c+1

pn

m-r+1

» -

pooling

convolution

Pucynox 2. IIpumep nynunra

CBEPTOUHYIO HEUPOHHYIO CETh MOXKHO TPHUMEHSTH ISt
pelleHrs Pa3NUYHBIX TUIMOB 3anad. [lpw WCTOIB30BAaHUH
CBEPTOYHOM  HEWPOHHOM CETH  MOXHO  CYIECTBEHHO
YMEHBIIIATh KOJIMYECTBO 00yJaeMbIX IMapaMeTPOB U MOIY4aTh
BBICOKOE Ka4€CTBO PACIIO3HABAHMUS.

Kancynousle Heiiponnvie cemu — HOBas apXUTEKTypa
HEHPOHHBIX CETel, KOTOpas SBISETCS CEPbe3HOW TopabOTKOI
CBEPTOYHBIX HEUPOHHBIX ceTel [4]. Baxknas yacte CapsNet —
TpaJMLMOHHBIN CcBepTOYHbIA cyoi. Ilens paHHOTO CIlOS
COCTOUT B W3BJICYCHUU W3 BXOIHOTO H300paKCHUS CaMBIX
0a30BBIX MPU3HAKOB. Ellle 0JTHONW OCOOCHHOCTHIO KaIlCYIbHBIX
Helipocerel sBiusiercs ReLU (dpopmanbHO HM3BECTHBIM Kak
JUHEHHBIN BBINPSMUTENB). JTO aKTUBAIMOHHAS (QYHKIIHS,
apryMeHTOM KOTOpOH siBisieTcs 3HaueHue. Ecnu 310 3HaueHue
otpunarensHo, RelLU 3aHynsercs, eciu MOJOXUTEIbHOE —
MPUHUMAET 3HAUE€HUE apryMeHTa.
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ReLUConvi 7256 DigitCaps

1L, 1l
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4

W, = [8 X 16]

Pucynox 3. Apxurekrypa CapsNet

Cnoii PrimaryCaps HaumHaeTcsi KaKk OOBIYHBIA CBEPTOYHBIH
CIIO, HO B 3TOT pa3 MPOBOIUTCS CBEPTHIBAHHE TI0 CTEKY U3 256
BBIXOJIOB M3 MPEABIIYIIUX CBEpTOK. BmecTo simpa 9x9 mmeem
TeH30p pa3mepa 9x9x256. Eme onuH METO WCTIONB3YEMEI B
KaIlCyJIbHBIX HEMpOCeTSIX — HalpaBleHHE MO COTJIAICHHIO
(routing by agreement) [5].

Takum 00pa3oM, MOABOJIS HTOT, CIEAYET OTMETHTh, UTO
TEXHOJIOTHM MAIIIMHHOTO OOYYeHHs U aHaju3a JIaHHBIX,

BBIBOJIbI

HEWpOHHbIE CETH B  YacTHOCTH, o0Ojazas  TaKUMH
0COOCHHOCTSMH KaK: THOKOCTb IPU IIOCTPOCHNH MOAENEH I
HEMMHEHHOM  ammpoKCHMAaIld MHOTOMEPHBIX  (YHKIIHH,

pearm3yeMoCTh CPEeICTB HMPOTHO3HPOBAHUS BO BPEMEHH IS
MPOIIECCOB 3aBUCSIINX OT MHOTHX IIEPEMECHHBIX, CIIOCOOHOCTD
pemaTh 3agadn KIACCU(PHUKAIMA [0 MHOTUM MpHU3HAKaM,
CIOCOOHOCTh peIIaTh 33aJaud PaclO3HABAHUS HM300paKCHUIA,
peanu3yeMoCcTb MHCTPYMEHTOB JUIS TOWCKa IO CIIOKHBIM
accolyanusM, BO3MOXKHOCTb pealu3allid Mojeneil s
MOMCKA 3aKOHOMEPHOCTEH W CTPYKTYpPhI B JaHHBIX, CBOOO/a
OT HEKOTOPBIX OTPaHUYCHHI 10 CPABHEHHIO C KJIACCHUECKUMHU
METOJIAMH 3a CUeT MapauIedbHOI 00pabOTKH U 0COOEHHOCTEH
MMOCTPOCHHUS HWHTEJUICKTYalbHBIX MOJEJCH, CIIOCOOHOCTh K
moyTHOH 00paboTke WHPOPMALNHU, CaMOOPTaHH30BAHHOCTD,
CHOCOOHOCTh K KOJUPOBAHUIO MH()OPMAINH, HAICKHOCTH U
OTHOCHTEIbHASl YCTOWIMBOCTD, 00YIaeMOCTh, CIIOCOOHOCTh K
0000MIeHNI0, CIIOCOOHOCTh K a0cTparupoBaHWio W T.n. B
HacTosIIlee BpeMsl HECIy4ailHO BbI3BIBAIOT IOBBIIIEHHBIN
WHTEpEC TpPU TOCTPOCHUH HHTEJUIEKTyaJIbHBIX CHCTEM
pa3IUYHOTO MaciiTabda ¥ Ha3HaYeHHsl. AJTOPUTMBI B METOJIbI
MAIIIMHHOTO O0YYCHHUsS U aHaJIU3a JaHHBIX MO3BOJISIOT PEIINTh
OTPOMHEUIINX IJIaCT HMHTEIEKTYAIbHBIX 3a/1ay, TaKUX Kak
pacrmo3HaBaHHE H300paKCHUI M BUAEO, PACIO3HABAHHE U
CHHTE3 pe4YH, paclo3HaBaHWE W IEPEeBOJ  TEKCTOB,
MPOTHO3UPOBaHHE COOBITHH ¥ psgoB u  T.O. [losTomy
uHTeIUIeKTyanbHoe [IO  TO3BOJSIET TOBBICUTH  YAOOCTBO
WCIONB30BaHUS  KOMITBIOTCPHBIX ~ CHCTEM  HA  HOBBIH
Ka4eCTBEHHbBIN ypoBeHb U JenaeT aucimiuinHy Data Science
OITHMM W3 KIIOYEBHIX HAIpaBICHUN B cdepe UcclemnoBaHUN
HUCKYCCTBEHHOTO MHTEJIEKTA.
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MeTo BU3HA4YEHHSI KOHTYPIB €JI€MEHTIB MIChKO1
IHQPACTPYKTYypH HA ONTHUKO-CIICKTPOHHUX
300paKCHHIX OOPTOBUX CUCTEM

Py6an Irop Bikroposnu?

XynoB ['ennaniii BOJ‘IOI[I/IMI/IpOBHLIZ

Xapxiecvruii nayionarvhuil ynisepcumem padioerekmponixu,
npocnexm Hayxu, 14, Xapxis, 61166, Ykpaina, 2345kh_hg@ukr.net
2Xapxiscoruii nayionanvuuil yrnisepcumem ITogimpsanux Cun

im. Ieana Koowcedyba, eyn. Cymcoka, 77/79, Xapxis, 61063, Ykpaina

= = 1 $Xapxiscoruii nayionanvnuil ynisepcumem im. B.H. Kapasina,
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Xwxusk [puna AraroniiBHa?
Conomonenko IOpiit CranicnaBouy?
I030Ba Ipuna IOpiisna?
Xynos Poctucnas ['eHHATIIOBIY®
Anomayin. 3anpononosano O0ns  GusGleHHS  eleMeHmi¢ ~ KOJIbOPOBOIO  IPOCTOPY  TIPEACTaBICHHS  KOJIbOPOBOTO
Micokoi  iHghpacmpykmypu Ha ONMUKO-E1eKMPOHHUX 300paxenns (Hanpukiax RGB) 3a  momomororo  neskoro

300padicenb DOPMOBUX cuCmeM 3ACMOCO8Y8AMU 0BOEMANHULL
MemoO BU3HAYEHHS KOHMYPIE eleMeHmie Micbkoi 3a0y008u.
Ha nepwiomy emani npogooumbvcst udinenuss epanuyb 3d
oonomoeoro demexmopy epanuyv Kanni. Ha opyeomy emani —
BU3HAYEHHS KOHMYPIE elleMenmieé MICbKol iHgpacmpykmypu
3a donomozoio nepemeopenns Xaga. Bizyarbna oyinka
AKocmi  pe3yibmamie  00pobKu  300padiceHHs  00360715€
susHauumu 00 ’ekmu inmepecy.

Kniouogi cnosa: onmuxo-enexmponne 300padcenus, mMemoo
BUBHAYEHHSI KOHMYPIB, 00 ekmu inmepecy, 0emexmop epaHulb
Kanmni, nepemsopennsn Xaga

. BCTVYII TA ITOCTAHOBKA TTPOBJIEMU

Bigomo [1, 2], mo meronu otpumaHHs iHdopmauii mpo
MiCLIEBiCTh, 00’€KTH Ta TPOLECH 3 BUKOPHUCTAHHIM aepo- Ta
KOCMIYHUX 3ac00iB 3HAaYHOIO MipOI0 3aNOBHIOIOTH HENOTIKH
KOHTaKTHOro croco0y 30opy iHdopmanii, a B Jeskux
BUIAJKaX IIOBHICTIO HOro 3aMiHIOIOTE. OCHOBHOIO METOIO
MOHITOPHHTY HaceJeHHX NYHKTIB € IOCTiiHA aKTyasi3aris
iHpopmanii Npo 3MIHM Ha 3eMENbHUX MUISHKAX, OOJIIK
iHGPaCTPYKTYypH O00’€KTiB, TPAHCHOPTHUX CHCTEM, CTaH

OPUPOAHUX W TPHUPOJHO-AaHTPONOTEHHX JIAHAMA(TIB TOIIO

[1]. Tomy akTyalbHMM € BHUKOPHCTAHHA MarepiaiB
ACPOKOCMIYHOTO 3HIMaHHS Ui MOHITOPHHTY HAacCeJIeHHX
MyHKTIB.

Meta pobotu: po3poOka MeToxy BHU3HAUCHHS KOHTYPIB
€JIEMEHTIB MiChKOi iH(PACTPYKTYpH Ha ONTHKO-EIEKTPOHHHUX
300pakeHHAX OOPTOBHX CHCTEM.

Ha onTnko-eneKTpoHHUX 300paKE€HHSX €JIEMEHTH MICBhKOI
iHppacTpykTypu (MOCTH, JOPOTH, OYIWHKH TOIIO) € JOCHTH
KOHTPAaCTHUMHU 1 NPE/ICTABIICHI Y BUIIISAL IPOCTUX MPHUMITHBIB
(mpsimMa, koo, emirc o). OTKe, SIKIIO I KOKHOTO KaHATTy

PuueHHSA [TPOBIEMU I PE3YJILTATU
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JIETEKTOpa 3HAWTH TPaHUILli, TO 328 JONOMOIOI0 IIEPETBOPEHHS
Xada B KOXKHOMY KaHAJI MOKHA BHIUTATH TPOCTI IPUMITHBH.
Skuo ¢irypa 00’ekTa 3HaX0ITHCS B YCIX TphoX KaHanax RGB
OJTHOYACHO, TO II€ € 03HAKOIO ITYYHOTO MOXOMKEHHA 00’ €KTY.
SIKIIO TIMBKM B OMHOMY KaHali — OO’€KT Mae MPHPOIHE
TIOXO/DKEHHS (HalpHKIIan, piuka), sKIIO0 B JBOX KaHalax —
kinacudikaiis yckiaaHeHa (e Moke OyTH, HaIpPHUKIA,
TI0JIbOBA JI0POTA).

OnauM 3 HaiiOuTbll  eeKTHBHMX METOMIB  IOLIYKY
AHANTHYHO 33JaHUX TMPHUMITHBIB € Tpylma METOJIB, IO
BHKOPHCTOBYIOTh miepeTBopernst Xada [3]. [cHye MOXIHBICTH
Monudikarii meperBopeHHs Xada A poOOTH 3 peaTbHUMHU
JaHUMU Ha 300pa)KEHHSX, KOJW MOTPIOHO 3HAWTH TOW YU
IHIIMH TEOMETPUYHUH MPUMITHB, 3aJaHUH aHATITHIHIM
PIBHSHHSIM, 1 IIPU 1IbOMY Ha 300pa)KeHHI € He JBi 1 He TpH, a
3HaYHA KIJBKICTh TOJIOCYFOUMX KOHTYpHHX a00 OCOOIMBHX
TOYOK.

OTxe, BU3HAYCHHSA KOHTYpPIiB  €JEMEHTIB  MiCHKOI
iHppacTpyKTypH OyeMO pO3TIIAgaTy K ABOSTATHUN METO, a
caMe, 3acTOCYBaHHS JIGIKOTO JIETEeKTOpa TpaHHIb Ta
3acTocyBaHHS Oe3mocepeqHpo mepeTBopeHHs Xada. Ha
TIepIIOMY €Talli MPOBOANTHCS BUIUICHHS TPAHMIlb, HA JPYTOMY
— BUIEHHS TIpocTUX (iryp.

B sKoCTi JeTekTopa TpaHuIb OyIeMO 3aCTOCOBYBATH
JeTekTop rpanuub KauHi, sikuit Mae HacTymHi etamnu [4, 5]:

1. 3rmamxyBanHs. [IpoBOIUTECS 3 METOH 3MEHIIEHHS
BIUIMBY UIyMiB Ha BU3HA4YE€HHS TIpaHUlb, JUISI YOrO
BHKOPHUCTOBYEThCS GinbTp ["ayca.

2. Tlomyk rpamienty. Jlias BU3HAYEHHS TpajieHTy Ha
300paxkeHHi micna ¢ineTpy ['ayca OyaeMo BHKOPHCTOBYBATH
ormeparop Cobenss. OcnoBoro mneperBopeHHs Cobens €
MIPUITYIIEHHS, 0 (QYHKIIS PO3PHUBY SICKPABOCTI Ha TpaHIX
CTaHOBUTHCS 3HaYHO Oinbre. [licis BUKOpUCTaHHS oneparopa
CoOenst  IHTEHCHBHICTH  KOXKHOI'O  IIIKCEJII  BHUXIZHOTO
300pa)XeHHsI IOPIBHIOE I'PaJIIEHTY BEKTOPY SICKPABOCTI.

3. Ilpunymienas xuOHMX MakcMMyMiB. MeTta 1poro
eranmy — neperBoputH "podmuri" rTpanuumi B "witki". lle
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JOCSTa€ThC  30€peKeHHAM  JIOKUIBHUX MaKCHUMYyMIB  Ta
BUJQJICHHAM BChOrO iHmOro. Jlmsg KoxHOro mikcess
BUKOHYIOTBCSI HACTYIIHI il

— HampsIMOK TPAIi€HTy OKPYIIIIEThCA IO HAMONMKIOTO
3HAYeHHs, 10 KpaTHe 45°;

—SKIIO y TOTOYHIM TOYI MJOCATAETBCA JIOKATBHHM
MakCHMyM Yy HamnpsIMKy TpaJi€HTy, TO BOHAa € YacTHHOIO
TpaHMIIi;

— Yy IPOTHBHOMY BHINAJKY TOYKa BUAAISIETHCS.

4. IloxgiliHa moporoBa ¢inprpamis. CyTHICTh — KOXEH
MmiKCeJb, IO TEPEBHUILYE BEPXHIM MOpir, BiAMIYAETbCS 5K
"CHUILHMI", KOXKEH IIKCEeNb, IO IIoHajace MK JBOMa
noporam, — "cinaOkuii" (SICKpaBicTh TaKMX MIKCETIB NpUMae
(ikcoBaHe cepeqHe 3HAYCHHS Ta Oyae YTOYHIOBATHCS Ha
HACTYIHOMY €Talli), MiKCell, 10 MEHIIe HIDKHBOTO MOPOTy —
BUJIAJISIOTHCA.

BukopucTaHHS NMOABIHHOTO HOPOTY IO3BOJISIE 3MEHIINUTH
BIUTUB IIyMYy (32 paxyHOK BEPXHBOTO ITOPOT'Y) Ta HE BTPATUTH
"xBocTH" (32 paXyHOK HIYKHBOTO ITOPOTY).

5. TpacyBanus  oOnacti  HeBHW3HaueHocTi.  3ajava
3BOAUTHCS /10 BUAICHHS TIPYI MIKCENiB, 10 OTPUMAlM Ha
MOTMEPEIHhOMY €Talli MPOMIKHE 3HAYCHHS, Ta BIJHECCHHIO 1X
JI0 TpaHMIli (SIKIIO BOHH 3’€JHAHHI 3 OJHIE€I0 3 BCTAHOBJICHUX
rpaHuip) abo X NPUIYHICHHIO (B TPOTUBHOMY BHIIQJIKY).

VY SIKOCTI BUXiZHOTO OyAeMO PO3IIIAAATH 300pakeHHSI, 110
oTpuMaHe 3 OOpTOBOI CHCTEMH ONTHKO-EICKTPOHHOTO
crniocrepexxerns Ikonos (puc. 1) [6].
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h

6].

Pucynoxk 1. Buxizue 306f)aeHHﬂ [

Herekrop rpanuilp KaHHI 3aCTOCOBAaHO OKpPEeMO ISt
KOXKHOTO KaHaIy KOJhOpPOBOro mpoctopy RGB BuxigHOro
300pakeHHs (puc. 1). PesynpTar HaBeneHuit Ha puc. 2.

Pucynox 3. PesynbraT
3aCTOCYBaHHS IIEPETBOPEHHS
Xada 10 300paXkeHHs Mmicist
nepuioro eramy (puc. 2)

Pucynox 2. PesynbraT
3aCTOCYBaHHS JI0 BUXIJTHOTO
300pakeHHst (puc. 1)
JIeTeKTOpy rpanuip KanHi

[licns mepmioro eramy MOXYTh 3°SBHTHCS "BTpaueHi"
TOYKM Ha KpHUBid a00 HEBENWKI BIAXWICHHS Bia imeambHOL
¢opmu mpsmoi. Ha gpyromy erami  3aCTOCOBYETHCSA
nepeTBopeHHs Xada, NPU3HAYEHHSIM SKOTO € BUPIMICHHS

npoOieMu  YrpynmyBaHHS  TPaHMYHHX  TOYOK  IIUIIXOM
3aCTOCYBaHHSI IEBHOI NpOLEAYpPH TOJIOCYBaHHA 1O Habopy
mapaMeTpU30BaHUX 00’ €KTIB 300pakKeHHS.

Ha puc.3  HaBemeHO  pe3yibTaT  3aCTOCYBAaHHS
nepeTBopeHHS Xada 1o 300paKeHHS IMicis MEepIIoro eTarry
(puc. 2). O6poOka mpoBOIIIACS OKPEMO ISl KOKHOTO KaHaTy
KOJIOpOBOTO MpocTopy RGB 306paxkents (puc. 2).

Ha puc. 4 nHaBeneHo pesynbTaT HakJIaJeHHS puc. 3 Ha
BUXiJIHE 300pakeHHs (puc. 1) 3 METOI0 BU3HAYEHHS KOHTYpIB
eJIeMEHTIB 00’€KTiB iH]pacTpykTypu. BusHaueHi KoHTypH
€JIEMEHTIB MICHKOI iHPpacTPyKTypH (IOpir, OyAMHKIB, CIIOPYA
TOILIO) HaBEEHI Ha pHC. 5.

Pucynok 4. PesynpraT
HaKJIaJIaHHSA 300pakKeHHA
micis gpyroro eramy (puc. 3)
Ha BUXIiJJHE 300paKeHHs

Pucynok 5. Busnaueni
KOHTYPH €JIEMEHTIB MiCBKO1

1HPPACTPYKTYpH

1. BHUCHOBKU

BisyanbHa OIliHKA SIKOCTI J03BOJISIE BUSBUTU CJICMEHTH
MicbKOi 1H(PACTPYKTYpH 3 BHKOPHUCTaHHSM JIBOSTAITHOTO
MeToay OOpOOKH ONTHKO-EJIEKTPOHHOTro 300pakeHHs. OTxe,
OTpUMaHi Pe3yNbTaTH MOKAa3yHTh, LIO JAHUHA METOA MOXKeE
OyTH BUKOPUCTaHO MJIi 3HAXOJDKCHHS EJICMEHTIB MiCBKOI
iHppacTpykTypH. s TIOKpamieHHs poOOTH METOy HeOOXiTHO
BHKOPHCTOBYBaTH 00poOKy OararoMaciuTabHOI HOCHiJOBHOCTI
300paxkeHb OOPTOBHX CHUCTEM.
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Anomauin. Y pobomi ons supivienHs 3a0a4i NiOBUWEHHS MOYHOCE
BUBHAYEHHS NAPAMEmpig PyXy KOCMIYHO20 anapamy 3anponoHo6aHUL
Memoo, 6 OCHOGI K020 € MiHiMizayisn 3 NnoOy0080i0 obnacmi
NOYAMKOBUX — HAOIUJICEHb.  3anpOnoHOBaHULl  MemoO  peanizye
HENIOKATILHULL HIOXIO 00 MIHIMI3aYil Yitb08oi hyHKYIL, 30 PAXYHOK 4020
3a0e3neuyempbCs Kpauja NOPIBHAHO 3 MPAOUYIIHUMU  Memooamu
30bicHicmy. [[1 niOsueHHsA ONEPAMUSHOCHIE NPOSHO3YBAHHA PYXY
KOCMIUHO20 — anapama — 3anpONOHOBAHO — GUKOPUCHIOBY8AMU
MamemamuuHuil - anapam  OugbepeHyiaibHux  nepemeopets.  Lle
0038071710 Npu 30epedicenti 3a0anoi mounocni y 3-4 pasu ameHwumu
OOUUCTIIOBAIbHE  GUMPAMU  NOPIGHIHO 31 WMAMHUMU  OQIICMUKO-
HABIAYIITHUMU ATCOPUMMAMU.

Kuo4oBi ciioBa: kocmiunuili anapam, baricmuxo-uagieayiine
3a0e3nevents;, ONMUMI3AYis;, napamempu pyxy, Onepamue-
HICMb NPOSHO3Y8AHHSL PYXY; OUGhepenyiaibHi nepemeopenHsi.

I. BcCTvn

KocMmiuHi crCTeMH CHOTONEHHS MIMPOKO BHKOPHUCTOBYIOTHCS
JUIST BHPIIMICHHS HAHPI3HOMAHITHINIMX 337ad — SK I[MBLUIBHHX
(exoJOTiYHMIA ~ MOHITOPHHT,  METEOPOJIOTIUHI  JIOCIIKEHHS,
3a0e3redeHHs 3B™s3Ky) [1], Tak 1 BIfiCbKOBHMX (BUSIBIICHHS Ta
imeHTr(IKaIlis BIHCHKOBUX 00’ €KTIB, CIIOCTEPEKEHHS 32 TisUTHHICTIO
YIPYITyBaHb BIMCBK, YTOUHEHHS XapaKTEPHUCTHK TeaTpy BOEHHUX i
Ipyu IUIaHyBaHHI OOMOBMX —omepariif; LijeBkasiBka 3acobam
YPOKCHHS, OIEpaTWBHE BU3HAYCHHA PpE3YNBTATIB  HAHECEHHS
pakeTHO-00MOOBHX y/1apiB To1O) [2, 3].

Ha cydacHOMy erami 3acTOCYBaHHS KOCMIYHHX —CHCTEM
CIIOCTEPIraeThCsl YiTKa TCHIICHIIS MOCTIHHOTO 3POCTAHHS BUMOT JI0
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TOYHOCTI 1 OTIEPaTUBHOCTI BUKOPUCTAHHS KOCMIYHMX 3aC0O0IB Ha BCIX
erarax 1x ekcwyaramil. Ll TeHzmeHwis  Ge3nocepenHbO
TIOMIVPIOETECS HA BUMOTH JIO SIKOCTI OaTiCTHKO-HABITAIliIHOTO
3a0e3reyeH s YIPaBIliHHS TIOJIHOTOM KocMiuHMX arapatiB (KA).
Ipn mpoMy came TIOKa3HHWKH TOYHOCTI 1 OIEpPaTHBHOCTI iCTOTHO
BIUIMBAIOTh HA e(EeKTUBHICTh (DYHKIIIOHYBaHHS Ta KIHIIEBI
pe3yabTati po0oTH BCi€l KOCMiuHOI crcTeMH. Takuii BIUIMB CTae
OCOONIMBO B&XJIMBAM B YMOBAaX OJIHONYHKTHOI TEXHOJOTIi
ynpaeiinas KA, KoM BUKOPHCTOBYETHCS JIMIIIE OJJUH KOMaHJHO-
BUMIPIOBAJIGHMI TYHKT 3 HA3eMHOIO CTaHIE€l0 KOMaHIHO-
BUMIpIOBaTIbHOI cucTeMd. Came Taka TEXHOJIOTiS peati3oBaHa B
VYkpaiHi, IO 3yMOBICHO OO'€KTHBHUMH  OCOOJIMBOCTSAMH
TEPUTOPIATBEHIX OOMEXEHb Ha PO3TAIIYBAaHHS HA3eMHOTO CETMEHTa
KOCMIYHOI CHCTEMH. A OTXe, aKTyaJIbHHUM € IHUTAHHS PO3POOKH 1
YIOCKOHAJICHHS OaTICTUKO-HABITaI[IIHHOTO 3a0e3meyeHHs
ynpamiHat KA, 1 OmHMM i3 TEpCIeKTMBHUX  HampsiMiB
YIOCKOHAJIEHHS IHOTO 3a0€3MeUeHHsI € peatizalisi KOOPIHMHATHHUX
METO/IB YIPABIiHHS KOCMIYHAMH ariapaTaMu.

KoopauHaTHi METO/TN YIPABIIHHS Peati3yloThCs 3a JIOTIOMOTOO
KEpYIOUMX BIUIMBIB, SIKi 3aKNIafaroThcsi Ha KA i BHEAIOTHCS IO
JIOCSATHEHHIO TIOTPiOHMX KoopauHAT [4]. BoHM mossraroth y Tomy,
o0 Kepyloui KoMaHau (GOpMyroThesl sIK (pyHKUil BHMIpIOBaHHX
TTOTOYHUX KOOP/MHAT MOJIoXKeHHsT KA, MOTOYHOTO CTaHy MiICHCTEM
KA i BUXimHMX [IaHMX, HEOOXiIHMX /I BHKOHAHHS I[JIbOBHX
3aBnanb KA. JIis 31iCHEHHsT KOOPAMHATHOTO METOY YIIPABIiHHS
Ha KA € Jpkepeno HasirauiiiHo-OamicTiuHOi iH(pOpMaLi, 1110
JIO3BOJISIE TIPOBOJTUTH BUMIPIOBAHHS TapaMeTpiB pyxy IIEHTPY Mac
KA y Oymp-sikuii MOMEHT yacy. Y 3aICKHOCTI Bil 3aaHHX
KOOP/IMHAT IIUIeH 1 moTouHnX kKoopauHaT KA y 6opToBiii 1iudpoBii
OOYHCITIOBIBHIN MAIIMHI MalOTh BUPOOJISATHCS KEepyrodi KOMaHIN
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Ha BKJTFOYEHHS (BUKIFOUEHHS) OOpPTOBOI amaparypr. Takwidi MeTon
3a0esriedye TOYHICTP BUKOHAHHSA KOMaHi, HEOOXimHYy it
JIOCSITHEHHS 33/IaHKMX KOOP/IMHAT.

3a (opmyBaHHS KepyHOUHMX KOMAHJ BiINOBiae OamicTHKO-
HaBirariifHe 3a0e3meyeHHs1. Moro 3amada — BI3HAYCHHS iHpOpMALTi
o710 noJyioxkeHHs! KA Ta mporHo3yBaHHs mapameTpiB HOro pyxy Ha
3a/IaHIl MOMEHT Yacy. XapaKTepHCTHKU OIEPaTUBHOCTI 1 TOYHOCTI
PILICHHS caMe IUX 3aB/IaHb i BU3HAYAOTh OTICPATUBHICTH 1 TOUHICT

YChOTO  OAJCTHKO-HABITAIIHOTO  3a0e3MedYeHHs  YIPaBITiHHA
KOCMIYHUMH arapaTamu.
ITinBrenss eeKTHBHOCTI OaTICTUKO-HABIraI{iif{HOTO

3a0e3MeUCHHs YIPABIHHS TOJFOTOM KOCMIYHMMH araparaMu 3a
TAKAMH TIOKA3HMKAMH SIK OICPATHBHICTE 1 TOYHICTH MOXKE
3a0e3MevyBaTrCs IIUTIIXOM PIIICHHS IBOX MMiJ3a/1a4, & CaMe IIIIXOM
MMABUILEHHS TOYHOCTI a00 3MEHIIEHHS TIOXWOKH BH3HAYECHHS
mapamMeTpiB  pyxXy KOCMIYHMX  amapaTiB Ta  3MEHILIEHHs
OOYHCITIOBABHOI CKJIANHOCTI 200 TIABHIICHHS OINECPATHBHOCTI
MPOrHO3YBaHHS PyXY KOCMIUHHX araparis.

Meroro maHoi poOOTH € Po3po0Ka MiTXOMIIB OO ITiBUIICHHS
TOYHOCTI BW3HAUCHHS MapaMeTpiB PyXy KOCMIYHMX amapartiB i
OIEPATUBHOCTI iX MPOrHO3YBAHHSI.

Il.  IMIBUILEHHS TOYHOCTI BUSHAUEHHS ITAPAMETPIB

PYXY KOCMIYHOI'O AITAPATY

VY 3arajpHOMY BHNAJKy Ha PE3yJIbTYIOUY TOUHICT BU3HAYCHHS
TIOYaTKOBUX YMOB PyXy KA BIUIMBArOTH TPH YNHHHKH — BHITAIKOBA
CKJIa[i0Ba, 3yMOBJICHA HASBHICTIO BHIIQJKOBHX IIOMUJIOK Y
TPA€KTOPHMX BUMIPIOBAHHAX (YnM  OimbIie  0OpOOIIOETHCS
BHUMIPIOBILHOI iH(OpPMAIIi, THM MEHIIIA Pe3y/IbTyIoua MOMIJIKA),
JIMHAMIYHA CKJIAJI0BA, 3yMOBJICHA HASBHICTIO TMHAMIYHUX TIOMHIIOK
BHKOPHCTOBYBAaHOI MOJIENi pyXy KOCMIYHOIO —armapary (4uMm
OUBIMIT iHTEpBAJ dYacy, INO pPO3MJBINAETHCS, TUM OuTbIIa
PEe3yNbTyI0Ua TIOMIJIKA) Ta TIOMIJIKA, 110 BHU3HAYAETHCS PO3MIPOM
o0racTi 301KHOCTI METOTY MiHIMi3allii, IKAif BUKOPHCTOBYETBCS IS
BUILIIEHHST 0araToTOYKOBOI KpaioBoi 3azaui. OCTaHHs CKIIaJIoBa €
XapaKTEPUCTHKOI MATEMATHYHOTO METOMY 1 TOJISIrae B TOMY, IO
YMM MeEHIIE Po3Mip o0nacTi 30DKHOCTI METOMy, TUM KUIBKICTh
BUMIpIOBIBHOT 1H(OpMALLii 115t foro HopMaibHOT poboTH Mae OyTH
oumpmoro. [Ipy OMy YacoBHiA iHTEPBAN, HA SKOMY TPOBOIHUTHCS
TpaekTopHa 00poOKa, HE MOXKe OYTH MEHIIMM, HDK IHTEpBal, IO
3a0e3redye 30DKHICTh METO/TY MiHiMizarlii.

BrumB mepimx 80X (hakTopiB — BHITAAKOBOI 1 JHUHAMIYHOL
CKIJIOBUX TOMIUVIKM HA pE3YJbTYIOUY IOXHOKY BH3HAYCHHS
napaMetpis pyxy KA e mporwiexdum, a TpeTiit ¢akrop — 1ie
obmexeHHs. Tak, s ofieprKaHHs HaiMEHIIO! TIOXUOKY BU3HAYCHHST
mapameTpiB pyxy KA HeoOXigHO 00poOIATH JesKy ONTUMATbHY
KUIBKICTh BUMIPIOBILHOI 1H(OpMaILi, sika 3a0e3nedye J0CTaTHIO
KOMIIEHCAIIIF0O BHMIIQJAKOBHX IIOXMOOK 1, BOJHOYAC, HE Jac
JMHAMIYHIN TMOXHMOLI YMHWTH ICTOTHHH BIUWB. [Ipy mpoMy ciix
BPaxOBYBATH, IO KUIBKICT BHMIPIOBAIBHOI iH(OpMALLi HE MOXe
OyTM MEHIIOI 3a HEeOoOXimHy JUIs 3a0e3NedeHHs] 30DKHOCTI
JITOPUTMY BU3HAYEHHS [UX TTAPAMETPIB PyXYy.

VY xom pocmimkeHp OyB pO3pOONCHHIT CIOCIO BH3HAYCHHS
OINTIMAJIFHOI KITFKOCTI MiPHMX BHUTKIB JUTSl OI[IHFOBAHHS IapaMeTpiB
PYXy KOCMIYHOTO arapary 3a KputepieM MiHIMyMY IMOXHOKH OLIHKH,
3yMOBJICHOI BHIIQIKOBOIO Ta IWHAMIYHOIO CKJIAZIOBUMH. B OCHOBY
TAKOTO CIOCOOy TIOKIAJCHO YSBJICHHS BHXITHOI 3amavi sk
GaraTokpuTepiaIbHOI 3 MOAAJIBIINM BHPIMICHHSIM 32 HEJHIHHOIO
cXeMolo KommpomiciB mpodecopa Boponina AH. [5]. VY
copMoBaHiil GaraToKpUTEPiAIBHIN 3a1a4i Y SKOCTI CYIepewIMBIX
(byHKI# sKOCTI Oyna 06paHa 3QJICKHICTh JMHAMIYHOI 1 BUMAIKOBOT
MOXHOOK BiJT 06C;Iry BI/IMlp}OBaJTBHOI TPaeKTOPHOI  iH(OpMAITii,
BHPaXXEHOTO B KUIBKOCTI MiPHUX BHTKIB.
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Cyrh MeToia TONSIra€ y TOMY, IO CIOYaTKy (OPMYIOTHCS
3QIOKHOCTI YISl  YacTMHHUX KPUTEpIlB  ONTUMAIBHOCTI U

BHIIAIKOBOT 77( Neko ) Ta JAHMHAMIYHOL f( Neko ) CKIIQJIOBUX
novwku (N pKO — KUTbKIiCTh MipHMX BUTKIB). [ToTiM cKimanaeThes

y3araJbHEHHH KPUTEPIH, SIKMi BUCTYTIAE Y POII LIUTHOBOT (YHKIIT:

. 2 3
Npyo =argmin Elﬁ/k [1_¢0k(NPKo)] @

ne Y\ — BaroBa (QYHKIIS; ¢y (NPKO) — KpUTepiaJbHi
GbyHKII.

Pimenns ontuMizaniiaoi 3amad4i i3 ninboBoto GyHKIiEO (1)
JI03BOJISIE 3HAWTH ONTUMAIbHE 3HAYEHHS KIJIBKOCTI MIpHHX
BHTKIB.

3aJexHOCTI KpuTepianbHUX (QyHKLIH Bill KITBKOCTI MIpHHX
BHTKIB TIOKa3aHi Ha puc. 1.

, A Pox (Npko)

Jlunamiuna
CRJIAI0BA
HOMHJIKH

0,8

0,6

\
\
\
\
\

04 Bunajakosa

CKJIaa1osa
MOMHJIKH

”

0,2

Lt
Npko
Pucynoxk 1. 3anexHicTs KpuTepiadbHAX QYHKIIH
BiJl KUTBKOCTI MipHHUX BHUTKIB

AHamiz OQaNiCTUYHMX JaHWX 3 YIOPaBIiHHA KOCMIYHAM
armaparamu "Ciu-1" i "AYOC-CM-K®" nokazas, 1110 onTHMaibHa
KUIBKICTP MIPHUX BHTKIB B 3aJIOKHOCTI BiJ CTYIICHS IIOTOYHOI
COHSIYHOI aKTMBHOCTI CKJIa1a€ Bi 3 (B TIEPIOJ MiZIBUILICHOI COHSMHOT
AKTUBHOCTI) 70 6 (HpI/I HOPMAJTGHII COHSIHOT aKTHBHOCTI).

Y BITYN3HSIHIi npaKmLu OaJTicTHKO-HaBIrallitHOro
3a0e3MeuyeHHs] NP BW3HAUCHHI T1apaMeTpiB pyXy KOCMIUHHX
arapariB  BUKOPHUCTOBYIOTBCSI TPA/IIEHTHI METO/M MIHIMI3aLll, SIKi
XapaKTepIRYIOThCS HEBEIMKOIO O0NACTIO 30DKHOCTI 1 MOTPeOYIOTh
HaKOITMYEHHI BHMipIOBanLHo'l' iH(bopMaui'l' Ha 56 MIpHHMX BHTKax.
Orxe, Ipa,z[mumlo TIpA BU3HAYCHHI HapaMG’IplB PyXy KOCMIYHHX
arapariB  KUIbKICTh ~ HEOOXiZHOI ~BUMIproBaIbHOT  iH(OpMaryi
3yMOBIIFOETECS. HE BUMOTaMHU PE3YJbTYIOU0i TOYHOCTI BHU3HAUEHHS
rapamMeTpiB pyxy KOCMIUHMX arapariB, a KUIbKICTIO BHUMIpPIOBaHb

JUIsT  3a0e3reyeHHs] 30DKHOCTI  alTOpUTMY —BH3HAYCHHS —IHX
MOYATKOBUX YMOB, TOOTO XapaKTEPHCTHKOK) MAaTeMaTHYHOIO
METOJTy MiHiMi3allji.

JocmipkeHo MOXJIMBOCTI  BH3HA4YEHHS IapaMeTpiB  pyxy
KOCMIYHOro amapary 3a 3-mMa — 4-Ma MIpHUMHM BUTKaMH 3a
JIOTIOMOTOO TPaJIiEHTHIX METOMIB MiHiMi3alii, SKi peati3oBaHi B
IITaTHUX BITYM3HSHMX TIPOIPAMHHMX KOMIUIEKCaX —OaiicTHKO-
HaBirarjiifHoro 3abe3nedeHns YIpaBIiHHA KOCMIYHAMH arapaTaMi.
Pesynmbrat  mokazani  Ha  puc.2 (W11 pO3paxyHKIB
BHKOPHCTOBYBABCs MeTo] HproTOHA).

Anami3z puc.2 mokasye, IO TPATi€HTHI METOJU 32 PaXyHOK
peastizatii JJOKaIBHOTO MiIXOLy JI0 MiHIMi3alii IUTb0BOT (DYHKIIIT He
3a0e3MeuyroTh 30DKHICTh BHPIIIEHHS TIOCTABJICHOTO 3aBIaHHS,
TOOTO € HeIie3aTHUMU TpU Takii KUIBKOCTI BHUMIpPIOBAIBHO
iHdopMmarii.
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Pucynok 2. Pe3ynbraT BUSHaUEHHS ITapaMeTpiB pyxy
3a joroMororo merona Hetotona

[IporoHyeThcst TIpH BHU3HAYCHHI ITapaMeTpiB PyXy KOCMIYHHX
armapaTiB  3aMiCThb ~ TPAJI€HTHIX  METONIB  BHKOPHUCTOBYBATH
TIOLIYKOBUI METOJ] MiHIMi3alil 3 moOyIOBOKO 00JIacTi MOYaTKOBHUX
HaODKEeHb. Y SIKOCTI TAaKOro MeTomu OyB OOpaHMii MeTon
orrrumizarii Hemepa-Mina [6].

Lett Metox BI3HaUeHHS napamerpiB pyxy KA 3a pesynbratamu
TPAEKTOPHUX BHMIPIOBaHb peali3ye HENOKAIbHUHA MiIXig /0
MiHIMI3aIil UTbOBOI (PYHKIII, 10 HAJA€ WOMY 3HAYHO MIMPIITY
o0racTh 30DKHOCTI B TOPIBHSAHHI 31 INTAaTHAM JITOPUTMOM, 1 Iie

JIO3BOJIAE  3a0e3meurTH  30DKHICTH — ITEPAIiiHOrO  MpOIECY
OI[IHIOBAaHHSA TapaMeTpiB pyXy KOCMIYHOTO amapary Tpu
CKOpOYEHOMY  00CsS31  TpaeKTOpHMX  BuMIpi.  Pesymbratn

3aCTOCYBaHHS LIHOTO METO/y MOKa3aHi Ha puc. 3.

TakuM dMHOM, BIPOBA/PKEHHS Y BITUM3HSHE OAJiCTHKO-
HaBiramiifHe 3a0e3leyeHHs IOMIYKOBOTO METONy ONTHMI3aIii 3
NMoOy/IOBOKO ~ 00NIaCTi  TMOYATKOBMX  HAOMIDKEHh — 3a0€3MeUrTh
HiJBUILICHHS TOYHOCTI BH3HAYCHHS IIOYAaTKOBHUX YMOB PYXY
KOCMIYHMX amapariB, IO HEOOXINHO Uil  IEepCIeKTUBHUX
BITYI3HSIHIX KOCMIYHHIX CHCTEM.

I1l. TIJIBUILEHHS ONTEPATUBHOCTI ITPOTHO3YBAHHS PYXY

KOCMIYHOI'O AITAPATA

VY WITaTHUX BITYM3HSHMX MPOTPAMHUX KOMILUIEKCAX OaliCTHKO-
HaBITaIlIIfHOTO 3a0e3MeYeHHs YIIPaBIiHH KOCMIYHAMH amrapaTamy
pilIeHHsT 3a7adyi TPOTHO3YBAaHHS pyXy KOCMIYHMX —arapariB
3MIHCHIOETHCS [IIIXOM IHTETpyBaHHS BIJITOBITHUX
JdepeHIiabHIX PIBHSIHD 30yPEHOro pyXy KOCMIYHOTO amapary.
1 11pOTO  BUKOPHUCTOBYIOTBCSI UHCEIIbHI METOIW IHTETPyBAaHHS
JdepeHIianbHuX pIBHSHb — MeTol Anamca [7] 7-ro mopsiky i
meron Pyrre-Kyrra [7] 4-ro mopsmky. Lli TpamwmiiiiHi ducensHi
METOIM MAlOTh ICTOTHWHM HEIOMIK, SIKHH TOJIrae y IiIBHINEHIN
OOYHMCITIOBIBHIN  CKJIQJIHOCTI, NPUYOMY cHpoOM il 3MeHImTH
TIPU3BOJLITH JI0 CYTTEBHX BTPAT B TOYHOCTI PO3PAXyHKIB.

dt=1000 ¢

64 lzlAl

Pucynoxk 3. Pe3ynbTaTi BU3HAUCHHS TApaMeTpiB Pyxy
3a joroMororo Meroza Hemnepa-Mina
CHir OKpeMO 3a3HAYMTH, 1110 OCOOIMBO aKTyaJIbHUM € TIHTaHHS
3MEHILICHHS] OOYMCITIOBAJIGHUX BUTpAaT Ha HPOrHO3YBAHHS PYyXy
KOCMIYHMX  arapaTiB  TpH  BIPOBADKCHHI  MEPCHEKTHBHUX
KOOP/IMHATHMX METOJIB YIIPaBIIHH, KOJIM BCi oOumcieHHs abo ix
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3HAYHy YacTHHY HEOOXiJHO TPOBOIWTH Ha OOPTYy KOCMIYHOTO
amapary. lle Hakmajgae cyrreBi OOMEXEHHS Ha XapaKTEPHCTHUKU
OOpTOBMX OOYMCIIOBAIGHHUX 3acO0IB HAa SIKMX MPOBOIATHCS
PO3paXyHKU.

BupimmTi potupigys "TOYHICTR-00UFCIFOBATIbHA CKIIaHICTD'
MOXJIMBO IUIIXOM BHUKOPUCTaHHS MaTeMaTHYHOTO — amnapaty
Jw(epeHITIaTbHIX TIepeTBOPEHb. 3aCTOCYBaHHSA (hopMati3oBaHOTO
omepamiiHoro MeTomy JU(EepPEHIATBHUX —TEPETBOPCHb  JIa€
MOKMBICTE ~ PO3POOMTH ~ aJTOPHTMH  TIPOTHO3YBAHHSA  PYXY
KOCMIYHMX amapariB i3 MeHmMMHA y 3-4 pasu, NOpIBHAHO 3i
IITaTHUMY QJTOPHTMAMHM, OOYHCIFOBAIGHMH BHTPaTaMyl TpH
3a0e3reueHH] 3a/IaH0i TOYHOCTI 38 PaXyHOK TOYHOTO PEKYpPEHTHOTO
BU3HAYCHHS Binpizka psmy Teinopa pimeHHS IudepeHIiatb-HOro
PIBHSIHHS pyXy KocMiyHoro amapary [8]. Takuit migxin J03BOIUTH
ICTOTHO 3HHMBHTH BHMOTH 10 HEOOXiTHOI IIBHAKOAI OOpPTOBOTO
OOYHCITIOBILHOTO 3200y TpH  TNPOBENEHHI IPOTHO3Y  PYyXY
KOCMIYHHX arlapariB.

IV. BHCHOBKU

JU1s TIBHMINEHHS TOYHOCTI BH3HAYEHHS IapaMeTpiB pyxy
KOCMIYHMX alapatriB CJJ OITHMI3yBaTH HEOOXiTHY KUIBKICTb
MIpHHUX BUTKIB. /I1s1 IOT0O OyB PO3pOOIICHHI aJIrTOpPUTM BH3HAYCHHS
TapamMeTpiB pyxy KOCMIYHHX arapatiB i3 3HAYHO MIHPIIIOK0 00JIACTIO
30DKHOCTI, HDK Ma€ IUTaTHUH aJTOPUTM. 3alporOHOBAHUIA
ANTOPHUTM 3aTydae TOIIYKOBUA METOJ ONTHMIzamii 3 moOymIoBOIO
00J1aCTi TIOYATKOBUX HAOIMKEHB.

[lpu BHpOBa/PKEHHI TEPCIEKTHBHAX KOOPIWHATHUX METOLIB
VOpaBIiHHA  KOCMIYHAMH  amapataMd Uil IiIBHIICHHS
OTIEPaTHBHOCTI ~ MPOTHO3YBAHHSA pYXy KOCMIYHMX — amapariB
HEOOXiZTHO ICTOTHO 3MEHIIMTH OOYKCIIOBAIGHI BUTPAaTH Ha
IPOTHO3YBAaHHA PyXy KOCMIYHOro amapary. JUit  mporo
NPOTIOHYETECS.  BUKOPHUCTOBYBATH ~ MaTeMaTHYHMI  amapar
JudepeHIianbHIX epEeTBOPEHb.
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3acToCcyBaHHS 1H(POPMAIIMHO-IOITYKOBUX CHCTEM
U151 3a0€31€UYEHHST HAyKOBHUX POOIT apX1BHUMU
METEOPOJIOTTYHUMH JTaHUMH

HogikoB Auapiit MukonaitoBuy

Inemumym npobnem 6esnexu AEC HAH Yxpainu,
syn. Jlucozipcoka, 12, Kuis, 03028, Vkpaina,
e-mail:andreyn@ua.fm

Abcmpaxkm. Poszenanymi numanHa HOWYKY ma aHANI3y
MOCIUBUX ONISI BUKOPUCIAHHA 8 HAYKOBUX pOOOMAx 0dicepei
apxisHux memeoponoziunux Oauux. Haoaui nocunannsa Ha
iHGopmayitni  pecypcu  MemeoponociuHux — OaHux — mda
HasedeHull npukiad sacmocysanus on-line cepsicy Boavppam
Anvgha (Wolfram|Alpha).

Knwwuosi cnosa: archive Weather data, Google, Borsghpam
Anwpa (Wolfram|Alpha), Yoprobuie.

. BCTYII ITIOCTAHOBKA 3AJIAUL.

HayxoBi po6oTu B 0011aCTi €KOJIOTTYHOT Oe3MeKH, po3poOKH,
Bepu(ikalii Ta BHKOPHCTaHHS CHCTEM MOJCIIOBAHHA |
MPOTHO3YBAaHHS PaliOeKONOriYHOT OOCTaHOBKM IOTPEOYIOTh
METEOPOJIOTIYHOTO 3a0e3MeUeHHsI Ta 3aly4eHHS BCe OLIBIIOTO
00’emy indopmariii [1 - 5].

3pocraroui TEMIIN 1H(pOpMAaIIHHIX IIPOILIECIB
(iadopmariitHux TexHoJjori# [6]), BUCOKa MIBUAKICTH 0OPOOKH
JaHUX, OIBUAKUHA MOIIYK iH(bOpMaLil, po30cepekeHHs TaHuX,
JOCTYI 0 JoKepen iHdopmarii He3alekHO Big Micisd 1X
pO3TalIyBaHHS MPHU3BOIATE 0 30UTBIICHHS KUTBKOCTI CEpBICIB
Ta pecypciB IMOM0 3aJ0BOJCHHS iHGOPMALIAHUX TOTPEO.
BaranpHo joctymnHi nomykosi cucremu (Google [7], Bing [8]
TOLIO) JIOCHTh ILIBHAKO (OPMYIOTh MOCHJIaHHS Ha Beo-
CTOpiHKI/I SIKI MICTSTh KJIFOYOBI CJOBa 3amuTy. B Toif ke dac,
OCKIJIBKH 00csT 1H¢>0pMau11 361J'II>I_Hy€TI>C}I Ta HIIO HEe Tapanrye
,Z[OCTOBlpHOCTl i BlZ[CYTHOCTl ne31H¢)opMau11 3Hal/ieHl JaHi
MOXYTb HE BIJIIOBIIATH B TOBHIN M1p1 MOCTaBJICHUM 3a]a4yam,

OyTd  HEMOBHUMH Ta  HEOJHOPIAHMMH, NOTpeOyBaTH
JIOZIATKOBOTO 4acy JUlsi aHailidy, yTO4YHEHb, OOpOOKH Ta
30epexkeHHs. Bce me mpm3BoamTh 0 30UIBIICHHS

HAaBaHTAXXCHHS Ha KopucTtyBaya [9].

Ha BigmiHy Bij 3BUYHUX TONIYKOBUX CHUCTEM, SIKi BUIAIOTh
nepenik MOCWIIaHb Ha 3aJaHui 3amuT, BapTHH yBaru On-line
cepBic Bomsdppam Amnpda (Wolfram|Alpha) [10], xotpmit
JIO3BOJISIE PO3IIUPHUTH TEPENIK METEOPOJIOTIYHHUX JaHUX Ta B
JISSTKAX BUTIAIKAX aBTOMATU3yBaTH poOoTy. 30KpeMa, B paMKax
OIIHKA WIBHIKOCTI BUIAIIHb paJiOAKTUBHUX aCpPO30IIiB,
JOCTI/DKEHHS  KOPEJSMIMHUX — 3aleXHOCTEH, aHamizy Ta
iHTeprpeTanii Hakonu4yeHUx micisi YopHOOMIBCHKOI aBapii
JIAHUX TIPOBEJICHO TMOIEepeIHE YTOYHEHHS Ta PO3LIMPEHHS
HasBHOTO IIEPENIiKy METEOPOJIOTIYHUX JaHHX, 3IydeHHs 0
PO3TIALY IONATKOBHUX METEONapaMeTpiB TaKWX, SIK KUIBKICTb,
IHTCHCUBHICTh Ta BHJ OMAiB, a TAKOX JAHHUX PI3HOI YacOBOI
JIUCKPETHOCTI.

iuro 1aHOTO MOCHIPKEHHS € HONEpeAHid OIic JUKeper,
0 HAJalOTh MOXJIMBICTh 1HPOPMAIIHHOTO 3a0e3MeueHHs
HAayKOBHUX POOIT apXiBHUMH METEOPOJIOTTYHUMH TaHUMH.
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losoBHUM KEpenoM TiIpOMETEOPOJIOTIYHUX AaHUX JUTS
TepuTopii VYKpaiHM € CHCTEeMaTH4HI CIIOCTEPEXEHHS, IO
HPOBOJATHCSA Ha Mepexi CTaHIIN Ta MOCTiB
TiAPOMETEoPOIOTiYHOT CIyKO0N YKpaiHu.

Marepianu  crocTepexeHb  30epiraroTbes apxiBi
HentpampHOl reo¢iznaHOL obcepBaTopii ro).
KopuctyBatucss gokymeHTamu HalioHaqpHOTO — apXiBHOTO
(oHmy ab0 X KOISIMH Ma€ MPaBO KOKEH IPOMASIHUH Y KpaiHu
Ha MiJACTaBi OCOOMCTOI 3asBM 1 OKYMEHTa, IO 3acCBiauye
oco0y. IlpamtoBatn 3 apxiBaMm MO)KHa OE3KOIITOBHO, NPOTE
auime OesmocepenHbO B UMTaNbHOMY 3aii [ amyseBoro
JEpKABHOTO apXiBy TiAPOMETCIYKOHM, SIKHH MIiCTHUTBCS 3a
aznpecoro: M. KuiB, nmpocnekt Hayku, 39, kopmyc 2. (044 525 03
30) (3rimrO ct. 15 3akony VYkpainm Bix 13 rpymas 2001 p.
«I1po HauioHanbHUIT HOHA 1 apXiBHI YCTAHOBHY).

Bigomo, mo BemyTeCst poOOTH MO  CTBOPEHHIO
HalliOHAJILHOTO apXiBy Ha TEXHIYHHX HOCISX 3 BUKOPHCTAHHSIM
cydacHux iHdopmariiinux texxosorii [11].

3 morouyHmMH ~ Matepiamamm  croctepexenp  L[I'O
(meTeoposoriuni gani MeTeoctaniii KuiB 3 aBTOMaTH30BaHHX
JATYNKIB(3 PI3HOI TUCKPETHICTIO)) MOXKHA O3HAWOMHTHCH Ha
caiTi: //Www.cgo.Kiev.ua, me MOoCTyrHI TakoX IeBHi apxiBHi
JaHi - KapTH CepeJHBOMICSYHOI TeMIepaTypu MOBITPS Ta
omajie mo Ykpaini mounnarouu 3 jumss 2009 poky.

Google

IMomykoBa cuctema Google, noctymHa uepes Oyab-sKuit
BeO-Opaysep, HaJae CIUCOK BeO-CalTIB, 3 AKHX B ITOJANBIIOMY
MOXHa OTpuUMard HeoOXxinHy iHpopmaniro. [lomryk caiitiB
cuctema Google poBOAUTE TOCHTH IIBHIKO, & OCh OCHOBHUI
Yac BHUTPAYa€ThCs HA MEPErisi Ta ONpAlIOBaHHS CaMUX BeO-
CTOPiHOK.

Hwkue  HaBoJsThCS — JDKEpeda  apXiBHUX — JaHUX
MeTeopoJoriuHoi iHdopMarii Ta iX KOpoTKuil aHai3 s MicTa
YopHOOWIIE.

Caiir http://rp5.ua/ [12]. Ha nipomy caiiTi HasiBHI 1O4acoBi
nani mereocrantii (WMO 1D)-33231: mBuIKICT Ta HATPSIMOK
BITpY, TeMIiepaTypa, BOJIOTICTb, ONMAaaWd W iH.; € MOXIHUBICTH
ABTOMAaTHYHO CKauaTH apXiB 3 JIaHUMH 33 BECh IPOMDKOK 4acy,
nokymeHT B ¢opmari xIs (Excel) abo CSV (TexcroBwmit). Takox
mel  callT  Hajae  MOXJIMBICTD  OTPUMAaTH  apXiBH
MeTeopoJioriyHuX aaHux moyunatoun 3 01.01.2005.

Caiit https://meteo.ua [13]. Ha wupomy caiiTi HasBHi
MOTOHI JaHi, HaJaHI YKPaiHCBKAM TiIpOMETEOPOIOTIYHUM
neatpoM 3 01.01.2003 p., a came: XapakTEepUCTHKH TOTOAM
(sicHO, XMapHO....), TeMIIepaTypa, BiTep, THCK, BOJIOTiCcTh. [IpoTe
el caiiT Mae meBHI oOMexeHHs: (1) mpOMIXKOK BioOpakeHHs
CTaHOBHTH OJIMH JIeHb; (2) BiACYTHS iHpOpMAIIis PO KUTBKICTh
omanis; (3) BigcyTHA, abo HeE3po3yMima, Tporexypa

OCHOBHA YACTHHA
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3aBaHTAXKyBaHHS,
HepenUCyBaHHs.

Caiir http://pogoda-service.ru/archive_gsod.php [14]. Ha
IIBOMY CalTi HamaroThcAd TeorpadidHi KOOPAWHATH TOYKU
BumipiB  (51.283,30.233), max., MiH., cep. TeMIepaTypa,
MIBUIKICTh BiTpY, omamu. [IpoTe mei calT TakoX Mae IEBHi
obmexxeHHs: (1) BiACyTHII HampsAMOK BiTpY Ta BUX Omais, (2)
JlaHi HEOTHOPiHI, (3) HasiBHI IPOITYCKH (HATIPHUKIIA, BiICYTHIN
psan manux no YopuoOwmo 3a 05, 14 Ta 27.02.1986p., 3
04.05.1986p. o 01.05.1988p.) Ta iHmL.

Caiit http://eca.knmi.nl/ European Climate Assessment &
Dataset [15]. Ha tipomy caiiti HagatoTbest aani 3 01.07.1959p., a
caMe MiHIManpHa Ta MakcHUMallbHa Temreparypa, omaigd. Lli
JIaHi MpeCTaBIeH] B TEKCTOBOMY (opMaTi txt.

Caiir pogoda-service.ru [16]. Lleii caiir Hagae no0oBi maHi,
30KpeMa MiHIMaJbHY, MAaKCUMAaJIbHY Ta CEPETHIO TEMIIEPaTypy,
MIBUIKICTH BITPY, OMaiu. € MOXIHUBICTD KOIIOBAaHHS MAacHBY
JaHHX.

Bonsgppam Anvgpa (Wolfram|Alpha ).

Habip o0uuCIOBaNbHUX ANTOPUTMIB MOETHAHHUX 3 0a3010
3HaHb - Wolfram|Alpha Ha Bimminy Bix Google, mocraBneHi

1o 3Myulye€ BJAaBaTHuCd OO0 PYYHOTO

3amadi  pO3B'A3y€  LUIIXOM  MAaTeMaTHYHOTO  MOIIYKY,
CaMOCTIHHO 3HAaXOAUTh Ta 00poOIIsiE NaHi, BimoOpaxxarouu ix B
JOOCHTb  CTHCIIOMY  KOHCTPYKTHBHOMY  BHIJIAMI.  Pymmiit

Wolfram|Alpha 3acHoBaHMii Ha 00pOOLI NPHUPOAHOI MOBH
(amrmificekoi), Bemmkii Oi6mioremi amroputMiB i NKS-mixxomi
JUTS BiAmoBine# Ha 3amutH [17].

Posmogatn pobotry B Wolfram|Alpha
HITSIXaMH.

1. UYepez BebO-Opaysep, mepedmoBIM Ha  calT
Wolfram|Alpha - http://www.wolframalpha.com, na mnanemi
3aBJaHb (IIOUIYKYy) JOCTaTHbO BBECTH 3aIlUT aHIJIIHCHKOIO,
HANPUKIAL IS OJCPIKAHHS METCOPOJIOTIYHHUX JaHUX B MICTI
Yopuoowi 3a 1986 pik - weather Chornobyl 1986, otpumaemo
CHUCTEMAaTHU30BaHI  MeTeopojoriudi  mami. Ha  skams,
3aBaHTAKEHHS OTPHMAHMX pE3yJbTaTiB IOCTYNHE JIMIIE B
nepenmiadenux sepcisx Wolfram|Alpha Pro.

2. Yepes cucremy komr'rotepHoi anreOpu Mathematica, sika
mictute  ¢ynkuii  Wolfram|Alpha, Ta pobGoue wmicie,
HiKITI0YeHe 0 Mepexi [HTepHeT, Malo4n JIOCTYI 10 CHCTEMHU
3HaHb, MOXXHa  OTPUMYyBaTH JiaHi, B  HOAAIBIIOMY
olpanbOBYBaTH Ta 30epiraTi, 30kpema excropTyBatn B Excel
[18].

Hanpuknan ansa micra YopHoOWs, mod oTpumaté 1000Bi
3Ha4eHHs 3a 1986 pik Ta excoptyBatH ix g0 Excel, HeoOximHO
B HOBUM Biakputuii 1gokymeHT Mathematica BBecTn
(ckomiroBaTH) HaBEICHI HIDKYE 3allATH Ta HATUCHYTH
<Shift+Enter> Ha knaBiatypi.

1. 1 Temnieparypu -
t=WolframAlpha["weather in Chernobyl
1986" ,{{"WeatherCharts:WeatherData",1},"TimeSeriesData"}]
Export["Temp_1986.xIs"t, "xIs"]

SystemOpen["Temp_1986.xIs"]

MOXHa JBOMa

2. U1 KUIBKOCTI OIafiB -
Cc=WolframAlpha["weather in chernobyl
1986" {{"WeatherCharts:WeatherData",2},"TimeSeriesData"}
]
Export["Chernobyl_1986.xIs",Cc, "xIs"]
SystemOpen["Chernobyl_1986.xIs"]
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[IpoBenennii mnomepenHid MOUIYK, aHami3 Ta OIMNC
MOJKIIMBHX JUIA BUKOPHCTAHHA B HAayKOBHX POOOTaX KEpen
apXiBHUX METEOPOJIOTTYHHX JAaHHX.

HampamioBannst  naHoi  poOOTH  MalTh  NPAaKTHYHE
3aCTOCYBaHHsA, a caMe BHMKOpHCTaHI Juisi 3a0e3MmedeHHs
METEOPOJIOTIYHUMH TIapaMeTpaMH HayKoBOI pOOOTH II0JI0
PETPOCIIEKTHBHOTO aHANi3y NOaHWX BHMIpIOBaHb IIBUAKOCTI
ocamkeHHs Cs-137 micis YopHOOMIBCEKOT aBapii.
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AHann3 METOAOB IMMOHUKEHHUS PA3MEPHOCTH
IIPOCTPAHCTBA

bepecues [Imutpuit Bragumuposuy
[ITapaeB EBrennu BiagumupoBuy

benopycckuii 2ocyoapcmeennvlil ynusepcumem uH@oOpmMamuxy u
paouoanexkmponuxu, ya. I1. Bposku 6, Munck 220039, Benapycs,
beresnev.dima8@gmail.com,
eugen.sharayev@gmail.com

Anomayun. Paccmompenvl OCHOBHblE MemOObl NOHUNCEHUS
pasmepHocmu  npocmpaxwcmea  npusHaxos.  IIpusedero
onucanue Cywecmeylouwux HeluHeluHsix n00xXo0008 U Memooos
OISl NOHUICEHUS. PASMEPHOCMU NPOCMPAHCINGA NPUSHAKOS.
IIposeden ananus npeumyuecma u HeOOCmMamKO8 Kaxcoo2o u3
Memo008. [Iposeden ananus HOBbIX MeMOOO08.

Knroueeuvie ciuoea: MHOcOMepHOoe npocmpaHcmeo,
NpU3HAKoeoe npocmpancmeo, AaHadlu3 ()aHHle, Memoobl
NOHUJCEHUA pasmepHocmu, MAaKCOHOMUA Memooos
NOHUdNCEeHUsl  pasmepHocmu npocmpancmeda, JIOKAJ1bHblE

HenuHelHble MenmoObl NOHUNCCHUSL pasmepHocmu.

I BBEJEHUE U [TOCTAHOBKA ITPOBJIEMbI

ExenHeBHO B pa3IMYHBIX OOJIACTAX HAYKH BO3HUKAET
HEOOXOIUMOCTh pEIICHHs] Pa3HOOOpa3HBIX 33/a4 aHalu3a
JaHHBIX, TAKUX KaK KJIAacCU(UKAIWA, MPOTHO3UPOBAHHUE,
KJIacTepu3aIys, a TakKe BBIABJICHHS CKPBITHIX 3aBHCHUMOCTE,
pacno3HaBaHMA W300pa)KEHHH W TOJVIEPKKH  TIPHHSTHUS
ONTUMAaJbHbIX pelieHuil. Ha npakTuke npu peumeHuu 3anad
aHaNM3a JaHHBIX W MAIIMHHOTO 00y4yeHus mHpopmamus o0
00BEKTaxX TMpPeICTaBlICHA B BHIE CIOXHOTO MHOTOMEPHOTO
MaccuBa JaHHBIX. TakiuM 00pa3oM, BO3HHKAET HEOOXOANMOCTh
W3BJICUCHHS M3 BXOJHBIX MHOTOMEPHBIX JaHHBIX Habopa
MPU3HAKOB, KOTOpbIe Oy1yT Hanbosee MHPOPMATUBHBI C TOUKH
3peHus JaTbHEHIIero penieHus 3aaaun. JIroopie MHOTOMEpHbIE
JTaHHBIE BCET/Ia MOXKHO IIPEJCTaBHTh B BHJIE BEKTOPA UHCEIL.
Takne BexTOpa OOBIYHO HMMEIOT OONBIIYIO AJIMHY B BHIY
MHOTOMEPHOCTH TIPOCTPAaHCTBA, a HEKOTOPhIE MPU3HAKH,
KOTOpBIE COAEpXaThCcs B JAaHHOM BEKTOpE HE Bceraa
uHpopmaTuBHEL. IlosTOMy pemaeTrcs 3amada HOHIKEHHS
pa3MepHOCTH MPOCTPAHCTBA NPH3HAKOB, KOTOPOE OIHCHIBAET
BXOAHBIE JaHHBIE, C IIETBI0O IIONYYCHHUS OTHOCHTENHHO
KOMITaKTHOTO ~ MHO)KECTBa  MH()OPMATHBHBIX  IPU3HAKOB.
Ionuosicenue pazmepHocmu npOCMpancmea HPUHAKOE — ITO
HpPOILECC CXATUS NPHU3HAKOBOIO IPOCTPAHCTBA K HEKOTOPOU
3a]aHHOM  Pa3MEpPHOCTH C MHHAMAJIBHBIMH  IOTEPSIMHU
uHpopmary. bonbinoe KoIMYecTBO NMPHU3HAKOB MPUBOAUT K
BBICOKMM BpPEMEHHBIM 3aTparaM Ha o00paboTKy IaHHBIX,
OospliiM  o0beMaM  TaMsATH, TpeOyeMoW JId XpaHEeHUs
uHpOpMAINH, a TakKe K HEeoOXOIMMOCTH cOopa OOIBIIOro

yuciia IMpeUcACHTOB  JJid  YBEPECHHOI'0  BOCCTAHOBJICHUS
CKPBITBIX 3aBHCHMOCTEHl B CymIECTBEHHO MHOTI'OMCPHOM
IMPOCTPAHCTBE. VYMeHbIIeHe PasMEPHOCTU IMPOCTPAHCTBA

MPU3HAKOB MOKET MPECIICA0BATE MHOYKECTBO IIEJICH:
CokpallleHue BBIYHACIUTEIBHBIX 3aTpaT INpH o0paboTke
JIAHHBIX

Bopeba ¢ mepeoOyucHmeM. Uem MeHbBIIE KOJIAYECTBO
MPU3HAKOB, TEM MEHBIIE TpeOyeTcsl OOBEKTOB ISt
YBEPCHHOTO BOCCTAHOBJICHUS CKPBITHIX 3aBUCHMOCTCH B
JIAHHBIX U TE€M BbIILIE KAYECTBO BOCCTAHOBIICHHUS TTOI00HBIX
3aBUCUMOCTEH;
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Cxatue paHHBIX U1 Oosiee 3(PQEKTHBHOrO XpaHEHUs
HHPOPMAIUH;

Busyannzanms nansbeix. [IpoexTHpoBaHHe BBIOOPKM Ha
IBYX-/TpEXMEpPHOE MPOCTPAHCTBO IIO3BOJISET TpapuUecKH
MIPEACTaBUTH BHIOOPKY;

W3BneyeHne HOBBIX NpH3HAKOB. HoBBIE mpH3HAKH,
HOJIly4eHHbIE B pe3yldbTaTe IpeoOpa3oBaHMS, MOLYT
OKa3bIBaTh 3HAYMMBIN BKJIAJ MPU TOCIEAYIOMEM PEIICHUH
3ajad;

CoxpaHeHWe TIpUHIMIIA  TOMOJOTMM  (COCEIHHE B
MHOTOMEPHOM MPOCTPAHCTBE OOBEKTHI JOJKHBI OCTABATHCS
TaKOBBIMH B TIPOCTPAHCTBE MEHBIIEH pasMEpHOCTH) H
paccTosiHuiT MeX1y 00beKTaMHu (CTEIIeHb TTOI00Hs).

Taxkconomus Memoo08 NOHUINCEHUS  PAIMEPHOCHU
Odannvix. Ha puc. 1 u300paxkeHO 00MIasi cxemMa TaKCOHOMHUH
METOJIOB MOHIKEHUsI Pa3MEPHOCTU MPOCTPAHCTBA MPU3HAKOB.
Ha puc.l kak u B naHHOW paboTe paccMOTpeHbI HE BCe
HEJTMHEIHBIE METO/IbI, BBU/Y UX OOJIBIIOTO KOJIUYECTBA.

MeToakl CHUXEeHUSA
pasMepHoCcTU
NPOCTPaHCTBa NPU3HaKoB
NuHelHble

%
ﬁ[

XAPAKTEPUCTUKA TIOJIXOJIOB U METO/IOB

HenuHeliHble

Memod mHozoMepHOZO
wKanuposanus
(Multidimensional Scaling,

Memod znasHbix
komnoHenm (Principal
Component Analysis, PCA)

Namenmnoe pasmewenue
Aupuxne (Latent Dirichlet
allocation, LDA)

SAdposol Mmemod anasHeIX
komnoneHm (Kemel-PCA,
KkPCA)

—

Memod noxkansHo-
nUHEIHOZ0 6CMpausaHus
(Locally-linear embedding,
LLE)

Memod Hesasucumeix
KoMnoHeHm (Independent
Component Analysis, [CA)

—

Memod usomempuyecKkozo
omo6paienus (ISOMAP)

PaxkmopHeld aHanus (Factor
Analysis, FA)

Memod t-SNE (t-distributed
stochastic neighbor
embedding, tSNE)

—n

Memod UMAP (Uniform
Manifold Approximation and
Projection, UMAP)

S

Pucynoxk 1. TakconomMus METOI0B

Memoo znasnvix komnonenm (pasnoxenue KapyHeHa-
Jloesa, principal component analysis, PCA) sBisercs
MIPOCTEHIINM METOJIOM YMEHBIICHHSI Pa3MEPHOCTH B 3ajadax
aHanm3a JaHbiX [1]. CyTh MeToNa 3aKiIO9aeTcsi B IMOWCKE B
HUCXOJHOM  TPOCTPAHCTBE  THUIIEPIUIOCKOCTH  3aJIlaHHOM
Pa3MEpHOCTH C MOCIEAYIOUIMM POSKTUPOBAHHEM BHIOOPKH HA
JaHHyI0 Tunepmuiockocts. [lpm  3ToM  BbIOMpaercs Ta
THIIEPINIOCKOCTh, OMIMOKA MPOEKTHUPOBAHMS JAHHBIX HA
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KOTOPYIO SIBJIIETCS MUHAMAJIBHON B CMBICIIE CyMMBI KBaJIpaToOB
OTKJIOHECHHUH.

JlaHHBIH METOJ, oOamaer CIEYIOIINUM psaaoM
0COOEHHOCTEI:
- Hemmoxo pabotaeT Ha TaHHBIX C JIMHEWHOW 3aBUCHMOCTBIO;
- llo3Bonsier HallTM Takue MPOCTPAHCTBA  MEHbIIEH

Pa3MEpHOCTH, IIPU OPTOTOHAJIBHBIX IPOEKLUAX HA KOTOPBIE
CPeIHEKBaIPATHICCKOE OTKIIOHEHHE (pa30poc JaHHBIX)
MaKCHMaJbHO;

Ilo3Bosnsler HaWTM Takue MPOCTPAHCTBA  MEHbIIEH
Pa3MEpHOCTH, IIPU OPTOTOHAJIBHBIX MPOEKIUAX HA KOTOPBIE
paccTosiHue MeXAy TOUKaMU MaKCUMaJIbHO;

IlozBonsier nnsi JaHHOM MHOTOMEpPHOW  ciy4ailHON
BEITUYNHBI MIOCTPOUTH Takoe OpTOTrOHAJILHOE
npeoOpa3oBaHWe KOOPOMHAT, B pe3yibTaTe KOTOPOTO
KOPPEJSIMKA MEXKAY OTICIBHBIMU KOOpPAMHATAMHU OYyIyT

HYJICBBIMH;

- Ilnoxo pabGoraer ¢ oOYeHb OOJBIIUMHU BEKTOpAMHU
TIPU3HAKOB (JIECSATKH THICSY U Ooree);

- HesddexktuBer ¢ TOYKM 3pEHHS  BBIYHCIMTEILHOU
HAarpy3kd, B BHAy HKCIOJB30BAHUS  CHHIYISIPHOTO
pasnokKeHus Marpui, KOTOpOE OTpaHNYMBACT

WCIIOJIE30BAaHME JaHHOTO METOJa Ha CIHIIKOM JUTHHHBIX

BEKTOPAax MPHU3HAKOB.

Takum 00Opa3oMm, BHIHO, 4TO ocobeHHOcTH MeToma PCA,
KaK U IPyTUX JIMHEHHBIX METOAOB, HAKJIAIBIBAIOT OTPaHUICHHS
Ha TpUMEHEHHE JAaHHOTO KJacca METOJO0B Ha IIUPOKOM
CHEeKTpe 3aJad aHaluW3a MJaHHBIX. [loaToMy TOCienHue
WCCJIEIOBAHUS HAIleJIEHbI Ha KJIACC HETMHEMHBIX METOIOB.

Mnozomepnoe wkanuposanue [2] 9TO  METOJ,
MO3BOJISIIOIIMI  pacrojiaraTb  TOYKH, COOTBETCTBYIOIIUE
n3ydaeM oOBeKTaM (IIKaJHpyeMble OOBEKTHI), B HEKOTOPOM
MHOTOMEPHOM  TPHU3HAKOBOM TMPOCTPAHCTBE, TaK, YTOOBI
MOTIAPHBIC PACCTOSIHUS MEXIy TOYKAMH B 3TOM IMPOCTPAHCTBE
KaKk MOXXHO MEHBIIe OTIMYAIACh OT  OMIUPUYECKH
W3MEPEHHBIX TIOMAapHBIX Mep ONU30CTH JTHX H3yYaeMBIX
00bekTOoB. OCHOBHOE OTJIMYME JaHHOTO METOJa OT OCTaIbHBIX
3aKIFOYAaeTCS] B aHANM3Ee HE CaMUX JaHHBIX, a MAaTPHIEI
6im3octH 00BEKTOB Mexay coboil. COOTBETCTBEHHO, IIENb
MHOTOMEPHOTO INKAJIHPOBAHHUS 3aKIFOYACTCSI B OMCAHHH
MaTPHIIGI B TSPMHUHAX PACCTOSHUN MEXKIYy TOUYKAMH B KaKOM-
00 MOPOCTPAHCTBE.

Hoepnotit memoo znaemuvix Komnonwenm [3] sBusercs
OTHUM W3 HEIMHEHHBIX METOIOB YMEHBIICHHS pPa3MEPHOCTH
JaHHBIX. JIaHHBIH METOM OOBEOUHSET JMHEHHBIA METO.
TJIAaBHBIX KOMITOHEHT ¥ CIIeIUANBHBIN Habop mpeoOpa3oBaHuii,
Ha3bIBAEMbIN kerneltrick. Kerneltrick MO3BOJISIET
npeo0Opa3oBaTh JIIOOOH anrOpuUTM, KOTOPBI HCIONB3YeT
CKaJISIpHOE TPOU3BEJICHUE ABYX BEKTOPOB. [l NpUMEHEHHS
TAKOro  mpeoOpa3oBaHMs  HCIONB3YyeTCS  3aMEHa  BCEX
CKaJISIPHBIX TPOM3BENECHUN Ha sAAepHYI0 (GyHKIHHIO. Takum
o0pa3oM, MOXHO CKa3aTh, 4YTO JIMHCHHBIA alTOPUTM
npeoOpasyercss B HEMMHEWHBINH. JTOT HEIWHEHHBIA alTOPUTM
SKBUBAJICHTEH JIMHEHHOMY, TOJBKO B MPOCTPAHCTBE OOJBINOH
pa3mepHocTH. OCHOBHOE OTJIMYME JAHHOTO MeEToJla OT
JUHEHHOTO MeETOoJa TJIABHBIX KOMIIOHEHT B TOM, HYTO
KOBapHAIIMOHHAS MaTPHUIIA 3aMCHSCTCS Ha SICPHYIO MATPHILY.

Memoo nokanbHoO-TUHEIH020 6CMPAUGAHUA — ATITOPUTM,
0a3upyeTcs Ha TUIOTE3€ O TOM, YTO JaHHBIC B MHOTOMEPHOM
NPOCTPAHCTBE  JIeKaT Ha  CIIAKCHHOM  HEIHHEHHOM
MHOro0oOpasuu MeHblIeH pasmepHocTd [4]. JlaHHBIH MeTon
HaXOJIUT TJI00ATBHYIO HEMMHEHHYIO CTPYKTYPY.

Memod  uzomempuueckozo omoopaxycenus [5]
0COOEHHOCTh JAaHHOTO METO/a 3aKII0YaeTcss B TOM, HYTO
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JUHEHHOCTh METOJA MPUCYTCTBYET JIOKAIBHO, TOJIBKO MEXKIY
Ompkaidmumu  cocensiMu. Ho B rio0anbHOM — cMBICie
BBICTpaMBaeMas CTPYKTypa, NMPEICTABIAIOMAs PacCTOSHUE, HE
nuHeliHa. MeToAx  M30METPHUYECKOro  MacIuTaOHpOBAHUS
SBIIIETCA  YCOBEPIIEHCTBOBAHMEM METOJa MHOIOMEPHOIO
MacuITabupOBaHMUs.
t-SNE [6] — 9T0 anroput™ mist MOHMKEHUS Pa3MEPHOCTH,
paspaborannsiit JlopeHcom Ban nep Maarenom u xeddpu
XUHTOHOM. MeTox mpoernupyer KaKABIH OOBEKT BBICOKOM
Pa3MEpHOCTH B 33JIaHHYI0 Pa3MEpPHOCTh TaKUM 00pa3oM, YTO
TIOX0)KHE OOBEKTHI MPOCTUPYIOTCS OJIM3KO PACIIONOKEHHBIMHU
TOUYKaMH, a HETIOXO0XKHe TOUKHU MPOELUPYOTCA
PAcIOIOKEHHBIMH JAJIEKO APYT OT APYTa.
UMAP (Uniform Manifold Approximation and Projection)
5TO HOBBIM QJITOPUTM YMEHBIICHUS Pa3MEPHOCTH,
OubnMoTEKa C peayu3anuell KOTOPOTO BBIILIA OTHOCHTEIIHHO
HenaBHO [7]. Ilo pesynabTaraM NHOCHEIHUX HCCIEAOBAHUM, y
UMAP Her orpaHu4yeHwii Ha pa3MEpPHOCTb BXOJHOTO
MIPOCTPAHCTBA MPHU3HAKOB, KOTOPOE HEOOXOANMO yYMCHBIIUT,
OH HaMHOTro ObICTpee M 0oJiee BBIYHUCIUTENHHO 3((EKTHUBEH,
yeM t-SNE, a Takke Jydine crpaBisieTcsl ¢ 3a7adyeil nepeHoca
r100anbHON CTPYKTYpBl JAQHHBIX B HOBOE IOJIMPOCTPAHCTBO.
UMAP m0CTOSHHO COBEpUICHCTBYETCS U JopabaThIBacTcs,
OJTHAaKO YK€ ceifyac MOKHO CKa3aTh, YTO IO Ka4eCTBY PabOTHI
Ha peajbHbIX 33/la4ax OH HE YCTyNaeT IPYTUM ajrOpUTMaM U

BO3MOXHO, HaKOHCI, pemur OCHOBHYIO np06neMy
COBpeMeHHbIX METOI0B IIOHUKCHUA paSMepHOCTI/I —_—
HEBBICOKAs CKOPOCTH pa6OTLI.

I1l.  BBIBOJbI

B OonbmMHCTBE peanbHBIX MPAKTUUECKUX 3a7ad aHAIU3
JAHHBIX, HE HMEIOIUX ONPENELICHHYIO CTPYKTYpYy B HCXOJHOM
IIPOCTPAHCTBE IOKa3ajl, YTO CIPOTHO3UPOBaTb KAaKOM U3
METOJIOB OOJIbIIE TOAXOAWT II0J] ONPENENICHHYI0 3amady 0e3
SKCIIEPUMEHTAa  HEBO3MOXXHO. Mcrosnb3oBaHME  METOHAOB,
KOTOpBle 0a3upyloTcst Ha TepuTopuu TrpadoB He Bcerna
3¢ (GeKTHBHBI M YacTo paboTaloT KpaitHe MemieHHO. CTouT
OTMETHTB, YTO HEJb3s1 YTBEPXKAATh YTO KaKOM-TO METOM CaMbIi
JYUIINHE WM XYALIK: KaXKIbIH METOJ] UMEET CBOIO CIIeHU(pHUKY
n o0yacTh TPUMEHEHHs, MHOTO€ 3aBHCHUT OT IPUPOIBI U
CTPYKTYpBl CaMUX MJaHHBIX. Takke CErogHs BaXKHYI0 DPOJb
UTPAET CKOPOCTh PadOTHI AITOPUTMA.
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Expansion of Neural-like structures inputs using
combined approximation
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Abstract. The article is aimed at the investigation of new
algorithms of combined approximation of surface response
of neural networks. It is described that on the basis of
clustering of the k-means method, new algorithms of
combined data approximation for regression assignments
were created. The newly developed methods of combined
approximation of the surface response are analyzed and
with comparing found predicted errors the most effective
one is determined. Moreover, in the article is proved that
neural-like structures of Geometric Data Transformations
with combined approximation of the surface response
provide fast and accurate data prediction.

Keywords: neural-like structures; Geometric Data
Transformations; linear regression; data approximation;
clustering; k-means method; prediction error.

l. INTRODUCTION

Artificial Neural Networks (ANN) are the emulations of
the human brains: the best decision-making machines [1].
These are models, which consists of simple processes
(neurons) that interact with each other and can do self-
learning. They are capable to execute the programmed
sequence of actions on predetermined data and to analyze
the new input information by themselves [2].

The most commonly used are the following artificial
neural networks: single-layer perceptrons, Adaline and
Madaline networks that form linear response surfaces; ANN
with reverse engineering, forming the stepped surface [3];
multilayer perceptrons, which form non-linear surfaces of
sigmoid slopes; and radial basic functions neural networks
that form nonlinear surface of the response, built on
hyperspheres [4].

All of these neural networks have specific properties in
terms of the complexity of the adjustment, the training time,
the ratio of the characteristics of accuracy with speed. In
terms of reliability and speed of training, the most attractive
are single-layer perceptrons, but their use is limited to a
class of linearly separate tasks. Neural networks of reverse
dissemination are also fast and efficiently trained, but
predicting errors in most cases significantly exceeds the
permissible values [5]. So, there is a goal to research neural-
like structures to provide high accuracy of training and
predicting, while simultaneously — maintaining the
appropriate level of generalization and the speed.

Therefore, there is a need in creating, analyzing and
exploring new training and predicting methods to find
algorithms that provide not only fast, but also the most
accurate expected results that will meet market needs.
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Because fast and reliable data prediction is the first step in
solving a large number of business tasks [6].

This assignment can be achieved with neural networks
based on Geometric Data Transformations, using algorithms
of combined approximation of the surface of the response.
For this purpose, there is a need to create new training
methods of neural-like structures with the use of combined
data approximation of the surface of the response. Also,
there is a need to analyze and research the chosen algorithm,
in which training and predicting errors will be the smallest.

Il.  THEORETICAL BASIS OF TRAINING METHODS

It is known that neural networks are not programmed in
the literal sense of the word, but learn. Ability to learn is
one of the main advantages of neural networks in the
traditional trivial algorithms. Technically, the learning is to
find the coefficients of the relationship between neurons. In
the learning process, the neural network is capable of
detecting complex interdependencies between input and
output data, as well as generalization [7]. This means that in
the case of successful learning, the network will be able to
return the correct result based on data that were missing in
the training sample, and also on incomplete, partially
distorted data.

Every year new methods of ANN learning are explored,
including for predicting data. The tasks of learning artificial
neural networks and data prediction are focused on finding
the differences between predicted and testing data, using the
search of prediction error [8]. If the error is the smallest,
then the result is considered more precise, so the method is
more efficient, and the artificial neural network is more
reliable.

In the research, the real task of predicting of electricity
consumption is considered using training and testing data
samples, the parts of which can be seen in the Figure 1.

Matrix for training

x1 x2 X3 x4 x5 x6 x7 x8 x9 x10 x11 ¥y
1 0992160 0,854419 1 0 10 0 0 0 11,4 84 0965444 266067,7054
2 0,992923 0,851830 O 0 30 0 0 0 148 88 0,858333 399213,7541
3 0,993650 0,849284 0 0 20 0 0 0 13,7 94 1344444 308883,6862
4 0,994342 0,846781 0 0 10 0 0 0 162 93 0,288889 246431,2379
5 0,934997 0,844322 0 0 50 0 1 0 144 84 0,352778 455089,7725
365 0,990535 0,857050 O 0 60 0 0 0 14,10 83,0 0,666667 459405,0804

Matrix for testing

x1 x2 X3 x4 x5 x6 x7 x8 x9 «x10 x11 ¥
1 0991364 0,854419 0 0 40 0 o 1 10,8 91 1,313839 464373,0739
2 0,992160 0,851830 O 0 20 0 0 0 11,4 99 0,840000 316834,1401
3 0992923 0845284 1 0 10 0 0 0 79 8 0561111 239680,2697
4 0,993650 0,846781 1 0 10 0 o 0 85 83 0519444 242339,7119
5 0,994342 0,844322 0 0 50 0 1 0 10,5 89 0497222 455924,5373

214 0,759874 1,243%05 0 1 30 1 0 1 -71 9 0,011111 3637158311

Figure 1. Training and testing data samples.
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The matrix for training A consists of 365 vectors, which
include the obtained data for the same number of days of the
previous year. The matrix for testing B consists of 214
vectors describing the appropriate number of days for the
next year for which prediction was performed in the testing
mode. The vectors of both samples A and B include 11
input signals x;;, which consist of the state of the electrical
network, obtained from the telemetry data, and one output
¥; , which shows the daily values of the consumed
electricity.

The task of prediction is made by using linear type of
neural-like structures with geometric data transformations
[9], where the combined approximation of the surface
response is done in the hyperplane form. Linear neural-like
structure with geometric data transformations provides a bit
higher accuracy and simultaneously higher learning speed
compared with the multi-layer perceptron [10].

The selected task is performed by using regression
analysis examining the dependence of one variable ¥, from
several independent variables x4, x5, ... a; in a particular
place and time. Regression analysis is based on the
constructed regression equation (1) and determines the
contribution of each independent variable in the variation of
the investigated (predicted) dependent variable [11].

The regression equation (1) shows how the output
feature (¥,) changes in average, influenced by changes in
factor variables (x;). In general, the regression equation can
be represented as follows:

Yo =1 (X% .00 X)) 1)
where Yy — dependent variable;

Xi— independent variables (factors).

The main task of regression analysis is to determine the
impact of factors on the output indicator. First of all, for this
purpose, the equation of relationship is chosen [12], which
corresponds to the nature of the analytical stochastic
dependence between investigated features. The simplest
equation of a straight line (2), which describes the linear
relationship between factor and effective features, has the
following form:

Y, =a,+ax, )
where Yx — dependent variable, which is predicted
(effective characteristic);

ap — open member of the equation;

a; — coefficient of the regression;

X — independent variable (factor characteristic) used to
determine the dependent variable.

There are several approximation methods, such as:
numerical, linear, kernel-based, viscosity and other
approximation techniques for solving various types of

mathematical problems. Linear approximation is an
approximation of a general functionusing a linear
function (more precisely, an affine function). This

approximation method is widely used in the method of finite
differences to produce first order methods for solving or
approximating solutions to equations.

In many cases of prediction, the linear approximation
methods are used, since most of real processes in business
and economics are characterized by linear models. But not
always the accuracy of approximation by linear methods is

a)

b)
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suitable, so, to increase accuracy, combining different
methods are used.

III. THE DESCRIPTION OF DEVELOPED METHODS

Previously, several developed methods of combined
approximation of the surface response were investigated.
Experiments with several clustering variants were
performed to achieve better results and more accurate
prediction [13]. Obtained prediction errors were compared
in several methods:
the model of auto-regression with a moving average has the
prediction error is the highest one and is 10.9%;
multilayer perceptron has the prediction error is 4.2%;
the artificial neural network of the model of geometric
transformations has an error 4.19%.

It was described that the average results of two methods
are 3.69% and 3.44%, and it is proved that one of the
developed methods with a certain number of clusters results
with an error of 1% less than prediction without using the
combined approximation of the surface response.

To achieve even more accurate and at the same time fast
result, the task of creating and analyzing new methods of
combined approximation of the surface response was
determined, therefore some new algorithms of combined
data approximation were created and investigated.

Since the selection of algorithms for using in the
combined approximation depends on the data peculiarities,
experiments with several variants of clustering were
performed in the discovering the best combination of
methods for better results and more accurate prediction.

Among the large number of existing methods of
clustering data, one of the most frequently used methods is
the k-means method. This method differs in that the number
of clusters is known from the beginning and they are
determined by the number k [14]. This method is used in the
research, because it is easy to implement and modify.

The k-means algorithm divides the input set of values
into clusters so that the average values in clusters are
maximally different [15]. In the research used the algorithm
k-means that divided into the following steps:

Determine centers of each cluster using formula (3):

Zmixi

_a 3
Coxy) Zmi

where ¢ —
masses.
Determine the affiliation of objects to clusters. Find the
Euclidean distance d by the formula (4):

() =[x -9

where x; — point from vector of the training matrix,
¥; — point from the vector with centers of masses.

Each of the points of the set belong to the cluster, the
distance to which is minimal [13].

points of the vector with centers of

(4)
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c) If in the previous steps no point has passed to another

cluster, or if the maximum number of iterations is made,
stop working. Otherwise, looking for new cluster centers.

For example, Figure 2 shows the result of clustering 365
vectors from the training matrix A for 10 clusters. This
figure shows how many vectors belongs to a particular
cluster after passing a certain number of iterations.

Clusters

n
&
. e

1

Figure 2. Clustering by k-means method for 10 clusters

The first step that needs to be performed for all methods
of combined approximation is the normalizing of input
vectors Xj.

Consequently, the result of this phase is the normalized
training A and testing B data samples.

The next steps will describe established methods of the
combined approximation.

Method 1 consists of the following steps:

1) Form a united C data sample from the normalized
training A and testing B data samples, where C=A+B
(365 + 214);

2) Cluster a united matrix with k-means method for 11
benchmark inputs for k compact sets of points, where k
is the number of clusters;

3) Divide the united sample back to the training and testing
matrices with known vectors relations to certain clusters;

4) Expand both matrices with adding to the inputs of each
vector of the studied samples:

a) k additional inputs, where the extra input in vector
assigns 1, if the vector belongs to a defined cluster, and
the other inputs assign zeros;

b) ¢ additional inputs by the formula (5):

S (5)
(1+ xf)
where x; — initial inputs of the matrix.

5) Learn and apply neural network by finding testing and
prediction MAPE errors - mean absolute percent errors
for learning and prediction.

Next two methods are based on the Method 1, so include
previous 1-4a steps.
The investigated Method 2 is composed of the following:
1) After adding k inputs using previous method, extend
training and testing matrices with adding | additional
inputs to every vector of the studied samples, using
formula (6):
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TR (6)
! (l+xf)

where x; — primary inputs of the matrix;

2) Learn ANN with enhanced data samples, which vectors
contain 11+k+l inputs and 1 output, and apply neural
network with finding MAPE errors.

The Method 3 introduces the next steps:

1) After adding k inputs in Method 1, replace 11 first-
source inputs with 22 new inputs (c+l), using formulas
(5) and (6) from previous methods

2) Learn ANN with extended data samples, which vectors
contain k+c+l inputs and 1 output;

3) Apply neural network with finding MAPE errors.

Described algorithms was performed a certain
number of times to find MAPE errors for various
specified number of clusters. Also, errors were found to
compare the results of the developed methods and to
define which method has less error, so is more
accurated.

Training and prediction errors found during
execution of the developed Method 3 are smaller than
errors found in the performance of Methods 1 and 2.
Investigated errors are shown in the Table 1.

Table 1. Results of developed Methods 1-3

Method 1 Method 2 Method 3

l.'5 c [y c

E [%) g’ < g < g < g o g = g o
28 £ 8% £ 83 £ E2
E2 | 35| 85| 8| 85| €5 8¢
25 &l a s Fo as Fo as
k=10 2,78 3,17 2,53 2,92 2,91 2,91
k=15 269 |309 |25 294 | 2,48 2,93
k=20 2,44 3,02 2,23 2,78 2,23 2,77
k=25 241 | 3,1 2,19 2,84 2,19 2,83

Analyze the following two methods of the combined
approximation. These methods experimenting with the same
steps as in the previous three methods, but in a different
order.

So, for the Method 4 perform the following steps:

1) Extend training matrix with adding c extra inputs to each
vector, using function in formula (5) of the Method 1;

2) Clustering the training matrix by the k-means method by
22 inputs on k compact sets of points, where k is the
number of clusters;

3) Find the centers of masses of each cluster and the
Euclidean distance d by formulas (3) and (4) severally,
described earlier;

4) Each vector from the testing sample of data relates to
that cluster, where the Euclidean distance to the vectors
centers of mass is the smallest. Thus, all the vectors of
the training matrix are clustered;

5) Add k extra inputs to each vector of the training and
testing samples, where k is the number of selected
clusters;

3) Learn ANN using extended training data samples, where
vectors have 22 k inputs and 1 output, and apply neural
network by finding prediction MAPE errors.
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The last investigated Method 5 consists of the
following steps:
1) Extend training matrix with adding | extra inputs to each
vector, using function in formula (6) of the Method 2;
2) Do steps from #2 to #6 from the Method 4.

In Table 2, compare the results of implementation
of the Method 3, where testing and prediction errors are
the smallest among all the previous investigated
methods, and Methods 4 and 5.

Table 2. Results of researched Methods 3-5

Method 3 Method 4 Method 5

G = c c

= wn =3 o '9 o = o '9 o = o '9 o
g2 | £8 88| £ B§ =£§ B
Ez | 35| 88 €8 88 =8| 8¢
Z o F & aad Fo as ol o as
k=10 291 | 291 | 263 | 303 | 243 | 2,73
k=15 248 | 293 | 249 | 315| 239 | 2,76
k=20 223 | 2,77 | 248 | 323 | 221 | 2,74
k=25 219 | 2,83 | 245 | 3,13 | 221 | 281

Thus, comparing all methods 1-5, testing and prediction
errors using 20 clusters are the lowest for all methods on a
permanent basis. Summing up, errors received by using the
developed Method 5 are the smallest among the errors
detected by using all other methods.

IIl.  CONCLUSIONS

Characteristics of methods of combined approximation
are analyzed. The results of investigation Neural-like
structures with Gradual Geometric Transformations using
the combined approximation of the surface response is
presented. The effectiveness of the proposed approach for
predicting data is confirmed.

It is proved that the investigated algorithms of combined
approximation with additional inputs extension using
functions complement and improve the methods of
combined approximation.

The results of prediction using developed algorithms of
combined data approximation are shown. The results of the
performed methods are compared and it is stated that least
errors of learning and predicting are based on method 5.
Specifically, using twenty clusters, the error of learning is
2.21%, and the prediction error is 2.74%.

Consequently, the use of combined approximation
provided the creation of neural network models of small
structural complexity, with high accuracy of application on
data that were not used in the training.

Proposed method for predicting data based on the
Neural-like  structures  with  Gradual =~ Geometric
Transformations can be used in huge amount of science
aspects for different purposes.

Next investigations should be based on deeper
researching of developed method with the use of Neural-like
structures in different spheres and to find better results.
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AHaJI3 IHCTPYMEHTIB JIJISI pO3pOOKH MOOLIBHUX 1TOP

®dinimonuyk TerssHa BomoaumupiBHa,

Bamenko Anapiii CepriiioBuu

XapobKrosckuil HAYUOHAbHBIL YHUBEPCUMEN PAOUOIIEKMPOHUKU, NP.
Hayxu 14, Xapwkos, 61166, Yxkpauna,

tetiana.filimonchuk@nure.ua, johnrocket.1996@gmail.com

Anomauia. Y 0Oonosioi nposedeno  amaniz  modxciusocmetl,
@ynryionany, nepeeaz ma HeOONIKI6 CYYACHO20 HAOOPY NPOSPAMHUX
KOMNOHEHmMi8 ma  Gi3VANbHUX  IHCMPYMeHmis, AKUU  00380714€
cmeopogamu I 3anycKkamu IHMepakmueHi 000amKku 3 2pagiunum
3abesneyennam 6 peanvrhomy uaci (Unreal Engine ma Unity). Taxooc
PO3TAHYMO  cepedosuuye po3pobKU ma CYMICHICMb NPOSPAMHOZ0
KOOy 3 OLIbWicCmI0 CYYACHUX NAam@opm ma OnepayiiuHux cucmem
(Android, iOS, Linux, Mac OS, Windows, PlayStation 4, PSP, Xbox
One, PS Vita mowo).

Knrouosi cnosa: Unreal Engine, Epic Games, Blueprints, Unity,
Autodesk Maya.

l. BCTYII TA IOCTAHOBKA 3AJJAUI

Ha chorogHimiHid IeHb BiZICOIrPH TMOCITAIOTH OJHY 13
HEBIJI'€MHHUX YaCTHH Cy4aCHOTO JKUTTA. 3aBISIKA TEXHOJIOTisAM,
IO TOCTIHHO PO3BHBAIOTHCS, MOXJIMBO TpaTH B YyroOieHi
Bimeoirpm Oynp me. llel mpomec MOXKIHBO MOPIBHATH 3
neperssiioM (igeMy abo cepiany, aje Haa po3poOKoro (iTbMiB
NPALIOIOTh COTHI JIOACH, a 3aBIAKUA CYYacHHM TEXHOJIOTISIM
BiZIeOrpy MO)K€ CTBOPHTH OJiHA JIIOJMHA. METOI0 IIOMOBifl €
aHani3 icHyroumx Ttexomoriii (Unreal Engine ta Unity), siki
MOYJIMBO BUKOPHUCTOBYBATH JJIsl PO3POOKH MOOIIBHUX 1rOp.

MosxmuBocti  Unreal Engine 4 (UE4) no3BonsroTh
CTBOPIOBATH Ta pemaryBatd eineMeHtd 3D animariii,
cueneeKTH y Bigeoirpax Ta KiHOQLIEMaxX, pPoO3pOOIATH
pI3HOMaHITHI TporpamMu Jyisi PO3BUTKY JiTeil Ta IiJUIITKIB.
IIporpamHunit Ko AOAATKY CYMICHHI 3 OUIBIIICTIO CYYacHHX
wiaThopM Ta OMepaiiHIX CUCTEM.

Unity — me oauH i3 HallKpallux irpoBHX IHCTPYMEHTIB B
ramy3i po3podku 2D Ta 3D irop, skwifi Mae OE3KOIITOBHY
Bepcito Ta oxormnoe 24 mnatdopmu (MoOLTBHI mpucTpoi, VR,
IIK), xoncom Ta BebG-marpopmu) [1]. Ul-pemakropu st
CTBOPEHHSl DIBHIB B 000X NPOJYKTax MaroTh Opay3epu
KOHTEHTY JUISl 4CCETiB, CKPUMNTIB Ta iHIIKX (aiitiB npoekty [2].
IrpoBi 00'eKTH MOKHA MEPETATYBATH B 00JIACTh CIIEHU 1 TAKUM
YUHOM JIoJaBaTh B 11 iepapxito. O0'€eKTH B pedaKkTopi CIICHU
3MIHIOIOTBCSI 32 JOTIOMOTOI0 iHCTPYMEHTIB MepeMilleHHS,
MOBOPOTY Ta MacuITabyBaHHS — BOHM CXOXi B 000X JBHUTYHaX.
Biactuocti Unity-00'ekTiB BimoOpaxaroThest B Inspector, a
UE4 — B yactuni Details. B 060x npoxykrax € credT-mMammHu
[1,2], sixi BM3HAYAIOTH TEPEXOAM 3 OJHOTO CTaHy acceTa B
inmit (y UE4 — Persona, y Unity — Mecanim).

Y UE4 amimamito MoximBo pemaryBatd, B Unity —
NPaKTHYHO HEMAa€ TaKoi MOXKIMBOCTI, OCOOJIMBO IIOTaHO
crpaBa Hie 3 pyxamH MEpCOHaXIB, TOMY U iX peaizamii
Kpamie oOuparu nporpamMu Ha kmrant Blender abo Autodesk
Maya, a pe3ynpTaT iMIIOPTYBATH B BUIIIAI TOJJATKOBUX (aifiIiB
JI0 TIPOEKTY.

Y UE4 BOynoBaHMH NOCTIIPOLECIHI, TOOTO A0 CLEHH
MOXJIMBO 3acTocoByBaTH bloom-eexT, TOHYBaHHA Ta
AQHTUAJIMACHHT, SIK IJI00AIbHO, TaK 1 O OKpeMUX ii yacTuH. Y

PIIIEHHS TTPOBJIEMU TA PE3VJIbTATU

33

Unity € cTeKk NOCTIPOLECIHTY, SIKMH MOXHA 3aBaHTAXKUTH 3
Mara3uHy acceTiB.

B pasi obpanHs iHCTpYMEHTY pO3pOoOKH MOOITBHUX irop
CJIi1 BpaXOBYBATH TEXHIYHI MOIJIUBOCTI peaJbHUX CMaT(OHIB
ta [IK. Ha pucynky 1 300pa)keHO KiTBKICTh KaJIpiB y CEKYHIY
(FPS) npu nopiBHsHHI ogHaKoBUX clieH Ha Unity Ta UE4.

Tiflokn cuyera -

5 Byaiens

10 Gyaiens

20 GByniens

50 Gyniens
150 byaiens
25 nepes

50 pepes

100 pepes

200 pepes

10 Gyaiens, 25 gepes —

25 Gyone, 50 acpes jm—" | |

10 20 30 40

= Unreal ®Unity

Puc. 1. [lopieusuus cuer Ha Unity Ta UE

50 60

Pesynpratn, siki HaBeZeHO Ha pPHUCYHKY |, mpuOIM3HO
onnakosi, ane UE4 yactim mokasye kpaiiii pe3ysibTarT, sSKIIO
MOBa Hfie PO OULTBIIY KITBKICTh OHAKOBHX 00’ €KTIB, TOMY IO
BiH JI00pe BMi€ X cHCcTeMaTn3yBaTy.

Jus mporpamyBanss Unreal Engine 4 BHKOpHUCTOBYE MOBY
C++, sxka He yciM mnomobaeTbcsi Yepe3 CKIAAHICTh Ta
TPHUBAJICTh TIpolLleCy KoMIumAlii. Aje 3aBmsku Blueprints
MOYHa JIOCSITTH NMPUOJIN3HO THX CaMHUX Pe3yJIbTAaTiB, IO 1 3
C++. ¥V cBoro uepry Unity BukopuctoBye C# Ta UnityScript.
API Ta iforo KoHIIENT CX0Xuii 3 aHamoriuaum y UE4.

Y KOKHOTO 13 PO3IIISIHYTHX IHCTPYMEHTIB € CBOI CHJIBHI Ta
cmabki CTOpOHHU i pizHUX 3amad. Unity migifizie HoBaYKaMm B
Toi wac sk Unreal — me mpomyKT cTporo ais npodeciiHux
po3pobnukiB. Habip ¢ynkmiit Unreal Engine kpaie miaxoauTs
JUISL TPUBMMIPHHX IIPOEKTIB, B TOH 4ac sk y Unity Benmue3Hnit
MOCTY’)KHUH  CIIUCOK Ha MOOUTBHHUX TMPHUCTPOAX. SIKIIO
HEoOXiTHO po3podutn MOOuUTEHY rpy abo VR-mpoekr mae
HeBennKuil OromxeT — ciig oopatu Unity. Y BUNaaKy, KOJIH
Tpeba po3poOUTH AOPOTy Ipy Ul KOHCOJEH 3 JIOCBIIYEHOIO
KOMAaHJIOI0 PO3POOHHKIB — B SIKOCTI pIilIeHHS ciifg oOpatu
Unreal Engine 4.

BHUCHOBKU

[IEPEJIIK JITEPATYPU
Game

(1]
[2

Michael Dawson, “Beginning C++
Programming“,Cengage Learning PTR, 2010, 352 p.
Jessica Plowman, “3D Game Design with Unreal Engine 4 and
Blender*,Packt Publishing, 2016, 252 p.
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Abstract. A hologram is an image that appears to be three
dimensional and which can be seen with the naked eye.
Holography is the science and practice of making
holograms. Typically, a hologram is a photographic
recording of a light field, rather than an image formed by a
lens. The holograpic medium, i.e., the object produced by a
holographic process (which itself may be referred to as a
hologram) is usually unintelligible when viewed under
diffuse ambient light. It is an encoding of the light field as
an interference pattern of variations in the opacity, density,
or surface profile of the photographic medium. That is, the
view of the image from different angles represents the
subject viewed from similar angles.

CoBpeMEeHHOro 4ejoBeKa yxke He yauBute 3D
NPUHTEPOM, BUJIEO-, ayJIHO- CBS3BIO C JIIOOOW TOYKOI MHpa,
MyJBTOM YIPaBIICHHUS IPUOOPOB HA PACCTOSIHUH, MOOMIIBHOM
cea3pto, kamepoit  Kinect, GPS-uaBurarmeit, NFC-
TEXHOJOTHEH ¥ MHOTHUMH ApyrumMu BCIIIaMH, KOTOPBIC
BOIIUIM B HANly IMOBCCAHCBHYIO KHU3Hb. Ho HayKa HC CTOUT
Ha MECTE W MOCTOSHHO pa3BuBaercs. [loka3 ¢umemoB B 2D
TCXHOJIOTUH YK€ MaAJI0O KOMY MHTCPECCH, PA3rOBOPLI 110
Skype, Viber, WhatsApp u gap., He TOBOpst yXe TIpo
OOBIYHYI0O MOOWIBHYIO CBSI3b MEIJICHHO TEpPSIOT CBOIO
aKTyaJIbHOCTE.

quOBe‘IeCTBy IIOCTCIICHHO CTAHOBUTCA BO3MOXKXHBIM
I/I306peTeHI/I€ rojiorpamMm. Bnaro;[apﬂ TaKUM CBOMCTBaM
CBCTOBBIX JJICKTPOMAIrHUTHBIX BOJIH KakK I/IHTep(l)epeHLII/II/I,
mudpaxiun, (iayopecueHnny, BHeOTHEro (Gorodddekra 310
CTaHOBHUTCA Bce Oosee u Oosee peain3yCMbIM. Ha Z[aHHLIﬁ
MOMEHT CYIIECTBYET HECKOJNBKO TEOpHid H pa3paboToK
JTAHHOTO TIPHCIIOCOOIEHUS,, HO K 4YeMy-TO KOHKPETHOMY H
paboTaromieMy emie He NPUILTH. B OCHOBHOM OHM BCe
MOCTPOCHbBI Ha  HUCIIOJB30BAHWM J1a3€poB, a HMEHHO
HCII0JIb30BaHUHU BBIIICTICPEYUCIICHHBIX CBOMCTB CBETa.
HanpaBmm JIa3€p B MECTO B MPOCTPAHCTBE MOKHO Z[O6I/ITLC$[
MOABJICHUA T'OJIOIrPAMMBI. ITo CyTH, KapTHHKa HOJDKHA
MOSABUTBCA TIPU BOS6y>K,I[eHI/II/I DJICKTPOHOB € IIOMOIIBIO
HallpaBJICHHbBIX HAa HUX (I)OTOHOB, YTO BO3MOXHO 6J1ar0z[ap$1
ABJICHUIO DJICKTPOMArHUTHBIX CBETOBBLIX BOJIH (BHeH_IHeFO
dbotorddexra u dayopectieHnum). DPoTodaPPexkT — 3TO
SIBJICHUC HCITYCKaHUA DJICKTPOHOB BCIICCTBOM I1oQ
JecTBHEM CBeTa. OJHEpruro (GoToHa MpPHU 3TOM MOXKHO
BBIYHCIIUTD 10 (hopMyJIe:

E=hv=h-S.
»

riae h=6,6-10"3 Jx*c — nocrosnnas Ilnanka, v — yactora

CBE€Ta, \,— [UIMHA CBETOBOM BOJIHBIL, ¢ = 3-108M/C —CKOpPOCTh
CBETa B BaKyyMe.

OnyopectieHIsT — 3T0  (U3UYECKUI mpolece, MpU
KOTOPOM TPOWCXOJHT BBIICICHUEC W3IYYCHUsS, OOBIYHO
CBETa, W3 BEIIECTBA, AaTOMBl KOTOPOIO  IMOJYYHJIH
M30BITOYHOE KOJHMYECTBO OJHEPrHMH MpH OoMOapaupoBKe
YaCcTUI[AMHU, KaK MPaBHJIO, YIbTPA(QHUOICTOBOIO H3IyUCHHS
3JIEKTPOHOB. [[JIHa BOJIHBI, HEOOXOAUMAS! TSI BO30YKICHUS
9JIEKTPOHA, 3aBUCHUT OT THIA (IIyOPECICHTHOIO MaTepraa.
Nzny4aemsiii ceer umeeT B N pa3 MCHBIIYIO JJIMHY BOJHBI,
korga N (OTOHOB MOINIOMIAFOTCS OJHOBPEMEHHO. OTOT
3¢¢deKkT  BO3HMKACT MPH  HUCIOJB30BAHMU  Jia3epa
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OTHOCHUTENIBHO  HU3KOU
sHepruu oT HJx 10 M/[X).

Takke, CyIIeCTBYeT BO3MOXXHOCTb HM3MEHSTh IBET
nepenaBaeMoro m3oOpaxkeHus. Tak Kak LBET BOJIHBI Ha
OpsIMYI0 3aBUCHUT OT [UIMHBI BONMHBL YeM OoJjblle iIMHA
BOJIHBI, TeM OoJjiee KpacHbIM OyAeT LBET KapTUHKH U 4YeM
Kopoue, TeM Oosiee cHUM (ProseroBsiM). Y Takum obpazom

UHTCHCHUBHOCTHU (HOCT&TO‘-IHO

C TOMOIIBK PEryJIUPOBKM YacCTOTHI BOJHBI MOXHO H
U3MEHATh [BET IepeAaBaeMoro uzoOpaxeHus. Ecmu
MOZaBaTh ~ BOJHBI ~ HECKOJNBKUMH  JlazepaMu Ul

TPaHCIMPOBAHUS OJHON KapTWHKH, TO €€ M BOBCE MOXKHO
C/IenaTh pa3HOIBETHOM.

W3MeHATh paccTOsIHUE, Ha KOTOpOM OyneT pa3MerieHo
n300pakeHne OTHOCHUTENBHO Jiazepa MOXKHO PO MOMOIIN
NPOCTPAaHCTBEHHOTO ~ MOAYJATOpa  CBETa,  KOTOPBIA
UCIIONIb3YeTCsl B MPOEKTOpaxX W dallle BCEro YIpaBIIsieMbId
KOMITBIOTEPOM. DTO YCTPOMCTBO NpEICTaBIseT W3 ceds
HEKMH OOBEKT, KOTOPBI HAKJIaIBIBAET ONPEICHEHHYIO
¢dbopMy TpOCTPaHCTBEHHOW MOAYSIIMH Ha Jyd cBera. Kak
MPaBUJIO, MPOCTPAHCTBEHHBIH MOMYJSATOpP CBETa H3MEHSET
WHTCHCUBHOCTh CBETOBOTO ITydka. TeM HE MeHee, Takxke
BO3MOKHO  M3TOTOBJIIEHME M  YCTPOWCTB,  KOTOpBIE
MOJYNUpYIOT a3y MydKa, HIM WHTEHCUBHOCTh U (asy
OJTHOBPEMEHHO.

EcTh CcHOXHOCTH B TOM, Kakoe H300pakeHHe Oyaer
TpaHCIMpoBaThes. [ TOro 4yToOBl MOKa3bIBaTh OOBEMHYIO
¢urypy, oHa J0JDKHA OBITH B YyCTPOWCTBE WIIM TIEPEAABATHCS
Ha Hero. MOXXHO HCIOJNB30BaTh MHOTO Kamep, KOTOpbIe
Oyayr cHUMAaTh ¥ ONHU(MPOBBIBATH H300paKEHHE C
MHOXXECTBA CTOPOH M TaKHM >k€ OOBEMHBIM €ro Oyzer
TpaHCIUpPOBaTh Jjazep. TakuM oOpazoMm, K NpUMEpPY, BO
BpeMsi pa3roBopa, COOECEIHUKH CMOTYT BHIETh JPYT Jpyra
Kak B JKUBYIO, IIOJHOCTBIO OOBEMHBIMH. OTO TaK e
BBI3BIBAET CIIOKHOCTH B HAXOXKIACHHH TOMELICHHS, KOTOpOe
Oymer ocHamena kamepamu. Ho 310  moGasmser
JIOTIOJTHUTEJIBHBIE  BO3MOXKHOCTH JUIA  ToJOTpadMuecKnuX
J1a3epoB U UX NPUMEHEHHH.

OpHako TIpH WCIOJB30BAaHMM Jlazepa, CYIIECTBYET
OMACHOCTh MOMAJaHUs €ro Jy4ded Ha KOXY U CIH3HCTYIO
000JI04Ky TJIa3. DTO MOXKET OBITh JIOCTATOYHO OTMACHBIM U
MOPOXKAATh PaHbl Ha KOXe, JIOXOMAS JIO OXOTOB Ppa3HbIX
crene”Hed. He roeops yxe, mpo yXy[IIEHHWE 3pEHUs IPU
NOTaJaHny JIyda J1azepa B Iiasza. [ toro 4ro06 n3baBuTCs
OT 93TOr0 HEraTMBHOrO JiepeKkra CTOMT IONpPoOOBaTh
YBEJIMYHUTh YaCTOTY 3JIEKTPOMAarHUTHOW BOJHBL braromaps
TOMY, YTO BO3JICHCTBHE HA TKaHU OyAeT NMPOXOAMTH KpaiHe
MaJIeHbKO€ KOJIMYECTBO BPEMEHH, OIACHOCTH IOJYyYSHHUS
0’KOTOB 3HAUUTENHLHO YMEHbBIIHUTCS.

[IpumveHeHnsT TaHHOE MPUCIOCOOICHHE MOXKET HAaWTH B
Halleil oOBIIEHHOM >XKH3HM. Eciu oHO BOMeT B 00MXOJ, TO
MOXET HCIIOJIb30BaThCsl OYKBaJbHO MOBCIONY. OJTO, H
TENICBUJICHUE, M BUJICOCBSI3b, M BHUJICOUIPHI, M Oaxe
MEIUIMHA ¥ JpYrue pas3lIMyHble OTPOCIN JPYIHX Hayk.
JIroGast rpadmueckas HHGOPMAIHs MOXKET OBITh BEIBEIEHA C
MTOMOIIBIO TOJIOTPAMM, OTOOpaXkasi O0beM M peabHBIN
pasMep ¢GUrypel. DTO TIO3BOJMT IOJIy4aTh MaKCHMAJIBHO
Ka4eCTBEHHOE HM300pakKeHHs M YIYYIINT MHOTHE OTPOCIH
Halled KU3HH.
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Anomauia. YV Odonogidi  obecoeopwiomsci  Oazo6i  emanu
inghopmayitinor mexHonoeii VIPAGNIHHSA Ppo3noodinenum
00UUCTIOB8ALHUM  NpoYecoM. Biominni ocobrusocmi mexnonozii:
BUKOPUCIAHHA anpiopHoi ma cmamucmuunoi ingopmayii w000
npocpamnux 3a80anb ma OOYUCTIOBANLHUX PeCYpCi8, 6paxy8amHs
2emepozenHoi npupoou 3asdanb ma pecypcie, HAASHICMb emany
iMimayilinoco MoO0en08anHa, napaieibHe 3ACMOCy8aAHHA Memoodis

amanizy — ma  eubopy  nuaHy — NPU3HAYeHHs — 3a80aHb 34
00UUCTIOBANBHUMY — pecypcamu, — RIOMPUMKA — (DYHKYIOHATbHOT
cmitikocmi  obuucnoganvHo2o  npoyecy. Hasedeno pezynomamu

BNPOBAONCEHHS IHPOPMAYIUHOT MEXHON02IT Y cucmemy MOOe08aHHs
PO3NO0LNEH020 0OYUCTIOBATLHO20 NPOYECY.

Knwwuosi crosa: ingopmayiiina mexnonoeis, cucmema YnpasuiHHs
PO3NOOINEHUMU OOUUCTIOBAHHAMU, CXEMA PO3NOOLLY, eqheKmuUHiCmb
PO3N00INY, 36 A3HICMb MA 0OYUCTIOBANbHA CKIAOHICIb 3A80AHHA.

l. BCTYII TA TOCTAHOBKA 3AJJAUI

IndopmariiiiHa TEXHOJIOTISI 3aCTOCOBYETHCS IJIsl 3HMKEHHS
TPYAOMICTKOCTI TIPOIIECIB BUKOPHUCTAaHHA iH(pOpPMALiHHIX
004HMCITIOBAJIBHUX PECypCiB 1 00'€JHy€e CYKYIHICTh METOJIB Ta
MpOrpaMHUX 3ac00iB, 110 3TPyIOBaHi B €IMHUI KoMIuIekc. Lleit
KOMIUICKC CIpSIMOBaHO Ha 30ip, 30epiraHHs, 0OpoOKy Ta
nepenauy nanumx [1].

B cucremax, siki OpieHTOBaHI Ha PO3IMOJiICHI OOYHCIICHHS,
BXITHIMH aHHUMH MOXKYTh BHUCTYIIATH CIELIANi30BaHi (aiim
BXigHoi iHdopmanii, koHpirypauiiiHi ¢ainu, Mozenmi Ta
METOAW PpO3MOALTY BXIJHUX 3aBJaHI Ha OOYHCIIOBAJBbHI
pecypcu, 10 HaaXoAsATh Ha BXIiJ IUIaHyBaibHHKa (Opokepy),
SAKAH BHCTYNA€ IEHTPaJbHUM KOMIIOHEHTOM  PO3HOAIIECHOT
cuctemu. llmaHyBalbHUK 3IIACHIOE TIOOYAOBY pO3KIaLy
BUKOPHCTAHHS OOYHMCIIOBAIFHUX PECYPCIB  PO3MOIUICHOT
CHCTEMH, SIKHH B MOAAIBIIOMY BHKOPHUCTOBYETHCS CHCTEMOIO
YIIpaBIiHHS PO3TMIOIITEHUMHU 00YHCITIOBaHHAMEI JUISL
HaIpaBJIeHHs BXiJIHMX 3aBJaHb Ha 00UMCIIOBAIBHI PECYPCH.

Metoro nmaHoi pobotm € po3pobka iH(opmamiHHOT
TEXHOJIOT]  YNpaBiHHSA PO3MOJIUICHUM OOYHMCIIOBAUILHUM
mpoIiecoM, sKa HaililieHa Ha (opMyBaHHS HOBOi iH(opmarii
PO TPOrpaMHI KOMIIOHECHTH, sKi 30epiraroTecs B 0a3i JaHUX.
B nmogansmomy 3i0pana ingopmaris Moke OyTH BHKOpHCTaHA
MOJYJISIM cUcTeMHU YIIPaBIiHHS PO3IOIIEHUMHA
00YHMCITIOBAHHSIMH IS OLIIHKHM CXeM HPH3HAYEHHS

Po3pobnieHa  TEXHOJOTISt  YNpaBIiHHSA  PO3MOJUICHUM
009HCITIOBATIFHAM TIPOIIECOM Tiepeadadae HACTYITHI eTalH.

Ha mnepumiomy erami Bix KopucTyBaua HAJXOAWTH BXiJHE
3aBIaHHSA, SIKE TIPUBECHO JI0 BiAMOBIAHOTO BUIY:

PIIIEHHS TTPOBJIEMU TA PE3VJIbTATH

35

N - . .
n =4Z;, UPr;, D}, W'+, )
j=1
ne Z; — xoudirypauiiiumii daiin ommcy saBmanms [1];

i . i S
Pr j — MPOrpaMHi KOMIIOHEHTH 3aBJIaHHS; D j — BXizH Gaiinu

mamnx; W' —  Buxigmi (aiimm  pe3ynmpTaTiB  BUKOHAHHS
3aBJIaHHSL.

Hactymni nBa eramu (2 Ta 3) mpamorots mapanensHo. Ha
JPYyroMy eTari MpOXOMUTh IHII[iai3allisi BXiIHUX JAaHUX PO
pO3MOAiNCHI MPOTPaMHi KOMITIOHEHTH, ITICIA YOTO 3aBIaHHS
HaJXOJHUTh y 4Yepry O4iKyBaHHs Ul MOJAJBIIOTO PO3MOALTY.
[lo 3akiHYeHHI HAHOTO eTamy 3OIHCHIOETBCS TIEPeXia o
I’ SITOTO €TaIy.

Ha TpeTrpoMy eTami HMpOBOAWTHCS HEpeBipKa HAasBHOCTI B
0a3i manux iHpopMalii Mpo MOMEPeaHi PO3MOMIIA BXITHOTO
3aBJIaHHS Ha OOYMCIFOBANIBHI PECYPCH PO3MOALICHOI CHCTEMH.
Skmio 6asza maHMX Mae HeoOXimHi Jadi, TO 3HiHCHIOETHCS TX
3aBaHTKCHHS JIO CHUCTEMH Ta MepeXiJ IO I'SATOro eTary,
HaKIIe — IIepeXiJI 10 YETBEPTOro eTary.

Ha uerBepToMy erami 3miHCHIOETBCS 3aIlyCK MPOTPAMHUX
MOJIEJIEH, K1 BIIITOBIZAOTH 3a MOJIETFOBAHHS
O0YHCITIOBAJIBHOTO TPOIECY, a TaKOX IPOBOAUTHCS aHAI3
MOBEIIHKM MpPOrpaM B 3aBJaHHI 3a  PI3HUMH METOJaMH
cunxpoHizamii [2,3,4]. PesynbraroM pobGOTH IBOr0 €Tamy €
BEKTOp sKHH BigoOpakae 3MIHY B 4Yaci XapaKTEPHCTHK
00UHUCITIOBATIBHUX PECYPCIB!

0=<I,T,,TR,,TR", TP", V. V." > i=L N, ()

e | — ximpkicTs KPOKIB MO/ICITIOBAHHS, Ti — MOJIENBHHI

qac,; TRI - pCaJ'II)HI/Iﬁ Yyac BUKOHAHHS KOMIIOHEHTIB 3aBJIaHHA;

n .
TP" — wac npocroro pecypey; V; — obcsaru mam’sti, sika

MICTUTh MPOTPaMHi KOMIIOHEHTH Ta 3aBAaHHs, N — iHAEKC, 110
BCTaHOBJIIOE HAJIEXKHICTh J0 BIJINOBIIHOTO IPOTrPAMHOTO
KOMITOHEHTY 3aBJIaHHS.

Ha m’stomy erami  3paificHIOeTbest (hOpMyBaHHS MHOXHHH
CXEeM NPH3HAYCHHSI 00YMCITIOBAIBHUX PECYPCIB 32 JIONIOMOTOF0
CTaHIAPTHUX METO/IB PO3MOALTY, TOOTO PO3MOALI MPOTPAMHHUX
MOJIyJIIB Ha JOCTYITHI pecypcH posmojiiienoi cuctemu [5]. ¥V
AKOCTI pe3yiapTaTy poOOTH HABEACHOTO €Tally BHCTYIIAE
MHOXKMHAa CXeM Npu3HaueHHA. EdQekTHBHICTE po3noaity
BXIJHMX  3aBJaHb 32  OOYMCIIOBAIBHUMH  pecypcamu
BHU3HAYAETHCS 200 MIHIMI3AIIEI0 Yacy, SIKMA HEOOXiTHHMMA st
iMmitamii, abo  BapTICTIO  BUKOPUCTAHHA  JOCTYITHUX
00YHUCITIOBATBHUX PECYPCIB.
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Ha mocTtomy erami 3miiiCHIOETBCS aHAJI3 PO3IOIUIEHUX
MIPOrpaMHUX KOMIIOHEHTIB 3a JOIOMOTOI0 TPHOX METO/IIB!
METOAy TOpIBHAHHSI ©(QEKTHBHOCTI  PO3MOIINICHHA 32
MaKCHMaJIbHUM IIPOCYBaHHSIM MOJEIBHOIO 4Yacy, METOay
OIIHKA MOJKJIMBOCTI PO3IOJiTYy MPOTPAaMHHUX KOMITOHEHTIB Ha
OCHOBI JMHaMIi4HOi 3MiHM OOCATIB BIpTyaJbHOI HaM’ATi Ta
METOIYy OTPHUMAaHHS TPOCTOI OOYHCIIOBAIBHUX PECYPCIB IIif
Yac  BUKOPHUCTAHHS  DI3HMX  METOJIB  CHHXpOHi3awil
PO3MONUIEHNX  TIPOTPAMHUX  KOMITOHEHTiB.  Pesympratom
poboTH 1BOrO eTally € cXemMa IpH3HAuYeHHs, SKa Mae
HaliMeHIMH 4Yac BUKOHaHHA. OTpHMaHi pe3ylbTaTd aHAIi3y
3aCTOCYBaHHS METOIB OL[IHKU CXEM PO3IOJUTY 3aHOCATHCS 10
0a3d JaHWMX UL HACTYIHOTO BHKOpHCTaHHSA. KoxkeH 3
EKCIIEPUMEHTIB Ma€ cBOi aTpuOyTH, 110 JO3BOJISIOTH 3MIHCHUTH
acoIiaTUBHHH MOIIYK JaHuX [6, 7].

Ha cpomomy erami peanizyerbcs (i3MYHMN PO3HOALT
JOKAJbHUX  NPOTPaMHUX  KOMIIOHGHTIB HA  JIOCTYITHI
OOYHCITIOBATIbHI ~ PECYpPCH  PO3IMOMIUICHOI  CHCTEMH IO
pe3yibTaTtaM o0paHoi Ha MIOCTOMY €Talli CXeMHU PO3IOiNY.

BocbMuii eram BIIMOBifa€e 3a MiATPUMKY PO3MOIIICHOTO
OOYHCIIOBAJIEHOTO Tpolecy. B Xomi #Horo BHKOHAaHHS
3IIMCHIOETbCS ~ MOHITOPHHI, MIATPUMKA  (YHKIIOHANBHOT
cTiiikocTi [8,9], 30ip mMHAMIYHUX TapaMmeTpiB Ta BHECEHHS iX
10 6a3u JaHWUX TS MOJANBIIOrO aHaIli3y Ta BUKOPHCTAHHIO.

Ha new’sitomy erami pe3ynbratu, siki Oynu OTpUMaHO B
XOIi  BHKOHAHHSA  BXIJHOTO  3aBJAaHHA, IEPEIAalOTHCS
KOPHCTYBaueBl y BHIVISIII MHOXHHM pe3ynbTaTiB  (daiinu
BUKOHAHHS 3aBIaHHS, CTATHCTHYHI JaHi IO 3aBJIAHHIO), SKi B
MOJANIBIIIOMY ~ JOTIOMOXYTh, Y BHIIAAKy HEOOXiTHOCTI,
MPOBECTH aHaNi3 BHUKOHAHHS IbOTO 3aBJaHHS Ha JOCTYITHHX
00YHUCIIOBAJIBHUX pECypcax pPO3IMOIICHOT CHCTEMHU.

Juss  JocnmipKeHHS — 3ampOIOHOBAaHOI  iH(GopMamiiHOT
TEXHOJIOTI] YNpaBiiHHS OOYMCIIOBAaJbHUM IIPOLIECOM Oylia
NpoBe/ieHAa HHU3Ka eKcrepuMeHTiB. CHouyatky, BpaxOBYHOUYH
Bumord (1) cdopmoBaHa MHOKMHA BXIJHHUX 3aBJIaHb, sKa
BPaxOBYy€ 3B’S3HICTb HOro0 OKPEMHX YACTHH Ta CKIAJIHICTh
Horo BuKOHaHHs. Takox chOpMOBaHI MHOKHHH NPOTPaAMHHX
MOJIYJIB, IO MOJEIFOIOTH O0OYMCIIOBANIBHI PECYPCH Ta KaHAIH
OOMiHYy JaHMMH, peaji3yloThb METOJHU PO3IMOJTy PecypciB Ta
3abe3neueH s (PYHKIIOHAIBHOI CTIHKOCTI.

PearizoBani 3rigHo iHdopmariiHOi TexHoMoril mporpamMHi
Moaynmi, Oylno iHTErpoBaHO B CEPEOOBHINE IMITALIHHOTO
MOJICJTIOBaHHsA. B pe3ynbTaTi eKCHEepUMEHTIB OTPHUMAaHO 4Yac
BUKOHAHHS KOKHOTO IyJly 3aBJiaHb, SKHi BimoOpa)keHO Ha
puc. 1. AHami3 pe3ynabTaTiB MiATBEP/PKYE 3MEHIICHHS Yacy
BUKOHAHHS 3aBIaHb 3 PI3HUMH XapaKTEPUCTHKAMHU MpPH
BUKOPUCTAHHI  3alpPOIIOHOBAHOI  TEXHOJIOTI  yNpaBIiHHA
00YNCITIOBAIBHUM TIPOLIECOM.

35 B CraHgapTHa TexHonoria
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3anporoHoBaHa iH(pOpMaliiiHa TEXHOJOTiS YNPaBIiHHI
O0YHCITIOBATIFHAM IIPOIIECOM B PO3IOAIICHNX KOMIT FOTEPHUX
cucTeMax peaji3oBaHa 3a JIONIOMOTOIO JeB’siTi eramiB. Jpyruii
Ta TIIOCTHH €TamM, HaBeIeHOI TEXHOJIOTI] YIpaBIiHHA
PO3IOJINICHUM  OOYHMCITIOBAIBHUM — IIPOLIECOM,  JIO3BOJISIIOTH
¢dopmyBaTH  iHpoOpMarifo, fka B TOJANBIIOMY Oyxe
BUKOPHCTOBYBATUCS Ha €TaIll pO3MOJiTY ITPOTPaMHUX MOYIIIB
3a IOCTYITHUMH OOYHCIIOBAJIbHAMH PEeCypcaMH pPO3MOIUICHOT
CHCTEMHU.

3arayoM, BIPOBa/PKCHHS IH(QOpMAIiiHOI  TEXHONOTI]
VOPaBIHHS ~ PO3MOIIICHAM  OOYUCIIOBAILHUM  IIPOLIECOM
JI03BOJIMJIO CKOPOTUTH Yac BUKOHAHHS 3aBAaHb, SKI HAIXOIATh
Ha BXiJ PO3MHOJiAeHOI cucTeMH, Big 7 10 48 mpoleHTIiB
(puc. 1). Sk MoxHa OayuTH 3 PHUCYHKY, €(DEKTHBHICTH
3aCTOCYBaHHS HAaBEJEHOI TEXHOJIOTII 3aJieXHTh BiJ| THUITY
3apnafb [1]. B poOoti HaBeneHO pe3ynbTaTH BUOOPY CHCTEMHU
YIPaBIIiHHA Ul YOTHPHOX THIIB 3aBJiaHb, SIKI BiJIPI3HSIOTHCS
B3a€EMOBITHOIICHHSIM  OOYMCIIIOBAJIbHOI ~ CKJIQOHOCTI  Ta
3B’SI3HICTIO MPOTPAMHUX KOMITOHEHTiB B 3aBAaHHI (D1 — mana
3B’SI3HICTh, BEJHMKA OOYMCIIOBAIbHA CKIAAHICTh; D2 — Benmka
3B’SI3HICTh, BEIMKAa OOYMCIIIOBalbHA CKIanHicTh; D3 — mama
3B’SI3HICTh, BeJMKa OOYHMCIIOBajbHA CKIaAHICTh; D4 — mana
3B’SI3HICTh, MaJla OOYHMCIIOBAIbHA CKJIAQIHICTB). [LmaHu
PO3IOITY 3aBJaHb 32 pecypcaMH OTPHMaHi 3 BUKOPUCTAHHAM
CTaHIapTHOTO Ta MomudikoBaHoro MeToxy Backfill [2].
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Anomauia. Jlonogiob npucéaueno OYiHIO8AHHIO cmpamezill
2PYN06020 YNpasuiHHa MOOIbHUMU MEXHIYHUMU 06 €Kmamu, o
@yukyionyloms 6 cepedosuwi, Oe HAsA6HI Henepedbauysami
spaoicaroui enausu. Ilpononyemuvcs npu nputinammi piuiens uooo

cmpamezii  YNpPaGNiHHA 6paxo8ysamu NOKA3HUKU  JICUBYHOCHLI
2pynu.
Knrwuoei cnoea. cmpamecia ynpaeninna, epyna MOOLIbHUX

MEeXHIYHUX 00 €KMIB, NOKAZHUK JHCUBYHOCIIT DY NU.

l. Beryn

3aBmaHHA YIPaBIiHHA TPYHNOK MOOUTBHUX TEXHIYHHX
00’€KTIB € aKTyaJbHUM I OaraTbox cdep, 30KpeMa, mpu
BUKOHAHHI POOIT y MicIsiX HpUPOAHUX ab0 TEXHOTCHHUX
kaTacTpo(d, OOWOBHMX KOH(IIIKTIB, PO3BIAKUM TEPHUTOPIH i
aKBaropiil Tomo. 3acTocyBaHHS I'PYIU TEXHIYHUX 00’ €KTIB
€ OuUThIl e()eKTUBHUM MPH BHUKOHAHHI CKJIQJHUX 3aBJaHb B
eKCTpeMaIbHUX yMOBax (yHKLIOHYBaHHS, HDXK OJHOTO
HaJICKJIaJIHOTO BapTicHOro o00’ekTa. Jl0o TOro X NWUTaHHS
(YHKIIOHANBPHOI ~ CTIMKOCTI 1O EKCTpEeMalbHUX YMOB
(yHKIIOHYBaHHSI MOXYTh OyTH BHpIIICHI HE 3a pPaXyHOK
YCKJIAIHEHHS IH)KCHEPHUX 1 TEXHIYHUX DIlICHb, a 3aBMISKH
MIPOCTOMY 301IBIIEHHIO YHUCENILHOCTI TPYTIH.
MiHiaTtopu3aris €JIeKTPOHHUX IPHUCTPOIB  JJO3BOJISIE
PO3B’s3yBaTH TMHTAHHS B3a€MOJIl MOOUIBHUX TEXHIYHUX
00’€eKTiB 3a paxyHOK MiJBHUINCHHS IHTCICKTyaIbHUX
MOJKJIMBOCTEH OKPEMOTO 00’ €KTa.

3aBmaHHSA YNPaBIiHHSI MOOUTBFHOIO TPYIIOK TEXHIYHHUX
00’€KTiB B yMOBax HAsSBHOCTI BpaXKalOUMX BIUTUBIB, IIO
OPOTHIIIOTh  JOCSITHEHHIO  3arajJbHOCHCTEMHOI i,
notpedye, 3 OAHOro OOKY, BHpIIIEHHS 3ajadi yNpaBIiHHS
B3a€MoL[i€}o OKpeMuXx 00’€KTIiB st JOCATHEHHS rpynoso'l’
nin, a 3 iHmoro Goky — 3a0e3medyeHHs peaisalii caMux
B3aEMOJil 3aco0aMu Tpynu y peajbHOMY daci 1 3
ypaxyBaHHSIM 3MiH, IO BiZOyBalOThCS Y CEepeloBHINI iX
¢ynkiionyBanHsa. Hakamb HeMmae BU3HAHUX JIOCTATHBHO
y3arajJbHEHHUX MiJIXO0IIB i METOJUK PO3B’sI3aHHS LUX 3ajad,
TOMY aJITOPUTMHU YNPABIiHHSA (OPMYIOTHCS, BUXOASYH 3

KOHKPETHHX BHUMOr mpukiaaHoi cdepu. HasgsHicTb
NIEPMAHEHTHUX 3MiH rmapameTpiB cepeloBuIla
(hyHKIIOHYBaHHS rpynu TEXHIYHUX 00’€KTiB,

Henepen0adyBaHiCTh MOSBU BPaKAIOUUX BIUIMBIB HAa HHUX
3YMOBIIIOIOTh HEOOXIAHICTh OIIIHKM SIKOCTI YIPaBIiHHS 32
MOKa3HUKOM >KHUBy4ocTi rpynu. OOpaHi crparterii, MeToau,
ITOPUTMH YIIPABJIIHHS CHCTEMOIO MOXYTb K 3HWKYBATH,
TaK 1 MiBUIYBAaTH >KUBYYIiCTb I'PYIIH, SIK CHCTEMH.

Il.  OCHOBHA YACTHUHA

VY 3ajmavax ynHpaBIiHHA PYXOM TPyINH PyX OKpPEMOTO
00’€KTa Tpynu HEBKIMBHH, HEOOXITHO BH3HAYUTH
XapaKTepUCTHKH PYyXy YcCi€l CyKymHOCTI OO0’€KTiB, IO
YTBOPIOIOTH CKJIaJHY TIPOCTOPOBO-YacOBY CTPYKTYpy. Y
pasi K YNOpaBITiHHSI PyXoM OO0’€KTa y CKJami Tpymd —
BLKITMBHMH CTAlOTh  XapaKTCPUCTHKH PYXy OKPEMOro
0o0’ekTa 1 HWOro TMOBEAIHKM Ta B3aEMOMIS 3 IHIIUMH
00’€KTaMU IpyIy.
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OCHOBHOKO ~IUUTIO YOpaBIiHHA €  3a0e3meucHHs
JIOCATHEHHS 3arallbHOCHCTEMHOI MLiJli TPYIOK TEXHIYHUX
00’€KTiB, IKy MOJKHa TOJATH SIK cucTeMy [1]:

Q={0,E,G},

e O — rpyna (MHO)KI/IHa) TEXHIYHUX 00 €KTIB, IO
YTBOPIOIOTH  BIATIOBIIHY MPOCTOPOBO-YACOBY CTPYKTYPY
npu ¢yHKUiOHyBaHHI cucTemu, E — cucrema kamanis
obminy indopmariero, G - 3araneHOCHCTEMHA  Iiinb

(GYHKIIOHYBaHHS.
Y HafOLIBII 3araJbHOMY BHTILAI OKPEeMHU TEXHITHHN
00’€KT TpyNu MOXe OYTH TTOTAaHHIHA:

Oi :< Ij'GI’A CI’B>
e Eij — MaTpHIs, IO ONHCYE 3B’S3KH 00’€KTa 3 IHIIUMH
00’eKTaMu TPyIH, Gi — MHOKHHA IIJIel 00’ €KTa, 0 TOTO XK

G = U Gi y A — MHOXXHWHA XapaKTCPpUCTHUK aBTOHOMHOCTi,
i

camoopranizamii 00’ekTa, Ci — MHOXHWHA CTpaTerii
IMOBEIIHKH, Bi — 0asza 3HaHb | -ro 00’€KTa.
[Toka3HMKOM  JKMBYYOCTI ~ IPymHM  MOXE  CIYryBaTH
cepeHbO3BaXKeHa cyma MMOKAa3HUKIB SIKOCTI
(bYHKIIOHYBaHHS OKPEMHX 00’ €KTIB rpyIu:
18
v==>7z,
S 1
=L
Ie Z, XapakTepusye (pyHKIiOHAJBHICTH OKPEMOro 00’€KTa
rpyIH.
3arajJbHOCUCTEMHY 1iJIb, y OUIBIIOCTI TPHUKIAJHUX

3aJa4, BH3HA4Yae TIIEBHUH 00’€kT (CTpyKTypa) OUIBII
BHCOKOTO  piBHS. OerMI/Iﬁ 00’eKT TpymH  MOXKe
TePECyBaTHCh Y MPOCTOPI, BAKOHYBATH 0OMiH iH(pOpMAIIi€to
3 IHIIMMH 06’ €KTaMHU TPYIH OO0 OPMYBAHHS L, 3MiH B
yMoBax (pyHKIIOHYBaHHS 1 TIOBEIIHIII.

Henepenbauyanicts cepeoBuima (yHKIIOHYBAHHS |
HASBHICTh BP@XAIOYHX BIUIMBIB IOTPEOYE, MO0 y OKpeMHX
00’exTiB 3 Tpynu (B 3QISKHOCTI BiA  CTYyNEHIO
IHTEJEeKTyanbHOCTI)  Oyaa  MOXKJIMBICTH  CaMOCTiHO
(dbopMyBaTH 11iJIb HA OCHOBI HasBHOI 0a3u 3HAHb OKPEMOTO
00’exTa, TOTOYHOI iH(opMaii Bixt iHIIMX 00’ €KTIB rpymy i3
cepenoBUIa (PyHKIIOHYBaHHS.

[IpuHanexHiCTh 10 TPyNH BHUMAara€ BiJA OKpPEMOTO
00’€KkTa 3MaTHOCTI M0 Y3TOJDKEHHS CBOEI TIOBEIIHKH 3
MOBE/IIHKOIO 1HmMX 00’ekTiB Tpynu. lle BinOyBaeThcs
3aBISKH OOMiHY iHQOpMaIi€lo 3 IHIUMH 00’ €KTaMH T'PYIIH,
30KpeMa, IIOJ0 BH3HAYEHHS ITOBHOBaXKEHb, OIOBIILICHHS
PO MOXKITUBOCTI [ild, CTaH CEPENOBUINA, MOTOYHHHA CTaH
IHIIUX 00’€KTIB 3 TPyIH, iHPOPMYBaHHS PO BUKOHAHHS YU
HEMOJJINBICTh BUKOHAHHS CBOTO 3aBIAaHHA TOWIO. SIKicTh
B3aemonii Ta  OoOMiHy  iHpopMamiero B Tyl
XapaKTepU3y€eThCs OpIEHTOBAHICTIO, CEJICKTHBHICTIO,
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IHTEHCHBHICTIO, JMHaMi4YHICTIO, iHpOpMaTHUBHICTIO Ta
CTIHKICTIO B3aEMO/IiT 00’ €KTIB TPYIIH.
Crparerii ympaBIiHHA MOXYTh BHOYIOBYBATHCH

LEHTPAII30BAHO YW JICLIEHTPAJIi30BaHO B CEPEAMHI TPy
ab0 caMoCTIifHO KOXXHUM 00’€kTOM Tpynu. LleHTpanizoBane
(¢opmyBaHHS cTparterii mepembadae, IO  YIpPaBIiHHA
NOKJIAJCHO Ha JeSKMH «UEeHTp» (CTaliOHapHUH YH
MOOIIbHHUIT), IO OTPUMYE 1 ONpalbOBYE BCIO HEOOXIAHY
inpopmamiro. Y pasi zxeueHTpaniz.OBaHoro opmyBamHs
CTpaTerii Mpolec NPHUIHATTA PpIMICHHS #  yIpaBIiHHS
BIIOYBA€TbCS BCCPENMHI IPYHH I IOKIAJA€ThCS HA CaMi
00’ext. MiK 00’€KTamMHM ymNpaBiiHHSA  BigOyBaeThCs
aKTUBHHUH OOMIH TOTOYHOIO iH(GOpPMAI€I0 Ta 3HAHHAMHU 3
0a3 maHmx OO’eKTiB 1 pe3ympTaTaMu aHaji3y CHTYyarlii
3aco0aMu i anropuTMamH, 1o 3aisHi B OKPEMHX 00’ €KTax.
O06’exTHBHI KOH(QIIKTHI CHTyaIii, 10 TOBUHHI BUHHUKATH 1
0E3yMOBHO BHWHHUKAIOTh NPH KOJEKTHBHOMY MpPUIHATTI
pillieHb, 3HAYHO YCKJIAIHIOIOTh Peali3allifo IbOTro MiJXOIY.
OcHOBOIO  pO3B’si3aHHS ~ O0’€KTHMBHUX  KOH(QIIIKTHHX
CUTYAIlii TIPH KOJICKTHBHOMY YTIPABIIiHHI MOXe OYTH €1HA
wiaTopMa 3HaHb Y BCiX 00’€KTiB TpyIH, sSKa TO3BOJHTH
pOOUTH OJJHAKOBI JIOTIYHI BUCHOBKH 31 CX0XKHX HEPEIyMOB.

VY pa3i, KO O0’€KTH TPyNH caMi BHU3HAYAIOTHCS i3
CTpATETi€r0, TO BINMOBITHO KOXKHUAN 00’ €KT TPYIH IpUitMae
pilliCHHsT CcaMOCTIiiiHO, OOMIHIOIOYHCH iH(OpMAIli€o 3
IHIIUMKA 3 TPYNH 1 CHHpAarOYlCh Ha BIACHUHA JIOCBIf
(mepeBaru). L cTpateris morminpHA, KOJXH KOXHUN 00’ €KT
TPy BUKOHY€ BIIACHY 3a/1ady i TUM BHOCHTH OCOOMCTHH
BKJaJ y JOCATHEHHS TPYMOBOi Liii. 3azada OKpEeMOro
00’eKTa € MOPIBHSHO HECKIJIQJHOO, OCKUIBKU BiH BHPIIIYE
3amady ONTHMI3aIlil JWIle CBOIX Mill y CKIami rpynd, HE
ONITUMI3YOUH [Iii BCi€l rpymu.

Bynp-sixa crpaterisi TpyNnoBOro YHpaBJIiHHA Mae
3a0e3meuyBaT MOOUTBEHICTh 00’€KTa TPYNH 1 Y3TOHKEHICTh
foro niit 3 iHmMMH 00 ’ekTamu. Tak, y Tpymi Oe3MiIOTHUX
nitanpaux amnaparis (BIIJIA) HeoOXinHO 3a0€3MeUNTH TOTIT
MO BHU3HAYEHUM TPAEKTOPIsIM, BUKIIIOYAIOYM 3ITKHEHHS
BIUTA mix coboro. V pa3i IEeHTpalTi30BaHOTO YIIPaBIiHHS,
KOJI YTIPABIIHHS, HAIPHUKIAL, BUKOHYETHCS ONEPaTOpOM,
BUHMKA€E IUTaHHS MNCUXO(I3UYHOT 3/1aTHOCTI omeparopa
peai3oByBaTH OJIHOYACHO YIIPABJIiHHS BEJIHKOI TPYIOIO
BIUTA. JIns 3MeHOICHHS PO3MIpPHOCTI 3amadi yHpaBiIiHHS
TPYTIOO 1 3HM)KEHHS HaBaHTa)kKeHHsS Ha omepaTtopa BITJIA 3
OOpTOBUMH CHCTEMaMH  YIPaBIiHHS PO3AUIAIOTHCS Ha
HiArpynH, y KOXHIH 3 SKMX  BU3HAYAETHCSH BEIYUHH.
[Migrpynu MOXyTh BKJIFOYATH MEHIIN HiATPYIH 31 CBOIMH
BE/ly4MMHU. YTIpaBIiHHS 341HCHIOETHCS 32 PIBHSAMH: BEAYUHUi
€JIEMEHT BEPXHbOI HIArPYNH Kepye BEIYYHM elIeMEHTOM
HIDKHBOI MiATpynu. 3aKoH YNPaBJiHHS IIOJILOTOM 32
TPAEKTOpi€0 (OPMYETHCS TUIBKM sl BeXydMx. [HIm
YYaCHUKH PYXy IOTPUMYIOTHCS 3aJaHUX IHTEPBATIB 1
JUCTaHIIM BIJHOCHO BEAyYOro. 3acTOCyBaHHS TaKOTO
ITOPUTMY YNPABIIHHS JIO3BOJISIE IMIABUIINTH JKHBYYICTB,
3MEHIINTH PO3MIPHICTh 3aJadi YMpaBIiHHA 1 BiAMOBIIHO
MaTH O0YHCITIOBAIbHY MPOCTOTY 11 pO3B’A3aHHS.

AJNTOpPUTM LEHTPATi30BAHOTO YHPABIIHHS TPYIOIO, 5K
NPaBWJIO, BUKOPUCTOBYIOTh IIPY BUKOHAHHI CHUIBHMX JH 3
MUIOTOBAaHUMH JITATBHUMHU anapaTaMd - BeIy4UMH TpyNu
BIUIA. Onepatop BUKOHY€ JallbHE HABEACHHS, & BOHH, Y
CBOIO Uepry, YNpaBIAIOTh KOXXHUM OO’€KTOM TIpyIH.
HemomikoM Takoro airopuTMy YOpPaBIiHHA € HEIOBHA
BIIMOBiAHICTE mpuHOMIaM podotm3amii BIJIA, amxke
OCHOBHI 3aJja4i aHaJli3y 00CTaHOBKH, IPUHHATTS pilICHHS i
YIpPaBJIiHHS MTOKJIA/ICH] Ha JIF0IMHY-oTIepaTopa [2].

BaxnBoro mepeBaroro JEIeHTPATI30BaHUX CTpaTETii
TPYIOBOTO YIIPABIMIHHA € TMiTHATTS B IJIOMY >KMBYYOCTI
rpymu. OCKUIbKH yci TeXHIYHI 00’€KTH piBHO3HAYHI y rpyi,
TO BTpaTa YW TOIIKOJUKEHHS OyIb-1KOr0 3 HHUX HE
MPU3BOANUTL 1O BTpPATH IMpare3aaTHocTi Bciei rpymu. |
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MiABUILEHHS  KMBYYOCTI  Ipymu  JocsraeTbes — 0e3
JNONATKOBHX BHTpaT, a JHMIIe 3a pPaxyHOK camoi
JICTICHTPAIi30BaH0I OpTraHi3allii rpymoBoro yrpasiinas [3].

Jlo menieHTpaizoBaHUX CTpaTeriil ynpaBiiHHS TpyHaMu
MOOIUTPHUX TEXHIYHMX OO’€KTIB HaleXaTh KOJEKTHBHI,
3rpaiiHi Ta pOHOBI CTpATeTii yIpaBIIiHHSL.

KonextuBHa crpateris ynpasiiHHs mnepeabadae, 1o
KOKHHH 00’€KT Tpynu OTpumye iHdopmamio Bix ycix
iHmmx 00’ekTiB 1 mepenae 3i0paHy HHM iHpOpMaLio PO
30BHIIIHE CEPEOBUINE i BIACHUN IMOTOYHUH CTaH y KaHAI
3B’SI3Ky TaKUM YHMHOM, IO 1g iH(popmauis Oyna gocTymnHa
yciM iHmMM 00’ektam rpymnu. Omxke, iHGopManiiiHuii 0OMiH
y Tpymi IpH KOJEKTHBHOMY YIIPABIIiHHI BiIOyBaeThCS 3a
IPUHIMIOM «KOXEH 3 yciMa», 3aBIIKH YOMY KOXHHH
00’€KT TpymH MOXE CaMOCTIHHO OI[IHIOBATH CHUTYAIIO 1
MpUAMAaTH PIMIeHHS MPO MoAambii cBoi fii. HaBaHTa)eHHS
Ha KaHaJH 3B’ 3Ky 3pOCTA€E MPSIMO MPOTIOPIIHO 3pOCTAHHIO
yucna 00’ekTiB y rpymi [4].

[pu 3rpaiiHOMy NpUHLUII YIPaBIiHHS KOXKHUN 00’ €KT
30upae  iHQoOpMamit0o TPO  30BHINIHE  CEPEIOBHIIE
CaMOCTIMHO 1 TaKOX CaMOCTIHHO TpHiiMae pIMIeHHS 010
CBOIX il TAKUM YMHOM, 1100 3pOOUTH BHECOK Y BUKOHAHHS
IpYNOBOrO 3aBlaHHs. 3rpaiiHe ymnpaBiiHHsA 3a0e3nedye
BHCOKY aBTOHOMHICTH OO’€KTIB TPYyNH MpH PO3B’sI3aHHI
3a7a4 i CKOHOMIK KaHaliB OOMiHy iH}opMmauiero, Ta HE
rapamtye BiJICYTHICTb 3iTKHCHb YYaCHUKIB IPYIH y HPOLEC
pO3B’s3aHHs CHUIBHOI 3ajadi i CKIaXHOCTI B3aeMOAii mpu
HalpallOBaHHI  ympaBliHHA. [ OJIOBHOIO  IepeBaroro
3rpaiiHOTO YIIPABIIiHHS € MAaCIITa00BaHICTh — P 3POCTaHHI
yrciaa 00’€KTIB y Ipymi 00YKCIIOBaIbHA CKIIAJHICTh 3a1a4i
yHpaBiIiHHSA He 3pocTae [4].

AnroputMu Ha NpuHIMIAX poro (iX mie Ha3UBAKOThH
MEpeXHUMH) (OPMYIOTh CUTHAJIM YNPABIiHHA OKPEMO Ha
KOKHOMY O0’€KTi 3 ypaxyBaHHSIM IUIFOBOTO TPH3HAYCHHS
IPYIH, TIOTOYHOTO MOJIOKEHHS Y IPOCTOPi caMoro 00’eKkTa Ta
IHIIMX OO’€KTIB Ipymnu. 3acTOCYyBaHHS TaKHX aJlrOPUTMIB
noTpedye JOCUTh BHCOKY aBTOHOMHICTH OO’€KTIB, MEBHUI
piBEHb IHTENEKTyal bHOCTI, 00 BOHH caMi HAalpabOBYIOTh
piIIeHHS CTOCOBHO CBOiX Hill. PoiioBi anropurtmu yrpaBmiHHSI
MAaroTh JIOCUTH ITUPOKY 00JIaCTh 3aCTOCYBaHHS [5].

I1l.  BUCHOBKHU

Crparterii IeleHTpali30BaHOTO TPYIOBOTO YIIPaBIiHHS
CKJIJIHO aJITOPUTMI3YIOThCS 1 iX 3aCTOCYBaHHS HE FAPAHTYE
ONTUMAIIGHICTG pIMIEHHs TPYMOBOi 3amavi, Ta y pasi
MiABUIICHAX BHMOT O JKHBYYOCTI TPYNH TEXHIYHUX
00’eKTiB crijg oOWpaTh came IeIeHTPai30BaHI CTpaTerii
YIpaBIiHHS TPYIIOL0.
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Anomauia: Memoio danoi pobomu € ananiz iCHylOUUxX ma po3pooKa
HOGUX MemoOi@ aHanizy 300padxicenb 01 HOWVKY Y Mepeixci
Iumepuem. V yiti cmammi po3enanymo KinbKa ancopummis pilienHs
yiei 3a0aui.

Knwwuosi cnosa: 306pasicenns, komn 'romep, NOULYK, MOUYKU, KOIp,
Memaoani.

l. BCTYII TA TOCTAHOBKA ITPOBJIEMU

[Momyk 300pakeHh B I[HTEpHETI AaBHO CTaB 3BUYHHM:
KOpHCTyBad OYIKYy€ BiJl MOIIYKOBOI CUCTEMH TOYHOI, MIBUAKOI
Ta MOBHOT BI/AMOBI/I TaK camo, SIK 1 ITiJ] 4ac MOLIYKY TeKCTOBOT
iHpopmanii. BimbIIicTh NOMYIAPHUX IOITYKOBHX CHCTEM
HOpSJ 32 TOIIYKOM BeO-CTOPIHOK 3 TEKCTOBOIO iH(OpMalliero
MOYaJIM MPAIFOBATH HaJl TOLTYKOM 300paXeHb.

Ha nouarkoBOMy eTami CBOrO ICHYBaHHS IIOIIYK
300pakeHb TPYHTYBaBCS BHKIIOYHO Ha OTPUMAaHHI Ta aHaNi31
METaJlaHuX, TOB'SI3aHUX Oe3MocepeHb0 3 300paXKEHHIMHU:
aTpuOyTiB, 3arojIOBKiB CTOPIHOK Ta TEKCTIB IOCHJIAHb Ha
300pakeHHa. IlocTymoBo mjsi MOWIYKYy 300paskeHb CTajH
BPaxOBYBAaTH TaKOX 1 TEKCT, pO3TAIOBAaHU Ha Tili camiil BeO-
CTOpIHII, O it 300paxeHHs. TakuM YMHOM, 3aBJAHHS TOIIYKY
300pa)XeHHS MEBHUH 4ac 0OMEKyBasloCsl 3HAXOJUKEHHSM yciel
MOJKJIMBO TIOB’S3aHOI 3 HHM TEKCTOBOI iH(opmarii Ta
BU3HAYEHHSIM CTYIEHS MpaBIONMOMIOHOCTI, 3 SKHM If
iH(pOpMAIIis BITHOCHTHCS 10 300paskeHHS.

[MapanensHo 3 TmOHIyKOM 300paXKeHb 33 METaJaHUMH
pPO3BUBABCS 1 IHIIWKA HampsIMOK — MOINYK 300pakeHb 3a X
BMmicToM. lle#i BUI mOHIyKy TIPYHTYEThCS HA TEXHOJOTI
KOMIT FOTEpHOTO 30py. BiH MOKIMKaHMH HABYUTH MAaIIUHY
JUBHUTHCS Ha 300paXeHHS OYMMa JIIOAWHHU, PO3YyMITH H
aHaJTi3yBaTH HOTO BMICT: KOJip Ta opmy 00'eKTiB, iX TEKCTYpy
Ta B3aEMHE posTamryBaHHS. Habip MeramaHux, IO
XapaKTepu3yIOTh 300paXKeHHs, 0OOMEXEHHUH, a KOMIT IOTepHUI
3ip I03BONISE 3HAYHO PO3IIUPUTH KiNBKICTH aTpUOYTIB, fKi
BPaxXOBYIOTBECS ITi/I Yac MOIIYKY 300pakeHb Ta paHXXUPYBaHHS
pe3yibTaTiB.

MoskHa BHAUIATH KilbKa CHOCOOIB momryky: MeTaaHi.
3a3Buyaii rpadiuni ¢aitnu B cobi, OKpiM BiacHe 300paXKeHHSI,
30epiraroTh 1me Oarato iH(opMAIlii, TOYMHAIOYN BiX MicIs, e
Oyno 3pobimeHe (oro (AOCHTH YBIMKHYTH TEOJIOKAIlil0 B
HaJlalITyBaHHAX KaMepu cMapT(OHY), 3aKiHUyIOUH Ha3BOIO
anpboMmy, B sikomy 30epiraBcs ¢ain. Bnacue, miei iHpopmarrii
Moxe OyTu 0arato, TOMY IONIYKOBHH poOOT, OTpUMYIOUH
MakcuUMyM 3 i€l iHhopmarii, Moxke 3HaAWTH 300pakeHHs i 6e3
BUKOPHCTaHHS 1HIINX CIIOCOOIB.

Meranani BUKOPUCTOBYIOTHCS TS TT1ABUILIEHHS
e()eKTUBHOCTI MOLIYKY. [MonrykoBi 3aMuTH, 10
BUKOPHUCTOBYIOTh METajaHi, MOKYTh M0O30aBUTH KOPHCTyBaya
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3aiiBOi py4HOi podoTH 3 dinbrpanii. [Hpopmyroun koM’ 1oTep
PO Te, AK TOB’s3aHi €JIEMEHTH AAaHUX 1 K CaMe BPaXOBYBATH
i 3B’SI3KM, CTA€ MOXKJIMBUM 3/IHCHIOBAaTH JOCHTH CKIIAJIHI
omepauii 3 ¢inpTpanii Ta nomyky. Hampuknan, skmio
MOUIyKOBa CHCTEMa <«3Hae» 1mpo Te, mo «Barm Tor» €
«TOJUTAaHJICBKMM XYJ0KHHKOM», TO BOHa MOJXE BHUJIATH Yy
BIINOBIF HA 3alUT MPO TOJUIAHACHKUAX XYJOXXHHKIB BeO-
cTopinky npo Bau I'ora, HaBiTh SIKIIO CJIOBA «TOJUIAHICHKHI
XYHAO0KHUK» HE 3yCTPIYarOThCS Ha i cTopiHmi. Takuif mimxin,
3BaHUM TIOJIJAaHHSM 3HaHb, BIJHOCHTBCS 10 Cep CeMaHTHYHOI
MEpeXi Ta MTYJIHOTO 1HTEIEKTY.

30KkpemMa, MeTajaHi CTBOPIOIOTHCS JUIsL  ONTHUMIzalii
AITOPHUTMIB YIIITHPHEHHS 13 BTPATOIO SKOCTI. Hampukian, sKio
JI0 BiJICO JIOMAIOThCS METajaHi, SKi T03BOJISIFOTH KOMII' IOTEPY
pOo3aiMuTH 300pakeHHs HAa OCHOBHY YacTHHY i (DOHOBY, TO
OCTaHHsS MO)KE OyTH VIIIbHEHA CHJIBHIIIE, IO JI03BOJHTH
JOCATTH OLTBIIIOTO 3HAYCHHS KOSQIIi€HTa yITITFHCHHS.

2. 3HaXO/UKEHHST ~ ONOPHUX  TOYOK  KapTHUHKH.

BukopucToByloun creniayibHAN CKIaIHUA aJTOPUTM MOXHA
obparn Ha 300pak€HHI KiJbKa TOYOK (HAIPUKIAA 3HAWTH
HAWKOHTPACTHINI pi3HI KONbOpH Ha 300paxkenHi). [Mami
3amaM'siTOBYIOTh PO3TalllyBaHHS TOYOK BIJHOCHO OJiHA 10
onHoi. B pe3ynpTari KO’)KHOMY 300pa’K€HHIO CITIBCTABISIETHCS
JiesKe DIBHSHHS, IO OINKCYE pO3TAllyBaHHS IMX TOYOK.
[opiBHIOIOUM pIBHSAHHSA BCiX 300pakeHb, HasBHUX y 0asi
JMAHWX, MOXKHA 3HalTH cxOoxki. IlepeBara MBOro CIOCOOY
MOJISITa€ Y  MOXKJIIMBOCTI BUSIBIITH TpaHC(OpPMOBaHiI abo
neopMOBaHi 300pakeHHs i 3HAXOMUTH CXOXKi. AJjie pa3om 3
LM MOXJIMBO IIPOIYCTHUTH JyXe CXOXi (OTO OJHOTO ¥ TOro
caMoro 00’ekTy, 3po0JieHi 3 Pi3HUX paKypcCiB.
3. [omyk 3a komsopoM. Imest 1poro crocody ayske mpocTa
Ha 300pakeHHI 3HAXOIATh HaWdJacTille ITTOBTOPIOBAHI
KOJIbOPH Ta 3amaM'siTOBYIOTh, IICJS YOTO MOPIBHIOIOThH iX i3
pe3ysibTaTaMy aHallily IHIIMX 300paXkeHb. Alle INpaKkTHYHA
peamizamis € HabaraTo CKIagHiNIOw. BodyeBuap, Moxe OyTH
3HalIeHo Jy)ke 0arato MNOAIOHMX 3a KOJBOPOM 300pa’keHb
30BCIM PI3HOTO HAmoBHEHHS. JI0 TOTO JK, TMOBTOPIOBAHHX
KOJILOPIB 3a3BHYail Ha 300pakeHH] BUSBIISETHCS 3aHATO MAJIO,
110 CYTTEBO YCKJIA/IHIOE TIOIIYK.

Tomy wMmaiiOyTHEe NONIYKOBUX CHCTEM IIPECTaBISETHCS
PO3YMHHM CIIOTyYECHHSAM PO3TIITHYTHX ITiIXO/IIB.

ITEPEJIIK BUKOPUCTAHOI JIITEPATYPU:
[1]
[2]

A. Mopxin, A. Xoxmapes, B. Kus3b, C. XKenros, 10. Bisinsrep. O6podOka
Ta aHaIi3 uQpoBux 306paxens - M .: IMK Ilpecc 2007 - 464 c.

tOpin J. B., Kpunos A. C., Boxneros /1. b., Haconos A. B., CBemHikoBa
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Anomauia: Memoto Odanoi pobomu € aunaniz ma 6nPOBAOHCEHHS.
CyuacHux —Memooieé  agMmoMAamu308aH020  KepPYBaHHA  PYXOMUM
CKAA0OM 3anizHuyi. Y 0onoeioi po3enaHymo KilbKa aneopummis
plwenns yiei 3a0aui 6 mesxcax oowiei cmanyii. Pozenawymo munosy

837108y  CMAHYil0 Ma  6UEUEHO  OeMAIbHULL  PO3KIAO  PYXY
NACANCUPCOKUX,  GAHMAJICHUX — NOMAZIE, A  MAKONIC — PO3KIAO
mawnesposux — pobim. ILle  0ozeonuno  eusHauumu  nepioou

MAKCUMATILHO20 MA MIHIMAILHO20 3A68AHMANCEHHA CMAHYIi @ pi3Hi
npomiocKu 000U,  6HACTIOOK Y020 3 ’ABUMBCA  MOMCIUBICD
PIBHOMIDHO PO3NOOLIUMU HABAHMANCEHHA NO CMAHYIL, a MAKox#C
MIHIMIZY8amu 6N1UG 100CLK020 (hakmopy Ha npoyecu )

Knrouosi cnoea: 3aniznuunuii;
CMAHYIA,; A8MOMAMU308AHULL.

MPAHCNOPM,  YNPAGLIHHA

I BCTVIT TA AHAJI3 TTIPOBJIEMU

B ymoBax po3BHTKY TpPaHCHOPTHOTO PUHKY KIFOUOBHMH
NUTaHHAMM JUI1  CHCTEMH 3aJi3HUYHHX TIIEPEBE3CHb €:
CBO€yacHe 3a0e3leUeHHs] BarOHaM{ BIATIOBIIHOTO THITY YCiX
BIJMPAaBHHUKIB BaHTaXy BIAMOBIIHO OO0 1X 3aMOBJICHB;
MOAAJbIIE 3aKPITUICHHS 3aJli3HWYHOTO TPAHCIIOPTY HA PHUHKY
nepeBe3eHb LUISIXOM  PO3BUTKY MapKETHHIY, CTBOPEHHS
30amaHcoBaHOi  Tapu(HOi  TONITHKH,  yJOCKOHAJICHHSI
OpraHizalifHUX  CTPYKTYp  YNpPaBIiHHS  3aJIi3HUYHUM
TPAHCHOPTOM, TEXHOJIOTIi MEPEBI3HOTO MPOIIECy Ta OpraHizarlil
nepeBi3HOi POOOTH Ha OCHOBI ILIMPOKOTO BIIPOBAKEHHS
AaBTOMATH30BAaHMUX  CHUCTEM  YNpaBIiHHA, aBTOMaTH3aIlil
JICIETYEPCHKOT0 KOHTPOJIIO MPOCYBaHHS MOI3/iB; Hepexi 10
(hiHaHCOBOI MO YIpaBIiHHS 3ai3HHUIIMH, 3aCHOBAHOI Ha
o0OpaHiii pamioHanpbHOT (OpMi  BJIACHOCTI;  ITiBUIICHHS
e(eKTHBHOCTI  yIPaBIiHHA IHBECTUIIIHOIO  JiSUTBHICTIO;
MOZAJIbLIEe CTUMYJIFOBAHHSI Mpalli 1 YZIOCKOHAIEHHS KaJpoBOT Ta
COIaJIbHOT IO THKH.

AHaJi3 Cy4acHOro CTaHy 3alli3HHYHOT raiysi i MepCcreKTHB
il PO3BUTKY IOUKTYE HEOOXINHICTh 3MIMCHCHHS KOMIUICKCHHX
3aX0iB, [0  CIPHUSAIOTH  PO3BUTKY  IIE€peBe3eHb i
YJIOCKOHAJICHHIO OOCIYrOBYBaHHS KIIE€HTYPH, 3 Opi€HTAII€0

Ha BIOPOBADKCHHS BHCOKHMX JIOTICTHYHMX  TEXHOJIOTIH,
OOYHCITIOBaNIbHOT ~ TEXHIKH, Ha  YAOCKOHAJICHI CHCTEMH
TeJeKOMYyHiKamii Ha  OCHOBI  CKIagHHX  i€epapXigyHHUX

1HPPACTPYKTYPHHUX CUCTEMAaX KOPIOPATUBHOTO YIIPABIIHHS.
@opMyBaHHS TEXHOJOTii TepeBe3eHb 3a KPHUTEPieEM
oTpuMaHHs TpHOYTKY BiJg wi€i AisUIbHOCTI Tependavae
MiHiMi3ami0 cobiBapTOCTI MUITXOM OCBOEHHS MPOTHO30BAHUX
BaHTAXKOIMOTOKIB 1 MACaXXHPOIMOTOKIB 13 BHKOPUCTAHHSIM
ONTUMAaJIbHOI KIJILKOCTI BaroHiB i JIOKOMOTHBIB. lle BuMarae
OCBOEHHS HOBUX TEXHOJIOTIH Ta HOBUX MIAXOMIB JIO OpraHi3amii
BaroHONOTOKIB, 70 CKJIafaHHS IUIaHy (OpMyBaHHA MOI3IIB i
rpadika pyxy MOi3[diB, a TaKOXX YIOCKOHAJICHHS TEXHIYHOTO
HOPMYBAHHS, OICPATHBHOTO VIPABIIHHSA 1 pErylOBaHHS
BaroHHWX TIAPKIB ONEPaTOPChKUX KOMITaHiH, oOpraHizamii
TATOBOTO OOCITYrOBYBaHHS TOI3/iB. 3aCTOCYBaHHS ¢(DEKTUBHHUX
TEXHOJOTIM  ITJIKOM  BIJINOBiIa€  yMOBaM  PHHKOBOTO
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cepemoBumIa. s pilieHHS Ha3BaHMX 3a7ad HEOOXiTHI TaKoX
YITKAH TIOHOMEPHUWH OOJIK Ta KOHTPOJb 32 AMCIIOKAI€Io
BAaroHiB, PErYJIIOBaHHS SIKOCTI BAKOPUCTAHHS BATOHHOTO TTAPKY
1 BOPOB/XKEHHS MIKPOITPOLIECOPHUX CUCTEM JHCIETIEPCHKOTO
VIpaBIiHASA TOi3AaMu. 5K CBiQUUTH JMJOCBiN, HAWOUTHIIMI
eeKT BiI peamizailii BCIX Cy4aCHHX EJIEMCHTIB OpraHizarii
MEPEBI3HOTO TPOIECy MOXe OyTH OCSITHYTO 3a YMOBH
[CHTPAI30BAHOTO YIPABIIHHA IEPCBE3CHHSAMH 3 €IMHOTO
mertpy (I'LIYII).

Ockinbku BripoBampkeHHs €auHOi ACK Ha MOTYXHOCTSIX
AT «Ykp3adxi3HHID € OyXKe MacITaOHUM IPOSKTOM i
notpedye Oarato wYacy i1 Y3TO/DKCHHS Ta 3alydcHHS
JOJAaTKOBOTO (hiHAHCYBaHHS, y JAaHiil poOOTI HPOIOHYETHCS
pO3TIsIHYTH Tpukiaa BrpoBamkeHHs Takoi ACK y mexax
onHi€l cTaHMii B paMKaxX IJIOTHOTO TPOEKTY. Y IepCIIeKTHBI,
32 yYMOBH 3pOCTaHHs IIOKa3HHKIB, IUIAHYETHCS IIOCTYIIOBE
BIpoBaDKeHHsT CHcTeMH 10 BCiX perioHambHHX ¢(imisx I[TAT
«YKp3aTi3HULIS». CTBOpeHHS LEHTPY YIIpaBIiHHS
TIepeBE3EHHAMH JI03BOJIUTDH YIOCKOHAIUTH TMEPEBI3HUH MpoIiec
B yMOBax pe)opMyBaHHs 3aJIi3HUYHOTO TPAHCIOPTY YKpaiHu,
3a0e3neynTy CTilike Horo (ZyHKIIOHYBaHHS Ha BHYTPIIIHEOMY
1 MDKHapoOJHOMY pHHKax TPAaHCIIOPTHUX IIOCIYT, JacThb
MOJKJIMBICTh 30IJBIIUTH JOXOAU BiJ OCHOBHOI MisIIBHOCTI,
CTBOPHTH YMOBH JUIS 3MCHIICHHS cO0iBapTOCTI IMepeBe3eHb i
CKOPOYEHHIO TPAHCIOPTHUX BUTpaT. OCHOBHUMH HalpsSMKaMu
pOOOTH CHCTEMU YIIPaBIIiHHS MEPEBE3CHHSIMH IMOBHHHI OyTH —
cyBOpe JOTpuMaHHs rpadikiB pyxy mnoi3nmiB, edexTuBHE
pETyIIOBaHHS HasBHOTO BarOHHOTO MapKy, MapKy JIOKOMOTHBIB
i JIOKOMOTMBHMX  Opuraz,  pauiOHaJbHUI  PO3MOALT
BaroHOMOTOKIB. B mux yMoBaXx MOTPiOHO YIOCKOHAIHTH
NPUHLMIIM ~ BUKOPHCTaHHS  TNPOIYCKHOI 1  NPOBi3HOL
CIIPOMOJKHOCTI [UIGHUIB, TNPOMDKHHX CTaHIH Ta IHIINX
iHppacTpykTypHUX eneMeHTiB. Lle Bumarae BBEIEHHS HOBHUX
BHU3HAYCHb  MPOIMYCKHOI  CIIPOMOXKHOCTI  3aJi3HUYHOT
iHppacTpykTypH. 30KpeMa, BIAMOBIAHO IOCBiAY 3aJi3HHUIB
kpain €C, icCHye TOZaTKOBE MOHATTS — MPAKTHYHA TPOIYCKHA
CIIPOMOJKHICTB, sIKa SIBIsIE COOOI0 peajbHy MPOIMYCKHY
CIIPOMOXKHICTB, IO MoOXe OyTH peaji3oBaHa 3a YMOB
MPUHHATOTO piBHSA 3aBaHTaXeHHA abo HapiitHocTi. CTBOpeHa
3a ocranHe necsatupiuus cucrtema ACK BII Y3-€ nossose
BHpIIIyBaTH 0arato HOBHX CKJIAIHMX 3a7ad IIOA0 YIPaBJIiHHS
nepeBi3HUM rnpouecoM. OjHak, peaiizoBaHi iH(oOpMariiHi
TEXHOJIOT1] Ha ICHYIOUMX 3ac00axX O0YHCIIOBATBHOT TEXHIKH Ta
3B'A3Ky JalOTh JIMIIE PO3pi3HEHY iH(GOpMAIi0 OO0 XOmy
MIPOLIECY MePeBE3EHb. .

BincyTHiCTP IIUTKOM  peali30BaHUX aBTOMATH30BaHHUX
CHUCTEM IUIAaHYBaHHS 1 MOJEIIOBaHHS TIPOIIECIB IEPEeBE3CHD
VCKIQJHIOE  pIlICHHS MUTaHb MOJANBIIOI  ONTHMI3allil
eKcInTyaTamniiaoi podotu. KpiM TOr0, HasBHICTH Ha TaHWH Yac
Ha 3JII3HULAX JIMIIE OKPEMUX MOJEJIeH MepeBiZHOro IMpolecy
(BimmpaBHO{, 3asBOK 1 IUIaHYBaHHS IEPEBE3CHHS BaHTaXIB Yy

PIIIEHHS TPOBJIEM TA PE3VJILTATU
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BCIX CIIOJYYCHHSX, HOPMAaTUBHUMN rpadik i iHIII) HEe T03BOJISE
BUPIIIyBaTH HHU3KY HE TUIBKM IPOTHO3HHMX Ta aHAJITHYHHX
3ama4 moA0 e()EeKTUBHOTO BHKOPHCTAHHS PYXOMOTO CKIALy
(perymioBaHHsI, MiABEJCHHS IMOPOXHIX 1 MOAady BaroHiB y
MICIISI HaBaHTA)XCHHS BIAMOBITHO 1O 3asBOK BiIIIPaBHHUKA Ta
oOMexeHb NPOITYCKHOT ~ CHPOMOXKHOCTI ~ 3aJIi3HMYHOT
iH(pPACTPYKTYpH), aje i B3a€MOIIOB’A3aHUX MOTOYHHUX IHTAHb
YIIpaBJIiHHS BarOHHUMH MapKaMU Ta KOHTPOJIIO TEXHOJIOTIYHUX
napameTpiB iX BHKOPHUCTaHHS.

Haii0inpm nonmmpeHuME ONTUMI3AIiHUMY 3a7a4aMu, sKi
3aCTOCOBYIOTBCS B YIPABIiHHI 3aJi3HIYHIMH IIePEBE3CHHIMM,
€ TpaHCIOpTHA 3ajada W 3ajaya NOIIYKYy HaWKOPOTIIOIo
NUIIXy (MapIIpyTr3anii).

Jns  BUpImIEHHS  TpaHCIOPTHOI  3aaadi  po3poOueHi
cIieriagbHl METOMH, SAKI J03BOJIAIOTH 3HAWTH OINTHMAJIBHE 3
MHOXKMHH MOXJIMBUX pimieHb. OJHUM 3 TakuX METOJIB €
PO3MONUMBHUI METOH, SKAH Mae AEKiTbKa PI3HOBHAIB, IO
BIIPI3HAIOTBCST B OCHOBHOMY  CIOCOOOM  BHM3HA4YCHHS
ONTUMAIILHOTO pirreHHsd. HaiiOimpm Bimomi TpW pi3HOBHIH:
mertoj XiukoBa; Meros Kpeko; MoandikoBanuii po3noainsHuit
Meton (abo ™eron moteHmiamiB). IlepBuHHE mOITycTHME
pilieHHsT Moxe OyTH OTpPUMaHO KUIbKOMa CHOCOOaMH.
Haii6inpm npoctiM € croci® miBHIYHO-3axigHOTO KyTa. s
OTpUMaHHS  OUThII ~ HAONIKEHOTO IO  ONTHMAIBHOTO
MOYaTKOBOTO JOMYCTHMOIO IUIaHy IIepeBe3eHb HaiuacTilie
NPONIOHYETBCS  BHKOPHCTOBYBaTM ~ METOJ  HalMEHIIOro
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eJIeMeHTa B MaTpHIli, METOJ TOJBIHHOI mepeBaru abo MeTox
anpokcuMariii dorens.

[paktmaro Ha Bcix ACK BigcyTHE TPOTHO3YBaHHS
Ipolecy IepeBe3eHb, IUIaHyBaHHS W aHajli3 IIOKa3HUKIB
BHKOPHCTAHHS BaroHiB 3 ypaxyBaHHAM ONTHMI3allii BTpaT SK
JUISL HalllOHAaJIbHOTO MapKy, TaK i CyMDKHHMX KpaiH, a TaKkoxX
BaroHiB KOMIIaHii-OTIepaTopiB, pONIb SKUX SK TEPEBI3HUKIB
OCTaHHIM YacOM 3Ha4YHO 3POCTAE.

MaremMaTidHa ~ TIOCTAaHOBKA  3aJadi  MapIIpyTH3aIii
3aJeKHUTh BiJ THIIy MapuipyTy, 3a SKHM IUIaHYETHCS
3MIHCHIOBATH TIEPEBE3CHHS BAaHTAXy JBOHAINPABICHUMH abo
OJHOCIIPSMOBAaHMMH MapuipyTamu. Y TIepLUIOMy BHIAJIKY
PO3B’S3y€ETHCS 3aada yB S3KH IOI3/I0K, B APYroMy — 3agada
KOMIBOsDKEpa.

[Nporpamua peajizallis BKazaHUX 3a1a4 Oe3yMOBHO 3Haiine
CBOE 3aCTOCYBaHHSI B CHCTEMax aBTOMAaTH30BaHOTO KEpPYBaHH:
PYXOMHM CKJIQJIOM Ha 3aJIi3HUYHOMY TPaHCHOPTI.
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Abstract. Here are described principles of benchmarking
PostgreSQL database, optimized with machine learning
algorithms. The main focus here is to list common practices
and possible pitfalls that are specific to the described
problem including the definition of types of benchmarking
approaches, industry standard benchmarks, experiment
setup steps, various performance metrics, testing utilities,
PostgreSQL-specific  configurations for performance
evaluation and machine learning-related benchmarking
process nuances.

Keywords: postgresql, benchmarking, machine learning.

l. INTRODUCTION

PostgreSQL is one of the most advanced and feature
reach open source RDBMS for today. Despite the number of
configurations to tune the performance, it still has several
problems with queries speed. One of those problems is
proper cardinality value estimation. Cardinality stands for a
number of database records, which returns a query on a
given step. It’s used by the Planner/Optimizer module to find
the  most effective  execution plan.  However,
Planner/Optimizer module doesn’t take into account
functional dependencies between table attributes that directly
affect the performance of queries, which contain conditions
on those attributes. In order to address the problem, it was
proposed to implement multi-column statistics which would
store all the required data as multidimensional histograms [1]
(instead of one-dimensional). It was implemented in
PostgreSQL 10 as multivariate statistics feature. However,
this feature has several drawbacks. The first problem is the
exponential growth of statistics data that have to be stored
and maintained, so it may not be feasible to create
multivariate statistics on a large number of attributes. Along
with that, functional dependencies can be difficult to
discover for database admins, which will also lead to
performance degradation.

There are several researchers including working
prototypes (like ago) that are aimed to improve queries
performance using machine learning algorithms as a
complement or even a replacement of the multivariate
statistics feature for cardinality estimation. In order to
compare them and introduce further enhancements, it’s
required to define a set of principles on how to do
benchmarking and produce relevant performance evaluation
results.
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Il.  GENERAL PRINCIPLES

Commonly, there are several principles to perform
correct benchmarks [2]. The first principle is “results
repeatability” that stands for the ability to receive equal (with
some approximation) results using the same setup and
parameters as well as the ability for others to reproduce the
benchmarks following the same well-defined setup steps.
Another principle is “completeness” which means testing all
the contribution to the performance of an application
including also possible performance decreases. The
“Relevancy” principle is denoted as meaningfulness and
representativeness of given benchmarks, which is required to
provide substantiation of the optimization module
implementation and demonstration of its flaws.

I1l.  BENCHMARKING APPROACHES

There are a lot of metrics to estimate model quality like
mean squared error, mean absolute, root mean squared error
etc. Though they are great for finding a model which is best
for performing a task, these metrics don't show the overall
picture. The first problem is that these metrics are not
linearly dependent on the final query performance. Despite
the more precise predictions than with regular statistics,
Planner/Optimizer won't necessarily decide to use a better
plan. Training and evaluation of the model also require CPU
and RAM. Besides, model-related data have to be stored and
fetched every occasionally, that also takes some time and
leverages database, file system and CPU level caches.
Because of this, the usage of benchmarks along with model-
level metrics is required.

On a high level of abstraction, benchmarks can be
divided into three categories: micro-benchmarks, standard
benchmarks, and real-life applications [3].

Micro-benchmarks are used to test small modules of a
system. These benchmarks are better in some ways than
using just model quality metrics as they interact with the
working system, which gives more precise output about the
direct effect on queries performance optimization.
Comparing to more sophisticated and long-running tests,
they allow fitting a wide range of hyperparameters to find the
best configuration for machine-learning models setup and
obtain relatively quick feedbacks about them. In terms of
optimization modules development, micro-benchmarks are
also handy for analyzing an implementation since their
results are relatively easy to interpret. However, there are a
lot of drawbacks. Despite micro-benchmarks involve the
entire application run, they are still detached from the real
world examples. Their results can be difficult to generalize
and extrapolate on real-world applications as far as they are
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imitating only small queries. In terms of PostgreSQL
machine learning-based optimization testing, the majority of
them should be represented as simple SELECT requests.
However, it is also required to provide other kinds of
requests where performance degradation may occur (more
detailed discussion follows below).

Industry standard benchmarks is a set of predefined
instructions on how to setup and run experiments to evaluate
the performance. The first advantage of this kind of
benchmarks is that it imitates real-life application schemas
and queries. Another benefit of it is standardization, which
allows doing performance tests not only in terms of the given
database but also across other databases including non-
relational storage systems without extra efforts to implement
benchmark scenarios from scratch. Comparing to micro-
benchmarks, standard benchmarks can be more complicated
to setup and run if corresponding scripts are not provided.
Also, these benchmarks can be quite limited in diversity
comparing to the real-life applications as they cannot provide
a lot of flexibility due to their strict definitions. However, the
last drawback can be turned into a trade-off by sacrificing
compliance to a standard and modifying the scenarios. One
of the most popular examples of standard benchmarks is
TPC family.

Real-life applications usage gives an advantage of
evaluating performance experiments against real-life setups
with all the existing problems and pitfalls. The biggest
disadvantage of these benchmarks is bad reproducibility due
to public inaccessibility of most of them (including their
data).

IV. ToOOLS AND METRICS

Pgbench is a default program for PostgreSQL
benchmarking. It implements TPC-B compliant standard
benchmark, that includes SELECT, INSERT and UPDATE
queries (with command line options to skip all or some of
them), but is also able to run custom test scenarios defined
by a user. It reports performance results by calculating
average tps rate (transactions per second) after multiple runs
within multiple database sessions. Also, it gives the ability to
analyze latencies.

Another common option is Sysbench benchmarking tool.
It's developed to work with various storage systems using
drivers and includes slightly different metrics for
performance estimation. It has options for testing file
system-level io, CPU, memory, OLTP-like scenarios
(OnLine Transaction Processing) and some other options that
can be useful for finding developed machine learning module
bottlenecks (for example, extra memory consumption or
excessive CPU usage, that could affect on overall database
server performance).

V. PROBLEM-SPECIFIC NOTES

Although machine learning module is aimed to improve
SELECT queries performance, it's also important to evaluate
other kinds of queries including INSERT and UPDATE in
order to follow the completeness principle as far as the
module implementation may include extra disk storage

consumption for storing models weights, providing extra
indexes or triggers for storing extra data (like min-max index
to normalize model features) and so on.

It is also necessary to decide whether to benchmark cold
or warm system. There are no formal definitions of these
terms, but usually, cold state benchmark stands for running a
scenario on a system in the state similar to that after the
reboot where no database, file system or CPU cache is
loaded. The warm state stands for conditions where any
queries that are relevant for benchmarking are executed
before the experiment. Usually it's suggested to warm-up the
system before running benchmarks [4] as it could lead to
noise in measured metrics (for example, running a query
with cold and warm database shows 3.8 times bigger wall
clock difference [2]), but in terms of optimization with
machine learning it also makes sense to evaluate model
training time separately to be able to make decision on what
kind of model to use by balancing between quick learning,
overall performance impact, and other features. It also makes
sense to run PostgresSQL-specific maintenance activities
like VACUUM, ANALYZE (to gather statistics; can be
combined with VACUUM), CHECKPOINT and others, that
could affect the performance.

Usually, it's suggested to run benchmarks several times
(for pgbench it’s from several minutes to several hours [5])
that is aimed to promote reproducibility and mitigate any
noises.

Another important thing is to test performance depending
on the database scale. TPC family of benchmarks supports sf
(scale factor) parameter that configures populated database
size. It’s important to know how a system would behave in
cases with a small amount of data stored (whether machine
learning execution and training overheads result in
degradation of overall performance or not), with big data and
also investigate the dependency between optimization
effectiveness and sf value growth.

VI. CONCLUSIONS

The ideas discussed above can be used to conduct
benchmark testing of PostgreSQL machine learning-driven
performance improvements. However, it’s necessary to
remember that each problem is completely individual and
therefore it’s also necessary to use approaches and principles
tailored to the problem in addition to the general ones.
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Anomauyusn. Oonoii us 21asHblx npobIEM 60 MHO2UX KPYNHbIX U
2YCMOHACENeHHbIX — 20po0ax — sAeasemcs — npobiema — Noucka
NapKoeouHvIX Mecm 0Nl MPAHCROPMHBIX cpedcms. B kauecme
pewienus OaHHOU NPOOIeMbl MONCHO RPEOTOACUN CUCTEM) «VMHOU
NApKOBKUY, KOMOpAs CMOJcem NOMOYb NONb306AMENIM HAUMu
docmynHoe napKo8ouHoe Mecmo 01 asmomooduns. B smou cmamve
NPUBOOSIMCSL HANPAGLEHUST PA3GUMUST CUCIEMbL YMHASL NAPKOBKAY U
cpeocmea ¢ nomowpio Komopuix onu peanusyiomes. Ilpugoodsmcs
onucanus 0amyukog 01a2000psi KOMOPLIM BO3MOICHA DPeanu3ayusl

cucmembl  YMHAs ~ NAPKOBKA», — UX  NPUHYunvl  pabomei,
naodcumenvHvle U OMmpUYamenbHble CnoPOHBI.
Kniouesvie cnoea. ymnas naproska; Oamuux, mMpaHcnopm;

aemomo6uﬂb; asmomamudecKkas napKoexd.

|.  BBEJEHUE

KonudecTBO TpaHCHOPTHBIX CPEACTB Ha JIOpOre OBICTPO
OMNEPEeKaeT KOJHMYECTBO JIOCTYITHBIX IApPKOBOYHBIX MECT.
IIpobiemMa moHMCKa TMApKOBOYHOTO MeECTa CTaja IMUPOKO
pacIpoCTPaHEHHON MPOOJIEMON B I'yCTOHACEIEHHBIX IOPOIAX.
Orta mpobiaemMa MOXKET OBITh YACTHYHO DPEIICHA BHEAPECHUEM
CHUCTEM TI0 THIy «yMHasl mapKoBKay. Lleipio yMHON MapKOBKHU
SBIIIETCS ~ OOJIerdyeHWe  PYTHHHOTO  Mpolecca  Iouca
BOJIUTEIISIMH  CBOOOJHBIX MMAapKOBOYHBIX MECT, YJIy4IICHUE
3hdekTHBHECTH  HWCMOJB30BAaHUS  IMApKOBOYHBIX  MECT,
YMEHBIIIEHHE 1IEHbI W YMEHBIIICHHE MpPOOOK Ha Joporax
BBI3BAHHBIX  BOJHUTEISAMH  KOTOPBIE HMIIYT  CBOOOTHYIO
MapKOBKY. ODTO HW3BECTHBIM (DAKT, YTO TOUCK MApKOBOYHOTO
MecTa B JIIOJJHOM paidOHEe T'yCTOHACEJIEHHOTO TOpojia MOXKET
ObITH OYCHb HANPSOKCHHBIM. TpaTs TOIUIMBO M BpeMs,
BOJIUTENH Pa3bE3KaOT M0 TOPOAY B MOUCKAX MAPKOBKH, YTO B
CIIEZICTBUU BBI3BIBACT COIMYTCTBYIOIIHUE MPOOJIEMBI, TAKHE Kak
npoOku. HccneoBanus IMOKa3bIBalOT, 4To B cpeaHeM 30%
Tpaduka B TyCTOHACEJICHHOM TOpPOJE H3-3a aBTOMOOUJICH,
KOTOpbIE HMINYT HapkoBoyHoe Mecto[l]. Dta mpobiema He
00s3aTeNnbHO  CBsI3aHA C HEZOCTYITHOCTIO, a CKOpee C
Hed(h(hEKTUBHBIM HCIOJB30BaHUE JOCTYIHBIX MapkoBoK. OHa
BO3HUKAET M3-32 OTCYTCTBHS MHPOPMAIMH O HAJTMYUU MECT HA
pa3Hbix mapkoBkax. CoriiacHO uccienoBaHHi0 bocToHckoro
yHuBepcuTeTa - y 6onee yeM 30% BoauTeneil 3aHUMAET OKOJIO
7,8 wMuHYT, 49TOOBI TIPUNAPKOBAaTh CBOE TPAHCIOPTHOE
cpenctBo[2]. BosbIIMHCTBO CYIIECTBYIOIIMX CUCTEM YMHOI
MApKOBKH  TPEAOCTABJIAIOT  TOJNBKO  HWH(pOpMamuioo O
MECTOHAaXO0X/ICHUU TMApKOBOYHBIX MECT U  KOJHYECTBE
CBOOOJHBIX MECT Ha 3TOW MapKOBKE, HO OHM HE MOTYT HailTh
TOYHOE MECTOIOI0KEHUE CBOOOTHOTO MECTa IS TAPKOBKH.

Il.  PEIIEHUE ITPOBJIEMBI U PE3YJIbTATHI

OCHOBHBIM HalpaBlIEHUEM DPAa3BUTHS CHCTEMbI «yMHast
MapKOBKa» SBISIIOTCS «yMHBIC» MAaTYMKH TMApKOBKU. Takue
JATYNKH BCTPAWBAIOTCS B JOPOXKHOE TIOJOTHO Ha MecTa
MapKOBOK M OTCIICKUBAIOT 3aHATO WK CBOOOJHO MECTO HAJ
HUMH, TIepeiaBasi JaHHbIE Ha cepBep. McCmoip3ys ceTh Takux
JIATYUKOB, CO3JAeTCs KapTa MapKOBKH, COCTOSIHUE KOTOpPOI
mepemaeTcs MOJB30BAaTENsIM HA  YIWMIAX C  IIOMOIIBIO

CHCIHUATEHBIX BeO-caliTa MOOHJIBHOTO
TIPHUIIOKCHUSI.

B menom natunky OOHApyXKCHHs AEIATCS HA JBa THIIA:
BCTpaMBaeMble B JOPOKHOE TIOKPHITHE W TIOBEPXHOCTHBIEC.
BcrpanBaeMble aTYMKY BKIIIOYAIOT B ceOs:

—  akTHBHbIC HH(paKpacHbIE NaTYMKH. B OCHOBe WX
KOHCTPYKIIMM JIEKHUT ONTHYECKas CHUCTEMa U3 HECKOJIBKHX
Jydel, cocTosIIas U3 MepeiaTInka 1 MpueMHuKa. 3BemaTens
(GhopMHpYET CHTHAI YTO MECTO 3aHATO MPH OJHOBPEMCHHOM
mpephiBaHUM  JBYX ©  Oomee  sy4eid[3,5]. AkTuBHBIE
uH(paKpacHble [aTYUKH UYBCTBUTEIBHBI K H3MEHEHHSIM
OKpY KaroIel cpepl Takue Kak JOKIb WK cHer. [loaToMy 310
HC MOAXOAUT IJIsI OTKPBITHIX ITapKOBOK. Ounn JOJI2KHBI 6I)ITI)
YCTaHOBJICHBI Ha BCEX MAPKOBOYHBIX MeCTaX I d()EeKTHBHOTO
pacCno3HOBaHU MallllH,

—  DIIeKTpOMAarHuTHHIC. [IpwHINI NeiicTBUS OCHOBaH Ha
U3MECHEHWH  aMIUIMTYIObl  KojieOaHWMM  TeHepatopa  MpHU
MOMAJaHuN B AaKTHBHYIO 30HY JaT4MKa METaIDTHYECKOTO
00BEKTa OIpEIeNCHHBIX pa3MepoB, a ITaHHOM CIlydae
aBToMOOWIIA[S]. OHM OOBIYHO HCIOJB3YETCS Ha BbE3NE U
BEIE3/Ie, YTOOBI y3HATh KOJHMYECTBO ABTOMOOWICH, KOTOPHIC
HaxoAATCS Ha TAapKOBKe, ISl OIpPEAENICHHs KOJMYECTBA
CBOOOJHBIX MeCT. OTH HAaTYNKA JOPOTH B YCTAaHOBKE H
0OCITy>)KUBAaHUH, ¥ OHH OOBIYHO HCIIONB3YIOTCS HAa KPBITBIX
MapKOBKaX, YTOOBI IONYYHTh KOJUYECTBO JOCTYITHBIX
NapKOBOYHBIX MecT. TemM He MeHee, COCTOSHHE OTIENbHO
B3SATOTO MECTa HE MOXET OBITh OIpPEJeNICHO C IOMOIIBIO
QJICKTPOMArHUTHBIX JaTYUKOB;

—  TBE30DJIEKTPUYECKHE HAaTYWKKA JaBieHWs. PaboTa
NIbE303JIEKTPUUECKOr0 JATYNKA OCHOBaHa Ha MpeoOpa3oBaHUU
MEXaHUYECKOW SHEPTUU B dJIEKTpHUYecKyro. Takum o0Opaszom,
KOI/la MallliHA HAae3kaeT Ha TaKod JaT4uK, OH IOChLIaeT
CHUTHAJI O TOM YTO MECTO OBLIO 3aHSATO.

IIpumepamu BHEIIHUX JATYUKOB CIIyXKaT:

—  TmaccuBHBIe HWH(paKpacHele JaTIWKd. JlaTdmk,
YyBCTBUTEJIBHBII K uH(ppaKkpacHoMy H3Iy4YEHHUIO,
YCTaHABIUBACTCS HAJI ITAPKOBOYHBIM MECTOM U OOHAPYKHBACT
TEIUIOBOE M3ITyuYe€HUE OT aBTOMOOWIS TpH 3aHATHH MecTa[3].
OTH JaTYNKH YYyBCTBHTEIBHBI K OKPYXKAaIOIIEW cpene, UX
IIOKa3aHUusI HE 6y}IyT TOYHBIMH, €CJIU HIACT CHET MM OOXIb.
[NaccuBHBIC MH(paAKpACHBIC NATYUKH CICAYET pa3Memarh Mo
3eMJIE WM Ha TOTOJKE. OTH JaT4YMKA IOAXOIAT IS
3aKPBITHIX MMAPKOBOK, KOTOPHIC HAXOAATCS BHYTPH 3/IaHUIA U HE
TOAXOJAT AJIsT OTKPBITHIX IMMapKOBOK;

—  yIbTPa3BYKOBBIC JIATYMKU paccTOsHUS. JlaTumk
PErysipHO HMCITyCKaeT MyYKH YIbTPa3BYKOBBIX BOJH. 3aTeM
JATYNK TEPEKITI0YaeTCsl B PEXKUM TpUEMa H  OXKHAACT
BO3BpaTa OTPAXCHHBIX BOJIH, IIOCJIE YE€ro aHaJIUu3UpyeT HUX U
JieTIaeT BBIBOJ 3aHATO JIM MAapKOBOYHOE MecTo. OHM OOBIYHO
KpeIsITCS. Ha TOTOJIKE M YyBCTBUTCIBHBI K HW3MCHCHUSIM
TIOTO/IbI, TAKUM KakK IOXIh W cHer[4]. CiemoBaTenbHO, OHU
MOIXOAAT JUIS KPBITBIX MApKOBOK, a HE IS OTKPBITHIX
mapkoBokK. Jlms  Toro, droOBI TPOBEPHTH  COCTOSIHHE
MAapKOBOYHOTO MECTA, 3TH JATYUKHU JOJDKHBI OBITH Pa3MEIICHBI
HaJ KaXABIM TApKOBOYHBIM MECTOM. YJIBTPa3BYKOBEHIE

9KpaHOB, Wi
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JATYNKH JATYNKH OTHOCHTEIBHO HEJOPOTHE, HO YCTaHOBKA,
00CITy)KNUBaHUE HECKOJIbKMX JATYMKOB M IOJKIIIOUCHHE HX K
ceTu OyAeT JOpOro CTOUTh B JONTOCPOYHOHN MEPCIEKTHBE;
panuonokaTopsl. IlpuHmmm pelicTBUS TOXOX Ha
yIABTPAa3BYKOBOH AATYMK, HO B OTIMYMHM OT HETO H3ITydaeT
panuoBonHBL.  Paguonokatopsl  HE  YYBCTBHUTEIBHBI K
OKpYXXaloIieil cpeze W MOTyT OBITh HCIIONB30BaHBI KaK Ha
OTKPBITHIX TaK U Ha 3aKPBITHIX MapKoBKax. OHU JOJKHEI OBITh
pa3MeIeHbI Ha Ka)XKI0M NapKOBOYHOM MECTE IS ONPEICIICHUS
CTaTyca MapKOBOYHOro MecTa. UYTo [enaeT UX JOCTaTOYHO
JOPOTUMHU IJIsl YCTaHaBKM W OOCIHY)KMBAHUS B OOJBIIHX
Macmitabax. BOJNBIIMHCTBO BBINIENEPEYHCICHHBIX JIaTYHKOB
paboTtatoT OT Oarapeek, CpPOK CIIy:KOBI KOTOPBIX B CpeIHEM
COCTaBIISICT JI0 7 JIET;

BUJICOKAMEPBI. OCHOBHBIM MPENMYIIECTBOM
BUJICOKaMep  SIBISICTCS  OTCYTCTBHE HEOOXOOMMOCTH B
NPHUOOPETEHNH TOTIOJHUTENBHBIX IAaTIUKOB ISl ONPECICHUS
COCTOSIHUSI TapKOBOYHOTO MECTa, MOYKHO JIa)Ke HCIOJIb30BaTh
Kamepbl Oe3omacHocTH. KaMepsl MOTYT OBITH HCIIOJIB30BaHbI
Kak JUId paclo3HaBaHMA HOMEPHBIX 3HAKOB TaKk M JUId
OTIPEAEIICHHS 3aHATOCTH ITAPKOBOYHOTO MecTa. Kamepa MoxxeT
OBITH pacHoiokeHa BO3JIEé BBE3Aa HAa IAPKOBKY Ui
pacro3HaBaHHs HOMEPHBIX 3HaKOB. Ha ocHOBaHMHM KONMYecTBa
Paclo3HAHHBIX TPAHCIIOPTHBIX CPEACTB KOTOPBIE BHEXATH U
BBIEXaJIH CO CTOSHKM MOXXHO IMOJYYHUTh KOJMYECTBO
CBOOOIHBIX MApKOBOYHBIX MecT. OTmpeneneHue craryca
3aHATOCTH NapKOBOYHBIX MECT C MCIOJb30BAaHMEM Kamep He
U/IeallbHO, TaK KaK TpeOyeT HEeMpephIBHON nepeaadn O0IIbIIoro
MOTOKa JaHHBIX Ha cepBep[6]. Kamepbl OTHpaBisiOT MOTOK
BU/IEO Ha CcepBep, IJE OHO KaJgpUpPYyeTCs M CIICIHAIbHO
pa3paboTaHHOe  mporpamHoe  oOeclieyeHHWe  pacno3HaeT
aBTOMOOWJIb M OTIPEZENsIeT COCTOSHHE IapKOBOYHOTO MECTa.
Kamepsl MOAXOIAT Uit OTKPBITHIX MAapKOBOK, TaK KaK OHHU
MOTYT OXBaTBIBaTh OOJIBIIOE KOJIMYECTBO MAPKOBOYHBIX MECT.
Tem He MeHee, kamephbl 1OABEpkKEHBI dPDEKTaM OKKIFO3UU U

3aTCHCHUA, HCKaAXCHUA I/I306pa)K€HI/I$[ n HU3MCHCHUA
OCBCUICHUA. HOCKOHLKy HEOOJIBIIIOE KOJIMYECTBO KaM€p MOXKET
IOKPLIBATH OOJIbIINE  KOJIMYECTBO MNapKOBOYHBIX  MCECT,

pacxoabl MOKHO CYUTATh MUHHUMAJIbHBIMHU.

Eme ogHmMm HanpaBieHHEM YMHBIX MapKOBOK SIBISETCS
pa3paboTka M BHEAPEHHE AaBTOMATH3UPOBAHHBIX ITAPKOBOK
(game BCero MHOTOYPOBHEBBIX), B KOTOPBIX IEHCTBHUS
BOAMTEIEH CBEACHbI K MHUHUMYMy. Boaurens 3aesxaer Ha
CHEHUATBHYIO TUIONMAKy/IIaT(GOopMy ¥ BBIXOAWT M3 MAlIWHBI.
3ateM miargopma caMa I[EPEHOCHT aBTOMOOWIL Ha
CIEIMATBbHO OTBEJEHHOE, 3ape3epBUPOBAHHOE MJIM CBOOOIHOE
MECTO, U COOOIIAET BOAMTENIO €ro Homep. UYToObl MOIy4HTH
CBOE TPAHCIIOPTHOE CPEJCTBO, BOAMTENIO HEOOXOAMMO
ABTOPU30BATBCA M BBECTHU )IaHHI)IfI HOMEp Ha CHEIUAIBHOM
Ta0JI0 WM IyJIBTE YIPaBJICHUs], IIOCJIE Yero miaTdopma Tarkke
CaMOCTOSITENBHO CITyCTUT aBTOMOOWIIb Ha IUIOMIAJKY.
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B ﬂaHHOﬁ cratbe ObLId PaCMOTPCHbI HECKOJIBKO AaTYMKOB
I ONPEACIIEHUST COCTOSTHUSA MAapKOBOYHOTO MECTa. O,HHaKO

BEIBO/IbI

OOJIBIIIEHCTBO PacCMOTPEHHBIX JAaTYMKOB HMEJIO CMBICIT
HCIIOJIB30BaTh TOJIBKO Ha 3aKpPBITBIX  ITAPKOBKaX. n
MNPaKTUYCCKU HU OJWHa U3 TEXHOJIOTHIl HE HCIOJIb30Bajlach

JUIT TOBBIICHNS 3(P(EKTUBHOCTH MAapKOBKM HAa OTKPBITHIX
MapKOBKaX. YJbTPa3BYKOBOM W HH(PaKpacHBIA IaTYUKU
JyBCTBUTEJIBHBI K YCIOBUSM OKPY)KAIOIIEH CPEAbl YTO MOXKET
NpUBECTH K  HETOYHOW WH(pOpPMAlMu O  3aHATOCTH
MMApKOBOYHOTO  MecTa. PaanmoiokaTpsl HE  MOABEPKEHBI
YCIIOBUSIM OKpY’Karolleld cpenbl, HO JOPOTH B YCTaHOBKE U
00CITy>)KNUBaHNUH HA OTKPBITHIX MapKOBKax. /la’ke eciu [eHBI Ha
caMu JIaTYMKHM CHHU3ATCS TO BCE PaBHO OyAyT pacxonpl,
CBSI3aHHBIC C YCTAHOBKOH M TEXHHYECKHM OOCIY)KHBAHHEM,
KOTOpbIE JEJSI0T UX CIUIIKOM 3aTPAaTHBIMH B HCIIOJIb30BAHUU
Ha OTKPBITBIX IIapKOBKax. TakuM o00pa3oM JaT4ukd He
UCANbHBl JUIS OTKPBITBIX MAapKOBOK, TaK KaK pacXoJbl
CBSI3aHHBIE C HUMU CIIMIIKOM BBICOKH.

OOHapy)XeHHE  3aHATOCTH TAPKOBOYHOTO MecTa ¢
UCIIOJIB30BAHHUEM KaMep BapbUPYIOTCS MEXAY 3aKpbITBIMHU U
OTKPBHITBIMH ITaPKOBKAMH, TaK KaK YCJOBHS OCBEIICHHS Ha
OTKPBITOM TIAPKOBKE MOTYT 3HAUUTEIbHO OTJIMYAThCA OT

OCBCIICHHUA  Ha SaKpBITOﬁ. Panee YK€  YIIOMHUHAJINCh
np06neM1>1, C KOTOPBIMH CTAJIKUBAIOTCA IMPHU HEAOCTATOUYHOM
OCBCIICHHUH n 3aTCHCHHUH. Onpez[eneHI/Ie COCTOSAHUA

NapKOBOYHOTO MECTa C HCIONB30BaHHEM KaMephl SBIIsSETCA
OJHOM W3 BO3MOJKHBIX TEXHOJOTWII YMHOW IapKOBKH IS
HOJTy4eHUs] MHPOPMAIMU O MECTE Ha OTKPHITHIX MApKOBKAX B
pexuMe peassHOTO BpeMeHH. OOHapy)XeHHe MalluH ¢
MOMOIIBI0  KaMepbl ~ MOXET  OBITh  peajn30BaHO  C
HCIIONIb30BaHNEM CBEPTOYHBIX HEMPOHHBIX CETEH.
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aBTOMATHUYHOTI'O PO3M13HABAaHHS MOBJICHHSI

3akabnyk Makcum BonoaumupoBuy

[IIeBuenko Onexciii TapacoBud
Mogcecsan dua CamselniBHa

Xaprxiecvrkuil Hayionanvnuii Ynieepcumem Paodioenekmponixu,
Xapxie, npocnexm Hayxu 14, 61166, Yxpaina
e-mail: yana.movsesian@nure.ua

Anomauyia. Cucmemu agmomMamuyHo20 po3Ni3HABAHHA
moenenns (APM) wupoko 8ukopucmogyomucsi 6 2010CO6UX
Kopucmysayvkux iHmepgeticax. lonocosutl cuenan 00
Haoxoocenns 6 cucmemy APM nidoacmuvcs ennusy wymie
(¢onosuii wym, peeepbepayis i m.0.) ma anapamHum
3a6a0am, No8 s3aHUMU 3 Hei0ealbHiCmi0 KaHaLy nepeoaui
(nomunxu xooyeanwns). B pobomi nposedena xnacugixayis
Memooie KOpekyii 2010c08020 CUSHANLY OAA NIOBUUEHHS
3a6a00CMIUKOCI cUCIEM aBMOMAMUYHO20 PO3NIZHABANHS
MOGIEHHs, GUOLIEHO HAUOLIbW  YCRIWHI  Memoou  OJis
NpuodyuweHHs wymy ma pegepoepayii ma npoananizoeami ix
ocobaugocmi.

Knrouosi cnosa: pesepbepayis,; Kopexyis, uiym, MOGIEHH:,
2NUOUHHe HABYAHHS, HelPOHHI mepedci; cucmemu APM

I. BcTyn TA TIOCTAHOBKA 3ATAUI

Ha naHunit MOMEHT icHye OeKiNbKa YCHIITHUX MiAXOMIB IO
KOpeKIii MOBJICHHEBOTO CHTHaJdy BiI IIyMy Ta
peBepOepamii.  Skicte 1IX poOOTH UM  MOMKJIMBICTH
BUKOPUCTAHHS B IIEBHUX YMOBax 3aJie)KUTh, HAIPHUKJIAI,
BiJl TapaMeTpiB BXiJHOTO CHUTHAIY, pecypciB, HEOOXiTHUX
JUIst  OOYMCIIeHHS OOpaHOro  alropuTMy, HasBHOCTI
iHpopMarii Ipo 0ToUyI0Ye cepeoBuIIe, Tomo [1].

Meta maHOi poOoTH TonArae B KiacuQikamii iCHYIOUYHX
MiAXOMIB 1 METOMIB KOPEKIii TOJIOCOBOIO CHTHAIY, IO
MPAIIIOTE OKpeMo Bix cuctemu APM, a Takoxx BHIiITEHHS
iX 0cOOMUBOCTEH.

1. BupnnEHHS ITPOBJIEMU TA PE3VIIETATH

Kopexiiisi rojocoBUX CHrHajiB MoXe OyTH BHUKOHaHa B
npemnporiecopi Ta/abo Bcepeauti cucremu APM. Baromoro
nepeBaror0 0OpPOOKH B MPEMpPOIECOPi € MOXJIMBICTH HE
3MIHIOBaTH MapaMeTpu 1 CTPYKTYpy ICHYIOUMX CHCTEM
APM. [lns npuaymeHHs aJAWTHBHOTO IIyMYy YCIIIIHO
BUKOPHCTOBYIOTH (inbTpanito BiHepa abo BifHOBJIEHHS Y
yacoBiii o0macti [2] Ta crekrpansHe BimHIMaHHS [3]. dis
pobotu BiHepiBchkoi (urbTpanii HeoOXigHa HasBHICTH
iHdpopmamii TPO BiTHOMIEHHS CHUTHAN-IIYM Ha TEBHUX
4acToTax; a [uii poOOTH alrOPUTMY CIEKTPAIBHOTO
BiTHIMAHHS — HAsSBHICTh BXOXY 31 3pa3KoM IIyMy, SKHH
HEOOXiHO PUIYIIUTH.

Knacudixyroun wMeTogm mpuAyIIeHHS peBepOepariii,
PO3pI3HSIOTH TIOBHE i YaCTKOBE NMPHIYIIECHHS peBepOeparii.
3ajaya MOBHOTO TNMPUAYIIEHHS peBepOepanii BiIHOCHTHCS
JI0 3BOPOTHHX 33734 1 NMOBHHHA BUPIIIYBATHUCS METOIOM
3BOpoTHOI (inbTpanii. lo METoxiB MOBHOTO NMPHAYIICHHS

peBepOepariii  HaiexaTh: JEKOHBOJIOIIS HAa OCHOBI
rapmoHik [4] Ta  cmekTpampHe  BigHiMaHHI  [3].
JIeKOHBOJIONISI HAa OCHOBI TapMOHIK 3aJie)KUTh  BiJ

MPHUCYTHIX YacTOT y BXiJHOMY CHTHJIi Ta YacTOTH iX
3MiHH.

Ha pesynbratn o00poOKM UMMM METOAaMH CHJIBHO
BIUIMBATUMYTh Oynb-siki 3MiHm B IX (immy’bcuBHa
XapaKTEepUCTHUKA)  NPUMILICHHS, TOMY  CEpEIOBHIIE
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nepenadi Mae OyTH BiJOMHM 1 MOCTIHHHM.

Ha npaxruui, inpopmanis npo IX npumimeHHs BincyTHs i
B TAKOMY BHUIAJKy HEOOXiHO MPOBECTH CIIITY» KOPEKIIi0
CIIOTBOPEHOTO cHrHanmy. Jlo MeTomiB Ciimoi KOpeKIil
MOJKHA BiTHECTH: CIIEKTpajbHE BiAHIMAaHHS 3 BUAUICHHAIM
may3 MiK cioBamu [5] Ta crmimy nexkoHBomomipo [6]. B
poboti [7] 3ampomoHOBaHMK METOA  MaKCHMAaJbHOI
MIPaBIOIONIOHOCTI. CyTHiCTB BHMIipIOBaHb qacy
peBepOepaliii, sSKOro moysirac B OTPUMaHHI IapaMeTpiB
IMITYJIL,CHOTO BiATryKy B Iay3ax rOJOCOBOIO CHUTHAly, I
Iist peepOepalii MPOSIBISETBCS Yy BHUMIISAL 3BYKOBHX
«uei¢piB», MO TATHYTHCS 32 OCTAHHIMHM 3BYKaMH CIIiB.
Januii MeTox anmpoKCHUMY€e 3HA4eHHS 4acy peBepOepauii 3
KOXHAM 00poOneHuM ¢peiimom. Ta mo sKocTi KOpekmil
JICIIO0 TIePEBepIIye BUIIE3a3HAYEHI METOAN NPHIYIICHHS
peBepOepartii.

I11. BUCHOBKU
Cromparoynch  Ha  CKJIAOHICTh  ICHYKOUHX  CHCTEM
ABTOMATHYHOTO  PO3IMi3HaBaHHS  MOBJCHHS,  Oinblia

YacTHHA HEO0OXiqHOT 0OPOOKH CHUTHAITy Ma€ MPOBOJMTHCH B
npenpouecopi, 1o xo3Boyisie  30epiraTd  HE3MiHHOIO
CTPYKTYpy 1 mapamerpu cuctemu APM. AnutuBHI 3aBaau
VCIINTHO  TPUTHIYYIOTBCS ~ METOJaMH  BiHEpPiBCHKOi
¢inprpamii. Ilpm HasBHOCTI iHpopmamii mpo IX
MPUMIIICHHS Ta/abo mapaMeTpu IIyMy, 3acTOCYBaHHS
METOJy  CIEKTPaJIbHOTO  BigHIMAHHA €  HaHOUIBII
nouinbHuM. be3  HasBHOCTI  iHGopMamii mpo  dac
peBepOepallii MpoBOAATH Ciline MPHUIYIIEHHs peBepOeparii
OTHUM 3 METONIB: CIEKTPaJIbHHUM BiJHIMaHHAM 3
BUUICHHSM Iay3 MK CJIOBaMH, CIIMOK JCKOHBOJIOIIETO,
METOI0M MaKCUMAaJIbHOI IIPAB/IOO{IOHOCTI.
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Brigenenne oObEKTOB Ha N300paKEHUSAX Uyepe3
MOp(OJIOTHYECKHE TpeoOpa30BaHUs

SAuKoBckuil Anekcanap ApkaabeBUY
SukoBckas Jlapea AnekcaHapoBHA

XapovKrosckuil HAYUOHAbHBIL YHUBEPCUMEN PAOUOIIEKMPOHUKU,
Xapwvros, npocnekm Hayku, 14, 61166
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Anomauyun.  Ilpeonacaemcs  npoyedypa  obpabomku
u306padicenul, no360NAOWAS nymem npUMeHeHUs
Mopgonocuyeckux npeobpazosanutl evidenumy Ha

u306pa91€enuu omoenbHbie NeMEeHmbl uHnmepeca, a 3amem
noocuumams ux KOau4ecmeo

Knroueevte cnosa: uzodpasicenue, (punomp, nuxceisb, 00vbekm

|. BBEJEHHE

OnHo#t 3 obnactelt mpuMeHEHHS IU(PPOBOH 00pPaOOTKH
M300paKEHUI SIBISETCS aHAIM3 MEIULIMHCKUX H300pa)KeHHH,
HampuMep cpe3bl TKaHeW, Ha KOTOPBIX HEO0OXOAUMO
OOHapY>KUTh U BBIIEIUTh OTAENbHbIE 00beKThl (O-00BeKTHI
uaTepeca). [Ipu OONBIIOM KONMHYECTBE TAaKUX H300pa)KeHU
BO3HHKAeT aKTyajbHas 3aJaya aBTOMAaTU3alMU UX 0OpabOTKH.
Jns pemeHus 3TuX 3amad mpejylaraercs MeToauka oOpaboTKH
m300pakernit mpu momonty nmakera MATLAB.

1. PEIIEHUE I[TPOBJIEMbI U PE3VJIbTAT

st BeIenieHust 00bEKTOB Ha N300pakeHUsIX pa3paboTaHo
MHOTo paznuyHbix anroputmoB [1], [2]. K u3o0paxenusm,
WCTIONB3YeMbIM B JTaHHOW pabote, mpeanaraercs NMPUMEHHTh
pasnuuHble Mopdoorndeckue npeodpazoBanus [3], KOTopsle
OTJINYAIOTCSl HEBBICOKOW CIJIOXKHOCTBIO M MaJIbIM BPEMEHEM Ha
00paboTKy.

Ucxoanoe nzobpakenune (puc.1) B Gpopmare bmp cuauana
mpeoOpasyercss B~ OWHapHOE  HM300paKeHHWE  METOIOM
OMHapH3alMK 110 HIWKHEMY TOpPOTY, YTO IO3BOJISIET OCTABHTh
Ha W300paKEHWH OOBEKTHl TIOBBIIIEHHOH KOHTPacTHOCTH

(puc.2).

Pucynox 1 - HcxonHoe nzo0OpakeHne

ITocne 53TOrO0 myTeM IOCIENOBATEIBHOTO HPHUMEHEHUS
takux omnepanuit makera MATLAB, kak clean, dilate, close na
M300paKEHWH  OCTAIOTCS  TOJNBKO  KPYHMHBIE  OOBEKTHI
MOBBIIIEHHOM  KOHTPACTHOCTH, KOTOpblE ¥ SIBIISIFOTCS
oOBekTamu nHTEpeca (puc.3).
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Pucynok 2 - M300paxenue nociae OMHapHU3aIMu 110 HIKHEMY
nopory ¢ ko3gpduirentom 128
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Pucynok 3 - M300paxenue mocie 00padoTKu

Janee mnpu TMOMOIM JPYTMX CHEHHUANBHBIX (QYHKIUHA
MATLAB npousBoautcs nozcuer uncia OU.
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HccineqoBanue MeToA0B OAIaHCUPOBKHU CETEBOM
HArpy3KH
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Anomayua.  Paccmampusaemcs — yemvipe — Memood
OanancupoBKy Hazpy3Ku. CIyHauHblil nepedop, YUKIUYEeCKUll
nepebop, kpamuauuias ouepedb U Kpamuauuids ouepeob ¢
yemapesueli  ungopmayueii o Haepyske.  Taxowce
CPABHUBACTNCSL CPEOHAS 3A0EPIHCKA CUCIEM OISl PAZTUYHBIX
Memo008 6anaHCuposKu Hazpy3KU.

Kniouesvie cnosa: 0anancupogka HAepy3Ku, CAYYAUHbL
nepedop, yukiuyeckutl nepebop, Kpamuauulas ouepeos.

l. BBEJEHME 1 [IOCTAHOBKA 3AJJAYA

banancuposka Harpy3Kku SIBIISIETCS BaXKHBIM
KOMIIOHEHTOM COBPEMEHHOH CeTeBOM HHQPACTPYKTYyphl U
KOMIIBIOTEpHBIX cucteM [1]. bamancupoBky Harpysku
MOXKHO OINpEeNeNIMTh KaKk METOA paclpeseneHus padodeil
Harpy3Kd Ha HECKOJIBKO KOMIBIOTEPOB WIIM  KIJIACTEP
KOMIIBIOTEPOB TI0 CETEBBIM KaHaJaM JJs JOCTH)KEHHS
ONTUMAIIbLHOTO  WCIOJIB30BAHUS ~ PECYPCOB,  KOTOPOE
MaKCHUMHU3HUPYET MIPOITYCKHYIO CIIOCOOHOCTB u
MUHHMH3UPYET 00IIee BpeMst OTKIHKA [2].

Il.  OCHOBHAS YACTb

PaccmarpuBaeTcs 1Ba OCHOBHBIX THIA OaJaHCHPOBKU
Harpy3kH, KOTOpbIE HCIIOIb3YIOT MH(POPMAIUIO O CHCTEME
JUTS IPUHSTHS PEIICHNS:

— C akryanpHOH HHPOPMAIUEH O COCTOSHHU.
— C ycrapesuieit nHpopMaImei.

B crparerun cayualiHOro pacnpeieneHus Harpysku
BXOZSINEe  3aJaHHe  OTIpaBIsieTCss Ha  cepBep C
BepostHocThio 1/N, rme N - xonmuectBo cepsepoB. Ilpu
UCIIONIb30BAaHUKM ~ CTPATETHH  CIydailHOW OaJlaHCUPOBKH
Harpy3Kkd JUCIIeTYep He UMeeT MH(DOpMAINK O 3aAaHUH HIIH
COCTOSIHUSIX CepBepa.

B crparermm nmkiamueckoro mepebopa  3amaHuA
OTIIPABISIIOTCS HAa CEpPBEpPBl. JTa CTpaTerus BbIPABHUBAET
O’KH/TaeMOe KOJIMIECTBO 33JaHUH Ha KaXKIOM cepBepe.

B crparerunm kpaTuailimas ouepenb ¢ aKTyaJbHOU
uHpOpMaIed AUCIeTYep OTIPABISLET 3aJaHHe Ha CepBep C
HaVMEHBIIUM KOJIMYECTBOM 3aJaHuil B ouepenu. Ecmu
HUMEETCSI HECKOJBbKO CEPBEPOB € HAaUMEHbIIEH JUIMHOM
ouepey, AUCIeTYep CIly4aifHBIM 00pa3oM BBIOMpPAET cepBep
W3 JTOTO CHHCKA. JTa CTpPATerws NBITACTCS BBIPOBHATH
TEKyllee KOIMYEeCTBO 3aJaHuil Ha KaxIOM CepBepe.
JucreTdep Takxke TIONy4aeT JUIMHY OYEpEeON CEpPBEpOB
KaXJblii pa3, Korjaa NpHHUMAET pellIeHHeE.

B crparerunm kpardaiimias odepenb C ycCTapeBLIEH
uHpopMalell 0 Harpys3Ke HCHeT4ep TaKXKe OTIPaBisieT
3a/laHAE Ha CEPBEP C HAUMEHBLIMM KOJIMYECTBOM 3a/1aHHI B
ouepeau. OTnuuue OT MpeAbIIyLIed CTPAaTeruu COCTOHUT B
TOM, 4TO MH(OPMAIH O COCTOSHHH CHCTEMBI OOHOBIISETCS C
3a/IeP>KKOH.
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Pe3ynbTaThl MPOBENCHHBIX 3KCHEPHMEHTOB IPHBEACHBI
Ha pUCcyHKax 1 u 2.

Pucynoxk. 1. 3aBUCUMOCTE CpeJHETO BPEMEHH OTKJIMKA OT
3arpy’>kKeHHOCTH CHCTEMBI

W3 pucynka | BuaHO, YTO CTpaTerus KpaTdaimias
ouepenb paboTaeT HAMHOTO JIydIlle, YeM CIIyJaifHbIH BBIOOD
WK IUKITHYECKUi iepedop.

CpaBHHMBass cpeiHee BpeMs OTKJIHMKAa CTpaTeruu
Kpardailmeli odepenu ¢ ycrapeBlieil MHpopMmanuer co
ClIydallHOH cTpaTerued, MOKHO 3aMETUTh, YTO IMOCIETHSISL
Jydlie, a)e eclld HHTepBaJl OOHOBJICHUs COCTaBIIIET BCETO
4 cexynapl. Ho, ¢ uHTEpBaioM B 2 CEKyHABl MEXAy
OOHOBJICHUSIMH ~ CTpaTerus KpaTyailiedl odepenu c
ycrapeBmerd — uHpopMmanued paboTaer Jiydmie, 4eM
CIIydaiiHBII BBIOOp, HO BCE JKE YCTYMaeT KpaTdaifmei
ouepenb C aKTyaJbHOM HH(pOpMAaIHei.

Pucynok. 2. CpaBHeHHE CpeJHEr0 BPEMEHH OTKINKA
CTpaTeruii 6aaHCUPOBKH JUTS CIydasi OOHOBIICHHS
HHGOPMAITUH O COCTOSHUH CHCTEMBI C 3aJePIKKOI

I1l.  BBIBOBI

PaccmoTpeHs! 4eThipe MeToa 0aJIaHCUPOBKY HAarpy3KH C
WCTIONb30BaHUEM HMUTAIIMOHHOW MOJETH, COCTOSIICH w3
OJTHOTO OaJaHCHPOBIIMKA HArpy3kl | IISITH CEPBEPOB.
[Tomy4yeHHble pe3ynbTaThl MOKA3bIBAIOT, YTO CTpPATETHA
Kpardaiimeld ouepenu C aKkTyallbHOM HHQpOpManmei o
3arpy3ke cepBepa J[JaeT HAaWMEHBIIYI0 3alepXKKy, Kak |
oxupanocs. Ho B ciydae, ecan mH(OpMANHsS O COCTOSHUH
CHCTEMBl 3HAYMTENIBHO yCTapesa, CTpaTerusl Kpardaimien
odepenn paboTaeT Xyxe, UeM CciaydaiiHas OajlaHCHPOBKA
Harpys3KH.

CITMCOK JINTEPATYPHI

[1] M. Alizadeh, T. Edsall, S. Dharmapurikar, R. Vaidyanathan, K. Chu,
A. Fingerhut, V. T. Lam, F. Matus, R. Pan, N. Yadav, and G.
Varghese, “CONGA: Distributed Congestion-aware Load Balancing
for Datacenters,” SIGCOMM Comput. Commun. Rev., vol. 44, no.
4, pp. 503-514,

[2] J. Zhang, F. Ren, and C. Lin, “Survey on transport control in data
center networks,” IEEE Network, vol. 27, no. 4, pp. 22-26, Jul.
2013.

COMPUTER AND INFORMATION SYSTEMS AND TECHNOLOGIES
KHARKIV, APRIL2019



Po3po0Oka b/ onucy moBepxHi1 Bi3yBaHHS B
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Anomayin. 3anpononosano O0asi nobyoosu ma Kopexyil

HaAnpAMKY —pyxXy Oe3niiomuux JimaibHux —anapamie y
NOGIMPAHOMY NPOCMOPI HA OCHOBL ONMUYHO20 AHANI3Y Mda
NOpi6HAHHA  300padxceHb 3 OOpMOBUX —cucmem 02180y
npocmopy ma gaxmuunux 300pasiceHv, wjo 0yau 3pooOieHi
paniwe, a mMakoxc 34018 GUSHAYEHHS GUCOMU NOJLOMY
maxoeo udy NiMaibHux anapamis i ii Kopexyii 6 nomoyHomy
yaci Oe3 empyuanna onepamopa. Taxodc € KOPUCHUM O
cucmeM, Wo 6UKOPUCIOBYIOMbCSL ONIsl GIOCNIOKOGYBAHHS HOBUX
00°ekmis, WO 3’A6NAIOMBCA  NICAA NOYAMKOBUX 3HIMKIG
Micyegocmi.

Kniouosi cnosa: onmuunuii ananiz, OpenCV, AForge, cucmema
oenady, besninomHuil JIMAIbHUI  anapam, NOSIMPSHUL
npocmip, micyegicmeo.

l. BCTVYII TA HOCTAHOBKA MPOBJIEMU

Pimenns OaraThox 3anady, siKi 3a0e3MEUyIOTh NPUHHATTA
OOTPYHTOBAaHUX VIPABIIHCHKUX pINIEHh B PI3HUX 00JACTIX
€KOHOMIYHOI,  TOJITHYHOI, BIMCHKOBOT Ta  COI{albHOI
JSUTBHOCTI JIFOJMHHM, TPYHTYETBCSI Ha JaHUX JUCTaHIIIHOTO
3ouayBanHs 3emii (133).

Y 3arankHOMY BUNAJKy, JAWCTaHILiHE 30HIYBaHH:I
BU3HAYAIOTh SIK Iporec abo MEeToh OTPHMaHHS 3HaHb IIPO
00'eKT, IUISHII MOBEpXHi a00 SIBUIIE IUIIXOM aHANI3y JaHHX,
3i0paHuX 0e3 KOHTAKTy 3 JOCHiKyBaHMM o00'ekToM. [lanuit
METOJ] € OJHHMM 3 HaHOLIbII NEPCIEeKTHBHUM 3 TOYKH 30Dy
HaOyTTS 3HAHB PO CTAH IMOBEPXHI 3EMIIL.

3a craructukoro 2018  poky [1] BukopucraHHs
0e3MUIOTHUX JHTAIPHUX amapariB 30uTemIIOCE Ha 18%,
30KpeMa 1 y BilicbkoBHX IUIsIX. KoKeH iTanbHUl amapar Mae
CBOI NPUHIMIH YOPABIiHHS, alle 3 KOXHAM POKOM Y cdepi
PO3pOo0KK OEe3MIIOTHUX JITAbHUX anapariB 3acTOCOBYETHCS
IITYYHUH THTEJIEKT, 1110 A03BOJISIE O3 3aCTOCYBaHHS OlepaTopa
noOynyBaTH MapuIpyTH O TOYKM IPU3HAYCHHS, 10 Oyna
BU3HAYEHA paHille.

PimenHs 3HAYHOT YaCTWHY 3aBJaHb MOHITOPHUHTY Ha OCHOBI
JAHUX TUCTAHIIIHHOTO 30HIyBaHHS IMOBEPXHI 3eMIli 0a3yeThCs
Ha BIUKOPHCTAaHHI MeTOiB 00poOku 300paxens. [1ig 06pobkoio
300pakeHb  OylneMO TOHIMaTH TPOLENYpH  BHIUICHHS
ocobimBocTelt Ha 300pakeHHi 1 iX imeHTH(IKaIii HA OCHOBI
00paHMX XapaKTEPHUCTHK.

CyuacHi BUCOKOTOYHI cucTeMH Hapiramii JIA 6a3yroTbes Ha
KOMIUICKCYBaHHI iHepiiiianx HaBiraniitaux cuctem (IHC) 3
CHUCTEeMaMHU CYITyTHHKOBOI KOpeKIIii abo 3 cucTeMaMy HaBiraiii
mo reo¢pizmuanx monsx (I'®II) 3emm (kopersiiitHo-
eKCTpEMaIbHUMHU CHCTEeMaMHi). BHUKOpUCTaHHS Al KOpeKmii
IHC cynyTHHKOBHX HaBiraumiiHUX CHCTEM - JIOCHThH IPOCTHH 1
eekTUBHUN crocid, OMHAK BiH Mae psA HEIOJiKiB, IO
NOJATaE Yy HU3bKIM 31aTHOCTI NPOTHCTOSNTH IEpEeNIKoAam
CHUCTEeMH KOpEKIlii 1 HeaBTOHOMHOMY (YHKIIIOHYBaHHI
KOMIUIEKCYBAJIbHOI HaBiramiiiHoi cucremu. [lux HemomikiB
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mo30aBiIeHI  KOPENSAIIMHO-eKCTpEeMalbHI ~ CHCTEMH, IO
3IIICHIOIOTH BU3HAUECHHS Micue po3rauryBanHs JIA B micresiit
CHCTEMi KOOpIAWHAT IUIAXOM TIOPIBHAHHSI  €TaJOHHOTO
300pakeHHs, sKe C(HOPMOBAHO 3a37aJeTifib 3a BXIJHOIO
BimeoiHpopMariiero (HampuKiIan, aepo- abo KOCMIYHOTO
(OTO3HIMKY), 3 MOTOYHUM 300paKeHHSM, sike (HOPMYETHCS B
moisoTi JIA. [2]

OCHOBHOIO METOI0 PO3POOKH CHCTEM ONTHUYHOTO aHali3y
(Bi3yBaHH:) 300pa)XCHb MICIIEBOCTI UIA MOOYIOBH MapIIpyTiB
0e3MUIOTHUX JITAIPHUX amnapariB € MNOoBHE ab0 4YacTKOBE
BUKIIIOYCHHS pOOOTH OINEpaTopud 3 Ipolecy BH3HAYCHHS
HUIAXy HOTro pyxXy, a Takoxk i 30epeskeHHS 0COOOBOTO
CKJIany y pasi 3acrocyBaHHs BJIA y BiliCBKOBHUX IIIAX.

Meta  pobotu:  po3poOka  MPOTrpaMHO-arapaTHOrO
KOMIUTEKCY (OpMyBaHHA ©0a3W [aHUX ONHCY MOBEPXHi
BizyBaHHs B ontuuHoMy (TB) niama3oHi Ha Manux BUCOTaX st
OC3IUIOTHHX JITAaJbHUX aIlaparib.

Jani nmucraHuiiiHoro 3oHmyBaHHs 3emii (300pakeHHs
3eMHOi MMOBEPXHI 1 pi3HI 3apeecTpoBaHI MapaMeTpH 3EMHHUX
00'€KTIB 1 SIBHII]) OTPUMYIOTh 3 JOMOMOIOI0 Ha 'O JaTYHKIB
ab0 sHIMaIbHMX cucTeM. [lim 3HIMaAJIBHOIO CHCTEMOIO
PO3yMIIOTh TEXHIUHI 3aC00H, 3a JOTIOMOTOIO SIKUX PEECTPYIOTh
CJIEKTPOMATHITHE BUIPOMIHIOBAaHHS. 3aJIe)KHO BiI MicHs
YCTAHOBKM 3HIMAJIbHOI CHCTEMH BHUMIPIOIOTh 1 PEECTPYIOThH
BUIIPOMIHIOBaHHs B HAa3eMHHX YMOBaX, 3 HOBITPSHOrO (aepo-)
JitaneHOro amnapaty (Hocist). [Tpu otpumani iHopmanii mpo
3eMHY IIOBEPXHIO BEJMKOI TPOTSKHOCTI JaHWUH METo]
HaWOUIbLI e(PEKTUBHUIL 1 OTIEPATHBHHA.

300paxeHHs, 10 OTpUMaHi 3 OOPTOBHX CHCTEM OISy
OC3IIUJIOTHOTO JIITANFHOTO amapary MpeaCcTaBIsIOTE CO000
HAOIp TIKCETiB, MO0 MAalTh I[EBHHH KOHTPACT Ta KOJip.
3aBSIKM [bOMY Bi3yBaHHA OO’€KTIB B pi3HI TMOPH POKH
YCKJIAJHSIOTHCS MOrOJHUMHU yMoBaMu. Came 3a/uisi yCyHEHHS
niei mpobiemMu HeoOXimHO cTBOpIOBaTH 0asy JaHUX OIHUCY
MOBEepXHi Bi3yBaHH:.[3]

OCHOBHOIO TIpOOJIEMOI0 Ha NEPIIONOYATKOBOMY €Tali
00poOKM 300pakeHHs € 3a7adya BHOOPY O3HAK 3a SIKUMHU Oyje
poziOpane 300pakeHHs. Y 3amadi BUOOPY O3HAK MOTPIOHO 3
OTPUMAaHNX  BHXITHUX  JaHUX  BUAUIATH  XapaKTepHi
BJIACTHBOCTI 00'€KTIB, HA OCHOBI SIKMX C(OPMYBaTH HPOCTIpP
OIMCIiB TaKWM YHHOM, II00 B I[bOMY NPOCTOPI iHII 3aBIaHHS
po3Ii3HaBaHHs BUpinryBaiucs O srerme. s HOro Ha OCHOBI
BUXIJHUX JaHWX CJiJ BiIOKPEMHTH O3HaKH KJaciB 0Opa3iB
(abo MIXKJIAaCOBI O3HAKH) BiJl BHYTPIITHHOKJIACOBHX O3HAK.

Tak sk KOXHE 300pa)k€HHS IPEICTaBisie cOo00 HaOIp
MKCEJNIB, IO MArTh CBOi BIACTHUBOCTI, TO BHPIIICHHS i€l
MIPOOIIEMH TIOJISATAE Y HACTYITHOMY:
30ip ONTHYHKX 300pa’keHb OJHI€T IUIOLUIMHY Y PI3HUX
pakypcax;

PIIEHHS TPOBJIEMU TA PE3VJIbTATU
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- TpUB’sA3Ka KOXHOTO i3 300pakeHb 1O KOHKPETHHUX
KOOpZMHAT MICLEBOCTI 3aJyIsl MOAAIBIIOI0 BUKOPUCTAHHS iX
py T0OYIOB1 MapUIPYTiB OE3MIIOTHHX JTITAIFHUX arlapaTiB;

- TEepEeTBOPEHHS OTPUMAaHUX 300paKeHb Yy YOPHO-OLITy
KOJIbOPOBY TaMMy 3aJJIs1 PO3pI3HEHHS Pi3HUX THIIB O0'€KTiB
MICIIEBOCTI 32 KOHTPACTHICTIO;

-~ po30UTTA BHUXiZHOTO 300pa)kKeHHS HA IIMATKH, IO
MicsaTb N*N mikceniB Ta MPUCBOEHHS IM MITKH, IO JJO3BOJIUTH
imeHTHdiKyBaTH HOTO B MallOyTHROMY;

— 3aHECCHHs J0 0a3u JaHWX OTPUMAaHOI iH(opMaIrii.

Koxanit eTarn 00pobOKH OIITHUKO-EJIEKTPOHHOTO
300pakeHHs BiJOYBA€ThCS 3a JONOMOTOI0 POIPaMHOTO
KOMILIEKCY, 10 po3pobieHuii Ha ocHOBI Oibmiotex OpenCV Ta
AForge st mpuckopeHoi 00poOKH.

[IporpaMHuii KOMIUIEKC CKIIANAETBCA i3 0a3W MaHWX, IO
MICTUTh OCHOBHY iH(OpMalilo Mpo NPHHHATI 300pakeHHs Ta
MPOTPaMHOTO 3a0e3MeueHHs, 0 HeOOXiTHO It 0OpoOKH Ta
BUJILJIEHHSI OCHOBHOT iH(opMarii i3 300pakeHHs.

Mertoro Bi3yBaHHS 300paKeHHS y IIbOMY TIPOCKTI €
BU3HAYEHHS OCHOBHUX KOHTYpIB Ta TIOpIBHAHHA iX i3
300pakeHHAMH, MO OyAyTH OTpHMaHi B MaHOYTHbOMY IIpH
noOyZ0BI  MapumipyTiB OE3MUIOTHUX JITAIBHUX —Aaraparis.
BisyBanHs pmaHMM cnocobOM OCHOBaHE Ha BH3HAUYCHHI
KOHTYpIB O0O0'e€KTiB, IO 3YyCTPIYalOTHCI Ha 300pakeHHI Ta

MOPIBHSHHI ~ KOJIBOPOBUX  IPOCTOPIB i3  MPOTOTHUIIOM
300pakeHHS.

OO0pobKka 300pakeHHs CKJIAJA€ThCs 3 JICKITBKOX CTaIliB.
[lepmM eramoM € TEPETBOPEHHS HOro  KOJIBOPOBOTO

MPOCTOPY Ha YOPHO-OLIHIA. (y pa3i SKIO ONTHYHE 00JIaHAHHS
3 SKOTO HagXomuTh rpadidna iH(opMamis TO3BOJIIE POOHUTH
KOJbOpOBI  3HIMKHM). lle HeoOXimHO sl  MOJAIBILIOTO
NpUCKOpeHHsT 00poOku iHpopmanii. Jpyruit eran momsrae y
BU3HAYEHHI KOHTYpIB 00'eKTiB Ha 300pa)k€HHI METOJIOM
Opimena. BiH momsirae y BU3HaYeHI KOHTYpPIB 3a JOIMTOMOTOO
LEMHUX KOJIB, 10 MPEACTABIAIOTh TPaHUL 00’€KTa Y BUTJISII
MOCIITIOBHOCTI BIIPI3KIB NPSAMEX JIHIA y BHIIIAHI MPSIMHUX
JIHIA BIAMOBIAHOI JAOBKHUHH Ta HAOPSAMKY. B OCHOBI IHOTO
MpeCcTaBIeHHs mossirae 4- abo 8- 38’sa3Ha pemriTka. /JJosxuHa
KOXKHOTO Bif[pi3ka BH3HAUYAETHCS 3MATHICTIO pEIITKH, a
HAINpPSIMKH 33al0ThCsl 00paHuM KojIoM. [4,5]

Takox Jpyruil eran mossirae y po3OHUTTI 300pa)KeHHs Ha
[IMAaTKH, 110 MAfOTh MTEBHY KUTBKICTh MIKCETIB i po3Mip. 3amis
MOJJAJIBIIIOTO ix IH/IEKCYBaHHSI i MOYJIUBOCTI
po3mnapanenaoBaHHs orepalii MOpiBHAHHSA ABOX 300pakeHb Ha
rpadiuHuii mpouecop i3 30uIbLIEHHAM MIBUAKOCTI. KokHa
YaCTHHKA TaKOro 300paKE€HHS IHAEKCYEThCS 1 BiJHOCHUTHCS
came 10 TOoro 300paxkeHHS 3 sKoro Oima B3sgTa, a
Ge3nocbepeiHbO camMe 300paKeHHS! BIJHOCHUTHCS IO HEBHHUX
KOOpJIMHAT, 10 BHU3HAYAIOTHCS amaparypor 1 TakokK
3aHOCATBCS JO0 ©Oasm panmx. ToOTO Tpu  HEOOXiTHOCTI
moOyIOBH MapHIpyTiB y AMHAMIYHOMY PEXHMIi, 32 HasBHOCTI
Ha OOpTYy HEOOXIMHMX OOYHCIIOBATBHUX  MOTYXHOCTI
0e3NMuIOTHUH JITAIPHHUI amapaT Mae MOXKJIMBICTb BH3HAuyaTH
MapuIpyT CaMOCTiiHO 06e3 BTpy4YaHHS oleparopa i KOperyBaTH
Horo 3a HeoOXiHICTIO.

Tperiit etan € 3aHeCeHHS OTPUMAHUX PE3YNBTATIB 10 0a3u
JMAHUX 1 CTBOPEHHS HEOOXIMHUX 3aJI)KHOCTEH MiK ycima
yacTuHaMu. Ha mpoMy ertami rooBHUM (aKTOpOM € IIBUIKICTh
oOMiHy naHMMH 13 0a3010 naHWX. Big IBOro 3aJeKXUTh
MBUAKICTH  00poOKkM  iHdopmamii, MmO TocTymae [0

IIEHTPATLHOTO MPOIIECOPY JIITATHHOTO anapary, sIKuil IpuiMae
pilIeHHs Ta HaBNakH i3 Kamep OoprtoBoro orisny xo b/l i3
METOIO 3aIIHCY.

I1l. BHCHOBKU

Januii MeTo] 1O3BOJISIE CTBOPUTH, SK KOHTYPHHH OIHUC
3eMHO{ TOBEpXHi, TaK i ONHC IOBEpPXHi, IO 0a3yeThcs Ha
(dopMyBaHHI  KOJBOPOBOIO  IPOCTOPY  300pakeHHS 13
MTOTANTBIIIAM HOTO TIOPIBHSIHHSAM 13 (DaKTHIHIM 300payKeHHS.

Henonikamu MeTomy Bi3yBaHHS B ONTHYHOMY Jialla3oHi €
HACTYTIHI:

- HemouBicTh BUKOPHUCTAHHS B HIYHHUI Yac 100U, 1110
€ CyTTEBHM HEJIOIIIKOM;

- HeoOximgHa BenwWka KUTBKICTh 300pakeHb OJHIET
IUIOIIMHE TIOBEpXHI Wi pPI3HAMH  pakKypcamu, 3Ll
MOJaJbIIOT0 3aCTOCYBaHHS OTPUMAHHX JAHWUX 1 OTPUMAaHHS
TOYHHX PE3yJIbTATIB;

- 3acTocyBaHHS amaparypH, II0 3aTHa 00poOJIATH AaHi
OOpPTOBUX CHCTEM OINIAY (Ha NaHHMH MOMEHT Ma€ BHCOKY
BapTICTh);

- HerouHicTe BH3HAa4YeHHA BHCOTH J0 O0’¢kTa 3a
paxyHOK BUKOPUCTaHHS METOly KOHTPACTHOT'O BU3HAYECHHS.

Jlo OCHOBHMX IO3WTHBHUX MOMEHTIB JAHOTO METOLY
Bi3yBaHHSI MO’KHA BIJIHECTH HACTYIIHI:

— MoXIMBICT BH3HAYEHHSA OO'€KTIB 13 3aJaHOIO
TOYHICTIO, TOOTO MOYKHA BHUAUIUTH, SK JUISHKA 3€MHOT
MTOBEPXHi, TaK 1 OKpeMi 00’€KTH (MOCTH, OyAWHKY Ta iHIII);

- YacTkoBe BHKJIIOUEHHS oreparopa 3 mporuecy 300py
iHpOpMAIii;

- DBukopucTaHHs maHMX JUIA  IHIOMX CHUCTEM, ILO
NOBUHHI BUKOPUCTOBYBAaTH JlaHi 3 OOPTOBUX CHCTEM OIJISLY
OE3MIJIOTHOTO JHTAaJBHOTO amapaTy 3a JIOIMOMOIOK 3arajibHoi
0a3u JaHux;

B pesynmbraTi aHamily OTpUMaHHX IaHHX OYyJO BHSBICHO
Te, LI0 METOJA IHTEPIOJALIl, SKWI 3aCTOCOBYETBCS IPU
BH3HAYCHHI BiJHOIICHHS Ti€i UM iHIIOT YaCTHHU 300pakKeHHS
JI0 TIEBHOT'O KOJILOPOBOT'O CIIEKTPY € HAHOLIBII ONTUMATIBHUM,
ayie BHOCHUTH TIEBHUH KOe(illi€eHT TOMUIIKA IIPH BU3HAYCHHI.

OtpuMaHi BHXiJHI pe3ylbTaTH pOOOTH MPOrpamHo-
arnapaTHOro0 KOMIUIEKCY Iy)KE 3alleKaTh BiJ BXIZHOTO OIHCY
CUTHAJTy BIINOBITHOTO OO0 €KTY, SIKUM HEOOXiMHO 3HAWUTH, 1
Croco0y y BiJIOBIAHOCTI 3 SKHM IEH CHUTHAN IPeICTaBICHHUHA
Ha 300paKeHHI, IO CIOCTEepIraeThcs. IHaKIEe MOCTaBIICHA
3aBJIaHHS, [0 MOKJIAIAETHCS Ha 10 PO3pOOKY BTpavae CeHC.
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Abstract. The purpose of the work is the optional expansion
of the automated fare collection system in public transport
of the city of Kharkiv to improve the transport network
based on the use of GPS tracker. The following methods are
used: process modeling using the IDEFO charts. The
proposed expansion of the automated payment system for
public transport in the city of Kharkiv can be applied
without changing the hardware base of the system, and will
also achieve results such as increasing road safety,
reducing time and energy resources costs for travel,
improving vehicle comfort, increasing the competitiveness
of carriers, improving public transport image.

Keywords: automated fare collection system, automatic
payment systems, GPS, electronic travel document, IDEFO.

l. INTRODUCTION AND PROBLEM STATEMENT

Nowadays, the lives of most citizens of the world is
closely connected with the use of information systems. Due
to the significant advances in information technology, the
transport sector is undergoing significant changes: from
smart ticket payments to new initiatives multimodal
mobility and autonomous vehicles. A wide range of
publications on this subject emphasizes the importance and
relevance of this study Thus, the work of Carmelo R. G. and
Ricardo Perez describes an automatic payment system based
on various mobile communication and information support
devices that reduces operating costs through the use of local
communication infrastructures and general-purpose devices.
A. Gusev's and V. Sergeev.'s approach is to supplement the
existing concept with the components of internal control for
autonomous elements [3].

Nowadays, automatic payment systems are introduced in
many countries of the world, including Ukraine. One of the
leading companies in the world involved in the
manufacturing of equipment for the automated fare
collection is the Czech Microelectronics Company.

One of the latest projects where the hardware and
software solutions of Microelectronics Company have been
used, is the project "Eticket" in the city of Kharkiv. The
system of the single electronic ticket of Kharkiv has an
architecture similar to that implemented in the Czech
Republic and other large cities of the world.

To represent the transactions exchange process between
the server and validation device, the model of data exchange
between the server and validation device has been made,
which is represented in notation IDEFO (Fig. 1). This model
allows to understand how transactions occur in the system
for further improvement.
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Figure 1 The model of data exchange between the server and
validation device.

GSM -modem DHSP x

In such systems, for the provision of communication
through  GSM  channels, the power of local
telecommunications operators is used, which imposes
certain restrictions on the volume, speed and data
transmission volumes. Within this system, a tariff plan with
a traffic restriction of 700 MB per month is used for each
vehicle.

The current system analyzes the data exchange between
the server and the validator for a complete 90-minute
communication cycle.

The following main stages of data exchange can be
distinguished:

1. Getting the IP address.

2. Time synchronization.

3. Access to the database connection.
4. Upload validation.

At the first stage of obtaining an IP address, the network
protocol DHCP is used. The device asks for an address to
the server. The server, in return, receives the message of the
device, defines the necessary configuration of the client in
accordance with the initial settings and sends it to the
device. At this stage, the device must select one of the
configurations and send a request to the server. The server
confirms the request and the device may apply the
settings.In total, during the session, approximately 30
packets of a total volume of 9,000 bytes are transmitted.

The second step is to synchronize the current time with
the server on the device for the correct transaction record.
One time synchronization session consists of 12 packets, 8
of which are directed to the server and 4 to the client. The
total packet size in one session is 1080 bytes. Access to the
database connection takes place once every 15 minutes.

Transmission of transactions to the server occurs every 90
minutes. Packet data transfer is used, namely the cross-
platform SOAP protocol, which can be used in conjunction
with other data transfer protocols. SOAP provides additional
safeguards for the confidentiality and data integrity, and also
offers built-in repetitive logic to offset unsuccessful data
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exchange attempts. One packet size is 1192 bytes.

The total amount of data uploaded to the server during
one complete loop of communication is 150 kilobytes, and
70 kilobytes loaded on the device.

Thus, in order to ensure full functioning, the system uses
only 220 kilobytes during one communication loop. Taking
into account the dynamics of the growth in the number of
transactions, one can predict that at a maximum load, the
Internet traffic of one device will be about 500 megabytes.
This provides the potential for the expansion of the
functionality and additional download link.

II. PROBLEM SOLUTION AND RESULTS

To improve the system, it is suggested to introduce a
navigation GPS system. The use of modern programmable
controllers as part of the equipment makes the system
unlimitedly flexible, opens up many opportunities for
expansion of the system itself, as well as opportunities to
provide it with additional functions. Existing hardware
features allow to combine multiple systems into one
software and hardware complex. This will make possible
not only to track the movement of vehicles, but also to
optimize the route network based on the analysis of paid
trips, passenger traffic and passenger behavioral models.

Using the GPS module, it is planned to receive
information about the location of the transport and transmit
it to the processing center [5]. Based on transport location
information, bindings of statistics on the number of
transactions to the transport route and its schedule can be
utilized using certain algorithms to programmatically adjust
the transport route, its traffic and idle time. Also, this system
can be equipped with sensors for monitoring of transport
resources, which will provide information on energy costs
and the possibility of their usage optimisation.

The existing hardware of the AFC system has the
necessary tools to obtain, store and process the necessary
transaction information. Each unit of ground-based public
transport is equipped with an on-board computer OCU-10.
It, in return, is equipped with GPS and GSM antennas. GSM
communicates with the processing center, where the
recording of information processing in real time occurs.

After analyzing the capacity of the communication
channel, it can be stated that this system has the ability to
use a certain amount of traffic to transmit GPS coordinates
from the device.

The transmission of one coordinates pair with system
information takes 263 bytes. When sending GPS
coordinates, every 10 seconds, in the current operating
mode of vehicles, traffic consumption per month is about 50
megabytes. This is 9% of the total traffic, taking into
account the transfer of GPS coordinates, and allows to use
the system's functionality without changing the tariff plan.

To improve the software of an existing hardware base,
the following features may be provided by the system:

1. Creation of a timetable for routes.

2. Operational control and management of vehicles on
routes.

3. Control of the vehicles’ availability in the section
of each route in accordance with the approved
schedule.

4. Availability of tools for detecting deviations from

planned schedules on the line.
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5. Traffic monitoring on the routes of controlled
vehicles in real time.

6. Visualization of the location of all vehicles on the
electronic plan of the area.

7. Control of driver's working time on the line.

8. Ability to load vector graphs of roads.

9. Storage and processing of navigation and telemetry
data obtained from vehicles.

10. Receiving report data on the transport work

performance.

11. View and analysis of the data in the archive,
resolving controversial situations.

In future it is planned to expand the functionality of the
system by introducing navigation for the driver, and an
information board for passengers. Using the existing GPS
tracker as the basis, passengers can be automatically notified
about the route and its stops. For the driver it is planned to
create a navigation program that will control the speed of
transport and its route using data from traffic sensors and
will provide guidance to the driver on optimal route
decisions and speeds.

Referring to the information on the driver's working time
on the line, it is possible to introduce a payroll system for
employees in accordance with the data in the transport
system. It can be achieved by improving the software,
namely, by the implementation of algorithms that are based
on the data from all routes for a certain period of time from
the archive.

I1l.  CONCLUSIONS

The existing automated fare payment system is flexible
and has the ability to expand and align with other systems,
using only its own hardware base, by improving the
software. Implementation of the GPS navigation system will
cause a 9% increase in channel traffic, which is entirely
within the current system and will not require additional
financial costs.

The use of additional functions based on GPS navigation
will increase the competitiveness of the system and in the
long run will allow to transfer the entire system of vehicles
management and monitoring, as well as workers, into an
electronic automated system.
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Aunomayun.  Ilpu  peanusayuu  3a0a4  KOJIOUHLECKO2O
MOHUMOPUHEA OKpydHCaiowelt cpeowl, npumensemcs
pacnpedenénnaa obpabomka uxgopmayuu, He npeononazarouas
COnoOuUHeHUs U CUHXpoHuzayuu Oeiicmeuii. Kpome moeo,
Odeyenmpanuzayusi 0ONYCKaem peKoHpuUeypupyemocms cocmaea u

ceszell UHDOPMAYUOHHO20 KOMNIeKCa. THoooepoicanue
HAOENCHOCMU  cUCmemMbl  HA  YOOGLEMEOPUMENbHOM — YPOGHE
npeononazaem CUHMELNEKMYANbHOE HANoNHeHUuey, c

coemelyeHuemM 8 0OHOM dleMeHme HecKoMbKux @yukyui. O6vém
UHDOPMAYUOHHO2O NOMOKA YeNecOOOPA3HO MUHUMUSUPOBAMDb C
npuMeHeHueM NpUHYuno8 Kiacmepusayuu. Jna - peanusayuu
npeonoicena MOOUPUYUPOBanHasL Kapma Koxonena,
noooepocusarowas — NAPANIENbHbIL  YUKIUYECKUl — npoyecc
obyuenus. Paccmompeno mpu  NOCNe008AMENbHLIX  IMAna
IKCHIYAmayul, 0Xeamvleéaroujue, COOMEEMCMEEHHO, HAYATbHOE
obyuenue, mexyuee 0000yueHue U KOMNEHCAYUIO BDEMEHHO20
mperoa.

Knrouesvie  cnoea: rkapmwi  Koxouena,
06pabomka, YeHMpaIU308aHHAaAs 06PAbOMKA .

pacnpedenénnas

. BBEJIEHUE U TIOCTAHOBKA 3AJIAUU

B pasznuunbix npeametHsIx obmactax (I10), B wacTHOCTH
B CBA3M C 33Ja4aMH HKOJOTMYECKOTO MOHHTOpPWHTA
OKpyXalolled  cpenbl, MNPUMEHSETCs  pacrpeles€HHas
obpadorka (PO) madopmarym [1]: pacnpenenéHHbIit cOop,
HaKOIIJICHNE, XpaHeHHeE, pe1oOpadoTKa 1 MepechuIKa.

Il.  PEIIEHME IPOBJIEMbI 1 PE3VJIBTAThI

Hemecoobpasznocts PO amkTyercs pacmpenenEHHBIM
xapaktepom I10. IentpanuzoBanHas o6pabotka (11O)
MeHee s¢dexTuBHa, MOCKOJIbKY IpearoIaraeT
JIOTIONTHUTEIbHBIE PECYpCHBIE W BpPEMEHHBIE 3aTpaThl Ha

nepechlIKy wuHpopManuu. B psage ciaydaeB 310 He
NpUEMIIEMO B CBS3M C OrPAaHWYCHHBIM BpEMEHEM
akTyanbHOcTH MHGpopManuu. Kpome Toro, wimoueBas

ocobeHHocTh 11O — mpenmyIecTBEeHHO MOCIea0BaTENbHOE
BbINIOJIHEHHE AericTBUi. PO — U3HauanbHO pacnapasuiesneHa,
T.K. IPEUMYIIECTBEHHO HE TPENoJaraeT COTOAYNHEHUS U
cuHXpoHM3auuu neiicteuil. VHrepec k PO o0yciosnen
pa3BUTHEM aBTOHOMHBIX (camoopraHu3yOmuXCs,
CaMOIIOJICPKUBAIOIINAXCS, THOO PECYpCHO-OTPAHUYCHHBIX )
CHUCTEM, B KOTOPBIX B TEYCHUH MPOIOIKUTEITLHOTO BpEMEHHU
HHPOpPMALUS MOXKET CHUMAaThCi C Ha0oOpa CEHCOPOB,
KOKIBIA W3 KOTOPBIX HE OCTIKUM W OTPaHUYCH B

BO3MOXHOCTH 00CITyKMBaHUS (mpodunaxkTHky,
BOCCTAHOBJIEHMUS], KaJTHOPOBKU u Ip.). s
COOTBETCTBYIOILUX no Lenecoo0pa3Hsbl
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pexoH(pUTYpHUpyeMble KOMIDIEKCH cOopa U mpenodpadoTku
nndopmanmu. OTaenabHBIE  CEHCOPHI  WHIMBHAYAJIbHO
BEIpa0aTHIBAIOT CBOM pecypc WK OTpabaTHIBAIOT CBON ITUKIT
JIO CAMOBOCCTAHOBIICHHSI, TTOCTIE YETO TEPSIIOTCS (BBIBOJATCS
W3  OKCIUTyatamuw), Jubo  «Oepyr  may3y»  Ha
caMoBOCCTaHOBJICHHE. DYHKIIMOHAIBHBIA PECYpC CHUCTEMBI
IPH 5TOM COKpALIAaeTCs, BCIIEACTBUE YETO PEATH3YeTCs
pekoHdUrypupoBaHue CBs3eil Mexay ceHcopamu. Ilpum
NPEBBINICHHN KPUTHYECKOT'O YPOBHS HOTepH
GyHKIMOHANBHOCTH (IeHIUT (YHKIIMOHAIBHOTO pecypca
HE KOMIICHCUPYETCsI PeKOH(UTYpaleil CHCTEeMbI), CHCTeMa
JIOJDKHA «JJ03aCEMBATHCS» HOBBIMU HAapPTUSMH CEHCOPOB.
JlocTaTOYHO OYEBHIHO, YTO HAAEKHOCTh CHCTEMBI MOXET
MOAZCPKHUBATEC Ha YIOBICTBOPHTEIBHOM YpPOBHE HpH
HaJJICKaAIICM CHUHTCIIJICKTYaJIbHOM HAIIOJIHCHU M)
aneMeHToB (ceHcopos). LlermecooOpa3HO COBMelIeHHE B
OJIHOM  DJIEMEHTE HECKOJBKUX  (DYHKIHUH: coop
uHbOpPMALUK, HaKOIUIGHHE, NpenoOpadoTka, XpaHCHHE,
opraHmzanys CBsi3M M mepecbuika uHpopManuu. OO0bEM
MH(POPMALMOHHOTO OTOKA JIOJDKEH OBITh MHHHMH3HPOBaH,
MO3TOMY TpenoOpadoTKa JOIKHA BKIIIOYATh 000OIICHHE U
VIUIOTHEHUs, a cOOp HMH(pOpManuu - paclo3HaBaHHE W
CBCIACHHUC K COOTHCCCHHIO C THUIIOBBIMH 00BEKTAMH  HIIH

COCTOSIHMSIMH, T.e. Kiactepmzamus. s peamusamnun
YKa3aHHOTO, MPEUIOKEHBI MOAUMDUIUPOBAHHBIC KapThI
Koxormerna (MKK), monnep:kuBaroniye TapajuIeibHBIA

[MKJIMYIECKHI mporiecc o0yuerus [2].

I1l.  BBIBOBI

PaccmarpuBaerca Tpu stama skcrutyaraunn MKK B
cocraBe cucteMsl ¢ PO: n3navangpHOe oOyueHHe (MCXOmHAS
KJIacTepu3alust ~ COCTOSIHWMI) ~ ceHcopa,  aBTOHOMHOE
noobyuenne  «OoptoBoit»  MKK  ceHcopa  mocne
«BbIcenBaHus» B mpoctpaHctBe 110, KOppeKTHpOBKa
(obpatHas cBsa3p) MKK mng  yuéra (kommeHcanum)
cTapeHust ceHcopa. Takum oOpazoM, BTOpPOH W TpeTmit
9TaIbl YYUTHIBAIOT, COOTBETCTBEHHO, IPOCTPAHCTBEHHBIN H
BPEMEHHOH acNeKThl IKCILTyaTauu cuctemst PO.
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DNN. MCD egwi6pan 6 rkauecmee nokaszamens oyenxu. Iloxasano,
umo Mempuxa oueHb YyeCmeumenbHd, HO ciabo Koppeaupyem ¢
PEabHbIM Ka4eCmeoM, 60CNPUHUMACMbIM YeL0GEKOM.

Knroueswie cnosa: voice conversion, deep neural network, text-to-
speech, generative-adversarial networks, Mel-cepstral distortion.

I BBEJEHUE U [TIOCTAHOBKA 3AJIAUYU

KonnenrtyansHoe TpeOOBaHHE K YeEJIOBEKO-MAIIMHHOMY
untepdeiicy (UMU) MaKCUMaiabHas KOM(GOPTHOCTb,
€CTECTBEHHOCTh U MNPHUONMKEHHE K  XapaKTepUCTHKaM
MEXKYCIOBCUECKOI'O B3aHMOI[eI>iCTBHH. 3anaTLI 3HAYUTCIbHBIX
TBOPYECKHX YCWIMH HA pa3pabOTKH B ITOM HANPABICHUH —
00ycioBIeHbI TeM, 4To kKadectBo UMM — 310 Oosiee HU3Kas
YTOMJISIEMOCTb (IpOAOIKHUTENLHOE COXpaHeHHe
paborocnocobHocT) — mepcoHanma.  OJIHOBPEMEHHO  3TO
CHIMXXKEHUE BEPOSTHOCTH OMIMOOK ONMEpaTOpOB, U MOBBILIICHUE
3¢ PEeKTHBHOCTH BCEil YeIOBEKO-MaIIMHHOM CHCTEMBI [1].

BaxHoii cocTaBmnstomieii o0mieit mpodiieMaTHKe pa3padoTKH
UYMW sensiercst peueBoit unHTepdeiic. B mHpopmanmonHOM
IUIaHe, PEeYeBOM KaHal 4YeIOBEKa CYIIECTBEHHO MEHBIIE I10
00BEMy, yeM 3puTensHbIi. Ho B MtaHe BaXHOCTH (LIEHHOCTH)
neperaBaeMoi 10 HeMy HWH(OpMalud, - COOTHOILICHHUE
npoTuBOTNONOXKHOE.  OOBSICHEHHEe  ATOMY  CJEIyIONIee.
[ockonmbKy uenmoBek CYIIECTBO COLMAIbHOE, MHOTHE
BaXKHBIC 33/la4yl peuaroTcs rpynnamu jaoneil. Yacro, rpynna
ObIBaeT pasziesieHa B IPOCTPAHCTBE, TAK YTO KAXIbIH HHIWBU/
MOJy4aeT YHUKaJIbHYI0 WHGpopManuioo. PeanpHBI cuTyarmw,
IPU KOTOPBIX TOJBKO OJMH MHIMBHJ TIOJTy4aeT HH(HOPMAIHUIO,
KPUTHYECKYIO ISl BCEH TpymIel (OMAacHOCTh HIIH, HA000pOT,
CYIIECTBEHHBIH BBHIUTpPHINI). Torna pedeBoil KaHal — BajkKHOE
CpPEeICcTBO  TepeAadyd  KPUTHYECKOHW  (CHTHAJIBHOW — WIH
KOMaH/HOH) wuH(popmanuu. PesynbraT — BBIMIPHIN Beei
rpynmel. MacoiraGsl IpUMEHEHHSI KOMITBIOTEPOB B KadeCTBE
YCUIIMTENEH 4YeI0BE€YEeCKOr0 HHTEIIEKTa CTAHOBSITCA CTOJb
3HAYUTENbHBIMM, YTO TpYyIONa - CTAHOBHUTCS HYEJIOBEKO-
MammHHOM [2]. OTcroga BaXXKHOCTb PEYEBOr0 UEJIOBEKO-

PEIIEHUE IPOBJIEMBI U PE3VJILTATBI
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MaImmHHOTO HHTepdeiica - KoMpOpT Hepenadn KPUTHICCKOH
nHpopManuu.

KnroueBass  cocraBnstomass ~ mpoOieMsl - 3amada
KOHBepTaluu ronoca (Voice conversion). TpaauuuoHHOE
perenne - raybokue Heiipounsie cereit (DNN - deep neural
network) B kauecTBe akycTHueckux momeneit aias TTS (text-
to-speech) u VC (voice-conversion). OHE MOTYT JTOCTATOYHO
TOYHO MOJIEIUPOBATh COOTHOLICHHE MEXAY BXOJHBIMHU
JaHHBIMH MOJENH M 3BYKOBBIMH XapakTepucTHKaMu. Ho
peueBble  MapamMeTpbl  UMEIOT  TEHJACHIHMIO K  CBEpX-
CTJIa)XKMBAHHMIO, YTO CHIDKAET KauyeCTBO PEYH.

PaccmaTtpuBaeTcss - HCIOJB30BaHHWE  TE€HEPATHUBHO-
cocrszatensHoii  cetu (GAN - generative-adversarial
networks), koTopas. mpeacTaBmsier  coOOH  Mozes,
BOCIPOU3BOJSIYIO CIOKHYIO B3aUMOCBSI3b MEX/Y BEKTOPOM
BXOAHBIX JIaHHBIX CIy4aWHOro IIyMa W  BBIXOAHBIX
napaMeTpoB C TOMOLIBIO  COCTA3aTEJIBHOrO  Ipolecca.
Hcnonp3ytoTcst 1Be MOAMOAENHU: TeHeparop (MONyddTh Ha
BXOA CIy4alHBIH IIyM M CIeHEpPUpOBaTh JaHHbIE) U
JUCKPUMHUHATOP (TIOKa3bIBAaCT BEPOSATHOCTh TOTO, UTO JaHHBIC,
NOJaHHbIE Ha BXOJ|, MOJYYEHBl U3 TPEHHPOBOYHOIO Jaracera
WIN CO3JaHBl TeHepaTropoM.). B  kadectBe MeTpuKu
ornennBanms ucnsitana MCD (Mel-cepstral distortion).

KencrpanbHble npeoOpa3oBaHust JEMOHCTPUPYIOT BHICOKYIO
YYBCTBUTEIHHOCTb, HO Biiesiom MCD He mo3BoJsieT BBIICIUTD
npeumyiiectBa GAN, HEMOCPEACTBEHHO BOCIPUHUMAEMBIX HA
ciyX. B mocnemyromeit pabote ISl OLIGHKH KadecTBa
CHHTE3MPOBAaHHOW peun clieayeT ucnonb3oBate MOS (mean
opinion SCore) - 4KCAEHHYI0 MEPY OLEHUBAEMOIO YEIOBEKOM
00I1ero Ka4ecTBa COOBITHUSI WIIN OTIBITA.

BbIBO/1bI

IIEPEUEHB JINTEPATYPBI
[1] Muxans 0.0. WnhopManmoHHbIiH aCIeKT OpraHu3aIum
WHIMBUIYaIbHON  TBOpPYE-CKOM  UEIOBEYECKOM  JesATe]bHOCTH. //
Wudopmarnka,  MaTeMaTHYeCKOE  MOJICIMPOBAHHE,  IKOHOMHKA:

CoOopHuk HayuHbIX crateii mo wuroram Tperbeil MexayHapoaHoO#H
HAY4HO-TIPAaKTUUECKOH KoHpepeHuuu, r. CMmoneHck, 24-26 anpens 2013
r. B 3-x Tomax. Tom 2 — Cmonernck: Cmonenckuii ¢puuan Poccuiickoro
yHHBepcHTeTa kooneparmy, 2013. — C. 81-88.
[2] Muxane O.0. DBOMONHOHHPOBAHHE MYJIBTHATEHTHOW CHCTEMBI Kak
aHaJor ()OpMUPOBAHKS HHANBUYaIHOTO YEIOBEYECKOr0 MHTEIIIeKTa //
BroHMKa HHTEIUIEKTa: Hay4yH. TeXH. )ypHai. - 2016. - 2 (87). - C. 42-47.
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I BBEJEHUE U [TOCTAHOBKA 3AJIAUYU

Wnrepner Bemieir (MB) - (10T - internet of things) — ects
ro0aNbHast CeTh MOAKIIOYCHHBIX K HHTCPHETY (DH3UUCCKUX
YCTPOHCTB  («Bemieit»), OCHAIIEHHBIX  CEHCOpaMH W
yCTpoiicTBaMu mepenaun uHpopManuu. YcrpoicrBa B B
MOTYT OBITh TIOAKIIOYEHHI K IIGHTpaM VIpaBICHUS U
00pabotku uHpopMaruu. B cesi3u ¢ B, opranusanms takux
ceTel  paccMaTpuBaeTCs ~ Kak  SBICHHE, CHOCOOHOE
MEPECTPOUTh DKOHOMUYECKHE M OOIIECTBEHHBIC MPOIECCHI.
[losToMy axTyanbHBIM SBISCTCS TEXHUYCCKHH aCHEKT -
WCCIIEIOBAaHMUsI MO TIPOEKTUPOBAHWUI0O M  HUCHOJIH30BaHUIO
pactpenerneHHbx 06a3 gaHHBIX (PB/I) B cBs3m ¢ KoHIemmuei
uB [1].

Il.  PEIIEHUE ITPOBJIEMbI U PE3VJIbTATHI

Cpenma, B KOTOpoil pa3BopaumBactcs KB Mmoxer OBITH
OXapaKTepu3oBaHa KakK MHOrouenesas HHQOpPMaIMOHHAs
CTpyKTypa. B Hell nmpuknanHas obiacTe ecTh peaabHBIH MHD,
«3acenéHHbli» noakimouéHHbiMA K B «Bemamu». [lo mepe

paspacTaHds ~YHCIIa  «BEUICH», OHAa  BUIOMU3MCHSCTCS.
WNudpopmanus o mnpukiaagHod obimacth ecTh KoHTeHT MB:
3amuci B PBJl, COBOKYNHOCTb KOTOPBIX  SIBIISIETCA

«crarnyeckol wacthto» WB. Tpanzakuuun BHyTpu PBJ[ -
«auHaMudeckasd dyactby» MIB. OHa peanusyetcs B mpoueccope,
C KOTOPBIM TOJIb30BaTeIN paboTaroT depe3 aBa mHTepdeiica:
pabounii u pexonpurypaunonusii. [loap3oBaremm UB - mo
KpaifHeit mepe 4 rpymmsr: (1) moau-norpedutenu ycuyr VB;
(2) «Bemm»- motpedbutenu ycnyr UB; (3) nroam-onepaTopbl
(ucnonnurenn), padoraromme B chepe B n (4) «semm»,
peammsyromme HWB. 1 m 2 pabortatoTr depe3 pabouuit
unTepdeiic, 3 u 4 — uepe3 pexkoHPUTrypaoHHBIH. CBeneHue
JOJIe U «BeNIei» B €IMHBIN CIIUCOK OTpakaeT TOT (aKT, 4To
«Bemmny, Gurypupyronpe B 1B, Hanenensl n3BecTHol poiei
UHTEIUIEKTa (SMart), T. €. KOMIBIOTEPU3UPOBAHBI, T. €. IO
OIpEIEIICHUIO SIBIIIFOTCSL YCUIINTEISIMA GbyHKIMHA
YEeJII0BEYECKOTO HMHTEJUICKTa [2]. B eCTh
UHTEJUIEKTyaau3alks 4YeJIOBEUECKOrOo OKPYXKEHHus, T. €.

MEPEHOC TyAa 4YacTh YENOBEYECKHX WHTEIUICKTYalIbHBIX
¢ynkuuid. [Iponecc 3ToT HeoOpatum (HHMKTO He Oyzmer (He
CMOXeT) «3a0upaTh» 3TH (YHKIWH Ha3ajd, IMOTOMY YTO 3TO
OyZneT Cco3HaTeNbHBI OTKa3 OT ONpPEJeNEHHBIX AacIEeKTOB
KOM(pOPTHOCTH OKPYXEHHS) M 1O CBOMM TeMIlaM — He
COM3MEpPHUM C TPOLECCOM 3BOJIOIUM YeJIOBEYECKOI0 MO3ra.
ITosToMy y uenoBedecTBa — HyJEBBIE IIAHCHIL, YTO OHO OyzmeT
«yMHETB»  ObICTpee, dYeM KOMIBIOTEPU3HpyEeMOEe UM
YyeJoBeUecKoe OKpyxeHue. IloaToMy yxon denoBedecTBa B
0OKOBYIO (HE OCHOBHYIO) BETBb DBOJIIOIIMU Pa3yma — BOIPOC
peasHO 0003pUMOTO BpeMeHH. B pamkax konnenmuu KB,
JIOAX (KaK COIMANbHO-KYJIBTYPHOE SIBJICHHE) PACCMATPUBAIOT
B HacTosillee BpeMs BoIpockl npoektupoBanus PBJI
MIPUMEHUTENBHO K OpraHW3allid CHCTEM  YNpPaBICHUS
otaenbHBIMU cermeHTamu MIB. Ho, kak ¥ BCcsKkasg KOHIUEHIIUS,
VB orpanmdeH BO BpeMEHH YK€ B CHIYy TOrO, 4TO OH
OrpaHMYeH B CBOEM  KOHLENTY&JIBHOM  DPa3BUTHHU
BO3MOXKHOCTSIMH YEJIOBEYECKOTO MO3Ta.

I1l.  BBIBOJEBI

JocrarouHo 04eBHIHO, 4TO IpoekTupoBanue PBJ u
HCIOJb30BaHUSA BEO-TeXHONOTHH  JuIA uHTepeiicon
IIPUJIOKEHUN BO3MOXKHBI TOJIBKO JO OIPENEIEHHOIO YPOBHS
cioxxHoctd [3]. OTH QyHKOUM OYIyT IMOCTENCHHO W IUIABHO
HepeHeceHbl Ha KOMIBIOTEPHBIE CHCTEMBI, KOTOpBIE OYyIyT
TIOJIIepKUBaTh 00Jiee BBHICOKMH YPOBEHB CIOXKHOCTH, W ITO
OyJeT 3HaMeHOBaTh CMEHY HOCUTeNs caMmoi KoHuenuu VB,
T.€. YXOJI 4eJIOBEYeCTBa B OOKOBYIO BETBb Pa3BUTHSI.
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Obcyacoaromes NnepcneKmueéol KIeMmOYHbIX
Kak —annapama Oas  MOOeIuposanusi nogeoeHus
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uepapxuyecxkue KIemouHble asmomamel. Konyenmyanoho
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KiemouHsvle aemomamel, uepapxudeckue

I BBEJEHUE U [TOCTAHOBKA 3AJIAUYU

[lepcieKTHBHOCTh TNPUMEHEHHS KJIETOYHBIX aBTOMAaTOB
(KA) nmns MopmenupoBaHHS NOBEICHUS KIACTEPHBIX CHUCTEM
oOycnoBnena criexyrommM. Kiactep ecTh 00beAMHEHHE
HECKOJIbKUX OJIHOPOIHBIX DJIEMEHTOB, pacCMaTpHBaeMOE Kak
CaMOCTOATENbHAS EOUHUIA, O0JaNaromas ONpeneaEéHHBIMH
cBoiictBamMu. IIpuHANIEKHOCT 3JIEMEHTOB K KJAcTEpaM
MOHMMAETCsl KaK CHCTeMaTH3auus, KilacCupUKamus, W Jp
(cTatnyeckuii acmekT kiacrepusanuu). Pabora ¢ snemeHTamu
IPU 3TOM CBOJAUTCA K COOTHECEHHIO MX C OINpENeIEHHBIMU
kiactepamu. Ilpeacraiser MHTepeC MOBEJEHHE KIACTEPHBIX
cuctreM (KC) B numHamuke: (QOpMHpOBaHHE, POCT,
IBOJIIOLMOHUPOBaHue, Aerpananus. CTaTHYeCKUil aclekT Mpu
3TOM CTaHOBUTCS Habopom BPEMEHHBIX Cpe3oB
JMHAMHYECKOTO acrieKTa. [IpencraBmusroT HHTEpEC
noBezeHueckne Mmojenu KC, MHHUManbHO 3aTparuBarolie
KOHKPETHKY  MpPHUKIagZHOW  00;acT. B 3TOM -
«n300pasuTenbHble cpeacTBay KA BapbupyrOTCS B IIMPOKHX
npejenax, 0a3supysach Ha MajbIx Habopax mpasmi [1].

Il.  PEIIEHUE ITPOBJIEMBI U PE3YJIBTATHI

Wnrepecusr  mepapxuueckue  KA-crpykryper  (MKA).
Oxpyxaromasi IeHCTBUTENFHOCTh (BHEIIHUN MHUp, >KHBas
IpUpoAa, coLualbHbIE CTPYKTYpHI, TEXHHUKA,

MHQOPMALIMOHHBIE CHUCTEMBI) OpTraHM30BaHA HEPAPXUIHO.
CoOOTBETCTBEHHO, MOJENHUPOBAHKE 3JIEMEHTOB OKPY>KaIOIIETO
Mupa 1enecoodpazHo nmenHo Ha KA. B mMHOTOypOBHEBOM
Bapuanre, nose KA moapasaeneHo Ha COCEACTBYIONINE HE
nepecekaromuecs s4eiku. B MarpudHoil nHTepnperanus, 3To
outoBoe mone pazmepom MIIN syeek; kaxzgas sdeika
pa3mepom MilInj axementos, rae i € (1, 2, ..., M), j € (1, 2,
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.., N). Suefikn n300pakaloT OTHENBHBIE KIACTEPHI, IOJE
BuesioM — Bcto MKC. Kiactepbl MOryT OBITH pa3HBIX pa3MepoB
(mapamerp wMogmemu). Hekoropeie OWTOBBIE IO MOTYT
cozepkarb «1», 0003HAuYarOIIyl0 KOHKPETHBIH KJIaCTEpHBIH
npu3Hak. B 3aBHUCHMOCTH OT yCIIOBUH MOJAEIUPOBaHUS, «1»
MOTYT TIepeMelaThCs BHYTPU sUeek (CIy4alHO WM
JETEPMUHUPOBAHO); TPOXOJUTh «CKBO3b CTEHKH SUCEK»
(mepexouTh U3 AaHHOW AYEHKH B COCEIHION); «OTPa)xaTbCs
OT CTEHOK» (OCTaBaThCSI B CBOCH SUCHKE); pa3iBaMBaTHCS
(mpeBparathcs B J1Ba 3K3eMIULIpa). [Ipu cTONKHOBEHUAX, «1»
MOTYT CIMBaTbCsi WM pPEeKOMOMHHpoBaTh. B  BBIOOpE
BapUaHTOB IIPaBMJI MOBEACHUS «l» ecThb 3HaYUTEIbHas
cBobona; CIICIOBATEINHHO, HAMeEeTCs BO3MOXKHOCTb
MapaMeTPUUECKOTO PACIINPEHHS MOJCIH.

W3ydaeMBIMH ~ XapaKTEepUCTHUKAMHU  MOJENH  SIBJISIOTCS
«HACEIEHHOCTI» OTAENBHBIX KIacTepoB. ONNH U3 0XKHUIAEMBIX
3¢ dexToB JIOCTIDKCHUE COCTOSIHUSL HACBIIICHUSA TIPU
HenosHOM 3anojHeHuM siueek MKA. HMHtepecHo Tak xe
U3y4yeHHE  SBOJIOIUHM  3alOJHEHUs  KJIAacTepoB  OT
eIMHCTBEHHOH «1» mo «Hachimenus». OZHO W3 W3BECTHBIX
NPUKJIQIHBIX SIBJICHUH, KOTOPOE MOXET OBITh CMOJAEINPOBAHO
B PAacCMaTpUBAEMON CHCTEME, — «3aKOH AMJasa» — HAINYNE
Hopora MpHpoCTa MPOU3BOJUTEIHHOCTH MHOTOIIPOIIECCOPHON
BBIYHMCIIUTENILHOM CHCTEMBI ¢ o0med mnamsaTeio. PazButnem
U3y4YeHHUs] 3TOTO SBJICHHS MOXKET OBITh MOJENHMPOBAaHHE Ha
UKA Tpaduka KOMIBIOTEPHBIX ceTel [2].

I1l.  BBIBOJbI
Texymee cocrosHue —  pa3paboTaHa  KOHIEMIIHS,
IporpaMMHO PpCain30BaHbI (3TaH OTJ'IaJ_'[KI/I) KJIFOUYEBHBIC
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Annomayusn. Paccmampusaemcs  nokanvho-napannenvuasn (/1)
6epcusl  aneopumma  NOCMpPOEHUs.  (DYHKYUU  NPUHAONEHCHOCIU
OMOENILHO20 MHOJICECMBA, CPEOHEKBAOPAMUYHO20 MUHUMATILHO2O
PACCmosiHUsL OM UCXOOHO20 Heuemro2o MHodxcecmea. 3anucv JIIT
COCMoum U3 CMeJCHbIX HEeNnepecekaowuxcst OUMOBbIX Ce2MEeHNO8.

D¢ gexmuenocmv  ancopumma  JIII, no  CpaeHeHuro - ¢
nocie006amenvbHolM, — pacmem — NPONOPYUOHANLHO — KOAUYECTBY
Cce2Menmos.

Knrouesvie cnosa: JIOKANbHO-NAPATIENbHAS, Pymryus

npuHa()Jlez)fCHocmu, HeuemrKoe MHOMCeCcmes, 4emrKozce MHOMICecneo.

I BBEJEHUE U [TIOCTAHOBKA 3AJIAUYU

Coxpanenne OamaHca depHoro - Oenoro (4/0) mpu
npeoOpa3oBaHUM  Ceporo  (TOHOBOTO) H300paKeHHS B
KOHTpacTHOe 4/0, - aKTyalbHO, TOCKOJIBKY OOecredmBact
cokpailieHne o0bemMa HWHpOpMALUMK OpPU  COXPAHEHUH
OCHOBHOTO cofepkaHus. B Oonee OIMPOKOM KOHTEKCTE,
npeoOpa3oBaHue TJIaJIKOTO npod s byHKUIIN
npuHapiexxHoct (OIT) p Heuerkoro mHOkecTBa (HM) pam B
CTymeHuaTeli  (muckpeTHsli) mpodmns DIl ueTrkoro
MHOXectBa (UM) pum, ecTe 3ajada NPUHATHA YETKUX
PELICHUH IPH HEUYETKUX UCXOHBIX JTAaHHBIX.

Il.  PEIIEHUE ITPOBJIEMbI U PE3VJIbTATBI

B Teopun HM umeetcs Teopema: 0ObIYHOE, TPAAUIIMOHHOE
YM, moctpoennoe mo npasuiny if (uam < 0,5) then (puam = 0)
else (nuum 1), MuHUMAanBHO (B CpEAHEKBAIPATHICCKOM
cMbIciie) ynaneHo ot wucxomHoro HM. Ha ocHoBe aToid
TEOpPEMBI MOXET OBITh IOCTPOCH aJIrOPUTM OINTHMAJILHOTO
YILIOTHEHHS ceporo un3obpakenmss B 4/6. CormacHo
onpenenenuto @I, p € [0, 1] onuceiBaeT B Teopuun HM
CTENeHb NPUHAJISKHOCTH 3JIeMEHTa (B HalleM cllydae —
3HaYeHHE ITMKCENIa Ceporo H300paKeHHs) K HEKOTOPOMY

MHOXecTBY (oTTeHKam ceporo). Curyamms p = 1
COOTBETCTBYET TMONHOW MpHHAIJIeKHOCTH, U = 0 —
HEINPUHAJIEKHOCTH. Yactuunas MIPUHA/JIEKHOCTD
OIIMCBIBACTCS }IpO6HBIMI/I 3HAYCHUSAMU H.

YenoBeuecknii T7a3  CIOCOOCH  pa3lid¥aTh  TOJBKO
HECKOJIbKO JIECATKOB rpajaanuii ceporo. [loatoMy B peanbHbIX
TEXHHYECKUX CHUCTeMaxX IeJiecoo0Opa3sHO  IEepedTH  OT
HENIPEPBIBHOTO  psA/la  BO3MOXKHBIX 3HaueHnt DIl  k
JTUCKpeTHOMY Habopy 3HaueHWil. Torma - KOHKpPETHOE

3HaUEHUE «CTETIEHU CEPOCTU» PeaTbHO MOXKET OBITh OIHUCAHO
JBOMYHBIM YHCJIOM JUIMHOW, JOmycTHM, 5 — 6 Our. B

HacTosImee BpeMs mpeoOmanaror 64-OWTHBIE KOMITBIOTEPEI,

II03TOMY LesecoodpasHo IIPECTaBUTh ¢parmeHt
n3o0pakeHms, comepxammii 10 — 12 mmkcenoB, B BHAC
eauHoro peructpooro mnpenacrtasineHus (PrIl). B uém

COCeACTBYIOT 0e3 mepecedeHUs 5-Tm — 6-TH  OUTOBBIC
cermenThl. Takoe mpexacTaBieHue MHOOPMALUH Ha3bIBACTCS
nokanpHO-apautensHeiM  (JIIT) [1]. B JIII-mpencraBieHun
3HaueHus OII pam u pum xpansarcs B cermenTax Pril.
ANTOpPUTM,  pEATM3YIOIUMHA  JIOTMKY  MHHHMAaJIbHOM
CpeAHEKBAIPaTUYECKON y/aJEéHHOCTH, BKJIIOYAET pa3fesicHHe
ncxoguoro PrIl Ha xaBa, comepkamux 4ETHBIE M HEUETHBIC
cermenTsl. Jlanee atu Prll Beruuratorcs u3 oo6pasnossix Pril-
KOHCTAaHT, COJEpPXAaIMX B COOTBETCTBYIOIIMX CETMEHTaxX
3HaueHus, coorBercTBytomue b = 0,5. [IpeBblmerne ypoBHS
0,5 mpuBOAMT K 3aMMCTBOBAHHIO M3 CTaplIero paspsaa
(Mmagmero pa3psaa COCETHETO JICBOTO CerMeHTa), rae B Prll-
KOHCTaHT€  IPEAYCMOTPUTENBHO  CTOMT  CIHelHajlbHas
«pe3epBHAs enUHMIA. KapTHHa pacXomoBaHUS «PE3EPBHBIX)
€IMHUI] TIO3BOJIAET IOCTPOMTH MAaCKH, II0 KOTOPBIM U3
ucxonHoro Prll dopmupyercs «a/6 — PrIl» cormacuo (1).

I1l.  BBIBOJbI

Ha Ttekymmem 3Tane — KOHIENIMs aJrOpUTMa pa3paboTaHa,
mporpaMmHoOe obecriedeHne omiaxeHo. CorilacHO IIIaHy
9KCNEPUMEHTOB, ucciemyercs BBIMTPBIIIT B
TIPOU3BOINTEILHOCTH B 3aBUCHMOCTH OT NApaMETPOB MOJIEIIH.
O¢ddextuHocts JIII  amroputMa 1O  CpPaBHEHUIO C
MOCIIEIOBATENIFHBIM ~ PAacTeT  NPONOPLUHOHAIBHO  YHCITY
CerMEHTOB [2]. BBIMTpHIm MO BPEMEHH - MPOMOPIIMOHAIBEHO
yucity cermeHToB Pril.
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Abstract. Kharkiv National Air Force University is conducting
research on improving the effectiveness of training and
assessment of the its personnel, based on the use of innovative
information technologies, organization and implementation of
distance learning. At present, the main information
technologies for automation of learning and realization of its
distance form which were developed and implemented in
KhNAFU with the purpose of effective specialists training
increase are: the informational and educational environment
«DIALOGY»,; the universal system for the development and
conducting of computer tests; the complex of designing the
academic schedule «CASCAD». In addition, the learning
process successfully uses the distance learning system with the
open source code — MOODLE. Thus, the educational
establishment, from the point of view of automation and
application in the educational process of modern information
technologies fully prepare to integration in educational space
of European Union and to implementation of the European
norms and standards in education and science Armed Forces
of Ukraine.

Keywords: information technologie, distance learning, computer
test, program complex for designing the schedule, distance learning
system, automated testing control.

. INTRODUCTION AND PROBLEM STATEMENT

Global informatization, development of telecommunication
technologies and facilities of the computing engineering
significant changes in the forms of educational process. The
role of professional and continuous education is growing,
without interruption from the main work activity. All this
contributes to the development and implementation based on
information technology, distance forms and distance learning
systems and automation of learning process in general [1].

The introduction of distance learning in the process of
training and retraining of specialists in the educational system
of Ukraine is due to a number of reasons: the aspiration of
Ukraine to integrate into the European Union and the
introduction of European norms and standards in its education
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and science; the intensity of the development of science
requires constant improvement of professional knowledge and
skills of specialists of different branches, directions and
specialties; only distance learning technologies are able to
provide timely correction of the content of training military
specialists at the expense of high speed updating of knowledge
in the information and educational environment; high economic
efficiency of distance learning [1-3].

Kharkiv National Air Force University (KhNAFU) is
conducting research on improving the effectiveness of training
and assessment of the its personnel, based on the use of
innovative information technologies, organization and
implementation of distance learning (DL) [2, 3].

Il.  PROBLEM SOLUTION AND RESULTS

The main information technologies for automation of
learning and realization of its distance form which were
developed and implemented in KhNAFU with the purpose of
effective specialists training increase are: the informational and
educational environment «DIALOG»; the universal system for
the development and conducting of computer tests; the
complex of designing the academic schedule «CASCAD». In
addition, the learning process successfully uses the distance
learning system with the open source code - MOODLE [1-10].

As a result of conducting research on increasing the
effectiveness of combat training through the use of distance
learning technologies, the informational and educational
environment «DIALOG» has been developed, which allows: to
plan training by distributing subjects by type of training; to
study as a group according to the subjects for which they are
studying; organize classes in accordance with the requirements
of the orders of the Ministry of Defense of Ukraine regarding
the training of military specialists; to carry out automated
control of testing of those who learn with automatic fixing of
time and results of passing tests; control the process of learning
by the average score for the group, the course through the
system of statistical data generation (Fig. 1) [2, 3].

COMPUTER AND INFORMATION SYSTEMS AND TECHNOLOGIES
KHARKIV, APRIL2019



FonosHe BikHO

MNpeameTy HaBYaHHsA

CrpykTypa Kypcy

e b e k)

R J

Lev i

[O—

Figure 1. The specialized informational and educational
environment «KDIALOG» for distance learning

The universal system for the development and conducting
of computer tests has been developed and implemented. The
developed software application allows to solve the following
tasks: locally, on separate PCs, to develop computer tests and
conduct testing and self-control of those who study; choose the
types of answers to questions (with one correct answer, with a
few correct answers, with a response in the form of a record);
divide the questions by category and type of answers and give
the corresponding number of points for the correct answer; to
randomly distribute questions by categories; use as a matter of
a variety of document fragments (graphic, formulas, etc.) from
other programs (MS Word, MS Excel, etc.); enter type of time
limit and time limit; to pass the test and return to the questions;
at the end of the test, analyze the responses (Fig. 2) [3-7].

= Name of the test
o ——

The number of questions in the test

Total number of question categories in the test

Calling the window of the points distribution

Time limit type

Time limit

Setting a password

Distribution of questions by categories

Determine the number of points are needed
for the mark

Calling editing questions windows

Completing the test editing window

Figure 2. The window for creating (editing) the test
parameters of a universal system for developing and
conducting computer tests

Also, the MOODLE (Modular Object-Oriented Dynamic
Learning Environment), a modular object-oriented learning
environment, also known as a learning management system or
a virtual learning environment, is deployed and used by the

KhNAFU. To ensure work, it can be installed on a web server
on its own computer or hosting company (Fig. 3-4) [1, 2].
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Figure 3. The system MOODLE, deployed
on the server of the university
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Figure 4. The system MOODLE scheme of work

The main advantages of the software systems developed
and actively used at the KhNAFU and responsible for assessing
knowledge («DIALOG», the universal system for the
development and conducting of computer tests, MOODLE)
are: automation of knowledge control processes for those
learning; exclusion of "human factor", impartiality of
evaluation; automatic fixing of test results; automatic statistical
processing of test results and the formation of accounting
records for personnel training [1-10].

The developed program complex of the automated system
of designing the lessons schedule is deployed at the work
places of the educational departments of the faculties and the
department of the university and is successfully used during the
planning of the educational process at the university (Fig. 5) [8-
10].

The main advantages of the developed software complex
are: it is an unique software product, created at the university,
which fully corresponds to the content of all stages of the
planning of training sessions for the semester; automatic
control of the formation lessons schedule according to the
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defined criterias of the quality of the lessons planning;
automatic fixing of all user actions to change data; automated
formation of reporting (statistical) documents for the planned
learning process.
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Figure 5. User interface program complex of automated
system of designing the lessons schedule «<CASCAD»

Perspective directions of improvement of the program
complex «CASCAD» are: expansion of the created software
complex functionality due to the development of new modules:
the account of participants in the educational process; account
of the success and ranking of university cadets (students);
expansion of the list of accounting documents; development of
procedures for the automatic formation of the basic optimized
lessons schedule for the semester, taking into account the given
restrictions (using genetic algorithms); creation of software
modules of management and operative adjustment of curricula
directly during the educational process; creation of an complex
system of automated control of the Higher Military Educational
Institution (based on the integrated components: personnel,
logistics, planning and management of the educational process,
financial support, etc.) [8-10].

IIl.  CONCLUSIONS

Thus, it is necessary to mark that existing on current time in
KhNAFU a educational-methodical base, hardware software
and highly skilled scientifically-pedagogical composition of
university, allow with a complete confidence to talk that
educational establishment, from the point of view of
automation and application in the educational process of
modern information technologies fully prepare to integration in
educational space of European Union and to implementation of
the European norms and standards in education and science
both Armed Forces of Ukraine and the Ukraine in general.
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Abstract. Is presented approach to the protection video
information resource in infocommunication component of critical
infrastructure that directed toward the development of the technology
of processing video information resource for the purpose of the
guarantee of its information security, improvement in the protection
of resource itself and its service information, based on the
development of the complex of the methods of data processing
resource components.

Keywords: coding, video stream, video frame, semantic
significant, processing, compact representation.

|. INTRODUCTION AND PROBLEM STATEMENT

Complex application of data of infocommunication
systems, allows to increase significantly dynamism, flexibility
and management efficiency. Thus, the problem of information
security and protection of the processed information resource
cannot be solved without improvement of the existing
technologies of processing and protection of information
resource, and introduction of new technologies.

Actual are requirements: ensuring high-quality providing
video data, efficiency of delivery of a video information,
ensuring necessary level of safety and protection of video
information resource.

Thus, as show researches [1-3] by the most significant
threats to security to video information resource there are
threats of availability and integrity, and from the point of view
of ensuring protection — interception, opening and recognition
of a resource.

Therefore, the complex problem of protection of a dynamic
video information resource in an infocommunication
component of control systems of objects of critical structure
with simultaneous ensuring information security of this
resource, is actual scientific applied research.

Il. PROBLEM SOLUTION AND RESULTS

It is offered to conduct researches and to develop
technology of processing of video information resource which
will realize the following methods:

- automatic detection and allocation of semantic significant
information of the video frames (on the basis of the cascade
scheme of processing of a video stream);

- classifications of degree of a semantic saturation of the
video frames (or structural unit of a video stream) on the basis
of their hierarchical clustering (both in temporary, and in
spectral and spatial areas);
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- estimates of information intensity of a video stream taking
into account its structure and the executed classification
semantic video frames saturations (fragments or macro blocks);

- structural processing of the video frames (its macro
blocks) with application of selective approaches for decrease
in intensity of the transferred video data with use of decisive
rules in spectral space (taking into account identification and
closing of significant structural units, and also coordination of
future code designs);

- differential processing of the transformed submission of
the video frames (coding of the video frames with adaptation of
parameters depending on a class of a semantic saturation);

- defense of dynamic video information resource with
forming of a few channels of treatment and transmission of
video stream in obedience to classification of semantic
maintenance of macro blocks of video frames;

- reconstruction of a video stream (video images) on the
basis of decoding of channels taking into account a class of a
semantic saturation of video images (fragments, macro blocks),
intra personnel selection of structural units of a basic shot, the
created channel for steganography and the introduced
enciphering methods.

Complex development and application of these methods
will allow to develop technology of processing of video
information resource and to improve protection of video
information resource and office information in an
infocommunication component of critical infrastructure with
providing necessary (not below set) the level of confidentiality
and availability of a resource, and also saving (control) of key
(semantic significant) information.

Process of formation of a video stream is based on
consecutive creation of a chain of the video footage of different
type. The type of frames of a video stream is meant as a way of
coding and storage of information on the next frame differing
from each other in existence or lack of dependences of this
frame from previous and the subsequent.

Thus, the video stream consists of consistently created
groups of the video frames. Each group of the video frames
consists of three types of the video frame: intra (I-frame),
predicted (P-frame) and bi-predicted (B-frame) [4].

It is offered to make the analysis and processing of
structural unit of a frame for the brightness components, and to
carry out procedures of closing (enciphering) and coding for all
components (macro blocks) of a frames.
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The block diagram is submitted of the offered technology
of processing of video information resource in an
infocommunication component of critical infrastructure on the
Fig. 1.

Processing can be realized at different stages of formation,
processing and transfer of video data, namely:

1) encryption of video stream (all operations on the decline

of intensity of stream and anti jamming encryption are
executed with the already hidden view data);
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Figure 1. The block diagram of the offered technology of
processing of video information resource

2) after compression submission of video data is created
(before the coded video stream gets to a communication
channel);

3) in the course of coding (algorithms of enciphering are
integrated into the standardized process on processing of initial
video data for decrease in their intensity).

For the removal of lacks of every variant it is suggested to
use selective approach (data are closed in the process of their
encryption). Such realization is real to development and
introduction in the handling systems of data, where realization
of programmatic additions and their integration are assumed in
a video codec. For this variant encryption and encipherement
are executed for basic data as far as the receipt of them on
treatment.

To eliminate the maximum amount of redundancy in video
stream processing, it is proposed to use the basic I-frame, since
it contains the maximum amount of information, and other
types of frames contain up to 70% of references to it [1, 2]. At
the same time, developed methods for processing and hiding
video data (for covert channel), will be based on the
concealment of only I-frames. Thus, complete hiding of the
entire video sequence with its minimum redundancy is ensured.

The processing process can be implemented at different
stages of the formation, processing and transmission of video
data, namely:

1) before encoding the video stream (encryption algorithms
are applied to the newly created (uncoded) source video data;
all operations to reduce the intensity of the stream and error-
correcting coding are performed with already hidden video
data);

2) after the compression representation of the video data
has been formed (before the encoded video stream enters the
communication channel);

3) in the encoding process (encryption algorithms are
integrated into a standardized process for processing the
original video data to reduce their intensity (at various stages of
compression)).
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The option of encrypting the source data before encoding
has the following disadvantages:

- does not take into account the reduction of redundancy in
the source video data;

- after encoding, an increase in the initial intensity of the
video stream occurs as a result of the destruction of its structure
due to pre-encryption;

- an increase in the intensity of encoded encrypted video
data entails an increase in the time required to transmit this data
in the communication channel.

The option of hiding the video stream after its compression
allows reducing the preliminary redundancy of the original
video stream and reducing the processing time (including
encryption). It provides a high level of information closure, but
at the same time they have significant drawbacks:

- in case of errors in the communication channel, error
propagation occurs;

- cryptographic processing is subject to the entire video
information flow, which increases the total processing time of
the generated video data on the transmitting side and the
processing time of video data on the receiving side.

Therefore, to eliminate these shortcomings, it is proposed to
use a selective approach (an option in which data is closed in
the process of encoding it). This approach is real to the
development and implementation of data processing systems,
where it is possible to implement software additions and
integrate them into a video codec. For this option, encoding and
encryption are performed for the original data as they are
received for processing.

In the process of forming a video information stream in the
implementation of a selective approach is achieved:

- raising the information content of the transmitted
structures and reducing the initial intensity;

- eliminates redundancy (reduces the amount of
information) that can be used in cryptanalysis;

- decreases the encryption time by reducing the length of
processed messages.

The selection mechanism means closing not the entire
video frame, but only its significant components.

A significant component is understood to be such a
component of a video frame that carries the greatest semantic
and structural information content. In the process of automatic
selection of significant components, it is proposed to take into
account the structural features of video stream formation.

For the selection of significant structural units are invited to
identify the most informative, in terms of structural and
semantic content, the components of the base frame. Since the
luminance component of the video frame carries the most
complete information, it is proposed to identify significant
structural units on the basis of the luminance components.
Therefore, the decision to close the structural unit is proposed
to be carried out according to the results of the analysis of the
information component of the aggregate of the blocks of the
luminance component.

To determine the energy saturation of blocks, it is proposed
to introduce the concept of blocks of three types:

- slightly saturated blocks (blocks in which there are
uniform sections of the image);

- average saturation (blocks in which there are minor
differences between the pixels, respectively, smooth transitions
of contrast are present);

- highly saturated blocks (blocks in which there are sharp
transitions of brightness and contrast of the image). [6]
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It is proposed to evaluate the structural and semantic
information content of the structural unit (macroblock) from
the standpoint of spectral characteristics [3, 7] or on the basis
of metrics [6, 7].

A system of indicators has been developed for identifying
the most significant blocks of the brightness component of a
video frame according to the degree of semantic and structural
saturation based on the assessment of indicators: in the space-
time domain and in the space-spectral domain [8].

To improve the classification of fragments of video frames
(macroblocks), it is proposed to use a two-basis principle,
which covers the spatial-temporal and spatial-spectral
representation of a video frame [6-8].

The mechanism of selection is meant as closing not of all
video frames, but only its significant components [5].

The significant component is understood as such component
of the video frame which bears in itself the greatest semantic
and structural informational content. In the course of automatic
selection of significant components it is offered to consider
structural features of formation of a video stream [6-8].

For selection of significant structural units it is offered to
reveal the most informative, in respect of the structural and
semantic contents, components of a basic frame [6]. As the
fullest information is born by the brightness a component,
significant structural units are offered to be revealed on its
basis. Decision-making on closing of structural unit is offered
to be carried out by results of the analysis of information
component of set of blocks of the brightness component of the
video frame.

For definition of a power saturation of blocks it is offered to
enter classification of blocks of three types:

- poorly saturated blocks (blocks at which there are uniform
sites of the image);

- an average saturation (blocks in which there are
insignificant differences between pixels, respectively are
present smooth transitions of contrast);

- strongly saturated blocks (blocks at which there are sharp
transitions of brightness and picture contrast) [7].

It is necessary to develop system of indicators for
identification of the most significant blocks of the brightness
component of the video footage on degree of a semantic and
structural saturation on the basis of an assessment of indicators:
in space-time area and in spatial spectral area [1, 4, 6, 7].

It is offered to apply selective methods of enciphering to
increase of a noise stability of all video stream, and owing to
simple realization of these methods and small computing
expenses. At unauthorized interception of such video stream
with mistakes, in process to interpretation the quantity of these
mistakes will only increase.

The analysis of various options of selective enciphering
showed that the most effective is enciphering after a stage of
transformational transformation [1, 4, 7].

It is necessary to develop the main stages of formation of a
binary code of the ciphered significant structural unit which are
based on three technological components for development of a
method of coding of significant structural unit (macroblocks of
frame).

- the first component consists in formation of a binary code
of value components of transformation representation for the
image block;

- the second component consists in formation of a code
design of the structural unit of the basic video frame which is
subject to enciphering;

- the third component consists in formation of matrixes of a
binary code of significant structural unit of the same size, as an
enciphering key.

It is proposed to develop the method of the decoding of
closed video stream on the basis of the selection (development
of the closed significant structural units) of base video frame.
for this is proposed to decode the closed base video frame
taking into account the determination of the significant
structural units.

It is offered to improve a method of a compression of video
images on the basis of differential processing of the
transformed representation of shots according to the offered
classification of semantic significant fragments and to carry out
coding with adaptation of parameters of a compression
depending on value of a class of a saturation and existence of
the built-in steganografichesky container [6, 7].

I11. CONCLUSIONS

Thus, methodological bases of protection of video
information resource in infocommunication component of
critical infrastructure the processing of video information
resource (development of a complex of the interconnected
methods) directed on development technology for the purpose
of ensuring its safety, improvement of protection of the
resource and office information of all video stream are
formulated.
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Abstract. Big Data always possess pretty high degree of
dimensionality. Nowadays there are certain methods aimed at
reduction of such dimensionality in order to represent them in
a lower dimensional space to effectively process them. The
paper represents results on performed analysis of modern
methods related to Big Data dimensionality reduction.
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l. INTRODUCTION

Analytics of Big Data is one of the most challenging
problems nowadays. It mostly deals with large random data
sets generated by completely random nature. Various types of
computations typically are not efficient to such sets. One of
the most efficient ways of data processing is in using
parallelism.

But, since Big Data are high-dimensional data, it is
practically impossible to process them directly, even
considering certain processing method. First step in
simplification of their processing can be reduction of such
dimensionality. Result of dimensionality reduction is
representation of Big Data in a lower dimensional space [1].

Il.  ANALYSIS OF MODERN METHODS

First analyzed method was a method of Principal
Component Analysis (PCA) [2]. Idea behind the PCA is in
searching for several, typically linear, combinations to
represent the given data, while trying to minimally loose the
information. In this way, it considers various optimization
problems, each of them in a form of matrixes, vectors and
appropriate projections. So, two following results are achieved
using PCA:

- derivation of a subspace where the projections of original
data are represented in the best of possible ways;

- derivation of projections that preserve as much variance
as possible.

Second method was a method of multidimensional scaling
[3]. It allows lowering a multidimensional space using the
distance matrix in a way such that their pairwise distances are
preserved. In a case when the data have a low-dimensional
structure, a technique of Non-linear Dimensionality Reduction
can also be used in the scope of multidimensional scaling,
which allows detecting the proper structure of the data.

In this method, the Euclidean distance is constructed
between data points. The method achieves good results if data
points do lie near a linear subspace. In addition, the method is
applicable to multiple data points, which have a low
dimensional structure anyway. In such case, the geodesic
distance of points should be considered instead of Euclidean
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distances. In multidimensional space at closely spaced points,
some projections can be distant from each other.

This method has such disadvantages. The method is
sensitive to the choice of the size of the neighborhood. For
larger radius, it is possible to skip the low dimensional
structure of data. A very small choice of radius leads to
disconnected graph. Moreover, computational complexity of
the method can be quite large.

Another one analyzed method was a method of diffusion
maps [4]. It allows non-linear dimensionality reduction or
feature extraction while capturing the geometry of the data set.
The main idea is to construct a weight function on the basis of
connection between data. To implement the method, a data
model is built based on a sample. To build a diffusion map it is
required to run the following steps. First step consists of
construction a weighted graph on the data. The vertices of the
graph are data points, the edge weight is the distance between
its vertices. The distance is determined by the weight function.
The selected function should satisfy three properties:
symmetry, non-negativity and locality. In the second step, the
weights matrix of the constructed graph is analyzed.
Eigenvectors of this matrix are also being calculated. The third
step is in sampling attachment in a lower dimensional space.
The eigenvectors obtained using this function represent the
data in a lower dimension.

The most important results, devoted to both features and
application of the above methods are presented.

I1l.  CONCLUSIONS

The paper represents results on Big Data dimensionality
reduction. In such a way, several modern methods were
analyzed: method of Principal Component Analysis, method
of multidimensional scaling and method of diffusion maps.
Results related to each of the methods are presented, as well as
their main features and restrictions.
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Abstract. Today information security concerns stand as the
main topic in many computer-related fields. This work tries
to present an effective method of secured data transmission
inside and outside of corporative networks. How to establish
information flow and be sure that unauthorized parties will
not be able to see it? Virtual Private Network can be used to
solve this and many other problems.
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. INTRODUCTION AND PROBLEM STATEMENT

Corporative network — a group of computers in a building
or in a particular areas, which are all owned by the same
company or institutions. Day by day, flow of data between
those computers increases. As a result, need in secured,
wide, reliable and secured data transmission channel between
them also increase. Theft of sensitive and private information
can damage company reputation and cause financial damage.

This work will tell about solving security problems in
corporative networks. Main services that are involved:

- Confidentiality;
Integrity;
Authentication;
Availability;

- Anti-replay.

1. PROBLEM SOLUTION AND RESULTS

Virtual Private Network (VPN) is secure, reliable and
logical connection that is created over a public network
(Internet) [1]. CISCO defines a VPN as an encrypted
connection between private networks over a public network
[2]. It extends the private network across shared or public
network. It enables a computer to send or receive data safely
through shared or public network. To achieve this Secure
Shell protocol can be used.

SSH is a low-cost, software-based solution for keeping
prying eyes away from the data on a network [3]. Whenever
data is sent by a computer to the network, SSH automatically
encrypts it. When the data reaches its intended recipient.
SSH automatically decrypts it. The result is transparent
encryption: users can work normally, unaware that their
communications are safely encrypted on the network. In
addition, SSH uses modern, secure encryption algorithms
and is effective enough to be found within mission-critical
applications at major corporations. SSH covers such services
as: authentication, encryption, integrity.Let’s describe
workflow of a corporate network that have VPN. Employee
turn on computer and connects to VPN-server. This can be
done, for example, with OpenVPN [4]. OpenVPN is an
open-source commercial cross-platform software that
implements VPN techniques to create secure point-to-point
or site-to-site connections in routed or bridged configurations
and remote access facilities [5]. OpenVPN consists of two
base software products: client and server. Employees use
client. OpenVPN server is a implementation of VPN server.
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Any authentication on OpenVPN server requires pair of
SSH-keys: public and private. SSH-keys is a set of random-
generated raw bytes, that are used in public-key
cryptography. What is encrypted with private key can be
decrypted with public key.

Public key lays on server side. Private key lays on client
operating system side. Public key can be loaded via any ssh-
agent (PuTTY, SecureCRT, etc.). Before accessing network,
client tries to connect to server. Any data before transmission
encrypts with private key. Server accept that data and tries to
decrypt it with a presented public keys. If decryption
succeed, server authenticates user and authorizes him. After
this process, user can access any corporate services (Fig. 1).

Figure. 1. Use-case diagram for computer and VPN-server

For the sake of security, the most corporate services
should be accessible only for those, who are connected to
corporate VPN and, as a result, have one specific external IP
address. Those who are not connected to corporate VPN will
not be able to access corporate services (Fig. 2).

Authorized PC AR . yay. G SCRNEE, B
VPN-server orporate services

—_—
PC-PT
Unauthorize d PC

Figure. 2. Basic concept of corporate services availability

11 CONCLUSIONS

VPN allows employees to securely access their
company’s private network or data. Company’s data or
services for business operations can be accessed only
through VPN connection. It prevents leaks of sensitive
information to unauthorized parties.

VPN and SSH together is a powerful tool to cover most
of main services involved in secured data transmission.

There are plenty of tools that allows to build secured
corporative network with VPN: OpenVPN, PuTTY, etc.
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Anomauin. B pobomi posensdaemocsi 3a2po3u ingpopmayii 6
00’ekmax KpumuyHoi IHppacmpykmypu, Hanpsamu Ol
NOPYWHUKA Ma MUNosi 3a2po3u KpumuyHoi inghopmayii.
Kniouosi  cnosa:  nopywnux, iH(hopmayis,
aABMOMAMU308AHA CUCTEMA.

3aepo3sa,

l. BCTYIL ITOCTAHOBKA 3ABJIAHHS

3abe3rneueHHs HaJIHOCTI Ta Ge3MepeIKoHOCTI poOoTH
ABTOMATH30BaHUX CHCTeM 0OpoOkm iHdopmarii B 00’ekTax
KPUTHYHOI 1H(QPACTPYKTypH € HEBiJ €MHOIO CKJIa/JI0BOIO
(HyHKIIOHYBaHHS IEPKaBH.

BaxuBuM eTanom mij 4ac MpPOeKTYBaHHS KOMIUIEKCHUX
CHUCTEM 3axucTy iH(popMamii € BH3HAYEHHS MO
nopyuauka. Onuc Mojiesi nopyuiH1uKa oe3neku iHpopmarii B
iH(pOpMaLifHO-TEeNEKOMYHIKAIHHIN CHCTEeMI Ma€ MICTUTH
¢dbopmarnizoBanuit  abo  HedopmanizoBaHME ~ omuc il
MOpYIIHUKA, SKHHA BimoOpaxkae ¥Oro mnpaKTHYHI Ta
TEOPETUYHI MOJKIJIMBOCTI, alpiopHi 3HAHHS, Yac Ta Micue il
tomo[1].

Il. PIIIEHHA 3AJTAUT

Hii  mopymH#uka CIpSIMOBaHi Ha  IOPYLICHHA
BJIACTHUBOCTEH iHQOpMAIl: KOHQIAESHIIHHOCTI, MiTiCHOCTI,
JIOCTYITHOCTI iH(OopMaIlii, CIOCTEPEIKEHOCTI Ta KEPOBAHOCTI
aBTOMaTH30BaHOI cucreMu[1].

CTOCOBHO  aBTOMAaTHM30BaHOI  CHCTEMH  MOPYIIHHKA
MOXYTh OyTH 30BHIIHIMEH a0 BHYTpilHIMH. Momens
MOPYIIHHKA TOBUHHA BU3HAYATH:

1) MoXIMBY MeTy TOpYIIHMKAa Ta 1i Tpajalmio 3a
CTyIeHeM HeOe3MEKH JUIs aBTOMaTH30BaHOT CHCTEMU;

2) xateropii ocib, i3 IKUX MOke OyTH MOPYIITHHK;

3) nepexnbadeHHs Npo KBasTi(ikario NOpyIIHNKa,;

4) mepenbadeHHS TIPO XapakTep Horo iil.

Kpurnunoro  3arposzoro  (QyHKIIOHYBaHHS  00’€KTiB
KPUTUYHOI 1H(QPACTPYKTYypH € TIOPYIICHHS IJIICHOCTI Ta
JOCTYIHOCTI iH(opMmarii.

OmHUM 13 HampsIMKIB i TOpPYIIHWKA CIPSMOBaHI Ha
JleCTaOlTi3aIif0 CUTYyallii KpalHW HUIIXOM YHEMOJIJIUBICHHS

iHpOpMyBaHHSI ~ HaceJeHHS  KpaiHH, YHEMOJXIIUBIICHHS
iHpOpMyBaHHS ~ BHIOTO  KEPIBHULTBA  KpaiHM  IIOJO
HAa/[3BUYaWHUX CHUTyamid, HaHEeCEeHHA 30WTKIB IIIIXOM

3HHIICHHS MaTepianbHUX Ta iHpopMmauiitHux uiHHoCTE[1].
Bumeonucani  numaxm i MOPYIIHMKA — SIBISTIOTHCS
KPUTHYHUMH, 00 MOXKYTh CIIPUYMHUTH IaHIKy Yy BCIX HIapax
HACeJICHHSI.

MoknuBi cHOCOOM 3MIHCHEHHS 3arpo3 BiTHOCSTHCS JIO
(hi3MYHOTO Ta JIOTIYHOTO JAOCTYITy TMOPYITHUKA 0 KPUTHIHOL
iHpopmaii.
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Jo ¢i3muHOrO MOOCTYIy MOKHA BITHECTH 3HiHCHEHHS
3arpo3d  KaHalaMM  CHELiabHOTO  BIUIMBY  LIJISIXOM
(bopMyBaHHS OB 1 CHTHAIB 3 METOIO PyWHYBaHHS CHCTEMH
3aXUcTy a00 MOPYLICHHS HiTICHOCTI iHpopmarii[2].

Jlo  UOpUHOMIY ~ JIOTIYHOTO  JOCTYIY  BIJZHOCSTH
HECAHKI[IOHOBAHUH JOCTYH IUIAXOM MIAKIIOYCHHS 0
amapaTypu Ta  JHIA  3B’SA3Ky,  MAacKyBaHHSA X
3apeECcTPOBAHOTO KOPUCTYBaya, MOMOJAHHs 3aXOMdiB 3aXHUCTY
3 METOI BHKOpUCTaHHS iH(opmamii abo HaB’sI3yBaHHA
XuOHO1 iH(poOpMallii, 3aCTOCYBaHHS 3aKJIaHUX MPUCTPOIB UM
MporpaM Ta BKOPIHEHHS KOMIT FOTEPHUX BipyciB[2].

Hagenemo crporiieny kiacudikailiro aTak:

1) BHKOpUCTAaHHS TEXHIYHHX 3ac00iB 3311 (HOpMYBaHHS
TMOJIIB 1 CUTHAJIIB 3 METOO OJIOKYBaHHS 3aC001B 3B s3KY;

2) BigmaneHa BiMOBa B OOCIyroBYBaHHI - aTaKW, IO
JIO3BOJISIFOTh  TIOPYIINTH  (YHKIIOHYBaHHS cucteMud abo
MEePe3aBaHTAXUTH KOMIT'IOTEp 4epe3 Mepexy (B TOMY 4ducii
yepes [HTEpHET).

3) MmiOKynm IMepcoHaly, CIyKOW Oe3MeKH, iHKCHEPHOTo
CKJIay JJIsl OTPUMAaHHA HeoOXinHOI iH(popMarii; HaHeCeHHs
30UTKIB [ITXOM 3HUIICHHS MaTepiabHUX Ta
iH(pOpMaLiHHIX MIHHOCTEH.

I1. BUCHOBKM

3 ypaxyBaHHSIM BHKJIQICHOTO MOXKHa BHAUIMTH HACTYIHI
CKJIaJIOBI CTBOPEHHSI €(hEKTUBHOT CUCTEMH 3aXUCTY:
HOpPMaTHBHO-TIpaBoBa 0a3a;

OpraHi3alliiiai Ta oprati3amiiHO-TeXHIYHI 3aX0/IH;
HayKOBO-MeTou4Ha 0a3a;
CTBOPEHHSI  IITATHOTO
iH(popMmaii

Mera opraHi3anifHO-TEXHIYHUX 3ac00iB Moxe OyTH
JIOCSITHYTa TIOOYJIOBOI0 CUCTEMH 3axHUCTy iH(opmarii, mo €
OPraHi30BaHOK CYKYITHICTIO METOJIB i 3ac00iB 3a0e3neueHHS
TEeXHIYHOr0 3axucty iHQopmarii. TexHIYHHH 3aXHCT
iH(popMaIii 3AIHCHIOETHCS TOETAITHO:

1) Bu3HaueHHS i aHAII3 3arPo3;

2) po3poOJICHHS CHCTEMH 3aXHCTy iH(hOpMaLil;

3) peamizaris aHy 3aXucTy iH(opMmarii;

4) KOoHTpOJb (YHKIIOHYBaHHS Ta KEPYBaHHS CHCTEMOIO
3axucTy iHpOpMaIii

MAPO3OUTy  CIyXOM  3aXHCTY

ITOCUIAHHS

[1] HA T3I 2.6-001-11 «Ilopsimok mpoBeieHHS pPOOIT 3 JepiKaBHOL
eKCIepTU3M  3aco0iB  TEXHIYHOro  3axucty iHdopmarmii  Bif
HECAHKI[IOHOBAaHOTO JOCTYIly Ta KOMIUIEKCHHX CHCTEM 3aXHCTy
iHdopmanii B iHhopMaIiHHO-TeIeKOMYHIKAI[IHHIX CHCTEMAX»

[21 HA T3I 3.7-003-05 «Ilopsimok mpoBedeHHsI pobiT i3 CTBOpEHHs
KOMIIIEKCHOI CHCTeMH 3axHCTy iHo¢pmamii B iH(opMmamiiiHo-
TeNeKOMYHIKaIiHHIN cucTeMi
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Mertoa nipenoTBpallieHuss BHEAPEHUA UCTOYHUKOB
yI'PO3 B BJIEKTPOHHBIE CUCTEMBI

FopGasien Banepuii Anexcanapopirs * i Naoral niersy of e i, 3 ey
valeriy.gorbachov@nure.ua, olha.ponomarenko@nure.ua
[Monomapenko Onbra EBrennesna 2
Kotkosa Oxcana Hukonaesna °
Abnmynpaxman Korac6a baruaa 4
Annomayusn.  [lupoxo  pacmpocmpamenHvli — aymcopcume pa3paboTunMKaM HHTCTPUPOBATh AacCMeKT O€30MacHOCTH B

U320MOGICHUSL UHMESPATIbHBIX MUKPOCXEM NOBbIUIAC YA36UMOCTb
K yepozam 6eszonacnocmu. B pabome paccmampueaemcs nooxoo,
Komopulil Kouaem 6 cebs cxemy obgyckayuu 060py0osanus ois
3aWumsl NPOEKmMa Om pasnuyHbLlx Gopm amax. Annapamuas
06gycrayus — 5mo mMemoo, ¢ HOMOWbBIO KOMOPO2O0 UHMESPANbHAS
cxema moouduyupyemcs, umoovl NPeOHAMepPeHHO CKPbiMb CE0H0
Gynxkyuonanehocms u cmpykmypy. B pabome paccmampusaemcs
0b6gycrayus MoHUMopa 6e30naAcHOCmu.

Knioueevie  cnoea:  annapamnas — 3aK1ao0ka;,  MOHUMOP
besonacnocmu;  annapamuas — o6Qyckayus, — PeUHHCUHUPUHS
UHME2PANbHBIX CXeM.

l. BBEJIEHUE 1 IIOCTAHOBKA 3AJIAUN

CoBpeMeHHBIE METOABI NPENOTBPALCHUS BHEAPECHUS
annapaTHBIX 3aKiaaoK (A3), a TakKe METO/Ibl 0OHAPYKEHUS
A3 mepen sTamoM mpakTHdeckoro ucnoibzoBanus MC, He
MOTYT OOECIIeUUTh MOJHYI0 TrapaHThio Toro, 4ro MC wim
JJNIEKTpOHHAsE cucTeMa cBoOOmHBI OoT A3. B oTmuume ot
METOJIOB OOHApYKEHHs, METOABI IIPEAOTBpaIieHus yrpo3 A3
00BEIUHAIOT METOJIBI, KOTOPbIE MPEISITCTBYIOT BHEIPEHHIO
A3. OmanM w3 cnoco0oB rapantupoBanms, 4to B MC He
Oymer BHeapeHa A3, sBISETCA JKECTKOE YIPaBICHHE
JKM3HEHHBIM nuKiIoM paspabotkun MC Ha Bcex ero sramax.
OT0 BaKHOE 3BEHO B CTparerdu 3((EeKTHBHOH 3alUTHL
OranmaMu SKH3HEHHOTo IWKia paszpabotku UC sBusioTcs
ATamlbl: COCTaBJIEHHs cHeUU(UKALMK, TPOSKTUPOBAHUS,
W3TOTOBJICHUSI, TECTHpOBaHMS W cOopku. M3BecTHO, uTO
TOJIBKO ATAIBI CHEUN(UKAINN ¥ TECTUPOBAHUSA MOTYT OBITH
He ysa3BUMbIMU BHenpenueMm A3. Bce npyrue stamnsl, Ha
MPaKTHUKE, YSA3BHMBI H3-32 3aBHCHMOCTH OT CTOPOHHHX
IIOCTABIIUKOB IP MOJyJeH, oT HUHCTPYMEHTOB
MPOEKTHPOBAaHUA M OT IIpolecca IPOEKTUPOBAHUSI W
Ipou3BOJCTBA. B Hacrosiee Bpemsl akTyalbHOH SIBISETCA
npobiema obecriedeHust O€30MaCHOTO (PYHKIIMOHHPOBAHUS
cucTeMbl Ipu Hanuuuu A3.

1. PEINEHUE ITPOBJIEMBI 1 PE3VIIBTATBI

Hcnons3yemas B pabote KOHLIETLUS
peKOHOUTYpUPYEMOI  JIOTHKH, ITO3BOJSIET 3HAYUTEIHHO
YCJIOXKHUTH 3IIOYMBIIUIEHHUKY JOCTYyIl K CIPYKType H
(hyHKIMOHAIEHOCTH MIPOCKTA.

OCHOBHOH KOHIIENIMEH MPOSKTHPOBAHUS M Pa3paOdOTKU
3aIUIICHHBIX CUCTEM SBJIsCTCs KoHUenuus Mb - MexaHu3m
npoBepku obpameHuit [1]. Mb — 3T0 KOHIEITUS KOHTPOJIS
JocTyna a0CTPaKTHOM MAalIWHBI, KOTOpas OMOCPEAyeT BCE
obpamenuss k oObekTamM cyObekramMmu. MB  mo3Bosser
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npotece
n100aBHUTHL

MNPOCKTUPOBAHUA CHUCTCMbI, a HC MbITaTbCA

ero mozxe. IIpemmaraercd BBIIENUTH ONpEAETICHHBIN
KOMITOHEHT B 3JICKTPOHHOH CHCTEME, KOTOPBIH pealn3yeT ee
3alIUTHBIC GbyHKUIMH. Jtor MOJXO0J CKpBIBaeT
(GYHKOIMOHANBHBIE W/WIM  CXEMAaTHYECKHWEe OETald  OT
pa3pabOTYMKOB ~ HAa  HEHAASKHBIX  JTamax  IMKIa
MPOEKTHPOBAHUSL.

PaGota mocesmena obdyckanuu (obfuscation) MB,
KoTopass ~ oOecriednBaeT  KirodeBoe  cBoiictBo  Mb:
HEBO3MOXKHOCTh 000iiTH MB. B paboTe mpemiaraeTcst METoa
o0¢pyckamun  MbB, ocHOBaHHBIE Ha MHOTOYPOBHEBOM
KOMIIO3UIIMM  CTPYKTYpHOI  Monenmun  cuctemsl  [2].
PaccmarpuBaercst ~ NpuUMEHEHHME  PEKOH(UTYypHpyeMon
JIOTUKH JIOTUKH Ut 00dyckaunu MbB mnst mardopmsr SoC.
Uro0Os! ckpbiTh MB, cooTBeTcTByIOLIEE SAPO MOXKET OBITH
3alporpaMMHPOBAaHO C HCIIOJNB30BaHUEM HH(OpMaLUH O
KOH(UTypaluu Ha OoJyiee MO3IHMX M HAJESKHBIX 3Tarax
MIPOEKTUPOBAHMUS.

1. BEIBO/IbI

B pabore paccMOTpeH MeTOJ 3alMThl JJIEKTPOHHOM
CHCTEMBI OT Pa3IM4HBIX (OPM aTak, KOTOPBIH BKJIIOYAET B
cebs ammapaTHyl0 OOQYCKalMI0 MPOEKTa. OTOT METOJX
MOXET pacCMaTpuBaThCs Kak NpPEBEHTHBHAas  Mepa,
CKpBIBAIOIIAsl YacTh IPOEKTa OT 3JOYMBINUICHHUKA. JTa
gacTh mpoekTa seisiercss Mb, mostomy ee oOdyckamms He
MO3BOJISIET 3JIOYMBIIUIEHHHUKY MOJIYYUTh (DYHKIIMOHAIBHOCTh
U UCXOIHYI CTPYKTYpY IpoekTa. [l cBoell peanusanui,
MeTOoA TpeOyeT anmnapaTHO-MPOrpaMMUPYEMBIX (GYHKIHH BO
BpeMs BBINOJHEHHs1 nukia mpoektupoBanus MC. Takum
00pa3om, obecrieunBaeTCs OJJHO M3 OCHOBHBIX cBO¥cTB Mb:
3aImTa or HECaHKIIMOHUPOBAHHOTO JOCTYyTIA.
[Mpennoxxennslii B pabore  ¢GopManu3M  MO3BOJHT
MPOEKTHPOBATh CIIOKHBIE ANEKTPOHHBIE CUCTEMBbI, 0COOCHHO
ma miatpopme SOC u NOC, dyHKIMOHHPYIOIIHE B
npuUcyTcTBUU A3.

CITUCOK JINTEPATYPHI

[1] M. Bishop. Computer Security: art and science. Addison Wesley.
ISBN 0-201-44099-7. 2002.

[2] V. Gorbachov, A. K. Batiaa, O. Ponomarenko and Y. Romanenkov,
“Formal transformations of stuctural models of complex network
systems,” in 2018 IEEE 9th International Conference on Dependable
Systems, Services and Technologies DESSERT’2018, Conference
proceedings, Kyiv, 2018, pp. 473-477

COMPUTER AND INFORMATION SYSTEMS AND TECHNOLOGIES
KHARKIV, APRIL2019



[ligxoau 10 MiABUILCHHS KPUIITOCTIMKOCTI METO/IIB
IIPUXOBYBAHHS CTETONOBIAOMIICHHS ¥ TEKCTI

Tapacenko fApocinas Bonogumuposuu

Yepracwbkuil 0eporcasHutl mexHoa02iuHuil yHisepcumen,
oyn Lllesuenxa 460, Yepxacu, 18006, Ykpaina,
yaroslav.tarasenko93@gmail.com

Anomauin. Poboma npucesuena nowyky 0i€gux nioxooig

00 niOBUWeHHsT KPUNMOCMIUKOCMI  MAKUx  Hanpsimie
3acmocyeants anzopummis 60Y008YBaAHHSL
CMe2onosiOOMIeHHA 8  AH2IOMOGHUL  MeKCcm, 5K
80Y008Y8aHHs yughposux B00SHUX 3HAKIB,

idenmudgbixayiinux Homepie ma 3a20106Ki8. B pesyromami
00CniONCeH sl ICHYIOUUX NiOX0018 Ni0UeHHs HAOIIHOCI
ma KpunmocmiuKoCcmi yux aizopummis 0OY10 BUABNEHO iX
HeOOiKU, 30Kpema HecmabilbHiCmb pobomu 6 YMo8ax
3ACMOCYBANHS CYHUACHUX MEMOOI8 NPOMudii KOMn 10mepHitl
JiHesicmuunii  cmezanoepadii. Ha ochosi Odocniodcenns
nioxooy nioguLyenns Kpunmocmiiukocmi ULTIAXOM
NOBMOPEHH YUPPOBO2O BOOSIHO20 3HAKY BUSHAYAIOMbCS
nioxoou nNo  NIOBUWEHHIO KPUNMOCMIUKOCMI  32a0aHuUX
cme2oaneopummie,  a - MAKOXNC — peKomMeHOoayii  uo0o
HANPAMKI6 NOOANbUL020 80OCKOHANEHHSA ICHYIOUUX NI0X00i8.

Kniouosi cnoea: xpunmocmitixicms cme2oancopummis,
Komn'lomepHa  JiHeGICMUYHA — cme2anozpagis, yugpposi
600511 3HAKU, 60Y008YE8AHHS CME2ONOBIOOMIEHHS Y MEKCM,
nioguuents HaditiHoOCmi cme20aneopummis.

I.  BcTvYII I IIOCTAHOBKA 3ABJAHHS

Ha crporoguimmHii meHb, Bce OLIBIIOrO MOMIMPEHHS
HaOyBae MpOTHJIiS HECAHKI[IOHOBaHIN MpUXOBaHiil nepenaui
CTEronoBiJoMmyIeHHs. | 11e O4iKyBaHO, aJDke NPHUXOBYBaHHS
camoro (akTy Iepenadi MOBIJOMIICHHS CIPHYUHSE TCBHI
HeOe3IeKy, 30KpeMa CIUIKYBaHHS HE3aKOHHHWX OpraHi3allii,
HECaHKIIIOHOBaHa mnepeaadya Ta 30epexeHHs iHdopmaii Ta
Oararo iHmmX. OmHAaK, MeTomu cTeraHorpadii MarTh Ha
METi He JIMIlE OpraHi3allif0 HEe3aKOHHOTO KaHally 3B’SI3KY,
ae i psin obnacTeid 3acTOCYBaHHS, 10 3a0€3MEUyIOTh 3aXUCT
iHpopmarii, 30KpemMa 3aXUCT BiJl KOIIIOBaHHS (3aXHUCT
aBTOPCHKOTO TpaBa), NPUXOBaHa aHOTAalis JIOKyMEHTIB Ta
ayrentudikamis [1]. B Toif xxe yac, 3aco0u, 10 MOKJIUKaHI
JUIL  TIpOTWAII MEeTojaM IPUXOBYBAHHS IIOBIOMIICHHS
MOXYTb OyTH BUKOPHCTaHI 3I0BMUCHHKAMHU JIJIs TOPYILICHHS
IpaB rPOMa/IsH.

Kpim mepenmadi mMOBiOMJIEHHS, ICHYIOTH HACTYITHI
HarpsMHU 3aCTOCYBaHHS CTErOAJIrOpPUTMIB: BOYJOBYBaHHS
mudposux BoasHux 3HakiB (IIB3), imenTndikamiitanx
HOMEpiB Ta BOymoByBaHHsA 3aroyioBkiB [2]. OcHOBHa
mpoOiieMa ToONSATaE |y 3HAXODKEHHI OajaHcy  MiK
3a0e3NeyeHHsIM NPOTHIAIl Teperadi  MOBIJOMIICHb  Ta
VHUKHEHHSIM BHIAIeHHS Mapkepy LIB3 mig 3axucry
ABTOPCHKHX MPaB.

B T0i1 wac, sk TexcToBa iH(opMaris 3aiiMae MpoBiTHE
Miciie B OOMiHI JaHMMH, Nepelavya JaHUX Y TEKCTi
YCKIaJHEHa TUM, L0 HPH CTaTUCTUYHOMY AOCIIJDKEHHI
JICTKO BUSBUTH Hadmpoctimi meronu BOymoByBanHs [[B3.
Tomy TexcroBa iH(opMawis € HaglfHUM KOHTEHHEpOM, 3a
YMOBH, II0 BUKOPHUCTOBY€ETHCSI CEMAaHTUYHA HAIHIIKOBICTb.
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B Toit ke wac, CBOIO eQEeKTHBHICTD M MPOTUAIL
BOYZIOBYBaHHIO CTETOIMOBIJOMJICHHSI Y TEKCT Ha OCHOBI
CEMAaHTHYHUX IMIAXOIIB, [OBIB METOJ CEMaHTHIHOTO
CTHCHEHHSI TEKCTOBOI iH(popmarrii [3].

OTtxe, Hapa3i icHye moTpeda B po3poOIi MiIXOAiB UL
MiJBUIICHHS KPHUIITOCTIHKOCTI METOIB mpuxoByBanHs 1[B3
Yy TEKCTOBUX JaHWUX, IUII IJBUIICHHA €(QEKTUBHOCTI
ICHYIOUMX MIiAXOAIB MO TiJBHIIEHHIO KPHITOCTIHKOCTI
CTETOANITOPUTMIB B YMOBaX 3aCTOCYBaHHS 3ac00iB MPOTHMIL
MPUXOBYBAaHHS CTErONOBIJOMIICHHS, @ TAKOX B 3a0e3Me4eHHI
3axucty LIB3, 3arooBKiB 9H ifeHTU(IKAIIHHIX HOMEPIB Bij
HAaBMHCHOTO YH BHUIIAJKOBOTO BHUJAICHHS 3a YMOBH
OJTHOYACHOTO  3a0€3MEUCHHS 3aXUCTy BiJl MOXJIHBOTO
BUKODHUCTaHHS  METOJIB  KOMIT' IOTEPHOI  JIIHTBICTUYHOT
creraorpadii 37T0BMICHUKAMH.

Il.  PILEHHA I PE3VJIBTATH

OCKIIbKM ~ ICHYIOTh ~ Taki METOJM  IPHUXOBYBaHH:I
CTETOTIOBI IOMJICHHS y TEKCTOBOMY KOHTEHHepi:
CHUHTaKCHYHI Ta ceMaHTH4HI [4], came Ha NpHUHIMIIAX
CHMHTaKCHYHOI Ta CEMAHTHYHOI HAJIMIIKOBOCTI TEKCTy i
Oynyerscsi (HOPMyBaHHS CTErOCHCTEMH, @, BiIIOBIAHO, 1
BOynoByBaHHsS [[B3, 3aronmoBkiB um imeHTH(IKAIHHAX
HOMEDIB.

Buxomsun 3 [5], cridikicte 1IB3 3abe3neuyerncs
1o0y10BOI0 HECUMETPHYHUX cucTeM LIB3 3 BukopucTaHHIM
OJTHOTO 3 THIIIB OJIHOHAIpaBieHOT (PYHKIIT, HEOMIKN SIKOT
KOMIICHCYIOTbCSl BHKOPHCTaHHSIM JIOJIATKOBHX MIp IO
miaBHIeHHIO gocTtoBipHOCTI 1IB3, mo nepenarothes. OnHaxk,
B CTETOCHCTEMAaX, BHUKOPDHCTaHHA IIMX JK€ CIHOCOOIB
MIABMIIICHHS TOCTOBIPHOCTI ycKiIaaHeHo [S]. 3 1boro ciiaye,
110 BUKOPUCTaHHS METOAIB PyHHYBaHHS caMe CTErOCHCTEMHU
MaTUMe BHCOKY e(eKTUBHICTH i npu BukopuctanHi 1[B3 un
IHIIMX METOJIB MapKyBaHHS CTeroKOHTelHepy. OmuH 3
HAWI€BIIUX  METONIB  IIJBHUIIEHHS  KPHUITOCTIHKOCTI
npuxosaHoro 1IB3 (B Tomy umchi y Tekcri) monsArae y
Oaratopa3oBOMY TOBTOPEHHI 3HAKY JUISl  ITiIBUIICHHS
IMOBIPHOCTI HOT0 3aXHCTy BiJ PyHHYBaHHS 3a NPHHIMIIOM
0aratopazoBOro MOBTOPEHHS CUTHAJY, SIKHH 3aCTOCOBYETHCS
B PAIOTEXHIli 1 ONTHMAIBHOTO MPHHOMY 1 3MEHIICHHS
BIUIMBY myMiB [6]. OmgHak, B pe3ynbTaTi aHaiizy, Oyio
BUSIBJICHO, 110 BiH HE €()EKTHBHUH B paMKax BUKOPUCTAHHS
CIIEIiaTi30BaHOTO TIPOTPAMHOTO 3a0e3MeUeHH s, M0 peaji3ye
METOJI CEMaHTHYHOTO CTHCHEHHS TEKCTOBOI iH(popMarii s
MPOTHIIl KOMIT IOTepHill THIBICTHYHIN cTeraHorpadii.

ExcrieppuMeHT TpOBOJMBCS Ha OCHOBI YPUBKY TEKCTY
Epnecra Xewinryes «Crapuii Ta Mope» B OpHriHAI,
posmipom 50 xb. B meit Tekcr Oyno ©OaraTopa3oBo
npuxoBaHo Mapkep IIB3 Ha OCHOBI TakMxX METOMIB
JmiHrBicTMyHOI  creraHorpadii, SK  CHHTaKCHMYHI  Ta
cemanTnuHi [4]. Tlpm 1poMy, 3aBASKH JIHTBICTUIHUM
Mmeronam Oyno BOynoBano LIB3, inenTudikauiiinuii Homep
Ta 3aroJIoBOK, po3Mip SKHX HE TepeBunryBaB 1 OiT.
Pesynbratm 0OpoOKM TEKCTy 3 BUKOPUCTAHHSIM METOJY
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CEMaHTHYHOTO CTHCHEHHS TEKCTOBOi iHGopmarii s
KO)KHOTO 3 IMX TuMiB BOymoByBaHHS iH(opmauii 3
KIJIBKICTIO 3aJIMIIEHIX OIT HaBeAeHO B Tabaummi 1.

Ta6muus 1. JlocnipkeHHsT METOLY i IBHILEHHS
KPHUITOCTIHKOCTI cTeroanroputMmis BOymoByBanus 1[B3 y
TEKCT B YMOBAX MPOTHIIT HUISIXOM CEMaHTUYHOTO CTHCHEHHS

Kinpkicts LIB3, 3aronoBkiB 41 HoMepiB

i\fxgcne- CHHTaKCH4HI METOH CeMaHTHYHI METOAN

E :Meﬂ- B6ynosani i?f:ﬂmem BOynoBani B | 3anumieni micmus
B TEKCT oBpobii TEKCT 00poOKH

1 2 1 2 0

3 5 0 5 2

4 8 0 8 1

5 12 0 12 3

6 10 2 10 1

7 15 0 15 0

8 18 0 18 0

Amnainmiz  1mokaszaB, 110 IMAXig A0  IJABMILEHHS

KPUNTOCTIMKOCTI IUIIXOM ITOBTOPEHHS BOISHOIO 3HaKy [6]
He e(QeKTHBHMH B paMKaX BHKODHCTaHHS METOIY
CEMaHTHUYHOI'O CTUCHEHHS! TEKCTOBHUX JaHHX, a IMOBIPHICTh
30epekeHHsT Xo4ya O OJHOrO 3HAaKa HAaiATO HHU3bKAa Ta
HecTablIbHa

TakuM  4YMHOM, OCHOBYIOYHCh HAa  NPHHIHUIAX
(YHKIIOHYBaHHS 3raIaHOTO0 METOy, Ha ToMY (hakTi 10 ISt
JOCTIDKEHHS TEKCTY BUKOPHCTOBYETHCS IHTCHCIOHAIBHA
Jorika Ta AWCKYPCHHMH aHami3 TekcTy [3], icHyBaTumyTh

meperiyeHi  Jani  IDBIXH  MiIBUINEHHS  e()EeKTUBHOCTI
BOynoByBaHHs Mapkepy LIB3 y Tekcr, siki, nIpu LpoMy He
HAJIal0Th MO>KJTHBOCTI IMOBipHOMY 3IIOBMUCHHKY
BOYZIOBYBATH IMOBHOI[IHHE CTETOMOBIIOMJICHHSI.

1. LB3 cmix BUKOPHCTOBYBaTH B  KJIHOYOBHX
CEeMaHTUYHUX  E€JIEMEHTaX  OCHOBHOIO  TEKCTy,  SIKi
HEMOXJIUBO  MomudikyBard. Takuii  maxig  MOXKe

3a0e3MEeUNTH 3aXHCT BiJl BHIAICHHS CTETOIOBIIOMIIICHHS
NUITXOM CEMAaHTHYHOTO CTUCHEHHS, IIPH TOMY HE HaJIal0uH
3IOBMHCHUKY MOXIIUBOCTI INPHXOBAaTH IOBIIOMIICHHS
OUJIKOM, OCKUIBKM 1-2 OITIB 3aHagTo Majlo Uil HOro
MPUXOBYBAaHHS, ONHAK IOCTaTHHO IS BOYJOBH MapKepa
BOJISTHOTO 3HAKa.

2. OOoB’s3KOBa JUCKYpCHA TIEpPEeBipKa CEMaHTHKH
TEKCTY 3aJUIs BUSBJIICHHS HAWOIBII CTIHKMX MICHb IS
NPUXOBYBAHHS JaHUX, TA BU3HAYCHHS MTOJAJIBIIOT IMOBIPHOT
Momudikamii TekcTy 3aco0aMM, HampaBICHUMH  Ha
pYHHYBaHHS CTETOCUCTEMH.

3. BukopuctaHHA IHTCHCIOHAJNBHOI  JIOTiKH  JUIS
npuxoByBaHHi [IB3 y cTpykTypHOMY CE€MaHTUYHOMY
€JIEMEHTI MUIAXOM BH3HAYCHHS CBITIB CEMAaHTHKH, B SKUX
el eJeMeHT HaO0yBae TOTOKHUX 3HadeHb. Lle 3abe3meunth
cTabinbHICTH BOynoByBaHHsS LIB3, Ta HEMOXIHMBICTH
pyWHAIl CTErOCHCTEMH. A HasSBHICTh HAJTO HEBEIUKOI
KIIBKOCTI TaKWX €JEeMEHTIB 3a0e3leYnTh 3aXMCT BiJ
nepenavi MOBHOIIIHHOTO CTETOTIOBIIOMJICHHSI.

4. BukopucTaHHS TPHUHIWIIB  CEMIOTHKH IS
BOynoByBanHsi [[B3 Ha ocHoBi 3HakoBoi cucremu. lle
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3YMOBJIEHO THUM (haKTOM, IO HA PsSIy 3 CHHTAKCUYHUMH Ta
CEeMaHTHYHIMH METOAaMHU 3rafiaHuMH panirie,
NPUXOBYBAHHS IIOBIZOMIICHHS IIPOBOIMTHECS TaKOXK Ha
OCHOBI ocobnuBocTell cuMBOIB [7]. A Te, MO ceMioTHYHI
npuHIMY  0a3yloTbCs Ha CEMaHTHYHIA iHTeprperarii
BIAIIOBIIHUX 3HAKIB, JI03BOJINTH M1 ABUIUTH
kpunrocrtiiikicts 1IB3, mpu oMy 3HaKoBa cuCTeMa, IO HE

NMpUBEPHE 3aifBOi yBarm € HAATO HEBEJIUKOK  JUIS
BUKOPHUCTAHHS i1 3JI0BMUCHUKOM.
I1l.  BUCHOBKM
Jns i ABUIIIEHHS KPHUITOCTIHKOCTI METOIIB

MIPUXOBYBAaHHS CTETONOBIIOMICHHS Yy TEKCTi, CIJiJ HEpII 3a
BCe, MapKkep BOYJIOBYBaTH B KIIOYOBUH CEeMaHTUYHHNA
CIIEMEHT TEKCTY, KpiM TOro, IPOBOIAWTH IHCKYPCHY
MepeBipKY CEMAaHTHKU TEKCTY, BUKOPUCTOBYBATH EJIEMEHTH
IHTCHCIOHANBHOI JIOTIKM U1 TpuxoByBaHHA [IB3 Ta
BUKOPUCTOBYBATH MPUHIIUITA CEMIOTHKHU. Taki MiIX0a1 X0Y i
HE CTOBiIICOTKOBO 3abe3neyarh 3aXKCT Bin BupaneHHs L[B3,
poTe 3HAYHO Ii/IBUILATH e(CKTUBHICTD foro
BOYJIOBYBaHHs, NpPU L[BOMY HE HAIaBIIM 3JOBMHCHHKY
MOXITBOCTI MEpECHIaHHs OBHOIIIHHOTO MoBigoMieHHs. Lle
O3Hayae, IO aBTOPCHKI IpaBa Ta iHII MMO3UTHUBHI aCHEKTH
BUKOPHCTaHHs cTeraHorpadii Oyayts 30epexeHi, i, mpu
IbOMY He 3pocTe Hebe3reKa BiJl MOKIMBOTO BHKOPHUCTaHHS
METOJIIB cTeraHorpadii 3JI0BMHUCHHKOM.

Omxe, NUIIXM BIOCKOHAJCHHS ICHYIOYHX METOJIB
1 ABUIIEHHS KPHUITOCTIHKOCTI BOYZIOBYBaHHS B3
TOJISITAIOTh Y BUKOPHCTAHHI 1X i3 3a3HAUYCHUMMU MIAX0JaMH B
KOMILIEKCI.
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AHai3 epeKTUBHOCTI METOAIB 00poThOM 3 DOS-
aTaKkaM{ B KOMII FOTEPHUX CHCTEMax

€promina Hartanis CepriiBHa

3emckoBa Anb0OiHa OJiekciiBHA

Xapxiscvxuil HayioHanwbHil yHieepcumem padioeieKmpoHixi,
np. Hayxu 14, Xapxis, 61166, Vrpaina,nataliia.yeromina@nure.ua
Xapxiscvruil HayioHanwbHil yHieepcumem padioeiekmpoHixi,
np. Hayxu 14, Xapxis, 61166, Ykpaina, albina.zemskova@nure.ua

Anomauin. B obuucniosanvhiii mexwniyi amaxu 6i0mMosu 8
obcnyeosyeanni (DoS) € oowicio i3 cknraduux npobrem y
nomounomy Iumepuemi. Ycniwuna amaxa 0ossonsie onoKysamu
docmyn Kopucmyeauie iHopmayitiHux cucmem 00 pecypcie
PI3HUX cepeepis, AKi MOACYMb OeaKmugy8amu 6Cl0 CUCTNEMY.
B Oanuii uac 6 ceimi ichyromv piuwenus, AKI 3HUNCYIOMb
necamuenui eniue DoS-amax, ane yi dopoei cnocobu mawome
pAO0  HeOoniKis, AKI 0OMedcyromb iXHIO 30amHICMb  Npu
suxopucmosyganui. Memow  yici pobomu € ananiz
BUKOPUCMAHHA DI3HUX MemOo0i6 01 3anobicanna DoS-amaxu.

Knrouosi cnosa: Dos-amaxa, memoou 6opomvbu, amaniz
Memoois.

.  BCTVYIIIIIOCTAHOBKA 3ABJJAHHA

CyuacHuif KOMITIOTEPHUH CBIT SBJIsIE COOOI0 PI3HOMAHITHY
CYKYINHICTh cucTeM 00poOku iHpopManii Ay BUPILICHHS
GaraTorpaHHOro Koja NpoOJieM, IOB'SI3aHOTO 3 PI3HUMH
obiacTsAIMM  JIFOACBKOI  AisibHOCTI.  YuM  ckiajHime
MOCTaBJIE€Ha 3a7ada THM OLTbII KPUTHYHHM CTalOTh TaKi
XapaKTEepUCTUKU SIK HaAIMHICTh Ta Oe3neka iHpopMamiiHX
pecypciB, 3aiTHUX B IpoIieci 300py, HAKOMHMYEHHS, 00pOOKH i
nepeaadi KOMM'FOTEPHUX JTaHUX.

Ha croromguimHii neHs ans 3a0e3medeHHS OC3MEeKH Psif
KOMITaHii KOPUCTYIOTBCS pi3HUM MPOTPaMHUM
3a0e3IeUeHHAM He 3aMHUCITIOI0UUCH TIPO CTYIIHB 3aXUCTY TOTO
YH IHIIOTO 3ac00y. 306iif a00 HEAOCTYIHICTH iH(GOPMALIHHOTO
cepBepa TATHE BeNWYe3Hi QiHaHCOBi BTpaTH. OCTaHHIM YacoM
cTama ocoONMBO AaKTyanbHOI0 mnpoOnema DoS-atak. Ix
MOTYXKHICTD 30inbImmiacs Maibke B 3.5 pasu [1] Tinekm 3a
yeTrBepTUit KBapTan 2014 poky.

DoS (Denial of Service — BiamMoBa B 00CIyroByBaHHi) —
XaKepchka aTaka Ha OOYKCIIOBAJIBbHY CHUCTEMY 3 METOIO
JIOBECTH 1i O BiAMOBH, TOOTO CTBOPEHHS TaKUX yMOB, IPH
SKHX JIETallbHI KOPUCTYBadi CHCTEMH HE 3MOXYTh OTPUMATH
JIOCTYII JI0 HaJJaHUX CHCTEMHHX pecypciB (cepBepiB), abo 1eit
JocTyn yckimagHeHuit [2]. Taki aTaku J03BOJISIOTH JJOBECTH 10
BIIMOBM TIPaKTH4HO OyJb-SIKY CHCTEMY, HE 3alHIIal0uH
IOPUAMYHO 3HAYMMHUX JIOKa3iB.

Ha nanwit MomMeHT BUILIsI0Th 4 Tuna DoS-atak [3]:

e araka Ha HACMYEHHS CMYTH IIPOIYCKAHHS;

e araka, 10 MPU3BOJUTH JI0 HECTaui CHCTEMHHUX

pecypciB;

e araka, 110 BUKOPHCTOBYE MIOMUIIKH TIPOrPaMyBaHHS;

e araka Ha DNS-cepsepa.

Il.  PIIEHHS I PE3VJIBTATH

IcHylOTH pi3HI CHUCTEMHM BUSBICHHS BTOPTHEHb, SIKi
JO3BOJISIIOTE BHABIATH DoOS-araku IO BiIOMHM CHTHATypam,
pO3Mi3HaIOYM aHOMAJIbHY MOBENIHKY cucteMu. OHI KoMmaHii
BUKOPHCTOBYIOTH CTaTH4HI 3aCO0M 3aXHCTY JI0 OYATKy caMol
aTaky, BHOyIOBYIOUM criemianbHi (inmeTpu. Ha migxomax mo

cepBepa (HAMOMIKIOMY MapIIpyTH3aTOpi) MOBHHHA OyTH
BCTaHOBJICHA CHCTeMa aHajizy Tpadiky, 5Ka JJ03BOJIHTH
CBOEYACHO II3HATHCS NPO IOYAaTOK aTakd 1 BYACHO BXKUTH
3axonu A ii 3amoOiranHs. IHm — 30epirarote 0a3y DaHUX
cUrHaTyp Bxke BimomMux DoS-atak. BupoOnstoun mpu npomy
MOHITOPHHI ~ BCi€i CHCTeMH 1O CHTHAaTypaM, MOXKHa
3adikcyBaTi mouaTok DoS-ataku. Aje ned cmocid He Tak
e(peKTHUBHHN, TOMY IO MIPH MOBi OyAb-i1K01 HOBO1 DoS-araku
naHa 6a3a curHatyp OesxopucHa. Ille omuH crnocid BUSBICHHS
novaTky DoS-aTaku sBisie coOOK BHSBICHHS aHOMAJbHOI
MOBE/IHKH B cucTeMi. [I0TOYHUI CTaH CUCTEMH B PEalbHOMY
Yaci MOPIiBHIOETHCS 3 ii HOPMAJIBEHHM CTaHOM, TOOTO 3 THM,
KOJIM CIIOCTEpIiracThCsi 3BUYAifHA JAMHaMika Tpadiky i
MPOAYKTUBHICTE camoro cepBepa [3]. [Hme Oimpm-meHm
e(eKTUBHE pIllIEHHs NOJIArae B KYMiBIl JOPOTUX XapABapHUX
cucreM  CiscoTrafficAnomalyDetector i  CiscoGuard.
[Ipamnrorount pa3oM, BOHH MOXYTh IOJABUTHU aTaKy, sKa
MTOYUHAETHCS, ajie, sIK 1 OUTBIIICTE IHIIUX PIllIeHb, 3aCHOBAHUX
Ha HaBYaHHI Ta aHami3i cTaHiB, Jal0Th 300i. Bci mi crmocoou
JOTIOMAraroTh 3aXUCTUTHUCS JIMIIE Bij AeskuX BUIiB DoS-arak.
Xakepu, HaIICHI «3BaJIMTH» TOM 4YM IHIIUE cepsep,
aHAII3YIOTh 3aXUCT 1 BUTAAYIOTh iHII CIOCOOM BIUTMBY HA Hel,
MOCHITIOIOUH aTaKy, abo 30BCIM BIAIOYHUCH JI0 iHIIOTO METOY.

I1l.  BHCHOBKU

[IpuBaTHi WimXoAwm HAATO pecypco3aTpaTHi i B CHITY
BeJIMUE3HOTO po3MaiTTs DoS-atak, He 3a0e3MeuyoTh CUCTEMY
MTOBHOIIHHAM 3aXUCTOM. AJle MpaBWiIbHA KJIACHU]IKAIsI — 1e
nepIuui KPOK 10 CTBOpPEHHS KOMIUIEKCHOTO
PO3LIMPIOBAIBHOTO aNapary, 34aTHOTO JAETEKTYBATH, BXKHUBATH
HEOOXIHI 3aX0JM J0 MOYATKy aTaKH i, B JICIKUX BHUITAJKaX,
MOBHICTIO 3aXWINATH CHUCTEMY BiA HHUX. TakoX BapTo
BpaxoByBaTH TOH (akT, 110 3a OCTaHHIH yac 30UIbIIHIIACS
notyxHicTh DoS-arak, a pa3om 3 1M 301IbIIMIINCS 1 BUTPATH
Ha ii peamizamito. Tomy, He maroun 100% 3axucTy Bia HUX,
aJle TPYHTYIOUMCh Ha IicHyrouii kiacugikamii DoS-atax
MOJKHa BUOYyBaTH 3aXHCT CBOET CHCTEMH TaK, 10 JaHI aTaku
cTanu 0 NMPOCTO €KOHOMIYHO HeBWTimHMMH. J[ng mporo, mo
Mipi MOJMJIMBOCTi, HEOOXiZIHO MaTH BCi BifoMi crocoOn
3aXUCTy CHCTEMH BiJ arak. BaJMBO 3II0BUTH MOMEHT 1
moyaTH akTUBHI mii. [lomomoke B IBOMY TOCTiifHe
CIIOCTEPEXKEHHSI 32 MapLIPyTH3aTOPOM, MIJKIIOYEHUM [0
30BHINIHBOT Mepeki (aHaii3 rpadikiB NetFlow).
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[IopiBHSJIBHUM aHAJ13 METO/IB ayTeHTU(DIKALIIT 110
O1oMeTpii

Huixniuenko Onekcanapa KocTsHTHHIBHA

Xaprxiecvruil HayioHanbHUll YHigepcumen paodioeneKmpoHiKy
np. Hayxu 14, Xapxis, 61166, Yxpaina,
oleksandra.nizhnichenko@nure.ua

Anomauin. Awnaniz nokasye, wo acnekmu Oe3nexku OAHUX
Haby6aiomv 3 KOMCHUM OHeM 6ce Oilbuloco 3HAYeHMs,
CMBOpPEeHHs HAOIUHUX MemoOi8 PO3NIZHABAHHA OCOOUCMOCHI
cmac 6ce Oinbut akmyanbHo. ICHy1oms Memoou po3nisHasanis,
6  AKOCMI  AKUX  MOJICHA  pO321a0amu  CYKYNHICHb
idenmugpikayiinux Kapm, SKi CMOCYIOMbCA COYIANLHOZO
cmpaxyeanHs abo naponi, He MOXCYmb Oymu a6coaromuo
HAOIHUMU.

Knrouosi cnoea. biomempuuna aymenmuixayis,
biomempuuna ioenmuirxayis, nadiunicms, FAR, FRR.

. BcTyIl. IIOCTAHOBKA 3AJ1AUL

OCTaHHIM YacoM [MiJBHIIYIOTECS BHUMOTH [0 OC3MCKH
JI0CTYIY JI0 pecypcna lH(i)OpMa].[H/IHI/IX cucreM. IcHye Benmka
PI3HOMAaHITHICTh METOAIB ineHTH(]iKalii Ta Oarato 3 HHUX
OTPUMAIH IMPOKE KoMepuiiiHe 3acrocyBanHs. Ha CHOTO/IHI B
OCHOBI HaWOUIbLI IOIIMPEHUX TEXHOJIOTIH BepmblKaun Ta
ineHTHOIKAM]  JEKUTh  BUKOPUCTAHHS napomB i
NEePCOHATBHUX  iNeHTH(]IKaTOpiB ab0 JIOKYMEHTIB THITY
nacropra, BOJIHChKNX TpaB.

OpHak Taki CHCTEMH [yK€ BPas3IUBi Ta MOXYTh JIETKO
MOCTPaXIATH BiI MiAPOOKH, KpaaiKKU Ta iHIIUX (PAaKTOPiB.
Tomy Bce OumpImuii iHTEpeC  BHUKJIMKAIOTH  METOAU
OiomeTpuuHOi imeHTH(iKalii, [0 JO3BOJISIOTH BH3HAYUTH
0oco0y JNrOIUHH 3a HOro (i3i0NIOTIYHUM XapaKTePUCTHKAM
NUIIXOM PO3MI3HAHHS 110 3a31aJI€TiAb 30epeKESHNUM 3pa3KaMm.

BiomeTpiss - CykynHiCTH MeTOAIB ieHTHU}IKamii Ta
ayTeHTH(]IKalil KOPUCTYBauiB HA OCHOBI 1X TIOBEIHKOBUX a00
¢izionorivanx xapakTepuctuk [1] . YV cBorw dyepry meromu
6iomMeTpuyHOI iieHTHdiKaii TOALISIIOTH Ha!

1. CraruuHi, 3acHOBaHI Ha (i3I0JNIOTIYHAX O3HAKAX
JIFOJIUHH, IIPUCYTHIX 3 HEIO MPOTATOM BChOTO JKUTTSI:

- IICeHTU(IKAIIS 110 BiIOUTKY ITaJbIIs;

- ineHTHdIKaIlis Mo 00IUIUIO;

- iIeHTU(IKAIS IO pailTyKHIH 000JIOHIII OKa;

- igeHTH(IKAIliS 0 TeOMETPii PyKH;

- imeHTHdikamis no TepMorpamMmu ocoou;

- igenrudixkarmis no JTHK;

- iIeHTU(IKaISA Ha
XapaKTEepUCTHK BYXa;

- IIeHTU(IKAIIS 10 MATIOHKY BEH.

2.  unamiyai OepyTb 3a  OCHOBY  IOBE/IHKOBI
XapaKTepUCTHKH JIFOACH, a caMe MiACBIIOMi pyci B mporleci
MOBTOPEHHS OYyIb-AKOi 3BUYalHOI Jii: MOYEepK, TOI0C, X0Aa:

- IIeHTU}IKAIIS 110 TOJIOCY;

- igeHTH(IKAIiS 0 PyKOITUCHOMY TIOYEPKY;

- imeHTHdiKauis o KJIaBiaTypHOTO MOYEPKY

- TaiHmi.

IcHylOTh Takox KOMOIHOBaHI cucTeMH ineHTH]IKaLil, 10
BUKOPHCTOBYIOTh KiJIbKa OiOMETPUYHHMX XapaKTEPUCTHK, IO

OCHOBI AKyCTUYHUX

JIO3BOJISIE 33J0BOJIFHUTH HaWCYBOPIII BUMOTH 0 HAIIHHOCTI i
0e3IeKH CUcTeM KOHTPOJIIO JOCTyIy [2].

Il.  BUPIIIEHHSA ITPOBJIEMU TA PE3VJIbTATU

OpmanM 3 MeroniB ayreHTH(ikamii Ta imeHTH}IKaIii, 110
HalO1bIIe PO3BUBAETHCS, € 1IeHTUdIKaLis 10 O10METPUYHIM
XapakTepucTUKaM. biomeTpis onTuMaibHa y BHKOPHCTaHHI
THM, 1[I0 KOPUCTyBayeBi He Tpeba 3amam'sTOBYBATH
iHpopmamito imeHTH]IKamii Ta ayTeHTI/I(biKaui'l' 3a ocranHi
POKH pO3p0o0JICHO OLIbIIE AECATKA METOIIB iMeHTH(IKAIIiT.

3i  30iUABLICHHSAM  MOMYyJSIPHOCTI  TAKUX  METO/IB
ineHTHOiKalii MocTae NHMTaHHA NpPO iX HAAIWHOCTI Ta
3aBagocTiiikocti. JIns BH3HAYCHHA €(EKTUBHOCTI CHCTEMH

KOHTPOJIIO 1 KEpyBaHHSIM JOCTYNY Ha OCHOBI 0i0METpUYHOI
iIeHTU]IKAIlI] BAKOPUCTOBYIOTh HACTYITHI ITOKA3HUKH:

- FAR - koeiIlieHT TOMUIIKOBOTO MPOIYCKY;

- FMR - #iMOBipHiCTB, IO CHCTEMAa HEBIpHO TOPiBHIOE
BX1IHHU# 3pa30K 3 HEBIAMOBIIHUM IIA0JIOHOM B 0a3i TaHUX;

- FRR - koedimieHT MOMIITKOBOI BiIMOBH;

- FNMR - iimoBipHICTb TOTO, 1110 CUCTEMA TOMHUIUTHCS
y BH3HAYCHHI 30ITiB MK BXIJHHM 3pa3KoOM 1 BiJIOBITHHM
1abI0HOM 3 0a3H JaHUX;

- rpagik ROC - Bi3yam3amis KOMIIPOMICY MiX
xapaktepuctukamu FAR i FRR;

- koedimienT BimmoBu B peectparnii (FTE abo FER) -
Koe(ilieHT Oe3yCIIHIX CIIPO0 CTBOPUTH LIAOJIOH 3 BXIAHUX
JMaHUX (IPY HU3BKY SKICTh OCTaHHIX);

- xoediuientr nomuiakoBoro yrpumanus (FTC) -
HMOBIPHICTh TOTO, IO aBTOMAaTH30BaHA CHCTEMa HE 3JaTHa
BU3HAYUTH OIOMETPUYHI BXiJIHI J1aHI, KOJIM BOHU IIPEACTaBIICHI
KOPEKTHO;

- MICTKICThP MIA0NOHYy - MaKCHUMajbHa
HaOOPIB AaHUX, SIKI MOXKYTb 30€piraTucs B CUCTEMI.

lonoBHuMHM, Uit OwiHKM  Oynb-skoi  GloMeTpHYHOI
CHCTEMH, € JIBa ApaMeTPH:

- FAR (False Acceptance Rate) - koediuieHT
TMIOMHWJIKOBOTO  TMPOITYCKY, TOOTO BiJICOTOK BHHHUKHECHHS
CHUTyallif, KOJM CHCTeMa JI03BOJISIE JOCTYNl KOPHCTYBauy,
HE3apeECTPOBAHNM B CHCTEMI.

- FRR (False Rejection Rate) - koediuieHT
TTOMMJIKOBOT BiZIMOBH, TOOTO BiZ]MOBA B IOCTYIIi CIIPaBXKHBOMY
KOpHCTYBa4eBi cuctemu [3-4].

KIJIBKICTD

Ta6muus 1. KoedinieHTH MOMMIKOBOTO MPOITYCKY Ta
BiIMOBH JJIs Pi3HUX CHCTEM 010METPHYHOTO TOCTYILY

biomerpuyHa cucTeMa KepyBaHHS
JIOCTYITy BUKOPHCTOBYE:

FAR FRR

BinOurok nansns 0,001% 0,6%

Posnisnasanus 2D 0,1% 2,5%
PosmiznaBanus o6mmyaus 3D 0,0005% 0,1%
PaiinyxHa 06010HKa OKa 0,00001% | 0,016%

CiTKiBKa OKa 0,0001% 0,4%
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biomerpuyHa cucteMa KepyBaHHs FAR FRR
JOCTYIy BHKOPUCTOBYE:

Bigbutok manbis 0,001% 0,6%
PosmizunaBanns 2D 0,1% 2,5%
PosniznaBanusa 00anuus 3D 0,0005% 0,1%
PaiinyxHa 000J0HKa OKa 0,00001% | 0,016%
CiTKiBKa OKa 0,0001% 0,4%
MaoHOK BeH 0,0008% 0,01%

OO6uaBa mapaMeTpu PO3paxOBYIOTHCS Ha OCHOBI METOJIB
MareMaTuyHoi cratuctuku [5]. UuM HmKYe I MOKA3HUKH,
TUM BUIIE TOYHICTH po3mizHaHHA 00'ekTiB. Lle o3mHagae, mio
TaKi CUCTEMHU KOHTPOJIO JOCTYIY OYAyTh BUKOPHCTOBYBATHCS
Ha BaXJIMBUX 00 €KTax KOMITIOTepHOI Mepexi. [ligBumuTn
00u/IBa MOKA3HUKU HAMIMHOCTI MOXKHA TUTHKH TPUHIIUIIOBHM
YIOCKOHAJICHHSAM OIOMETPHYHOT METOIUKH.

PosrmsiHyTHi minxin no aHamisy igeHTH(IKalii 103BoJIsiE
OWIHWUTH JOCTOBIPHICTP 1 HAAIWHICTH PI3HUX METOIIB
OiomeTpii B MNOPIBHSHHI 3 IHIIMMH METOAAMH iAeHTH(IKaI].
Sk mokazaHO B poOOTi, 3acTocyBaHHSA OioMeTpii HO3BOIUTH
BUDIIIUTH MPOOJIeMy HATIHHOCTI Ta MOXKE IMiJBHIIUTH
JIOCTOBipHICTh imeHTH(ikamii Ccy0'ekTiB TpuW opranizamii
JOCTYILY JIO CHCTEM 3 YHCJIOM KOPUCTYBayiB, 10 BUMIPIOETHCS
COTHSIMH, a TaKOXX 10 KPUTUYHO BaXKIUBHUX CHCTEM K YaCTHHA

BUCHOBKU
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CHUCTEMH KOHTPOJIIO Ta yNpaBIiHHA (DI3UIHUM JOCTYIIOM abo
SIK 10AaTKoBUH (akTop ayreHTudikanii. s mupokoro kiuacy
cucreM OioMeTpuuHa imeHTH(ikamis TpuAaTHA A
MOCWJICHHS 3aXUCTy a00 sK MiJBHIICHHSA 3aBaJlOCTIHKOCTI
CHCTEM.

[1]

[2
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(4]

[5]
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The Deadlock Problem & Approaches to Its
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Zakabluk Maksym
Shevchenko Oleksii
Movsesian lana

Kharkiv National University of Radio Electronics,
14 Nauky Ave, Kharkiv UA-61166, Ukraine
e-mail: maksym.zakabluk@nure.ua

Abstract. The paper discusses the problem of resource
deadlocks, as well as ways of preventing and avoiding them. It
points out the importance of developing mechanisms to fight
against deadlocks in operating systems and describes the
approach to preventing deadlocks based on combining
eventdriven and service-oriented architectures, asynchronous
I/0, and a number of other architectural solutions and
techniques.

Keywords: deadlock, event-driven architecture,
serviceoriented architecture, asynchronous 1/O, dynamically
resizing a buffer, deadline for processing a message, timeout.

I. INTRODUCTION AND PROBLEM STATEMENT

Deadlocks are one of the characteristic problems of parallel
systems in which several entities share several objects
(resources). Despite the fact that research aimed at fight
against deadlocks was started back in the late 1960s, this
problem remains relevant today. The approaches to preventing
deadlocks and avoiding them are most actively developing in
flexible manufacturing systems (FMS) [1], but the threat of
dead-end situations also remains in local computer networks of
cars [2], wireless sensor networks [3], device drivers and any
other parallel systems and applications with resource sharing.

The deadlock prevention is based on the use of attacks on
one or more of Coffman's four conditions, and implies the
design of a system whose architecture fundamentally excludes
the possibility of deadlocks [4]. If the violation of the specified
conditions for the occurrence of deadlocks implies their
prevention during the operation of the system, the same goal
can be achieved at the software design stage by verification,
for which model checking [5], modeling, analysis of the
description of the system in one of the formal languages
(Funclet+, xGiotto, AFS etc.) and other methods can be used.

In case of evasion, the system avoids entering into deadlock
conditions, but is not immune from them. Evasion can be
realized with the help of the banker algorithm, supervisory
control based on Petri nets, pi-calculus, process algebra, fuzzy
logic, finite state machine theory, and other approaches. The
exponential dependence of the number of possible states of the
system on the number of its elements and the connections
between them in a number of cases makes an integral
verification of the systems impracticable, and approaches to
preventing deadlocks and evading them in dynamics -
impractical. The situation is even more complicated for
systems with variable topology and composition, as well as
decentralized control, which makes it urgent to develop
mechanisms to fight against deadlocks in operating systems.

1. PROBLEM SOLUTION AND RESULTS

An effective attack on the conditions of mutual exclusion,
holding and waiting, as well as cyclic waiting is possible due
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to the combination of Event-Driven Architecture (EDA) and
Service-Oriented  Architecture  (SOA), non-blocking
asynchronous 1/0O (Asynchronous 1/0, AIO) and some other
architectural solutions and techniques. In the case of the
organization of software in the form of a set of services, you
can get rid of the separation of resources as such: each
resource corresponds to a separate service that processes
customer requests, and only this service can hold the resource.
However, the use of synchronous calls by services can lead to
cyclic waiting, which can be avoided by buffering requests and
using asynchronous 1/0, which is characteristic of the event-
driven architecture. In the case of combining EDA, SOA and
AIOQ, the services exchange messages, and the receipt of the
message is interpreted as an event. Services, in this case, can
be described by a finite state machine model.

However, due to the limited size of message queues and the
non-determinism of the flow of external events, even the
system with the above-mentioned architecture is not immune
from getting into deadlocks due to complete filling of queues.
This problem can be avoided by dynamically changing the
queue size, as well as comparing each message with a
processing deadline, which allows you to periodically delete
messages from queues that are no longer relevant for
processing. In addition, each message has a deadline for
processing the system in real time by scheduling the execution
of handlers using the EDF (Earliest Deadline First)algorithm,
as done, for example, in the COSMIC middleware.

In the case of the description of services by the model
of the finite state machine, deadlock situations are possible due
to the circular waiting of messages, which can be avoided by
comparing each state of the automaton with a certain timeout -
the maximum permissible time in the given state. At the end of
the timeout (which is interpreted as an event), the machine
goes into one of the other possible states.

I1. CONCLUSIONS

The above-mentioned architectural solutions have a
number of advantages over conventionally traditional
approaches to the designing of operating systems, and realize
the deadlock prevention as their non-main function.
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AHa3 HeOe3IeKH BIIPOBAAKEHHS BIPYCHOT'O
IPOrpaMHOI0 3a0€3MEeUYCHHS B 300paKeHHSI

['punboB Poctucnas CepriiioBuy
CesepinoB Onexcannp BaciiboBiy

Xaprxiecvruil Hayionanvnuii Ynieepcumem Paodioenekmponixu, np.
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Anomayin. Y 00nogioi posensnyma Hebe3nexa ModCIu8oCmi
8nposaddcenHa gipycie 6 @ailiu 300padceHb 3  Memoio
NOOONAHHA 3AC00I8 3aXUCHTY.

Knwuosi cnoea:. sipycu; nponuxnenns;, noodonamms cucmemu

saxucmy, gipyc y 306paxcennni; 1DS; IPS.

I. BcTyn

Komm'torepHi Bipycu HecyTh Cepilo3Hy 3arposy sK Juis
MPOCTAX KOPHCTYBAYiB, TaK i U1 BENUKHUX PipM 1 KOMIIaHIH.
CporonHi icHye BemMYe3HA PI3SHOMAHITHICTh KOMITIOTCPHUX
BipyciB. CTBOPIOIOTBCS HOBI METOIWKM IX MPHUXOBYBAHHA i
nommpeHHs.  HafOimpln  4acTUM €  BHKOPHCTAHHS
creranorpadii Uil IPUXOBYBaHHA BiPYCHOTO IIPOTPAaMHOTO
3a0e3neueHHs B (ainax.

B Ham yac mist 3a0e3rnedeHHs 3axXHCTy KOH(IIEHLIHHNX
JAaHUX  OpraHizaliii ~ BHKOPHCTOBYIOTBbCS  aHTHBIpYCHE
nporpamMHe 3a0e3NeYeHHsl, CHCTEMH BUSIBICHHS BTOPIHEHb
(IDS), cucremu 3amobiranus BroprueHb (IPS), Opanamayepu
ta (aepBonu. IlpoTe HaBiITh BOHM HE MOXYTh TapaHTyBaTh
3aXHUCTY.

Il.  BUWPIIIEHHA ITPOBJIEMU TA PE3YJIbTATHU

370BMUCHHKA  MOXYTh  BIPOBa/DKYBaTH  BipyCHe
nporpaMHe 3a0e3ledeHHs B 300pakeHHS U1 0OXOIy
antuBipyciB, IDS/IPS i micounnns. Ilepmr Hix Bipyc Oyme
3aIymeHnid Ha KOMITTOTepi CIiBpoOiTHHKA, HOTO IpoaHalizye
6arato mpUCTPOIB (PUCYHOK 1).

—~4
[ _—
\oih o,
f— Q/z,w
attacker
SAndbox IDS /1PS antivirus
Pucynok 1 — Bizyamizarist nuisixy Bipycy J0 IiJIbOBOTO

KOMIT'tOTEpa

Binburicte MeTOAIB aHali3y BKIIOYAIOTh BUKOPHUCTAHHS
BiJOWTKIB 1 aHaJi3 MOBEMIHKU B ITICOYHUIII, a came: IepeBipka
MOTOYHOTO  JIOMEHY, IIepeBipKa 3alyIleHHX MpOILECiB,
nepeBipka o0csry mam'siTi, IepeBipka po3Mipy JAHCKa,
nepeBipka yacy 0e3BiIMOBHOI pOOOTH.

[Ticounnmi aHami3yBaTUMyTh TUIBKM BUKOHYBaHi (aiinm,
6i6miorexkn DLL, mokymentun Word, ametu Java. binmbmricts
i3 3aco0iB 3axWCTy TMPOCTO HE 3BEpPTAIOThH YBaru Ha
300pakeHHsT abo iHmmK Oe3meuHuit THn ¢arny. OCKiIbKH

BBa)KalOTh, 1[0 HEMA€E MPUYUH BUTPAYaTH NPOLECOPHUN LUK
Ha aHaJ1i3 300paKeHHSI.

I[Ipu pmocmimkenni ¢opmary BMP  naiibinemy yBary
pUBEPTarOTh Mot Size (posmip daitny BMP B 6aiitax),
XpelsPerMeter Ta YpelsPerMeter (ropusonTansHa Ta
BEpTHKAJIbHA DO3/LIbHA 3JaTHICTH, MIKCENB Ha METp) Ta
3ape3epBOBaHi OIS, aJKe BOHU € HCHANIHHUME. 3BUYalHUHA
3aronoBok BMP moumnaetbes 3 moniOHOTO psimka 42 4D XX
XX XX XX 00 00 00 00. Tak HampukiIaa BiAKpUBIIA
300paXeHHsI YOPHOrO NPSIMOKYTHHKa B heX-penakrtopi Mu
mo0aYrMO HACTYITHHH 3ar0JIOBOK (PHUCYHOK 2).

Offset(h) 00 01 02 03 04 05 06 07 0B 09 OA OB OC OD CE OF TercT OeXOOWDOE
00000010 OO 00 00 0o 00 00 00
Qoggoo20 00 00
00000030 00 00
00000040 00 00

Pucynok 2 — [Touarok 3arogoBky 306pa)KeHH$[

Tak, HanpuKIaa, MOXHa BIPOBaJAUTH BIpyC Yy 300pakeHHs
¢dopmary BMP, TakuMm 4uHOM, 1110 KOPUCTYBa4 HE MOMITHTH
HIYOTO mimo3pioro. BiH He mno0auuTh HISKUX TUBHHUX
mikceniB Ha 300paxenHi. CrnpaBa B TOMy, IO IITYyYHO
3MEHIIKMBINM BUCOTY 300pa)KEHHS Ha JeKiJibKa IIKCEiB B
3aroJIOBKY MOJXKHAa MPUXOBAaTH CIIOTBOPEHI MiKcemi, aie
JFOJIMHA IHOTO HE TIOMITHUTb.

IH'exmis MoxuBa depe3 Te, MO OaifTh, sKi BKa3yIOTh Ha
tun (ainy, 3 skux i moumHaetbes Qaitn, BM B ASCIL B
OTiCTHAAUSATKOBOMY Burisimi — 42 4D, mpu KOHBeprTalii B
IHCTpYKWii acemOnepa HE TPHU3BOAATH 10 TOMUMIKA
BUKOHAHHS, a MOJAIIbII 8 OaiiT 3aroj0BKa HisIK HE BITUBAIOTH
Ha iHTepnperanito 300paxeHHs (pucyHok 3). Lli 8 Oaiir
MOKHA 3allOBHUTH OyJb-KHMH I1HCTPYKILISMH aceMmOiepa,
HAIPUKJIAJ, 3alMCaTd B HUX jMpP-IHCTPYKIIIO, SKa BKake Ha
Bipyc, 10 30epiraeThcs B 300paxkeHHi (pPUCYHOK 4).

0X 42 4D 66 D6 00 UU 00 00 00 UU

3ape? ep

BOBaHO

©
Poamip dafity

Brkazye Ha Gopmar

Pucynox 3 — 3aronoBox 300pakeHHs.

Offset(h) 00 01 02 03 0% 05 06 07 08 09 OA OB OC OD OE OF TerCT OSKOIMPOB

00000000
00000010
00000020
00000030
00000040

Pucynok 4 - 306pa)KeHH}I 31 3MIHEHUM 3ar0JIOBKOM.

74 65 73 74 74 65 73 '74 36 00
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Sk Bxke 3raxyBainocs padilie 3aronoBok (aitmny BMP
nounHaeThes 3 0x 42 4D, wio Bkasye Ha Tun ¢aiiny (BM). Ipu
KOHBEpTalii B IHCTPYKIIil acembiepa oTpuMaeMo, 1o 42 — e
inc edx, a 4D — dec ebp. Ile o3nauae, 1m0 SAKIIO I IHCTPYKII
OyIoyTh mepenyBaTH KOAY NPOTPaMH, TO BOHH HE BHKIHYYTh
3001B Ta HE MArOTh KOMaH/[ IIEPEXOIiB.

B hex-pemakTtopi 3MiHeMO 3HaYEHHS IEKiINBKOX OCTAHHIX
psankiB (pucyHOK 5). Ockinbku 300pakeHHS OyIIO TIOBHICTIO
YOPHHUM TO 3Ha4eHHs popiBHIoBaiu 00.

Cffset(h) 01 02 TercT OeKOOMPOEaH

...This place is
enough to accom
modate malicious
code, which wil
1 be hidden in t
he image. But du
e to the changes
there will be n

NS
=]

oticeable visual

distortions. If
artificially re
duce the height
of the image, th
en they can be h
idden.[}

Moo oo
WwHoOmwn o

4 84 65 6E

Pucynok 5 — 3miHeHe 300paskeHHS.

BinkpuBmu oTtpuMaHe 300pakeHHS MH M00a4nMoO, IO Y
MPaBOMY BEPXHBOMY KyTi 3°SBHJIHCS CIIOTBOPEHI IIKCeli
(pucyHoK 6).

Pucynox 6 — 30inpIIeHHN TIpaBUil KyT 3MiHEHOTO

300pakeHHS
CxopucraBmmch hex-perakropoM MH MOXKEMO 3MiHHTH
BHUCOTY 300pakeHHS 1 TMPHUXOBAaTH CIIOTBOPEHI IKCeli
(pucyHok 7).
Offset(h) 00 01 02 O3 04 05 06 O7 08 0% OR OB OC OD OE OF
42 4D T3 74 74 €5 T3 T4 36 00 00 00 28
00 00 oo oo BE 0o 0o 00 01 00 18 00 00

& 00 CC 00 00 00 00 00 00 0O 00 00

0 00

00000030 00 00 00 00 00 00 90 00 00 00 00 00 00 00 00
00000040 00

Pucynok 7 — llITy4yne 3MeHIIIEHHS! BUCOTH 300paKeHHsI Ha
1 mikcenb.

0 00 00 00 00 00 CO 00 00 00 00 00 GO 00

[Micns mMx MaHIMYIAMIA BiIKPUBIIN 300pa)KCHHS MU HE
MOMITHMO HIi40TO JUBHOTO (PHCYHOK 8).
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Pucynox 8 — 300pakeHHs 31 ITYYHO 3MEHIICHOIO
BUCOTOIO

[Ilo6 BuKOHaTH ko4, WO 30epiracTbcsi B 300pa)kKeHHI,
MOJKHa BHUKOpHcTaTH Habip komaHx PowerShell.

OcHoBHa HeOesmeka MOMIOHUX 300pakeHb 3 Bipycamu
mojsirae B TOMY, LIO Ui BUSBJICHHS 3arpo3d HEOOXiTHO
BHKOPHCTOBYBATH HECTaHAApTHI Merogu. MoKHA 3MIHUTH
HAAIITYBaHHS 3ac00iB 3aXHCTY, MO0 BOHHU MEPEBIpsUTH BCi
TUnu  (QaiiiiB, ame IIe CYTTEBO CIOBUIBHUTH ab0 HaBiTh
NOBHICTIO  mapanizye  pobory  Bciei  iHopMaliiHOo
KOMyHiKaniifHoi cucremu. KpiM TOro, BUKOPUCTaHHS
NoAiOHMX 1H(IKOBaHMX 300paXKEHb MOXKE CHUIIBHO YCKJIaTHUTH
po36ip iHIMAEHTY iHpOpMaliiiHOi 6e3rnekn B opraHizauii. [To-
nepiie, cucreMu Oe3neKr MOXYTh He BiJpearyBaTu Ha BIpycC i
BUSIBUTH (DakT NPOHUKHEHHs Oyzae ayxke ckinaaHo. Ilo-mpyre,
SKIO (aKT MPOHUKHEHHA Oyne BCTaHOBICHHWH, Oyne Maibke
HE MOXIJIMBO 3’5iICyBaTH SK caMe BOHO BinOymocs. Lle
00yMOBIIEHO THM, IO B TEpIIy Yepry MPAIiBHUKHA BiLIiTY
Oesmekn OyayTe 3’SCOBYBaTH sAKi BUKOHYBaHi (paiimm,
6i6miorexku DLL, mokymentu Microsoft Office, ¢aiinu PDF
HNOTpalmiId B CHUCTEMY Ta BHUKOPHUCTOBYBAINCS OCTaHHIM
yacoM. A uepe3 Te, 10 HE BiJloMa HaBiTh NPUOJIM3HA JaTa
NPOHUKHEHHS, oOcsar iHdopmarii, gky Tpeba o0pobuTu
3HaYHO 3pocTe. B IpOMy BHIAIKy HIXTO 3 MpAaLiBHUKIB HE
Oyze mocnimkyBatu Gaiinn 300pakeHb.

I1l.  BHUCHOBKU

BaxnmBo mam'sTaTH, IO BIpYCHM MOXYTh 3apakaTd He
TUTBKY BUKOHYBaHI (aiu i quHAMivHI 0i0TioTeKH, a i dhaiinm
300pakeHb, ayIio Ta BiJeo.

OckinbKM  300pa’keHHST HE MOXKHA 3alyCTHTH, SIK
BHKOHYBaHUH (aiin, To 1 3ac00M 3aXHCTy 1 TeXHiuHI (haxiBIi
MOXYTh JIETKOB2)XHO CTaBMTHCS 10 HOro BMICTY Ta
3HEXTYBATH II€I0 3arpo3of0. OQHaK Takui ¢aill MOXe HeCTH
cepiiosHy HeOesmeky. HeoOXimHO yBaKHO CTaBHTHUCSA O
HAJIAIITYBaHHA CHCTEM 3aro0iraHHs BTOPTHEHb. | OimbII

PETENBHO MIPOBOJUTH po3ciigyBaHHA IHITU/ICHTIB
iHpopManiiHOi 6e3meKH.
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CimerictBo mudposux miamucie SPHINCS
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XamimoB ['ennaaii 3aiynoBud
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Anomauisn. B pobomi pozensdaemucs cimeliicmeo aneopummie
ELll na ocnosi eew-¢pynxyii SPHINCS, npedcmasHuxu
axozo, SPHINCS+ ma Gravity-SPHINCS, € kanouoamamu y
KOHKYPCI nepcneKmuHUx NOCMKBAHMOBUX
kpunmoaneopummie NIST. Ilpoananizosano ix ck1adosi
KOMNOHeHm, nepedazu ma HeOOIiKuU.

Knrouosi cnosa: yugposuit nionuc, cew-gynryis, SPHINCS,
NOCMKEAHMOBA KPUNMOSPAQIsL.

l. BBEAEHHS. [IOCTAHOBKA 3ABJIAHH S

binpmricte  cydacHMX ~— acCHMETPHYHHMX  KPUITOCHCTEM
noOy/0BaHi Ha OOYHCIICHHSX B KIIBIISAX, MOJSIX MPOCTUX YHCEIT
1 Tpymax TOYOK eTINTHIHIX KPUBHUX, iX CTIHKICTh Oa3yeTbes Ha
CKJIQIHOCTI pimeHHs 3ana4 paxkropusauii (RSA), nauckperHoro
norapudma B o (DSA) abo rpymi TOYOK emNTHIHOI KPUBOT
(ECDSA). Bci nepepaxoBaHi 3aBIaHHS MOXYTh OYTH BUPIIICHI
3 BUKOPHUCTAHHAM KBaHTOBOTO KOMIT'IOTEpa JOCTaTHBOI
OOYMCIIOBAJIBHOI  MOTY)XKHOCTI. 3 METOK  aHamizy Ta
craHgapTm3anii HoBuX Kpumnrocuctem NIST B 2016 pomi
OTOJIONIYE PO TMOYATOK BiJKPUTOrO KOHKYpCY. Y Mepuiomy
payHzi Oepe y4acTh psi alrOPUTMIB, 10 0a3yIOTHCS Ha Pi3HUX
anreOpaidyHUX CTPYKTypax - rparax, i30reHisx, rem-QyHKiisax i
psami immmx. IlpexcraBieHO [Ba aXrOPUTMHU HU(PPOBOTO
mignucy Ha ocHoBi rem-yskuiii - SPHICS + [1] 1 Gravity
SPHINCS [2], sxi € He3ane:KHUMHA MOAH(DIKAIIMH paHiIIe
pospobneHoro anroputmy SPHINCS [3]. 3aBmanHsM cTatTi €
aHaJi3 Ta NOPiBHAHHS [IUX aJITOPUTMIB.

Cepio3HUM HEJOIKOM MEepIINX PO3pOOJIEHUX aJrOPUTMIB
mudpooro  migmucy Ha 0a3i  rem-QyHKOIH € iX
«O/THOpa30BiCThY», TOOTO KOXKHAa Tapa KIIOYiB MoXe OyTu
BUKOPHCTaHa /I TIJNNACY TUIBKM OJHOTO IIOBiJIOMJICHHSI.
Pimenns Oymo 3amporoHoBaHo Mepkiai i 0Oa3yeTbes Ha
BUKOPHCTaHHI TaK 3BaHMX Tell-siepeB abo nepeB Mepkii [4].
l'em-nepeBoM Ha3WBarOTH MOBHE OiHApPHE NIEPEBO, B JIUCTOBI
BEpIIMHM SKOTO TIOMINICHI Temn BiJg OJIOKIB [aHUX, a
BHYTDIIITHI BY3MHM MICTATh TeII-3HAY€HHA BiJ KOHKaTEHAIlil
3HaueHb B JIOWIpHIX BepiinHax. KopeHeBuil By3os xaepeBa
MICTHTB T€UI BiJ yChoro Habopy IaHHWX, TOOTO Trem-IepeBo €
OJTHOCIIPSIMOBAHO{ Tel-(pyHKIIEO.

Sk nmCTA JAepeBa BUCTYMAK Tell-3HAYCHHS BiTKPUTHX
KIIFOYiB OJHOpa30BHX mimnucis, Hampukiax LI1 Biarephir.
Binkputum kmoueMm € KopiHb aepeBa. g miaTBepIKEHHS
TOTO, 10 BUKOPHCTOBYBAHUH B MiAnuCy Biakputuit kimrod OTS
HaJIOKUTh JTAaHOMY JEpeBy, A0 MIiANUCY JOAAEThCS MIIAX
ayTeHTH(}iKalii - eleMeHTH JepeBa, HEOOXimHI It
NPOXO/DKEHHS BiJ 3aJaHOTO JIMCTa /IO KOpeHs nepesa, Ne
OJTHOPA30BOTO KJIt0Ya, 0 OYB BUKOPHUCTAHUH, 1 CaM BiIKPUTHA
xirod OTS. TakuM yMHOM IepeBipKa MiJIUCY CKJIAJAETHCS 3

PIIIEHHSA 3AJAUT

77

JBOX ETAalliB - TepeBipka INANHCY MO BIAKPHUTOMY KITIOUY,
ayteHTHQiKalis kiroya. B anroputMax, B SKHX BiJKpUTHI
KIII0Y TIOBHICTIO oOumcmoeThes 3 mignucy (WOTS), Hemae
HEOOXI1THOCTI MepesaBaTi BUKOPUCTaHUH KIIIOY, IO J03BOJISE
3MEHIIUTH PO3MIp MiAIHUCY.

Jnst 3HWKEHHS BUMOT Jo rem-(pyHKUil MOXyTb OyTH
BHKOPHCTaHI BHUITAJKOBiI OITOBI Macku, IO HAKJIAJalOThCS Ha
BY3JIM TIepe/] TelIyBaHHSIM.

Juisi cTBOpeHHsS AepeBa 3 KUIBKICTIO JINCTKIB, HE PiBHOIO
CTyNeHi JBiIiKM, BHUKOPHCTOBYEThCS KOHIemIis L-aepesa:
SIKIIIO Y By3/1a HEMA€ MPaBoTo Cycizia, TO AaHUH By301 O3 3MiH
HEPEHOCUTHLCSI Ha HACTYITHUM PiBEHb JiepeBa.

SPHINCS nmpaitoe 3 rimepaepeBoM Bucotd h, 1o
cknanaerses 3 d piBHIB nepeB Bucotu h/d. Koxue 3 1ux nepes
BUIJISIA€ HACTYIMHUM YMHOM: NUCTs Aepesa - 2" kopewnis L-
JepeB, KOXKHE 3 SKUX CTHCKae Bimkputuii kimou WOTS+.
BiagnosinHo, eepeBo MOXKHA PO3MIIAATH, SIK Tapy KIIOUiB, 10
Moke OyTH BuKOpUCTaHa s migmucy 2" moinomieHs.
lnepaepeso posaineno Ha d piBuiB. Ha piBHi d-1 MicTuThCs
oo jepeBo. Ha piBHi d-2 micTuThCs ohd nepes. Kopeni mux
JIepeB MiONMHUCYIOTHCS 3a JOMOMOror map kimodiB WOTS+
nepesa Ha piBHi 0-1. B 3arampHOMYy BHIAJKy piBEeHB |
cknamaetbes 3 297 nepep, kopeHi AKMX TiAMHCYIOThCS
wiouamu WOTS+ nepes 3 pieust i+1. Hapemrri, Ha piBHi 0
KokHa Tapa kimo4iB WOTS+ BHKOPHCTOBYEThCS IJIS TiAIHCY
Bigkputoro moga HORST. Kaxyrs, mo SHINCS wmae
«BIPTYaIBHY» CTPYKTYPY, OCKIIBKH YCi €IIEMEHTH Tillepaepena
BU3HA4alOThCsi oOpaHuM iHinianizatopom I'TIBY Ta OGiToBHMMEU
MacKaMH 1 ycs CTpyKTypa HIKOIM HE OOYHCIIOETHCS.
Inimjanizatop (seed) — 4YacTMHa CEKPETHOrO KIKOYA, IO
BUKOPHCTOBYETHCS JUIsl TICEBIOBHIIAIKOBOI IeHepamii KIFo4iB
rinepaepesa.

B amropurmi SPHINCS nmist iceBIoBHIIaIKOBOI TeHEparlii
KIIIOYiB BUKOPHCTOBYETHCS TPOCTa cXeMa ajpecartii. Aapeca —

6itouii psanok nosxunu a=[log(d +1)|+h . Aapecy napu

kmouiB WOTS+ oTpuMyloTh NIIISIXOM KOAYBaHHS pPiBHA
JiepeBa, 110 SIKOTO BOHA HANEXUTh K log(d+1) — GiToBuit psmok
(BukopucToByroun d-1 1Ist BEpXHBOTO PIiBHSI 3 OJHUM JIEPEBOM.
IlotiM HamaeTbcss iHIEKC JAepeBa Ha PiBHI Yy  BHUNIAOL
(d-=1)(h/d) -6itoBoro psaxa (mepesa HyMepyIOTbCS 3IliBa
Hampaso, nounHatoun 3 0). Anpecy mapu kmodiB HORST
OTPUMYIOTH 32 JIOTIOMOTOI0 aapecH napu kimouiB WOTSH, ska
BUKOPHUCTOBYETHCS ISl MINHMCY JAHOTO BIJIKPUTOTO KIIOYa,
BCTAaHOBJIOWOYH d SIK 3HAYSHHS LIAPY B aIPECHOMY PSAKY.
CekpeTHuil Kirou - 1Ba BHIaakoBux 3HaueHHsA SKi, SKo,
pO3Mip SKHMX BH3HAYaeThcs MapamerpamMu cuctemu. SKi
BUKOPHCTOBYETHCS IS TICEBIOBHIIAIKOBOI TeHEpalii KIIOUiB,
SK; - i reHepamii HemepeadadyBaHOTO IHACKCY 1
paHaoMi3alii remra moBiIOMJICHHS ITPY CTBOPEHHI IiJIIHCY.
Bigkputuii ximrod - 6iTOBI Macku (BHKOPHUCTOBYIOTHCS B
WOTS +, HORST i L-nepeBax), kopinb aepesa mapy d-1.
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Iligmuc moBimomiieHHs sBasie cobOoro mianuc HORST,
HIiNUCH KOPEHIB IPOMDKHUX JIepeB, HIIAXH aBTEHTUdIKaLil.
Crpykrypa amroputmy SPHINCS+ cxoxa 31 CTpyKTyporo
SPHINCS, npote Oynu 3MiHEHI JesiKi BHYTPIIIHI KOMIIOHEHTH,
ocobmmBo  cxema  OaratopazoBoi  mimmmcy.  OcCHOBHI
BIAMIHHOCTI:

1) 3axmcT Bim 0araTomiIbOBOI aTakW, sKa IONSATaE y
3aCTOCYBaHHI Pi3HUX rem-(QyHKIIH JUIi KOKHOTO BHKIHKY -
napaMeTpu3oBaHuX reml-pyHkmid. Ilpn KOXHOMY BHKIHKY
BUKOPHCTOBYIOTBCSI Pi3HI KIIO4i 1 pi3HI OIiTOBI Mackw, sKi
TICEBIOBUITAIKOBO T€HEPYIOTHCS HAa OCHOBI a/IpeCH BHKIIHKY 1
BIZIKPHTOTO 3HAUYEHHSI.

2) Crucaenns Bigkpuroro moda WOTS+  6e3
BUKOPDHUCTaHHA L-zmepeB. 3aMmicTh HHUX BHKOPHUCTOBYETHCS
apaMeTpH30BaHa TeI-(QyHKITiS.

3) 3amina amroputmy HORST wa FORS (Forest Of
Random Subset). KmogoBa mapa FORS ckmamaetbess HE 3
€IMHOTO MOHOJIITHOTO Teli-nepesa, a 3 k aepe BucotH log(t).
Jlucts nMX IepeB - relli t CeKPeTHUX ENEMEHTIB, CeKPETHUH
KoY CKinaiaerbes 3 kt enemeHtiB. Bimkputuil kmou -
nmapaMeTPH30BaHUH Telll BiJl KOHKAaTeHAIlil KOPEHIB BCiX IepeB.
3nayna BigminHicTh Bim HORST mosnsirae B oTpumanHi Habopy
3HaYeHb CEKPETHOrO KJIYa Uil KOXKHOTO  iHAEKCY,
OTpHMaHOTO 3 TOBimoMieHHA. [lomiOHWMII minoXiZ HO3BOIIE
BUKOPHUCTOBYBATH  MCHIII  TapaMeTpu, 110  30uIbIIye
MIBUKOIIO 1 3MEHIITY€ PO3MIp MiJITHCY.

4) BepudikoBanuii Bubip innexcy: y SPHINCS kmodosa

mapa HORST, mo BHKOPHCTOBYETbCS M  MIIIHACY
MOBIZIOMJICHHS. BU3HAYanacs ICEBIOBHIIAIKOBO 3IEHEPYBaB
iHmekcoM. UYepe3 BHKOPHCTaHHS CEKPETHOTO 3HAYCHHS,

MepeBIpsIIOYNid HE MIT NMEPEeKOHATUCS B KOPEKTHOCTI 1HJAEKCY.
Januii Hemomik poOWB MOMIIMBOIO 0araToITLOBY aTaky, B
SPHINCS + Bin OyB ycyHyTHil 3a paxyHOK reHepailii iHIeKcy
pa3oM 3 1aiiJPKECTOM ITOBIJOMIICHHS.

Bbynu npencrasneni Tpu Bapiauii anroputmy SPHINCS+:

- SPHINCS+-SHA3 (BuxopucroBye SHAKE256),

- SPHINCS+-SHA?2 (BukopucroBye SHA2)

- SPHINCS+-Haraka (BUKOpPHCTOBY€E KOPOTKO-BXOJIOBY
reur-pyukuito Haraka).

Anroputm  Gravity-SPHINCS  Takox € MONINIICHAIM
BuxigHoro SPHINCS. VY nepBuHHOMY BapiaHTi [yis
i ATICYBaHHS Oe3mocepenHBO [TOB1IOMJIEHD
BUKOpHUCTOBYeThCs anroputm HORS, mo mae Takuii Hemosik:
npu 30iry OITOBHX pSIKIB B TENI-3HAYCHHI TOBIJIOMIICHHS B
MINKUCY TOBTOPHO BUKOPUCTOBYETHCS OJJMH 1 TOW e €IeMEHT
KJII0Ya, 10 NPHU3BOIUTH JI0 3HIDKEHHs cTilikocti. Y Gravity-
SPHINCS BUKOPHCTOBYETHCS MOAN(IKOBAHUH aNrOpUTM -
PORS (PRNG to obtain a random subset), cucTtemHi
mapaMeTpH i METOIU TeHepallii KII0YiB 3IHIIAI0ThCS 0e3 3MiH,
ITOPUTM MIANUCY CTA€ HACTYITHUM:

1) OGUHCITIOETHCS eIl MOBIOMJIEHHS Ta M PO30UBAETHCS Ha
k 6iokiB mo 7 6it: H (M) =(hy,h,....h, ;)
2) Sxwmo h, =h;, i>], hi BiAKMIOAa€THCA Ta TE€HEPYETHCS

HOBHM OJIOK JOBXWHH 7 OIT, IO MOJAETHCS Y KiHEIh
MOBiJIOMJICHHSI, OTepallisi TIOBTOPIOETLCS JTOTH, JTOKH YCi
650kM He Oy1yTh YHIKaJIbHUMH. [ eHepaliss HOBUX OJIOKIB
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smiiicHtoeTsest  [TIBII, mo Oyno  iHimiami3oBaHO
MIOATKOBUM ITOBIJIOMJICHHSIM.
3) OO6umcmoeTses mianuc ananorigno HORS.

st onHOuacHOT ayTeHTUdIKALiT NEKITBKOX JIMCTKIB JlepeBa
Mepkii aBTOpH BHKOPHUCTOBYIOTH anroput™m Octopus, 110
JO3BOJSIE  TaKOoXX  MpuOpaTd  HaAMIpHICT  LUIAXIB
aBTeHTHU(IKAIIII.

AJITOpUTMH LM(POBOTO MiNKUCY HA OCHOBI relI-(pyHKIIH €
NEePCIEKTUBHEM HAIPSIMKOM ITIOCTKBAaHTOBOI KpHITorpadii, Ha
koHkypci NIST Bonm mnpencraBneni pimenHsMu Gravity-
SPHINCS i SPHINCS +.

Gravity-SPHINCS i SPHINCS + - 1me maBa pi3HuX
moninmenas  BuximHoro amroput™my SPHINCS. Oo6unsa
3MIHIOIOTh ~ cXeMy ©OaratopaszoBoro  minbopy HORST,
BukopuctoByBany B SPHINCS, pisammu ii Bapiamismu. e
MPU3BOAMTH JIO WIAMUCIB 3MIHHOI noBxuHu ans Gravity-
SPHINCS i mignmucam ¢dixcoBanoi mosxwau 11t SPHINCS +.
OpHak, 4acTo OUIBII KOPOTKI MIiJAMHACH 3MIiHHOI TOBKHUHU
BHMAraroTh OLUIbIIE OOYHCITIOBATEHUX BHTPAT HA CTBOPEHHS i
HEepeBIpKY.

OO0uaBa anropuTMH 3MIHIOIOTh CIIOCIO 00YHCICHHS iIHACKCY
BUKOPHUCTOBYETbCS CXeMH Oaratopa3zoBoi mignucy. PizHumM
METOAaMH BOHH JOCSTAlOTh TOTO, LIO IHIEKC MOXe OyTH
mepeBipeHuil BepudikaTopom, moIiOHOT MOKIUBOCTI HE OYIIO B
ITOPUTMI SPHINCS. Hapeumri, Gravity-SPHINCS
BUKOPUCTOBYE MPUITYIICHHS, LIO BHSBICHHS KOJNI3iH mis
KBAaHTOBHUX KOMI'IOTEPIB BiIOYBAETHCS TaK CaMO IMOBLTBHO, SK
MOIIYK JAPYroro HpooOpa3sy, MpU NEBHUX MPHUITYIICHHSIX IIPO
yac goctyny npo mam'sti. Omxke, Gravity-SPHINCS Ttpoxu
CIIPOLIY€E MPOLEC TeIIyBaHHS 32 PaxXyHOK 3HIKCHHS Oe3NeKH
BiJl CTIMKOCTI JI0 KOJi31# BHYTpilIHbOT rem-gynkuii. HaBnaku,
SPHINCS+ 3HIWKye BHMOTH 10 CTIHKOCTI MO OOYHCICHHIO
Jpyroro mnpoo0pasy (BHKOPHCTOBYIOTHCS Di3HI NPHITYIIEHHS

npo  rem-pyHKIl, BHKOPHCTOBYBAaHOI JUISi  CTUCHEHHS
MOBiIOMJICHHSI B 000X MPOTIO3HUIIisIX).
I1l.  BHUCHOBKU
TakuM 4YHHOM, CXEMH CIPOEKTOBaHI  MPUHIIUIIOBO

OJTHAKOBO, aJie BIJIPI3HSIOTHCS peasli3alli€lo MEeBHUX OJIOKIB
anroputMy. Bubip oxmHiel 3 cxeM MOBHHEH 3IiHCHIOBATHUCS 3
ypaxyBaHHSIM KOHKPETHHX BHMOI JIO BHKOPHCTOBYBaHOI
MIIHACY.
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[HOOPMAILIIMHNUU 3AXUCT OB’€EKTIB
KPUTUYHOI IHOPACTPYKTYPU YVKPAIHU

MenenTi €Bren OnekcaHapoBUy

Incmumym niozomosxu opuduunux xaopie ona CBY HIOY im. A.
Myodpoeo, m. Xapxis, eyn. Muponocuyvka, 71, Yxpaina

Anomauyin. B 00nogidi 3anponoHo8ano GUKOPUCMOSYE8amu
MoO0enb  3a2po3 O Munogozo  006’ekmy
iHppacmpykmypu npu  GU3HAYEHHI PIBHA  3AXUWEHOCTI
00’exmie KpumuuHoi IH@pacmpykmypu U OYiHYI MaKux
00’ckmie Ha npedmem ypazmueocmi cucmem Oe3nexu.

Buxopucmannus maxkozo nioxoody 003601UMb
cucmemamuzyeamu  MONCIUGl  iHyuoeHmu,  3’acysamu
npUYUHY, GAKMopu ix UHUKHEHHA MA upodumu epexmueni
3axo0u npomudii  ma 3a6e3neuents cmiukocmi

@yHKYioOHY8aHHA 06 €KMi8 KpUMuyHOI IHPpacmpyKmypu.

Knrwuosi
3a6e3neyenHs;
3azposa..

cioea. Kibepbesnexa; wKionuge
iHghopmayitina 6Gesnexa Oeporcasu;

npoepamte
KibepHemuyHa

l. BcTyn

3 KOXHHM pPOKOM B CBITI 30UIBLIYETHCS KIJIBKICTH
Kibep3nounHiB Ta Kibepatak. Haxanb, Taka TEHICHIIS He
omuHyda W VYkpaiHy. Bin3HauaeThcsi 3Ha4HE 3POCTaHHS
IHTCHCUBHOCTI KiOepaTak, 3IMCHIOBAaHMX Ha IH(pOpMAIliiHO-
TeNeKOMYyHiKaliiiHy iHdpacTpykrypy B VYkpaiui. IIpotsrom
OCTaHHIX POKIB KibepaTak 4epe3 mMepexy [HTepHeT 3a3HaBan

iHpopMaLiiHO-TeJIeKOMYyHKAIlIHI CHUCTEMH  JIepXKaBHHUX
YCTAaHOB, BENHKHX  KOMIaHiH, ()iHAHCOBHX  YCTaHOB,
NOJNITHYHMX MapTiii Ta 3aco0iB  MacoBoi  iH(opmMarii,
iHpopmaniitHa  iHQpacTpykTypa  00’€KTiB  BIiHCHKOBOTO

yrpasiiHHA. B Takux ymMoBax HEOOXiJHO IMiJBUIYBaTH PiBEHb
3aXHIICHOCTI KPUTUYHOI 1HQPACTPYKTYPH BiJl TEPOPUCTHIHUX
MOCSITaHb 1 JUBepCii B iHpOpMaLiiHOMY ITPOCTOPI.

3 METOIO BUPIIIICHHS! OKPECIICHOTO KOJIa MUTAHD Ta BUPOOIICHHS
JUEBOTO MEXaHI3My TIPOTHIl IMBEPCIHHO-TIAPHBHIA SUTHHOCTI
IHO3eMHHX Crieicmy0 y Oepesni 2016 poKy BBEOEGHO B IifO
Crparerito kibepOesnekn Ykpainu, a y »xoBTHi 2017 poky miammcaHo
3axoH Ykpaiin «[Ipo ocHOBHI 3acamm 3a0e3nedeHHs KibepOe3neKn
Vipaimmw» [1], sSKuM BH3HAYEHO OCHOBM TIPOTHIIi IT/IPHBHIMA
JUSUTBHOCTI B KiOepHeTwuHid cdepi. [IpuiHATTS 3aKOHY HAIAIo
MOXIMBICTh CTBOpEeHHS B JleprKaBHIN CITy»k0i CTEIaTBHOTO 3B 3Ky
Ta 3axucty iHopMatii LleHTpy pearyBanHs Ha Kibep3arposu. Takoxk
y 2018 pomi Ha 6a3i Cyx0n Oesnekn Yxpainu crimsHO 3 HATO
copmoBano CuryariiiHnii TEHTp 3a0e3nedeHHs  KibepOesreKu,
TOJOBHUMM  3aBIIaHHSIMH  SIKOTO € 3aroOiraHHs — Kibepatakam,
BCTAHOBJICHHS iXHBOTO TIOXODKEHHS Ta ()OPMYBAHHS MPOTIO3MUIIH i3
l'IpOTI/Iﬂﬂ iMm. Sk BusHaueHo crarrero 19 3akony VYkpainu «lIpo
HaiionanbHy Oestieky» [2], Ciyxda Gesnexn Ypainu 3a0esneuye
JICpKaBHY 6€3H€Ky, 3/MHCHIOIOUN:  TPOTHJIIO  PO3BILYBAILHO-
MAPUBHIKA JSUIBHOCTI MPOTH  YKpaiHu;, OOpOTEOY 3 TEpOpHU3MOM;
KOHTPPO3BIMYyBAIGHUNA ~ 3aXWCT  JIEPXKABHOTO  CYBEPEHITETY,
KOHCTHTYIIIHOTO JIady i TepHTOPIAIBHOI HiTICHOCTI, 0OOPOHHOIO 1
HAayKOBO-TEXHIYHOTO TIOTEHITIATy, KiOepOe3neKr, EKOHOMIYHOI Ta
iHpopMariitHoi  Oe3mekn  JepKaBd,  O0’€KTIB  KPHTUYHOI
IH(PACTPYKTYPH; OXOPOHY nep;xaBHm TaemHuL. TakuMm YHHOM,
NPOTUIS  PO3BIAYBILHO-TIPUBHIM  JSUTBHOCTI  Ha  00’€KTax

BUPILIEHHSA TTPOBJIEMU TA PE3VJILTATHU

KpUMu4Hoi
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KpUTHYHOI iH(PacTpyKTypr B iH(OpMamiiHii cdepi € omHiero 3
BOXCUTMBHX 33714, AKi TOKIanatoTees Ha CiyxOy Oesrnekn YKpaiHu.
Crii HABeCTH TPHKIAJ, MACOBAHOI aTaKW KOMITFOTEPHOTO BIPYCY
PetyaA Ha ykpaiHCBKI (hiHAHCOBI YCTaHOBH, YPSZIOBI OpraHizarii Ta
Me;Tia KOMITaHii, JJOKaJIbHI MEpEesKi, BEIHMKI IPOMUCIIOBI 00 €KTH BITITKY
2017 poky. Taka kiOepHETMYHA 3arpoza MapaiizyBaia poOOTY
3a3HAYCHMX YCTAHOB TA OpraHi3amiii Ha TpuBamid dvac. Jus
MiHIMI3aIIii 3arpo3 JepkaBHUM iH(popMartiiauM pecypcam Cityk0010
Oesniexn YKpaiHH, 30KkpemMa JlernapTaMeHTOM KOHTPPO3BiyBAIGHOTO
3aXHCTy IHTEepeciB AepkaBh y cdepi iHpopMarlifHOi Oesmeku, y
B3a€EMOMil 3 IHIIMMH TIPAaBOOXOPOHHMMH OpraHaMH YKpaiHH Ta
MDKHApOHIMA TIApTHEPaMH 3MiHCHEHO 3aXOIM MIONO JIOKaTi3arii
PPOBIOBCIOKEHHS! LK IUTHBOTO IIPOrPAMHOTO 3a0e3MeUCHHL.

B po3pi3i craHOBICHHS i PO3BHUTKY €IMHOI HAITIOHATBHOT CHCTEMHI
3aXUCTy O0’€KTIB KPUTHYHOI IH(PPACTPYKTYPH HEOIMIHHO CIIiT
TPUIIUTTA YBary MMATAHHSM 3a0e3reueHHs iH(OpMAITiiHOT Oe3meKn
Ta KiOep3axucTy TaKuX OO0’€KTIB, II0 B CBOIO 4epry BUMarae
BHUpPOOJICHHST  JTI€BOT l'lpOTI/IL[il TakuM  3arposam. Omke, it
BCTAHOBJICHHSI  TPOTIOPLIMHOCTI  Ta  aJIeKBaTHOCTI  3aXOJiB
KIOCp3axyCTy PealbHUM Ta MOTCHIIHHMM PH3HKAM MO-TIepILIe,
HEoOXiHO BU3HAYMTH PiBeHb 1H(OPMAIHHOI 3aXHIICHOCTI TaKHUX
00’€KTIB KpUTHYHOI iH(QPACTpyKTypH. BpaxoByroun HaOyTHit
TO3WTHBHUN  JIOCBi, 1O IMX 3aXOMdiB JOIUIGHO 3aJTydUTH
nipezicTaBHUKIB CIty>kOn Oe3rieknt YKpaiH B SIKOCTI €KCIIePTIB UIs
TIPOBEJICHHsT KOMIUIGKCHOI OIUHKH Kibep3arpo3 mIoZ0 00’€KTiB
KpUTHYHOI  iH(pacTpykTypy (Hacammpen, KiOeprepopmsM — Ta
kibepauBepcii). [lo-npyre, HeoOXimHO YHOPMyBAaTH —TODSIOK
NPOBENICHHS  3a3HAYEHMX TMEPEBIPOK Ta  BU3HAYEHHS  PIBHS
3aXMINEHOCTI O0’€KTIB KPUTHYHOI 1H(PACTPYKTYpH, BHUSBICHHS
YPa3MBHX MICIIb B CHCTeMi Oe3rekd. 3a3HaueHy MpOLEAYPY,
NOBHOBa)KeHHs1 Ta 3apiaHHi CiryxOn Oesneku YkpaiHu B cdepi
3aXMCTy 00 €KTIB KPUTUYHOI iH(PACTPYKTYPH JIOIIHHO BPaxyBaTH B
HOBIl penakii 3akoHy Yipaiau «[Ipo Cmyx0Oy Oesnieku Ykpaidm»
[3].

B nomoBigi  3ampoIrlOHOBAaHO BHKOPHUCTOBYBAaTH MOJIENb
3arpo3 AJIsl THIIOBOTO 00’ €KTY KPUTHYHOI iHPPAaCTPYKTYpPH IPH
BU3HAYCHHI  PIBHA  3aXMIIEHOCTI OO €KTIB  KPUTHUYHOI
iHbpacTpykTypu ¥ OIIHII Takux OO’€KTIB HAa TpeaMeT
ypas3MBOCTI cUCTeM Oe3nekd. BUKOpHCTaHHS Takoro miaxomy
JIO3BOJIUTH CHCTEMAaTH3YBaTH MOJIIMBI IHIMIACHTH, 3 SCyBaTH
MIPUYMHHY, (aKTOpH 1X BUHUKHEHHS Ta BUPOOMTH e(eKTHBHI
3axX0J¥ MPOTHI] Ta 3a0e3MeUeHHs] CTIHKOCTI (PYHKITIOHYBaHHS
00’€KTIB KPUTHYHOI iHYPACTPYKTYpH.

BHUCHOBKU
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Anomauin. Y 00nosioi poseranymo MONCAUSI 6paAZIUEOCMi Ma
amaxku na cucmemy Samsung Knox.
Knwuosi cnoea:. sipycu; nponuxnenns;, nodonamms cucmemu
saxucmy, KNOX; MDM; ROOT OF TRUST.

l. BcTyn

BUKOpHCTaHHS CBOTO BIIACHOTO TMPUCTPOIO € HOBOIO,
CTPIMKO HaOMpalouol0 TMOIMPEHICTh, TEHJCHIIEI Ccepel
MiATIPUEMCTB, SIKa CTIPSIMOBAaHA HA MiABHUINCHHS MOOUTBHOCTI i
NPOAYKTUBHOCTI  MPAIiBHUKIB 332 JOMOMOIOK  BJIACHUX
cMmaptdowniB. [Torpo3u Ta HeOe3MmeKu A MiAMIPUEMCTB TaKOXK
CTpiMKO pocTyTh. OIHAK TaKi MOrPO3U MOXNIIUBO TOM SIKITUTH
3a JIONOMOTOIO0 3aIyCKy IIPOTPaMHOr0 3a0e3IEeUYCHHS B
«3axXUIIEHOMY KOHTEHHEpi» Ha IEePCOHAIBLHOMY MpuUcTpoi. B
JaHiii poOOTI oOmucaHi OCHOBHI 3arpo3u sl CMapTQOHiB,
3axWCT B HUX 32 JOMOMOTOI0 Samsung Knox, sixa € peatbHIM
3ac000M 7151 33IOBUTbHEHHSI Cy4acHUX MOTpeO Oi3Heca.

3apa3 OAHUMHU 3 HANMOIIMPEHIINX 3arpo3 I MOOUTRHHUX
IIPUCTPOIB €:

BUKOPHCTAHHS JUIS JOCTYIY A0 TI00aibHOI Mepexi
yepe3 HesaxuiieHi Touku noctyny Wi-Fi, B sikux MoxinBa
ataka MITM(ironuHa mocepennHi);

MOXIIMBICTh KPaJDKKH a00 BTpAaTH IMPHCTPOIO, sKa
JIO3BOJINTH 3JI0BMHCHHUKY OTPHUMATH TOBHUH (i3MYHHI TOCTYI
JI0 TIPUCTPOIO;

IIKIJTMBE TIporpaMHe 3a0e3MeUeHHs, SIKe MOXKe OyTH
BCTAHOBJICHO HE HABMHCHO CaMHUM KOPHCTYBaueM i sike Oyxe
THXO 30WpaTH yCIO0 TOTPiOHY 3JIIOBMHCHHKY iH(opMariiro Ta
HaBITh poOUTH (POTO, Bigeo Ta aymaio (ikcaiio ychoro, Iio
TPaIUISETHCS HABKOJIO PHUCTPOIO.

OpnHak OcTaHHS 3arpo3a € HalMEHII BipOTiTHOO Yepe3 cam
npuHIUn 1moOynoBu cuctemu Android, me KokeH 10IaTok
BUKOHY€ETHCS BIIOKpEMJICHO Bif IHIIMX Ta OTPUMATH JOCTYII
JO JaHuX iHmol mnporpamu Oe3 OTpUMaHHS mpaB 0Ot
HEMOIKITHBO.

3axucr Big IUXx 3arpo3 B cucteMi KnOX peamizoBaHO
KOMIUIEKCHUMH ~ 33aXO/IaMH  TIepEeBIPKH  CTaHy IPHCTPOIO,
CIPaBXXHOCTI BCIX CKJIAJOBHX OIIEPAIlifHOI CHCTEMH Ta
BUKOPUCTAHHS 1A 30epexeHHS KOH(DIIeHIIHHNX TaHUX B
OKpeMOMy, TaK 3BaHOMY, KoHTeiHepi. lLleli KoHTeliHep
3aCHOBAHO Ha BipTyami3amii Ha CaMOMYy TPHCTPOI 1 BTUTIOE
ineto pobotm Garathox «BipTyalbHHX NPUCTPOIB», MAOUMX
CBOT BJACHI iM’$l, 130JJbOBAaHUX OJMH BiJ OJHOTO HAa OJHOMY
(i3u9IHOMY MTPUCTPOI.

3axuCT 32 YMOBH MiJKIIOYCHHS 0 HE3aXHUIICHUX MEpPex
3a0e3MeuyeThCs 3a JOIIOMOTOI0 BUKOPUCTaHHS okpemoro VPN
st cepeposuina Knox, a came OKpeMHX JOJATKiB, VIS
OLIBIIOTO 3aXKUCTY JTaHUX.

BUPIIEHHSA TTPOBJIEMU TA PE3VJILTATH
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3axuCT JaHMX TPH BTpaTi IMPUCTPOIO 3 OJHOrO OOKY
3a0e3neyyeTbess  KpUOTOrpadigHIMU  METOHaMH, a came
mupyBaHHAM, Ta 32 JOIOMOTO0 JUCTAHIIHHOTO OJOKYBaHHS
MPUCTPOIO,  BU3HAYCHHs HOr0  MICIE3HAXO/DKEHHSI  T10
KOOpAMHATaX MEpeXi Ta pI3HOMaHITHUX CYIyTHHUKOBHX
CHCTEM HaBiramii sKi MATPUMYIOTBCS Ha mnpucTpoi. Ta
HAWTOJIOBHIIIE — MOXIIUBICTh TOBHOTO BHUAAICHHS YCi€l
iH(pOpMAIii 3 BTpaueHOT0 MOOLIEHOTO TIPUCTPOIO.

Came 110 co0i mupyBaHHSA JaHUX MOB’SI3aHO 3 allapaTHUM
3abesmeuennsiMm  Root  of Trust Tta Ge3mocepenHbOIO
aBTEeHTU(IKALlIEI0 KOpUCTYBaya, OyAb TO TpadivuHUi Mapossb,
miH  Koj, Tmapoib abo HaBiTh OioMeTpuuHi  3aco0u
aBTeHTU(]iKamii, Taki K CKaHyBaHHA BiIOWTKA MAJBII,
CITKIBKM OKa Ta CKaHyBaHHsi oOmmuus. lle 3abe3neuye
po3umppyBaHHs JaHUX TIIBKKA HA TOMY MPHCTPOI, HA KOTPOMY
BOHM Oynu 3amudpoBaHi 1 TIABKA BIACHUKOM IPHCTPOIO.
Takoxx BukopucToByeThest cuctema DUAIDAR sika Hamae nsa
BapiaHTa MHU(PPYBaHHS IJIsl JOCATHEHHS Il¢ OUIBIIOrO PiBHS
HaIIHHOCTI.

ITraropma KnoX cTBOproe HaailiHE CepeIOBUIIEC YOTHPMA
[UTSIXaMU:

- Bceranosintoe 3aCHOBaHUU Ha arnapaTHOMY
3a0e3meueni Root of Trust, Bim sxoro 3amexars iHII
KOMIIOHEHTH;

CTBOpIOE IIOBipYy IiJ Yac 3aBaHTA)XCHHS CHUCTEMH 3a
JIOTIOMOTOF0 Takux (yHKIi#, sk Trusted Boot;

[igTpumMye MOBipy Iif Yac KOPUCTYBaHHS MPUCTPOEM
3a JJOIIOMOTOI0 3aXHCTY S/[pa B peabHOMY 4aci;

- JoBoauTh CBOIO HAAIHHICTE 32 3allUTOM 34
JIOTIOMOTOI0 aTecTallii Ipae3aaTHOCTI IPUCTPOIO.
Crtpykrypa HaBeeHa Ha puc. |
M" =~ BUILD TRUST A INTR PR R
Pucynox 1-3aranbHa cTpykTypa matdgopmu Samsung
Knox
Root of Trust cTBoproeThCs 3aBAAKH HACTYITHAM KPOKAM:
1. lenepyerscst  yHIKQIBHMH ~ KIIOY  JUIS  JaHOTO

npuctporo(DUHK) 3a momoMoror amapaTHOro reHepaTopa
BHITAIKOBUX YHCEIT;

2. Jam DUHK renepye i mudpye KopeHEBUH KIIOY
npuctporo(DRK) ta wmrou minTBepmkeHns Samsung(SAK).
DRK i SAK BxirodaroTh Koj ayTeHTU(DIKAMi, SKWi 03BOJISE
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nepesiputu IMEI i cepiiinuit Homep mpuctpois. Ile mo3Bosie
KOPUCTYBayaM OTPUMATH MiATBEP/UKCHHS TOTO, IO BOHH
KOPHUCTYIOTBCS CAM€ C THM MPUCTPOEM, 3 SIKUM TIOBHHHI.

Buxopuctanas DUHK  nmoctynHO Tinmbku uis omepamiiHOT

cucreMn  TrustZone, ska BHUKOPHUCTOBYE HOTO  UIA
CTBODIOBAHHS  HACTYIHHX  YyHIKQIBHUX JUIS  KOXKHOTO
nmopipenoro gnoxatka kmo4diB. DRK i SAK sBisrorecs

3aKPUTHMH KJIIOYaMH, SIKI JTO3BOJISIOTH JIOBIPEHHM J0JaTKam
MiATBEPUKYIOTh CBOIO cIpaBHICTB. Lli momatkm rimbOOKO
IHTErpyIOTBCSl 3 anapaTHUM 3a0e3NEeUeHHSIM JUIS JIOCATHEHHS
6inp1101 OE3MeKH.

3. [Micns 3amycka npHCTPOrO, Samsung BHKOPHCTOBYE
Kiod  Oesneunoro 3aBaHTaxeHHA(SSBK) mis  mepesipku
YCHOT'0 IMPOTPAMHOTO 3a0e3IeueHHSI.

4, [Iporpamue 3a0e3nedeHHs MepeBipse KOXXKHY QYHKIIII.
[Mnatpopmu Knox, mepex i1 3amyckom. Tak sk KoxkHa
HepeBipKa CKIAJa€e JIAHOIOT IEPEeBIpOK, SKa IMOYMHAETHCS 3
camoi mepmioi mepeBipkd Ha amapatHomy Root of Trust,
HEBAXXJIMBO B SIKMH JIaHI OyJia aTaka, CHCTEMA 1€ BUSBHTb.

Jns MuTTEBOrO OJIOKYBaHHS Ta HENOIYIICHHS 3aIyCKy
IHIINX ~ 3aXWIIEHNX YaCTHH CHCTEMH, B  IUIaTGOpMi
BUKOPHCTOBYETBCS TaK 3BaHUH rapanTiiiHuii 3amoOixHuK. Le
OJTHOpPa30BUI NPOTpaMHUI 3arOO0DKHMK, SKHH BKa3ye Ha Te,
IO TPUCTPii HiKoMK He OyB B HECAHKIIHHOMY CTaHI. Ko
ONMH 3 KOMIIOHEHTIB TIEpEeBIPKH BHSBISE BHKOPHCTAHHS
HEJIETITUMHAX KOMIIOHEHTIB a00 SKIIO BIIKIIOYEHI IEAK1
KOMIIOHEHTH cucTeMu Hampukiaa SELinuX, cicrema aktuBye
3armo0iKHUK.

Konu 3amo0iKHMK aKTHBOBAaHO BUKOHYIOTHCS HACTYIIHI
Mipu Oe3IeKu:

He npoxoanTh nepesipka npare31aTHOCTI IPUCTPOIO;
Bunanstoteest yei KITIOYi SKi BHKOPUCTOBYIOTHCS JIIIS
muppyBaHHA JaHUX;

Cucrema Knox Oimpmrie He Tpamre Ha JaHOMY
arapaTHOMy 3a0e3ledeHi, 3ano0iraloun HaJlaHHS JIOCTYIy JI0
3aXMIIEHUX JaHWX, JOAATKIB BCEPENWHI  3aXHIIEHOTO
KOHTelHepa.
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VHIKaIbHUMHM OCOOJMBOCTSAIMU cucTeMu KNOX € Te, 110
BOHA HA/1a€ HACTYIIHI KJIFOYOBI OCOOJIMBOCTI:

- BusHadueHHs  Tpame3naTHOCTI  TapaHTOBaHI I
KO)XKHOTO ~ TPHUCTPOX0  3aBISKH  KOPCHEBOMY  KIHOUY
npuctporo(DRK)

PesysnpraTty 1i€i nmepeBipKH JIETKO CHIBBITHOCSATHCS 3
VHIKaJbHAMH JaHUMH TpucTporo Takumu sk |IMEl  abo
CepifiHIM HOMEPOM.

e Bce pno3omste IT-ammiHicTpaTtopaM —MiATIPHEMCTBA
BU3HAYATH KUK pe3ysIbTaT aTecTalii IPUCTPOIO BiJHOCUTHCS
IO KOHKPETHOTO JeBaiica 0e3 HEOOXiTHOCTI peTenbHOT
MepeBIPKU PE3yJbTaTIB 3 ICHYIOUMMH IMPUCTPOSIMU. B iHIIMX
cHCTeMaXx, SIKi IOCTYIHI Ha PHHKY, PE3yIbTaTH, HaACHIAIOTHCS
3 OKpeMux MpucTpoiB, ane IT-agMiHicTpaTopu He MOXKYTh
YiTKO BU3HAYUTHU MPHUCTPiH IO pe3yIbTaTy.

[Mmardpopma Knox 3abesmeuye IT-amMmiHicTpaTopawm,
aZMiHICTpaTOpaM Oe3MeKr MOXKIMBICTH OE3METHOT0 MacOBOTO
po3ropTaHHA OONagHAHHA [UII MOOIUTBHHX TPUCTPOIB 1
IIBUAKOI iHTerparii 3 icHyro4oio Oi3Hec-iHPpacTpyKTyporo i
3aCTOCYHKaMH. BoHa BHKOHye 0arato IepeBipOK s
3amo0iraHHs  JOCTYImy 10 KOHQIACHIIHHMX JaHUX 34
HassBHOCTI KOMITPOMeETAllii CHCTEMH.

Jlo HesoMiKiB MOYKHA BIIHECTH MOXITUBICTH BUKOPHCTAHHS
niei cucTeMHM TUIBKM Ha TPUCTPOSX OnHIET KommaHil,
3aKpUTICTh ICXOTHOTO KOXy Ta HEMOXIIUBICTH BiTHOBJIICHHS
Mpawne3faTHOCTI cucteMu micis atak. Llle omHMM HenomikoM
MOKHa BB@XAaTH IOCTYI 1O JESIKHX MOMJIMBOCTSH JIMIIEe Ha
IUTaTHI OCHOBI.

BucHOBKU

CITNCOK JIITEPATYPU
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KNOX Case Study, 2016

COMPUTER AND INFORMATION SYSTEMS AND TECHNOLOGIES
KHARKIV, APRIL2019



be3rneyHe OHOBJIEHHS MPOTPAMHOI0 3a0€3I1CYCHHS
Cy4aCHHMX aBTOMOOLIIB
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Anomauin. The paper considers the possibilities of secure
updating of car’s ECUs, that connected with CAN network
and can examine and controle all states of software update
over different means of connection on different stages of
update.

Kniouogi  cnoea:  cucmema  OHOGNEHHA — NPOSPAMHOSO
3abeseneuenns,; agmomModinbHa cucmema, 6anioayia OaHux,
CAN mepeorc

I. BBEJIEHHS. [IOCTAHOBKA 3ABJIAHHS

ABTOBHPOOHMKM IIOYAald BUITYCKaTH aBTOMOOLT 3
MOXUIUBICTIO OHOBIICHHS HPOTPAMHOTO  3a0e3MeYcHHS B
ABTOMAaTHIHOMY peXumi depe3 iHTepHeT(TexHomoriss OTA),
IO BiIKPHBAa€ HOBI MOXJIMBOCTI I NPOBENCHHS aTaKk Ha
KOMIIPOMETAI[II0  INepernporpaMyBaHHs  MPUCTPOIO  yepe3
Mepexxy iHtepHer [1+2]. 3aBmaHHsAM CTarTi € po3poOKa
CHCTEMH, IO KOHTPOJIOE Oe3MeYHICTh (DYHKI[IOHYBaHHS Ta
onoBneHHs ECU.

II. PILLIEHHSA 3AJ1AUI

Binbiricts cydacHux ECU OHOBIIOIOTHCS Y€pe3 MEPEKEBY
mmHy CAN, ne mpucTpid OHOBICHHS IiIKIFOYAETHCS [0
cepBepy oOHOBieHHs no muHH CAN B sxocti ECU i
BUKOPHCTOBYE iCHYIOUY MO>JIMBICTH OHOBJICHHSI IPOLIMBKHU. B
TaKUX CHCTEMax BIJICYTHS MOXKJIMBICTH Balliarlii MPHCTPOIB
BIATIOBIJTHO /10 HOBOTO IPOTPAMHOTO 3a0€3IeYEeHHs, L0 JaE
MOXIIMBICTh TIPH 3aXOIUIeHI KepyBaHHS sikumoch ECU
JIO3BOJISIE TIJIMIHUTH OHOBIICHHS iA€HTU(IKATOPIB NPUCTPOIO.
IHI0t0 Mpo6JIEMOIO € MOBHA J0BIpa 10 JaHUX, OTPUMAHUX Bil
cepBepa [Iuiepa, IO MOXE MPU3BECTH [0 KOMIIPOMeETaIlil
(aitry oHoBieHHA. TakuM YMHOM TMiJ Yac PO3POOKH TaKUX
CHUCTEM HEeOOXiTHO MPOBOJUTH JOJAATKOBI KPOKU Ballijarlii, 1Mo
OylyTh NPOBOJOWTHCS IIiI Yac PI3HUX €TaliB OHOBJIECHHSI
IporpaMHOTO 3a0e3leuyeHHs CHCTeMH, 0 (iKCye 3MiHH
ineHTH(IKaTOpiB HA  OCHOBI  TEXHOJIOTiHl  XeUlyBaHHS
napaMeTpiB  HEJONIKM ICHYIOUMX METOIIB Ha OCHOBI
CTaTHCTHYHUX METO/iB 00poOKH moBizomieHb B Mepexxi CAN
JUTs 3a0e3Me4eHHs HaliHOTO, Oe3MeYHOro Ta Oe3nepebiitHOro
YIpaBIiHHS IPOTPAMHUMH CHCTEMaMH B aBTOMOOUIIX[3].

Buxonsun 3 1BOrO0 TMPOMOHYETHCS [0 BUKOPHUCTAHHS
cuctema, 1mo ckmamaereess 3 ECU y  Burmimi
MIKpOKOMIT I0Tepa, migkiarodeHoro 1o  Mepexi CAN
aBTOMOOLIS 3 PYHKIIOHATBHICTIO OHOBJICHHS 1HITUX TPUCTPOL
B MEpeXi Ta MOHITOPUHTY IIOBiJOMJIEHb [UISi BHSBJICHHS
JIECTPYKTUBHOI'O BIUIMBY Bij ckommpomeroBanux ECU, mio
Oyze mpaioBary siKk CUCTEeMa HOIEePEPKCHHSI BTOPIHEHHSI.
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Cucrema BHKOPHUCTOBYE (DyHKIIOHAN IEpEBIPKH CTaHIB
yacTHH iHQOpMAaIii Bif cepBepy 3a IOMOMOTOIO IIEPEBIPKH
(YHKIIH XenlyBaHHS Ta TECTYyE POOOTY OHOBJIEHOTO MPUCTPOIO
BH3HAYAlOYM TIOBIIOMIICHHS, IO TOW BiIpaBIIsie Ha pi3HI
3aIPOCH.

Besneuna mepemaya mpoOrpaMHOro 3a0e3NeueHHs Mae
BEJIMKE 3HA4YCHHS sl 3a0e3MEeYEeHHs] YCHIIIHOTO OHOBJICHHS
nporpamHoro 3abesmedeHHs ECU. [lng 1mporo Moske
BUKOHYBaTHCs npoiuiec je OEM BupoOIisie makeTn OHOBIICHHS
MIKpONIpOrpaMu, MICIAs YOro OEM miamucye mnaker
OHOBJICHHS 13 3axXWINCHMM 3akpuTuM KiroueM. Cepsep
OHOBJICHHS Ha CTOPOHI IWiepa 3alHUTye cepBep, IO
migtpumye OEM 1 3aBaHTa)kye OHOBJICHHS MPOTPAMHOTO
3a0e3nedeHHs Yepe3 3axuiicHe 3'eqHanHs. KoHTponbHa cyma
makeTiB  oHoBiIeHHS MDS5  Takok mepemaeTbes I
3a0e3MeUeHHs  3aBAHTAKCHHS  OHOBICHHS  NPOTPaMHOTO
3a0e3nedeH s He MOMIKOJDKEHO Mmij yac mepenadi. Cucrema
HPOBOJIUTH HepeBipKy LiTicHOCTI 3aBaHTa)KEHOTO
nporpamHoro 3abesnedeHHs ECU 3a momoMororo mepeBipku
XEUI-3HAUeHHs] BHU3HAUEHMX JaHUX 3 XelI-3Ha4eHHsSM, IO
OTPUMYETHCS BiA cepBepy Bamigauil.  Biakputuit im0
reHepyerbcss Ha EOM  jans  po3mmdpyBaHHS —makera
nmporpamMHoro 3a0esmedeHHsa. lle rapaHTye, IO makeT
OHOBJICHHSI ITPOTPaMHOTO 3a0e3IedeHHs He Oyae 3MIHCHO [
yac mepenayvi uepe3 Mepexy iHTepHeT abo Ha cepBepi AmiIepa.
Cucrema OHOBJICHHS MpOTPaMHOTO 3a0e3nedeHHs
po3mH(POBYE MAKET OHOBJIEHHS BUKOPUCTOBYIOUN BIAKPUTHH
KIIOY Ta TIEPEeBipsi€ MUTICHICTh MAKEeTiB, MICIS YOTO CHCTEMa
OHOBJICHHSI MTPOIPAMHOTO 3a0e3ICUeHHsI IHII[IIOE OHOBJICHHS
nporpamHoro 3a0esmnedeHHs ais migkmodeHoro go ECU.

Cuctema TapaHTye  IIJIICHICTD  MpOIECy  OHOBJICHHS
MPOTPaMHOTO  3a0€3MEYEeHHS MPOTATOM  BCHOTO  IHKILY
OHOBJICHHS.

I1l. BUCHOBKU

3anpornoHoBaHa CHUCTEMa J1a€ HEOOXIMHWH KOHTPOJb IS
HaJIS)KHOTO YIPABIIHHSA IPOTPAaMHUM 3a0€3MEeYEeHHIM Ui
pI3HHX aBTOMOOLNIB, IO BHKOPHUCTOBYIOTH JUISi OHOBJICHHS
CBOIX CHCTEM, TECTyBaTH NpAaBWIBHICTb OHOBJEHb Ta YH
MIPaBUJILHO BOHU TIPALIOIOTH MicJIs MPOBEAEHHS OHOBJIEHb, Y1
HE MalOTh BOHH B CO01 IECTPYKTHBHIUX KOMaHI.

IMMOCUJIIAHHA

[1] Mercedes Benz Workshop Manual S 430 4MATIC / enexkrponHuii
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Shanmugam K. Update Mechanism for Automotive ECU, /enexTponHmit
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Anomauyin. B pobomi posensdaemvcs kpunmocucmema
McEliece, wo 3acnosana Ha meopii aneebpaiunozo
KOOY8AHHA. Anzopumm acumMempuyHo20 wu@gpysants ma
aneopumm eneKmpoHHO-YUGPo8o2o nionuUcy, AKi 3ACHOBAHI
Ha Kpunmocucmemi McEliece BUSHAUAIOMbCSL
nepcnekmugHuMu 01 HOCMK8AHMOB0I  Kpunmoepagii.
Ipoananizosano ix cknadosi KOMnoHewmu, nepesazu md
HeooNiKu.

Kniouosi cnosa: eNeKMPOHHO-YUPDPOBuULL nionuc,
kpunmocucmema McEliece, nocmxeéanmoga kpunmozpagis,
Xew-QhyHKyis.

. BBEJIEHHSI. [IOCTAHOBKA 3ABJIAHHSI

McEliece — kpuntocuctema 3 BiIKPUTHMH KIIFOUaMU Ha
OCHOBI Teopii anreOpaiyHOTO KOIyBaHHS 3allpONOHOBAaHA
Pobeprom Mak-Enicom y 1978 pomi. Ile mepima cxema, sika
BUKOPUCTOBYE pPaHIOMI3AIlil0 B TMpoleci IMUPpYyBaHHA.
AJITOPUTM BHKOPHUCTOBYE BEIUKHI pO3MIp KIFOYOBUX
JaHUX 1 HE OTPUMaB BiJNOBIJHOTO BU3HAHHA B
kpuntorpadii. Y mpoekri NIST, y 2016 Bim craB
KaHAHJATOM JUIS TOCTKBAaHTOBOM KpHUITorpadii.

AJITOPUTM 3aCHOBAaHUN HA CKJIAAHOCTI JCKOyBaHHS
MOBHUX JIHIMHUX KOIIB (CITIbHE 3aBHAaHHS JACKOAYBAaHHS €
NP-ckqamHuM) 1 € CTIMKHM 10 aTaku 3 BUKOPUCTAHHSIM
anroputmy lllopa. ATTopuT™M BUKOPUCTOBYE IBIHKOBI KOIU
Tomma.  AsreOpaiunuii  kom, i1 SKOTO  BiOMHUIA
e(eKTUBHHI aJTOPUTM JACKOAYBAHHS J03BOJISIE BUIPABIISITU
{ cremiajpHO JOJaHUX ITOMUJIOK.

Kpunrocuctema McEliece 3 xomamm Iomma He
MIIA€TBCSl Cy4acHOMY KpunroaHanuzy. HaiOinbin Bimomi
aTaKW BHKOPHUCTOBYIOTH AITOPHTM JEKOIYBAHHS MHOXXAHH
nanux [1+3]. 3aBaaHHAM CTATTi € aHAJ3 CKIAIOBUX YaCTHUH
kpuntocucremun McEliece Ta mnoOymoBa Ha ii OCHOBI
€JIEKTPOHHOTO MU(POBOTO MiAMHUCY.

1. PILEHHS 3AIAUI

1) Omuc anropuT™My aCHMETPUYHOTO IU(PPyBAHHS.

McEliece ckmamaeTbest 3 TPhOX YaCTHH:

- aNTOPUTMY BUIIAJIKOBOI T€HEpaIlii KIIFo4a, pe3yJIbTaTOM
SIKOTO € BIIKPUTHH Ta OCOOMCTHI KITIOUi;

- aJITOPUTMY BHIIIKOBOTO IU(PPYBAHHS;

- IETEPMiHOBAHOTO AJITOPUTMY PO3IIU(PPYBaHHSI.

TeKCT MOBiMOMIICHHS SBJISIE COOOK0 BEKTOP JOBXHHH K
Han kinoesum mojem GF(Q). Kopucrysaui B cucremi
CIIJIBHO BUKOPHCTOBYIOTh Napamerpu Oesnexku: N, Kk, t.

T'enepartis xkmroga:

- Auica Bubupae [n,k,d] — ninilfinuii Koz, 1O BUIIPaBIIsiE
t momwmiok. IlotiM Ui 00paHOrO KOy pO3PaXxoBYe
nopopkyrouy Matpuiro G posmipom Kxn;
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- g Toro, MO0 BHXiZHWH Koj OyIl0 CKIAJHO
BITHOBHUTH, AJlica TEHEepye BHIAJIKOBY HEBHPOIKEHY
Mmarpuiio S posmipom K xK;

- AJica reHepye BUIAJAKOBY MaTpHIIO IIEpPECTaHOBKU P
po3mipoM NxN;

- Autica 06YHCITIOE MATPULIIO G=S*G*P :

- BinkputuM kmouem € mapa (G,t), a ocoGuctum —
(S,G,P).

Anroput™ mndpyBaHHsL.

Hexait bob xoue mepeaatu moBigoMiaeHHs M Asici, duid
Bigkpurnii kmou (G, t) . OcHOBHI KpOKH:

- Bo6 mpencraBisie cBOoe MOBimOMIIEHHS M Yy BHIIIAII
[OCIIIIOBHOCTEMN ABIKOBUX CUMBOJIIB IOBXKUHU K |

- bo6 reHepye BHNAAKOBHH BEKTOpP MOMHIOK Z
JIOB)KUHM N Ta Baroio t ;

- bo6 obumcmoe mmdporekcT fAK C' = m*G+z Tta
nepenae oro Adici.

AJropuTM™ po3mHppyBaHHS.

[Ticnst orpumanHs mnoBigoMileHHss C , Alica BUKOHYE
HacTyIHI Aii 1715 po3unpyBaHHs MOBIIOMIICHHS:

- 06uHCITIOE 3BOPOTHY MaTpumio P ;

- o0umciioe € =c*P7!;

- BHKOPHCTOBYE QIITOPUTM JICKOAYBaHHSA MJs KONy
[n,k,d], mo6 orpumaru M 3 €;

- o6uncmoe m=m*S™,

[TepeBipka KOPEKTHOCTI aJrOPUTMY.

[lpogeMOHCTpYyeEMO, IO  BHKOHYETbCS  TOJIOBHA
BJIACTHBICTH KpHITTOCHCTEMH, TOOTO, 1110 D(E(M)) =m . Bo6

Hajcuiae C= M*G+2=m*S*G*P+2. Anica o6uuCITIOE
E=c*P*=m*S*G+z*P™". Ockimsku P — 3BOpoTHa
MaTpHIs TIepPeCTAaHOBKH, To Bara Z*P™' He 6inmpure Hix t .
Kon Tomma marpuni G Bumnpasnsie 10 t mommiok. Bara
WE(M*S*G,c*P™*) <t , Tomy Amica oTpuMae BipHe
noBigomiieHHss M=m*S . Ilicas mporo Aca 00YHCIIIOE
BHXiZHE TOBimoMIeHHS M =mM*S™* =m*S*S*,

IloBra cxema poboTH anropuT™My MMHUPPYBAHHSI
kpuntocucremu McEliece npencrasiena Ha puc. 1.

2) ELII, mo rpynTyeThest Ha anroputMi McEliece

ELIIT 3acHoBanuit Ha anroputmi McEliece cknmamaerscs
3 TPHOX YaCTHH:

- QITOpUTMY BWIIAJIKOBOI TeHeparlii
(dbopMye BiIKpUTHH Ta OCOOUCTHI KITIOUi;

- aropuT™y (OpMYBaHHS ITIANUCY;

- aNTOPHUTMY TIEPEBIPKHU MiITHUCY.

KJII04a, SKAH
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Xem mokymMeHTa D , sKWi HEOOXigHO IMiAMUCATH,
npeJcTaBisie COOOK BEKTOp MOBXKHHH N Hall KiHICBUM

nonem GF(q). KopucryBaui B cucTeMi CHiJIBHO
BUKOPUCTOBYIOTh apameTpu Oesmexu: N, K, t.
Aaroputm mu@pyBaHHA
McEliece
A [n, K, d| Bunpasasiounii t nowuiok B

G - nopogx. matp. k x n

S - Bun. matp. k x k G

P - Bun. Matp.nxn b

G=S*G*P

m - NpeicT. y Iﬂll'.‘lﬂ,'li BCKT.
¢ 08K, k
24 Z - BCKT. IAIOMIUI. Barow t

¢ - OTpUM. H(POTEKCT ¢=m*G+z

P'.S

g=c*P

aexon. ¢ — m

m=m*S§

( Slkuo ¢' = ¢, Toni m, =m )

Pucynok 1 — Cxema po0OoTH anropurmy mudpyBaHHs
kpuntocucremu McEliece

['enepauis Kitoya:

- Auica Bubupae [n,K,d] — niHifiHu# KO, IO BUIIPABIISE
t mommmok. IlotiMm st OOpaHOTO KOAY PpO3PaxoBYeE
nopopkyrouy Matpuiro G posmipom Kxn;

- sl TOro, MO0 BHUXIAHUHA KOI OYJIO CKIAIHO
BIIHOBUTH, AJica TEHEepye BHIAIKOBY HEBHPOIKEHY
Matpuro S posmipom KxK;

- AJica TeHepye BUIMAKOBY MaTPHIIIO NiepecTaHOBKU P
po3mipoM NxN;

- Azica 004HCITIOE MATPHUIIIO G=S*G*P :

- BIIKpUTHM KITIOYEM € Tapa (é, t), a ocobuctum —
(S,G,P).

®opmysanns EIIL:

- Auica Bubupae xeur-¢pyukiiro h() , sxka remepye N
CHMBOJIIB Ha BUXO/i. TakuM YMHOM, pe3yJbTaT AaHOI Xell-
¢yHKIIT MOXKHa TIPEICTABUTH Yy BHUIVIAI CHHAPOMY 1
crpo0yBaTH JEKOIyBaTH,

- BoHa o0uwmcIoe xe Bif nokymenta h(D) ;

- gani obumcmoerses h(h(D)||1), ans i=0,1,2... 1o
THX Tip, JOKH IS JAESKOTo MiHiManeHO |=1i. 6yne
MOXJIMBO  JEKOIYBAaTH
004YHCIIEHOTO Xelly;

- cumgpom h(h(D) ||i
CIIOBO 3 TIIOMHWIIKAMH OOYHMCIIeHE JUId Jesikoro A 3
nomumnkamu Z (h(h(D)||i..) = AG+1z );

- Arica oGunciroe

h(h(D) | i,)*P ™" = (AG +2)*P™ = AG*P 4+ z*P* =
=A*S*G*P*P 14 z*P ' = A*S*G+z*P;

CHUHIPOM  OJIEpXKYBaHUH 3

) MOXHa YSABHUTU SAK KOIOBE

min

min

84

- 33aCTOCOBYIOUM IIBHAKHI aqrOpPUTM JICKOAYBaHHA &
as h(h(D) ||i,,)*P* BOHA OTPUMYE:
DAGD) i )P L) —> A'= A*S 1a 7' = 2*P;

- nami BoHa obumcmoe A=A'*ST=A*S*S? Ta
2=7"*P=z*P'*P;

- miamacom gokymenta D e mapamerpu (A, Z,0 . ).

[Nepesipka mignucy:
- Bo6 o6uuncmoe v, =h(h(D) ||i,,);
- IIOTiM BiH OOUHUCIIOE V, = A*G+z;

- aKmo V, ==V, ta Wt(z) <t, To mignuc BipHUA.

Auaroputm Bupobaennst ELIIT McEliece

A [n, K, d] Bunpasasiouuii t nomuiox

DopmyBanus miamHCy:
h(D) n
h(h(D))[i), ae i =0,1,2..

Tenepauis Kiiowa
G - nopomk. warp. k x n
S - Bun. warp. k X k

P - BHI, MaTP. n X 1
G=S*G*P

(G, 1) - Biakp. ko4

(S, G, P) - 0cod. ko4

suGip i, Tak, niod iioro mowua Gy10 jieKojyBaTH
b(h(D))i...) = AG +2Z_ X DAz
h(h(D))]i,.) * P'=(AG+2)*P'=AG*P'+ z* i
*PI= APSEGHPP 420 P =APS*G + 2 P
O(h(h(D))i,)*P) = A =A*Staz=z*P
A=A"S =AS*S"

z=7*P=2*P'*P

D, (A zi..)

TMepesipka ninmcy
v, = h(h(D)/fi...)
> v,v=A*G+z

V

(}lkum v, ==V, 1a Wi(2)St, T0 ninue uiplmia

Pucynok 2 — Cxema pobotu anroputmy mudpyBaHHS
kpuntocucremu McEliece

I1l.  BHUCHOBKHU
B  po6ori BHKOHaHO  aHami3  MEPCHCKTHBHHUX
MOCTKBAHTOBUX  QJITOPUTMIB udpoBoro miamnucy
3aCHOBAaHMX Ha  JIHIHHMX  KOJaX.  3amlporOHOBaHO

eNeKTPOHHMI U(GPOBHUIl MiAMUC, 0 3aCHOBAHUI HAa OCHOBI
kpunrtocuctemu McEliece. [lns 3a0e3nedeHHS BHCOKOi
kpuntorpadivynoi criiikocti anropurmy McEliece i ELIIT Ha
HOro OCHOBI HEOOXiJHO BUKOPHCTATH KOJHM 3 BEIMKHMH
mapamerpamu  (Nn,k,d) i icHye mHTaHHS CKIaqHOCTI

004YHCIIEHD Ipu ACKOAYBAaHHS KOJOBUX CIHIB.
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Anomauisn. Po3pobneno npoepamuuil KOMRIEKC 015 MOOENIO8AHHSL
amax 6 KOMn'IOmepHux —mepejcax, wo 0aszyemvcs  Ha
BUKOPUCIAHHI MEXHON02il eipmyanizayii ma Habopy cyeHapiis

amax na mogi npocpamyeanns Python ma i 6ibriomeunux
MoOyneud. 3anpononogani Mooeni  00380NAMb  OMPUMYEAMU
HAYKOB0-00IPYHMOBAH]  OP2AHI3AYIHO-MEXHIYHI  pilleHHA npu
NpOGeOeHHi  ayoumy,  6NPOBAONCEHHS  AKUX  CHpuamume

niosuwjento pieHs inghopmayitinoi be3nexu opeanizayii.

Knrouosi cnoea: moodenosanns, mepedicesi amaxu, newmecm,
sipmyanizayis, npozpamuuil komniekc, python.

I BTy I TIOCTAHOBKA 3ABJIAHHS

3 KOXXHHM POKOM KIITBKICTh Ta CII0cCOOH MEPEKEBUX aTaK
HETIOMIPHO 3POCTAI0Th, TOMy TIpH npoeKTyBaHm Mepexi
BapTO BPaXOBYBaTH HAWTIpIIi CIleHapii — aTaky Ha Hei, II0
MOJKE MPU3BECTH 10 MOPYIICHHS TPhOX 0a30BUX MPHHITUITIB
3axucty ganux [1]: xonbimeHmiiiHoCTi, IUTiCHOCTI Ta
JOCTYNHOCTI. Po3pobisiTn Ta OyayBaTH OKpPEMHIl CErMEHT
MepeXi, INCHTHYHHH  TEpPCIeKTHBHOMY, JIMIIE OIS
TECTyBaHHS, lie, HacamIiepell, EKOHOMIYHO HEBHTIIHO, TOMY
JUTSL TECTYBAaHHS MEPCIIEKTUBHUX MEPEK BHKOPUCTOBYIOTHCS
CremianbHi KOMIUICKCH.

Ha cporomHimmHii AeHb iICHYIOTh JBI OCHOBHI TEXHOJIOTI1
noOyI0OBU cepeloBUINa JJIsi MOJENIOBaHH aTtak [2,3] — 11e
BUKODHCTAHHS CHCTEM Ha 3pa3oK Honeypot («IlacTtka),
TOOTO opraH13aLusi pecypcy, MO0 € TNPUMAaHKOK s
3IIOBMHCHHKIB, 1 JIpyruit BaplaHT — mobymoBa Mojemi
peanbHO (YHKIIOHYHOUOI MEpeKi B MEXax BIpPTyaJbHOTO
CepeloBHINA, SKa OTpUMaja Ha3By B JITEpaTypHUX
Jokepenax Insight («mix varmsmom»).

Honeypot € pecypcoMm, mo 0e3 Oyab-sSKOro BIUIMBY Ha
HBOTO € HEaKTUBHUM, BIH 30HMpa€ HEBEIUKY KITbKICTh
iHdopMarllii, miciasg aHamizy fAKoi OyayeThCs CTaTHCTHKA
METOMIB, SKUMH KOPUCTYIOTBCS 3JIOBMHCHUKH, a TaKOX
BH3HAYAETHCS HASIBHICTh SIKUXOCh HOBHX PIllICHb, SIKi 3T0JIOM
OyayTh 3acTOCOBYBAaTHCS B OOpoTHOI 3 HHMHU. I[CHYIOTBH
Bepcii, Mo (QyHKIIOHYIOTh Ha BHIUIEHUX CEPBEPax, a TAKOX
NPOTrpaMHO-EMYIIbOBaHI. B MexaxX HEBENUKOI Mepexi
JIOCTaTHBO OOMEXUTHCS BIpTYaJIbHOIO CUCTEMOIO ab0 HaBiTh
OJTHUM BIpPTyalbHUM CEpBICOM. Y BEJIMKHX OpTaHi3allisx
BUKOPUCTOBYIOTBCSI ~ BHAIJIGHI  CEpBEpH 3  MOBHICTIO
BIITBOPCHUMH Ha HUX MEPEKEBHMHU CIykOamu. 3a3Bu4ail B
KoHQIrypamii Takux CiIyX0 CHeriajpHO JIOMYCKaloTh
MOMWJIKH, MO0 y 3JOBMHUCHHKA BJABCS 3JIOM CHCTeMH. B
iZeani Bcl moxmii B IOXIOHMX CUCTEMax IIOBHHHI
3anMCyBaTHCS Ha PiBHI sapa. TUIOBI MPOXYKTH MOAIOHOTO
cemeiictBa: HoneyWeb, Honeyd, BackOfficer Friendly,
Honeypot Manager, Potemkin Virtual Honeyfarm. B
OLIBIIOCTI BHIIAIKIB MOAIOHI CHCTEMH 3aCTOCOBYIOTHCS IS
MPOBEICHHS aHamizy  peasizauii MacuTaboBaHUX
xakepcekux arak mo tumy Black Hat, mepesipsierses
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(GYHKIIOHYBaHHS aHTHBIPDYCHUX 3acO0iB Ha NpEAMET arak
xpobaxiB, abo 6exmopiB. Sk TPaBHIIO TaKi CHCTEMH € TOCUTh
JIOPOTUMHU B eKcrmyaTauu 1 € croewiagi3oBaHUMHM, IS
MIMPOKOTO KOJIa CIEHiallicTiB HeZOCTymHHMH. ToMy Ha
MPAKTUI[l HAHOLIBII  PO3MOCIOKCHOI €  TEXHOJOTIs
BUKOPUCTAHHS BipTyalbHUX MamuH [4,5] mang emymsmii
(bYHKLIOHYBaHHS MEPEXK 3 PI3HUMHU pOOOUYNMHU CTAHIIISIMU Ta
6azoBumu omeparniitanmu cucremMamu (OC). MoKITHBOCTI
MOJICTIOBaHHS B TMOJIOHMX CHCTEMax OOMEXYIOThCS JIMIIE
00YNCITIOBATIBHUMHA BIIACTUBOCTSIMU mporecopa,
OIepaTHBHOI MaM’sITi Ta pO3MIPOM JTUCKOBOTO POCTOPY.

SIkmo K gomaTh OO TMOMIOHHMX CHCTEM MOKIIMBOCTI
CTBOPEHHS Ta pealli3auii cleHapiiB aTak Ha OKpeMii MOBI
NporpaMyBaHHs, TO MOXHA OTPUMATH YHIBepcalbHUN
IHCTPYMEHT I OpraHi3allii IIeH TeCTYBaHHS CUCTEMH.

Meroto paHoi poboTH. € po3poOka Mojened Ta
MPOrPaMHOTO KOMIUIEKCY, SIKI HaJaloTh MOXJIMBICTb OIHCY
aTak B yMOBaxX MAWHAMIYHO HECTIHKOTO 30BHIITHHOTO
cepelloBHIIA i 3a0€3MeUyI0Th MOXKIIMBOCTI aBTOMaTH30BaHOT
pPO3pOOKH aTak Ha IUIBOBI CHCTEMH 3 METOK0 OIIHKH iX
Oe3mexH.

Po3B'A30K naHOTO 3aBHAaHHSA JIO3BOJIUTH HE TUIBKH
3HU3UTH Yac 1 BapPTICTh OLIHKH, ajle ¥ MiJBUIIUTA TOYHICTH
BUSBIICHHS BPa3JIMBOCTEH.

Il. PIIEHHS IOCTABJIEHOI 3AJAUI

BipryanpHi MalmMHM Jal0Th 3MOTY INBUAKO 1 0e3
3HaYHAX BTpPAT POTOPHYTH KOMII'IOTEPHY MEpexy 3
0a)KaHUMHU XapaKTEePUCTHKAMH Ta 3 PI3HUM HPOrPaMHHUM
3a0e3MEeUYCHHAM, TPH YoMy IIe MOXE OYyTH SIK JIOKaibHa
Mepexa 0e3 moctymy nmo ocHoBHOi OC, Tak i Mepexa 3
JTOCTYIIOM JIO IHTEPHETY.

[leHTecTiHr OXOIUTIOE O€37i4 BEKTOPiB: 30BHIMIHI (3
iHTepHETy, 3 BHKOPHCTAHHSIM BiJAJIEHOTO MJOCTYILY)
BHYTpIiIIHI (4epe3 Oe3IpoToBE KOPIOpATHBHE 3'€HAHHSA, 3
BUKOPHCTAHHSM [OBHOB&XEHb 1 3HaHb TOCTS, PSIIOBOTO
cniBpobiTHuKa abo cmiBpoOitHuka IT nenmaprameHty).
lonoBHUMHU eTamaMu €: aHaji3 BIOKPUTHUX JDKEpen,
IHCTpyMEHTaJIbHE CKaHyBaHHS, aHAJIi3/OiHKAa BUSBJICHUX
ypa3IMBOCTeH 1 BHUPOOJCHHS PEKOMEHIAIlil, ITiroTOBKa
3BiTy Ta ayaur Ib.

TecroBuM cTeHIOM € BipTyalnbHa MamuHa, 3i
BCTaHOBJICHOIO OlepatliitHoro cucremoro Windows 7 SP 1.

3aco0u momryKy Ta eKCIuTyaTanii Bpa3IuBOCTeH 3i0paHi y
CHemiaNbHId OmepamidHIi cHucTeMi, NPU3HAYCHIA IS
aHaJ i3y ~ 3aXWINEHOCTI Ta  TPOBENEHHS  TECTYBaHb
KOMIT FoTepHHX cucteM Ha mpouukneHus — OC Kali Linux;
SIK  albTepHATHBA MOXYTh BHUKOpHCTOBYBaTuCh: OC
BlackArch Linux; OC Parrot Security OS; OC BlackBox.

Jlns mpoBeieHHsT aHali3y BUKOPUCTOBYETHCS BipTyanbHE
cepenoBuile BukoHauHs Virtual BoX, ne BcTaHOBIIOIOTBCS
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BIpTyalbHI MAaIllMHU <OKEPTBH» Ta «HAMaTHUKa». B sKocTi
OCTaHHBOTO BHKOPHCTOBYETHCS NMPOTPAMHUI KOMIUIEKC Ha
ocaoBi OC Kali Linux i3 BcTaHOBICHHM MaKETOM
HeoOxigHoro mporpamHoro 3abesnedeHHs. bimst 300 open
source security IHCTpPYMEHTIB, OpraHi3OBaHI B HACTYIIHI
TPyIH: “Information Gathering”, “Vulnerability
Assessment”, “Exploitation Tools”, “Privilege Escalation”,
“Maintaining Access”, “Reverse Engineering”, “RFID
Tools”, “Stress Testing”, “Forensics”. B sixocTi MOBH 1yis
peadizanii THIIOBUX CLIEHapiiB aTak BUKOPUCTOBYETHCS MOBa
nporpamysanss Python.

Python nae moxuBicTh Jerko MOIU(IKyBaTH KiHIEBHI
MPOAYKT, Y JaHOMY BHITQJIKY IIe pO3pOOJICHUH MporpaMHHN
KOMIUIEKC, AJIsl OTped KOHKpeTHoro kopucrysada. llo, y
CBOIO HYEpTy, A€ MOXJIMBICTH IMMO30YTHCS 3aJIe)KHOCTI Bix
BUPOOHMKIB, IKi IIPONOHYIOTh AOJATKH JI0 CBOIX IPOAYKTIB
3a  cyrreBy jgommary. ToOro, 1-2  kBamidikoBaHHX
PO3pPOOHUKH, Y Tpylna CTYACHTIB MOXYTh pealizyBaTh
noTpiOHUHA M (QYHKITIOHAN MIISXOM TOJaBaHHSI MOIYIS YH
KJ1acy /10 iCHYI04O01 POrpaMH.

Jns  TNOBHOLIHHOTO  BUKOPUCTaHHA  PO3POOJICHOro
NPOTPaMHOTO KOMILIEKCY JUIsSl MOJICITIOBAHHS aTak B MEpexi
HeoOXiaHO 3a0€3MEYNTH HAsIBHICTH JEKIIBKOX KOMITOHEHTIB.

[Mo-mepme, HeOOXigHO MaTH AUCTPUOYTHB, o00Opa3
BipTyanpHOi MamiMHU abo » BCTAaHOBJIIEHY OIEpawliiiHy
cucremy Kali Linux. Ile ngae MOMXIJIHMBICTH 3amyCTHTH
nporpamunit komruieke “Network Attack Trainer” Ges
BCTAQHOBJICHHS JOJATKOBUX TakeTiB. [lns HOpMaibHOI
pOOOTH MpOrpamH Iijl OMepaifHUMI CUCTEMaMH CiMeiicTBa
Windows neoOxigHo BcranoButd maker Python rta PIP
(Python Package Index), mo m03BONMTH BCTAHOBJIIOBATH i
BHUKOPHCTOBYBAaTH CTOPOHHI makeTu Python.

KopucryBanpkuii iHTepdeiic mpeacTaBieHuil  aBoMa
BKIaakamu (puc. 1, 2):

Information gathering;
Attack Execution.

Ha mnepwiii Bknaaui po3TamoBaHi iHCTPYMEHTH JJIs
BUKOHAHHS TOYATKOBOI (ha3M MepemeBOi aTaku: MOAYJb
CKaHyBaHHS MeEpexi; MOJIYJb IEPeBIpKH CTaHy XOCTa;
MOJIYJIb CKaHYBaHH: XOCTa.

- Network Attack Trainer + X
File

| Atack |

scan the Network |
Enter ip address to check if it is up

Check the Host |
Scan Host |

Puc 1. [lepmia Bkmagka mporpaMHOro iHTepdeicy

CkaHyBaHHSI Mepexi BiOyBaeTbcs 3a JIOIOMOTOIO
Moayns get ips.py, IO MiHTYeE YCi HasBHI XOCTH Y MEpexi,
Je 3HAXOAWTHCS MallMHAa aTaKkylo4yoro, pe3yibTaTd
CKaHyBaHHS BHBOMATHCS Yy BIINOBiAHE moyie iHTepdercy
MpOTPaMH.

CkaHyBaHHS XOCTa — Iie, epil 3a Bce 30ip iHpopmarlii,
IO BKIIOYAE€ BHUSBIEHHS HOro BpasMBUX MiCIb Ta
MOXJIMBOCTEH 1X BHKOPUCTAHHS 3JIOBMUCHUKOM 3a JJIs
CBOIX IIyled um MarepiampHoi Burogu. CHcTremMa Mae
MIMPOKHUH HaOlp YTWIIIT JUIsl pealtizanii cKkaHyBaHHS.
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Network Attack Trainer

File

Information Gathering | Attack Execution
Choose executable attack -

* Man_in_the_Middle

Brute Force
- Password Crack
* Dog|

Create attack script

Execute |

Puc 2. [Ipyra BKI1aika IpOrpaMHOTO iHTEepdeicy

['o10BHOIO MeTOI0 POGOTH € pO3pOOKa CTEHY, KOTpHii
Ou noromaraB yJAOCKOHAIIOBATH HAaBMYKH CTYIEHTIB. Moro
HEBiJ’€EMHOI0O YAaCTHHOIO € TPAKTHYHE HAMWCAHHA KOIy
MOBOIO mporpamyBaHHs Python, mo € nOTyXKHUM
IHCTPYMEHTOM [UIsl MEpEXEBOrO INPOrpaMyBaHHS, 3aBISKH
CBOil MpPOCTOTI Ta MOXKJIMBOCTI pPOOOTH 3 PIZHUMH
wIaThopMaMu.

[Tinnporpama aTaku — CKpPUIT, IPYHTYETHCS Ha JaHUX
CKaHYBaHHSA LTGOBOTO XOCTA, LIO Ja€ 3MOTY BH3HAYHTH,
HMOBIpDHO BCTAHOBJICHY, Ha XOCTi ONEpaliiiHy cHCTeMy, il
BEpCilo, BIAKPHUTI OPTH ¥ CEpBICH 3aITyIIeHi Ha HUX. TuM i
JIeTajIi pearisailii KOHKPETHOI aTakH, SKIIO BOHA HE HAasBHA B
CIIMCKY 3a 3aMOBYYBAaHHSAM, BH3HAYalOTBHCS aBTOPOM
CKpHUITA.

11 BUCHOBKU

BusiBnieHHs1 Bpa3iauBOCTel € Oe3mepepBHUM IPOLIECOM 1
MICTUTB y c001 BHSIBJICHHSI BPA3JIMBOCTEH Ha eTami po3poOKu
Ta ekciutyatanii cuctemu. [lomyky BpasiMBocTel Ha erari
PO3pOOKH CHCTEM MpPUIUIAETHCS 3HAYHA yBara, OJHAK €
HEJOCTATHIM YHCIIO 3aco0iB IS MOJIEITIOBAHHA ITOXIOHHX
aTak, 0coOJNIMBO 3aco0iB, sIKi MOKHa BHUKOPHCTOBYBAaTH B
HaBYaHHI.

Po3risiHyBII  poOOTYy KOMIUIEKCY Ta  JOCIIiAMBINA
HAMMOIIUPEHIII aTaKd MOKHA 3pOOUTH BUCHOBOK, 1110 OYy/1b-
sKa Mepeka Mae clabKi eIeMEeHTH Ta Mae HeIOIIKH,
eKCIUTyaTalliss SKHX, MO NPU3BECTH JO BTPaTH HEHO

3MaTHOCTI  30epiraT  LUTICHICTB,  JNOCTYIHICTE  Ta
KOH(DIACHIIHHICTh JaHKX, 110 LIMPKYIIOIOTh B Hill.
3BicHO, 3aCTOCYBABIIA  MAaKCHUMAIbHO MOJKJIMBI

MPEBEHTHBHI 3aX0JH, IIAHCH HA VCIHIIIHY peasi3allio
BPa3IIMBOCTI B MEpPEXi BIAIyTh, ajJic BCE BpaxyBaTH (i3UIHO
HEMOJKJIUBO, TOMY pO3pOOJIEHHH NpPOrpaMHHUN KOMIUIEKC—
“Network Attack Trainer” e uymoBuM IIalapMoM JUist
iMiTamii MOXKJIMBOCTI 3IMCHEHHS] HANMOIIUPEHIINX aTaK B
MPOCKTOBaHIi  Mepexi. 3aBASKH  CBOIH  THYYKOCTI,
BOY/IOBAaHOMY PEIaKTOpy KOIy i MPOCTOTI BUKOPUCTAHHS,
KOMILIECKC MOKHA HANAIITYBATH i IHAUBIAYyaIbHI TOTPEOH.
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Anomauia. Ilpoananizosani munosi maKcoOHOMii Mepedcesux
amax 3 Mouku 30py iX NPUKIAOHO20 BUKOPUCMAHHA 8 3a0adax

npogedenuss ayoumy 6esnexu iHopmayitinux pecypcié opeauizayii

3a 00NOMO20I0 [HCIMPYMEHMIE NeHmecmuney. 3anponoHo8aHull
bazamosumipHuti nioxio oo ix kiacugikayii, wo Oaszyemvca Ha
aHanizi o6cmasuH NpPoBeOeHHA AMaxu, a MAaKoHC Mooeiui
NOPYWHUKA.

Knrowuosi cnosa: maxconomis, mepedicesi amaxu, newmecm, ayoum
be3nexu, Mooesb NOPYUHUKA.

. BCTy1 I ITIOCTAHOBKA 3ABJIAHHS

KinbKiCTh MEpekeBHX aTaK MpsSMO MPOMOpIiiiHA
KUTBKOCTI MOTEHIIIITHO HeOe3MeYHOT0 KOy, 0 MIPU3BOIUTH
JI0 HEOOXITHOCTI PErySIPHOTO OOCTEKEHHS 3aXHIICHOCTI
iHpOpMamiHHUX pPECcypciB 3a IOIMIOMOTOI0 3acO0iB aymuTy
inpopmariiHoi Oe3nexku. MeTor HaJaHHS MOCIYT ayAuTy €
BU3HAYCHHS aKTyallbHOTO CTaHy 3aXHIIEHOCTI
iHpOpMalIHHUX CHCTEM, IO JIa€ MOKIJIMBICTH MOAAJIBLIOTO

YCYHCHHS HEONIKIB, BpAa3IMBOCTCH Ta MOJIMIICHHS
3aXHUIICHOCTI  IHQOPMAIIHHMX CHCTEM BiJ CYY4acHHX
Kibep3arpos.

J11s1 MOBHOTO PO3YMIHHS TIOTEHIIHO BPa3JMBUX CHCTEM
Ta MEXaHIKA MOXJIMBHX aTak, JOIUIBHO MPOBOJUTH IX
knacugikamnito. BiaacHe kracugikaris atTak — e X po3moin
N0 CYMDKHUX TIpynax 3a BH3HAUCHHMH KpPUTEpPIsIMH.
Krnacudikamii, siki Tako>X Ha3HBaIOTHCS TaKCOHOMISMH, €
iEpapXiYHUM CTPYKTYpYBaHHSM TIOJIsi 3HaHb B OCHOBHI
TPYIIH 1 i IKaTEeTopii.

CroromHi B JiTepaTypi MOXKHA 3HAliTH YHCIIEHHI
M AXOMH bi (o) knacuikamii arax. Haituacrime
BUKOPHCTOBYIOThCS OJTHOBUMIPHI Ta i€papxiuHi po3mnojiny,
a 0araToBUMIpHI — TOCHUTH PiJKiCHI.

[IpoananizyBaBmu ix MOXKHA MPUATH 10 BHCHOBKY, II0
OaraTo icHyHO4HMX TakcoHOMil [1-5] po3pobiaeni mms
KOHKpPETHHX obJacTell (HampuKiIaj, KpUITOIPOTOKOIIB abo
6e3nporoBux ceHcopHux Mepex, WSN), abo Biarami He
3aCTOCOBYIOTbCS Ha mpaktuii. Hampukmaa, Neumann
NPE/ICTAaBUB TAaKCOHOMIIO, 3aCHOBaHy Ha 26 BHJax aTak, sKi
Oynu 3rpymnoBaHi B JAEB'SITh KaTErOpi, Taki sK amaparHi
37I0BXXKMBaHHS, 00XO/IM Ta aKTUBHI 3JIOBXXHUBaHHS. AJle depe3
BIZICYTHICTH 3aTajIbHOTO BHUMIipY, MOXIINBO, IO iHIII KJIacu
arak Moriu Oyt BukiIoueHi. Yepes ue Lindquist i Johnson
BUKOPHCTAJIM Pe3yNbTaT aTak Ui PO3TAllyBaHHS aTak i
noOyayBalnu TpU KJIacH, a caMe ekcrmo3uiiro, DOoS i
MOMWJIKOBUW BHXiA. [HmMMA mOXig BUKOPUCTOBYETHCS
Kymapom (Kumar, 1995). Tam iacu TakcOHOMIl
OyIyIOThCSI Ha OCHOBI OCOOMBOCTEH CUTHATYp (ICHYBaHHS,
MOCJIIIOBHICTh, YaCTKOBUII ITOPSI0K, TPUBAIIICTE, 1IHTEPBA).
Xoua 1 TAKCOHOMIS TO3BOJISIE BHSBIISITH BIZIOMI aTakwu,
ineHTH(IKALs BIAMNOBITHOT ypa3nuBOCTI HeMosnBa. Tomy
TaKCOHOMisl MO OYTH BHKOPHCTAaHA JIsi MOHITOPUHTY
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Oe3mexw, ane He JJIS CHCTEMHOTO aHamizy. [Himi aBropu [2]

JIAOTh BUYEPITHUH OIJIAJ MNOAANBIIO] CHCTEMaTHKH Ha

OCHOBi cucremMn BusBIeHHA BToprHeHb (IDS). Uucnensui

IHII ~ CHOCIiali30BaHi  TAaKCOHOMII  aTrakd  JOCTYIIHI,

Hanpukian, ¢pokycyrounuck Ha DDoS (Mirkovic & Reiher,

2004), BeG-atakax (Alvarez & Petrovié, 2003) a6o

JOCTIKYIOYH KOHKPETHI aTaKH, TaKi sIK aTaKH BiITBOPEHHS

[3-6].

OCKUTBKH YiTKOi i OJJHO3HAYHO BH3HAYCHOT KIIACU(iKaIil

He iCHyeE, y 3B’SI3Ky 3 NOCTIHHMM DO3ILIUPEHHSM BEKTOPIB

aTak, TO I[IKOM JIOTiYHO PO3POOUTH BIIACHUHA METOJ

TaKCOHOMIT aTak Ha OKpeMi IrpyIu 1 BiAMOBinHI IM miarpynu,

OpIEHTYIOUHCh HAa TOTPEOM CIICIIaNiCTiB, IO MIPOBOSITH

ayJUT 13 3aCTOCYBAHHSAM METOJIB Ta IMiJXO/iB MEHTCCTUHTY.

HaBememo nexinbka (pyHIAMEHTATBHUX MPHYMH, SKi OyiH

B3ATI IO YBaru IpH AOCIIKEeHHI MpoOieMHoT 001acTi:

— HE3pY4YHICTh TNPAaKTUYHOTO 3aCTOCYBAHHS JIOKaJbHUX
Kinacu(pikamiii OKpeMHX KOMITAHIH YM TPYM CHCTEMHEX
aJIMiHICTpaTOpiB;

— BUINE3rajaHa JIOKAIBHICTh KIacH(piKaIlii, 10 BUKIIOYAE
NOIIMPEHHsT B CKIAQJEHHMX Kiacudikamisx dYd TO
npodeciiHmX KOJax;

— CyO’€KTHBHICTh CTBOPCHHS TaKCOHOMiil 0e3 KOpPEKTHOT
CTaHJApTH3alii IX AeKIapyBaHHS.

Il. PIIIEHHS TIOCTABJIEHOI 3AJJAUI

Mertoro HajiaHHS TOCIYT 3 AyJUTy OE3IeKH €:

— aHaji3 pU3MUKIB, MOB'SI3aHUX 3 MOMIIMBICTIO 3MiHCHEHHS
3arpo3 Oe3MeKH 11010 pecypciB iHGOPMALIHHIX CUCTEM;

— OIiHKa MOTOYHOTO PIBHS 3aXHIICHOCTI 1H(pOPMAIiTHIX
cHUCTeM;

— JIOKami3amisi BY3bKHX MICIb B
iH(pOpMaLifHUX CHUCTEM;

— OIIiHKA BiJMOBITHOCTI iHYOPMAILIHHIX CUCTEM ICHYIOUMM
cTaHgapTaM B obnacTi iHdopMmariiHoi 6e3meku;

— BHpPOOJIEHHSI PEKOMEHAAIH 1010 BIPOBAPKEHHS HOBUX
Ta MiJBUINEHHS €(QEKTUBHOCTI ICHYIOUMX MEXaHi3MiB
Oe3nexy iHpopMaLliitHUX CUCTEM.

CpoTro/1Hi, OTIMC MEPEKEBHX aTaK 3a €AUHUM aTpUOYTOM

HE JI03BOJIUTH OXOIUTH yCi XapaKTepHCTHKU MpOLECiB, 3

SIKMX CKJIJA€ThCSl araka, TOMY BapTO 3BEpPHYTH yBary Ha

OaratoBuMipHy iX Kiacudikamito. Sk npukiax, posrisHEMO

kiaacuikariiro, 3anpornonosany Howard, J. D. B [6].
Bumenasenena Kacudikaris MEpEeKEBUX Ta

KOMIT FOTEpHHIX aTak MICTHTB T KpHUTepiiB

cucTeMaTH3allii: JOCTyIl, iHCTPYMEHTH 3JiHCHEHHS aTakH,

00’€KTH aTakd, 3JIOBMHUCHHK 1 pe3yibTaTd arakd. Ilin
3JI0BMHCHHMKOM, Y JaHOMY KOHTEKCTi, PO3YyMIETHCSI MOJENb

MOPYIITHUKA, THCTPYMEHTH SIK MUIIX Ta CHOCIO 3aiHCHEHHS

aTaku, JocTyn — ciabki micus peanizanii. CyTHICTB 1IbOTO

CcHCTEMI 3aXUCTY
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PO3MOiTY — OPIEHTOBAHICTh HAa caMy aTaky, a He Ha CIOCi0
ii peamizanii.

Hageneni xmacudikarnii po3pobmeni mms DoS arax, ame
BOHM MOXYTh JONOMOITH IAEHTHU(IKYBaTH aTaKylo4oro,
HOTO MOJKJIMBOCTI, IIiJTi, BPa3JIMBOCTI Ta KiHIEBi pe3yIbTaTH.
Takox, BOHM MOXYThb BHUKPHTH CJIAa0KICTh apXiTEKTypH
CUCTEMH, MOXKIIMBOCTI IJISI 3aCTOCYBaHHS EKCIUIOWTIB, caMmi
eKCIUIONTH, MeXaHi3MH 3B'SI3Ky, CTYNiHb aBTOMAaTH3allii,
BIUTUB Ha XEPTBY.

Jns  moBHOWiHHOI  Kiacugikanii araku, HEOOXiIHO
CHCTEMAaTH3yBaTH MHOXKUHY MO>JIMBHX THIIIB 37TOBMHUCHHUKIB
— po3pobuTH MojAenb mopymHuka, 3rigao 3 HJ T3I 1.1 —
003- 99, wmogemp  mOpymIHWKAa —  aOCTPaKTHHUHA
(opmanizoBanuii a60 He(opMalli30BaHUH ONMUC MOPYIIHHKA.
Icaye ©Oarato po3pobneHHX KiIacudikamidi MOPYIIHHUKA 32
pi3HUMHU KpuTepisiMu [7-9], ane rojoBHMMH € JBa, I
TEXHIYHI MOJJIMBOCTI NOTCHIIHHOTO TOpPYIIHHKA i
MEePCIEKTUBHA METa HOro .

IIpencraBnena Ha puc. | kmacudikamis O6a3yeTbcs Ha
JEKUIbKOX IOCTIJOBHHX IIMTaHHSX, IO CTOCYIOTHCS
MEpE’KEeBOI aTaKH: XTO, /I, 5K 1 III0 aTaKye.

!
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BuiieHaBezena  Mozellb  TOpYLIHWMKA  JIA€  YiTKY
BIATIOBIh HA TEpIIE 3alUTAHHS «XTO?», MOAO JIPYroro -
«1e?», TO BapTO PO3YMITH, IO YCi MEPEXEeBl aTakd MaloTh
CBOi reorpadiuHi KOOpJIMHATH, HE3aJEXHO BiJ TOrO,
posmoxineHi BOHM YW Hi. [ BU3HAYCHHA Micus
KOOpJMHAIi aTaky JOLILHO BHUKOPHCTATH DO3AiJICHHS
CYTHOCTI IPYrOTo MUTAHHS Ha JIBI YACTUHH: JOKAJIbHI aTaKH
i cepemoBuie aTaku. [1iJ] JOKaIbHOIO aTaKOK MA€ETHCS Ha
yBa3l aTakW B JIOKAJIbHUX Ta 3aKPUTHX MeEpPEeXax, TAKOX
IHTEpHET pedel, aHalli3 Ta CIIOCTEPEKEHHs 3a CEPEJOBUIIEM
aTaku Ja€ MOXJIMBICTH 3pO3YMITH ii MPHUPONY, MO €
BaXJIMBUM aCHEKTOM IpH M0OYyI0Bi e(heKTUBHOI HMOJITHKH
Oe3nexy Ta aHaji3li MOXKIMBHX 3arpo3. CepeloBHIe aTaku
BKIIIOYaE B cebe:

— KOHKpeTHI 00’exktm (mpuctpoi B Mepexi), ki
pO3MISIIAIOTBCS  SIK  MeTa arakd; pe3ylbTaToM €
TOIIKO/DKEHHST UM 3HUIIEHHSI KOHKPETHOTO TPHCTPOIO B
Mepexi, SICKpaBIM TPHUKIAZOM € aTaka Ha KOMIT I0TepHY
cucremy aBromo6ins Tecna[10];

— arakd Ha XOCTH, 3JIOBMHUCHHK 3aXOIUIIOE BHUICHHUN
KOMIT'IOTEp, 3 MOAANBIINM 3aXOIUICHHSIM Mepexi, 4u

BHUKOPHCTAHHSAM 3aXOIUICHOTO XOCTa SIK EJIEMEHTY
6oTHeTY;
— CerMeHTHa —  araka Ha  CerMEHT  JIOKaJbHOI

004YHNCITIOBAIBHOT MEPEXi;
— B 0E3MPOBITHUX MEpEXKax.

OcHoBHa npo0ieMa aHaji3y Bpa3JMBOCTEH Mepexi, Ie
3HAUTH yCi COCOOM i MOXIIMBOCTI peaizarii aTakd TpH
BiIoMi  CTpyKTypi Ta KOHQirypauii JOCHimKyBaHOI
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KOMIT'10TepHOT Mepexi. {10 mpoGieMy Mo)KHA BUPIIIATH
PO3IUIMBIIM aTaKy 32 TPhOMa KPUTEPISIMU: BPa3JIMBOCTI, SIKi
MOXXKHa eKCIUTyaTyBaTH, 3acoOHM 3a JIONOMOTOI SIKHX
peani3yloThCsl 3arpo3d Ta MEpeXeBUil KOMIIOHEHT, TOOTO
HasABHICTP BIIKPUTHX TIOPTiB, Tomo. BapTo 30cepenuTn
yBary Ha 3aco0aX, SKHMH MOXYTb KOPHCTYBaTHCS
MOTEHIIIHHI TOPYITHUKHN 3aXUIIEHOTO IEPUMETPY:
— IIporpamHi 3acoowu;
— amaparHi;
— BOyzoBaHi IporpamHi 3acoowu;
— MOOiIBHI 3aC00H.

3a JOMOMOTOI HaBENEHOrO MeTony Kiacugikarii,
aZMIHICTPAaTOP MOXKE i3HATHCS METOJH Ta LT aTaKyI0doro
1 OLIIHUTH MOJJIMBI HACIIAKH MPOTHIIPABHUX JTiHA.

I1. BHUCHOBKHU

Knacudikamii, ki TakoX Ha3UBAIOTHCS TAKCOHOMISIMH, €
iEpapXiYHAM CTPYKTYpYBaHHSM IMOJsS 3HaHb B OCHOBHI
rpynu i migkateropii. Buxonsdm 3 po3noniry TakCOHOMII,
CHiZi JETalbHO PO3YMITH XapakTep pi3HUX KJIAacCiB.
3aCTOCOBYIOUM iX CHCTEMAaTWYHO, MOXXHA BHSIBHUTH HOBI
HEJIOJIKH 3 3aXUCTi iH(popMaLitHUX pecypciB.

TakcoHOMiS TIOBHHHA 30CEpEKYBAaTHCh HAa HACTYIHHX
BJIACTHBOCTSIX:

— KaTeropii B3a€EMHO BHUKIIOYAIOTHECSA, MK KaTEropisMu

HEeMa€e NEePEeKPUTTSL;

— WiTKi Ta HEIBO3HAYHI KPHUTEPii Kiracudikarii;

— TIOBTOpPHa Kiacudikaiis TOBHHHA JaBaTH OIHAKOBI
pe3yibTaTH;

— TIOBMHHI OyTH 3p0O3yMiJli Ta KOPUCHI;

— JIOTPUMYBATHCSl BCTAHOBJIEHOI TEPMiHOJIOT1i.

IcToTHOIO TEepeBaroro Takoro mixxony a0 kiacudikarii
MEpEeKEeBHX aTak € Horo mpocToTa Ta HaJliHHICTh, HaBITh
HeJI0CBITUeHUI CHCTEMHUI aJIMiHiCTpaTop qu
aZMiHicTpaTop O€3MEeKH 3MOXKE JIETKO YHOPSAKYBATH ITyJI
aTakK, 3 SKUMH HOMY JIOBOJUThCS MpamoBaTi. MoaemoBaHHs
NoAiOHMX aTak SIK  YIOPSJIKOBAHOI MHOXHMHH  3arpo3
3MIACHIOETBCS 3HAYHO TMPOCTINIE, OCKUIBKH CTPYKTypa
MOJIeTI TPSIMO 3aJIeKHTh BiJl CTPYKTYPH aTakd. 30Kpema,
TaKW MAXiI Ja€ MOXIIHBICTh BUKOPHCTOBYBATH HEBEIHKI,
ajie 3MICTOBHI MOJIEJI, SIKI MOYKHa CTBOPHUTH 32 JOTIOMOTOIO
MPOTPaMHUX KOMIIIEKCIB.
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Anomauin. Y 00nosioi pozensanymi nonyiapmi ceped Kopucmyeadie
Vrpainu oooamku ona weuokozo 0OMiHy nogidomieHHAMU ma iX
besnexa. Ocobnugy ysazy 0y10 npudiieHo memooam 3abe3neueHHs
KoHpioenyitinocmu inghopmayii, npomoxony wugpysanns end-to-end
encryption ma po3seisiHyma cxema 1io2o pooomu Ha npuxiadi 00HO20
3 MecceHOcepie., Oynu nepeniueHi O0esKi nepeeasu ma HeOOMIKU.
Ilposedenuil amaniz meccenoicepié Ha ICHYIOUL 3aX00U 3AXUCY
O0aHUx KOpucmyeauis, makux 5K ceKpemmui yamu, 080X¢hakmopHa
asmenmugpikayiss ma inwi. Ilposedene 0ocnioxiceHHa NoKaA3ano, wo
OOHI€I0 3 OCHOBHUX NpOOIEM be3neKu MecceHONHcepis € cepeepu,Ha
AKUX 60HU pozeopuymi. Tomy 0O0HUM i3 Kpawux piuleHb €
Odeyenmpanizayis ma nNiOMPUMKA HACKPIZHO20 WUPPY8AHHA 3d
3aMOGUAHHAM ) KOHCHOMY MECCEHONHCED]

KuarwuoBi ciaoBa: end-to-end encryption, E2EE, meccenooicepu,
Viber, WhatsApp, Telegram.

.  Bcryn
Ha pamwii wac Bce OLIBITY MOMYJSIPHICTE HaOyBarOTh
JIONATKA  JUIsl  IIBHJIKOTO OOMIiHY TOBIJIOMJICHHAMH -
MecCeH/pKepH.  [TiITBEP/UKEHHSIM  TOMY €  TakoX  iX
PI3HOMaHITTSL. Binpiicts KOpHCTYBadiB BUOUPAIOTH

MECCEHIDKEp 3 TOYKH 30py 3PYYHOCTI BHKOpHCTaHHS. I, Ha
Kajlb, HajJ OE3NEeKOI MECCeHKepa 3aMHCIIOIOTHCS MEHII 3a
Bce. B Vkpaini HalinonyssipHilinMu Meccenmkepamu € Viber,
Facebook Messenger, WhatsApp i Telegram.

He guBmsunce Ha  Bci  3acobm  Oe3mekw,  sKi
BUKOPHUCTOBYIOTHCS MECCeH Kepam IS 3aXUCTY
KOHQINCHIIHHNX JaHUX, OUIBOIICTE 3 HUX HE MOXYTh

3a0e3meYnTH HeoOXiTHUN piBeHb KOH(IICHIIIHHOCTI.

VY crarti [1] mpomeMOHCTPOBaHO, SIK 3JaMaTH CEKPETHHIN
gat Telegram, i BaximBHM Oysl0 Te, IO y KOPUCTyBaya He
BiJOOpa3MBCs TMapajeNbHUM aKTHBHUI CceaHCc 3  IHIIOTO
HPHUCTPOIO.

Takox y po6oTi [2] Tpymna AOCTIIHUKIB 3MOTJIa OTPUMATH
Joctyn o0 akayHTy WhatsApp i HaBiTh 3MiHIOBATH 3MICT
BiJIMIPABIICHUX TIOBiIOMJICHb.

Takox HeMae HiI SKOi TrapaHTii,
iHpopMmamiss KOpHCTyBauiB He Oyne
IPOrPaMHOTO 320€3eUeHHS.

Y wMeccenmkepiB, Takux sk Viber Ta WhatsApp,
BHUKOPHCTOBYEThCS KOJIOBA 0a3a Signal 3aCHOBHUK IPOTOKOIY
end-to-end encryption, ane Ha cafitax JaHUX JOJATKIB €
iHbopMalis mpo Te, Mo ycs iHDOpPMAIlisl Ta TOBIIOMIICHHS
KOPHCTYBaUiB MPOXOSTH uepe3 ix cepBepa, MpH TOMY, HIO 1e
CyIMepeYnTh OCHOBHOI i7IeT ITHOTO MPOTOKOIY.

TakuM 4YHMHOM, aKTyaJbHAM IHMTAHHSIM € TPOBEICHHS
aHanmizy 3aco0iB  Oe3mekn y CydaCHHX  TOMYJISIPHUX
MECCEeHKepax, a came METOIiB 3a0e3IeueHHsS
KOH(ineHuiiHoCTI iHpOopMaIlii.

mo KoH(igeHIIHHY
30MpaTH  BJIACHUK

Il.  3ABE3NEYEHHS KOHOIIEHIIMHOCTI B CYYACHUX
MECCEH]I)KEPAX

B  HalimomymsApHIMIMX  MECCEHIKEepax  pealli3oBaHa
MOJJIMBOCTI MMU(PYBaHHA TOBIIOMIICHb, CIUIKYBaHHI B
CeKpeTHOMY 4daTi, Bepu(ikamii KopucTyBadiB. BaxumBummu
acrieKTaMu Oe3Meku € KOHQINeHIIHHOCTI JUCTYBaHHs Ta Micle
30epiraroTecsi MOBIIOMIICHHS, TiepenaHi (aiiam - Ha cepBepi
a00 Ha caMOMYy TPUCTPOI.

Y sakocti umm@pyBaHHA BeJIMKAa YacTHHA JI0JIATKiB
BUKOPHCTOBYE HACKpi3He mpyBaHHS. Hackpizue
umbpysanas (E2EE - end-to-end encryption) — cnoci6
nepenavyi JaHWX, B SAKOMY TIJIbKH KOPHICTyBadi, sKi OepyTh
y4JacTh B CIIUIKYBaHHI, MafOTh TOCTYII IO MOBLAOMIIEHb. Takum
YMHOM, BUKOPHCTaHHS HACKPI3HOTO MH(PYBaHHS HE TO3BOJISIE
OTpUMATH JOCTYI 10 KpUNTOrpadivHUX KITFOUIB 3 OOKY TPETiX
oci6. Ile o3Hawae, mo Tmpu3HaUeHa UISI KOPHCTyBaya
iH(opMallis CTae HEJTOCTYITHOIO HaBITh CEPBEPIB, MEPEIAE aHi.
HludpyBanns i nemmpyBaHHsS BiIOYBAa€ThCS Ha KIHLIEBHX
NPUCTPOSIX KopHUcTyBauiB. KpiM TOro, maHi 3ajMIiaroTbest
3amm(ppoBaHUMHU, TOKM He OyayTh JOCTaBIEHI [0 Micus
npu3HaueHHs. AJie Taka cxeMa He Ja€ MOBHOi Oe3MeKH, TaK K
BUKOPHUCTOBYEThCS aCUMETPUYHE IIH(PYBaHHs, sIKE Bpa3JIUBe:
mepm HiK 3ammpyBaTd SAKiCh JaHIi, IX HEOOXITHO TepenaTH
0 MEpEeKi, OTPHMATH KIIF0Y KOPUCTYBada, 1 MpHU HbOMY OOMiH
KIIOYiB  #ime depe3 cepBep. llpm Takomy mmmdpyBaHHI
BUXOJIUTB, 1110 TOJIOBHA BPA3JINBICTH - CEPBEP.

VY nmanoro mm¢pyBaHHS iICHYIOTh BPa3JIUBOCTI, TaKi SK:

1) araka “JlromuHa mocepennHi”. [ 3amoOiraHHsS aTaku
MITM  fmesiki  [1OJaTKM  BUKOPUCTOBYIOTH  MOJABIHHY
aBTeHTHU(IKAIIO.

2) besmeka KiHIIEBUX TOYOK, J€ MPUCTPIA KOpHCTyBadya
MOJKe OyJie BKpaieHui abo 371aMaHuid.

I3 BaxxsmBUX O€3MEYHUX KPUTEPiiB KOXKHOTO MECCEHKepa
MOYHA BHIIJIUTH:

—  [EHTPaJi30BaHICTh, KoJu yed iHpOpMarLis
KOpHUCTyBaya IIPOXOJIE Yepe3 cepBep Ta MOXE Ha HBOMY
nvmatcs (y 3ammppoBaHOMy BU);

— HagBHicThb end-to-end encryption. VY  neskux
MECCEHJDKEpPH 1151 HACTPOMKa Hje 3a yMOBYAHHSM, Y AESKUX 11
HEOOXIIHO MiAKII0YaTH CAMOCTIHHO;

—  TIOBIJOMJICHHS NPO HEOOXigHICTH 3BIPKM BiIOUTKIB
end-to-end encryption. Ilpum crapri E2EE-uatiB  neski
MECEHDKEPHU MIPONIOHYIOTh HepeBipuTH BIIOUTKH
CHIBpPO3MOBHUKIB, 1HIIII HE MPOIIOHYIOTH 1€ BiTKPHUTO. Alle HE
BCI MECEH/DKepH MaroTh (YHKIIIO TMEepeBipKH BigOWUTKIB
KJIFOYiB.

PosrisHemMo noknazaHiie 3aco0u Oe3nexu y MOMyIISIPHUX
MeECCeHDKEpax.

VY Viber HackpizHe IHM(pyBaHHS BHKOPHCTOBYETHCS 32
3aMoBYaHH;IM. llepenaya HaHMX HOCHUTH LEHTPaNi30BaHUI
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xapakrep. Y HboMy € Taki QyHKIII, sk "CekpeTHuil yat", ssKui
MOXHA 3aIlyCTHTH Bpy4HY. OCOOIMBOCTSIMH CEKPETHOTO YaTy
€ TIOBITOMJICHHS, AKi CaMO3HHIIYIOTHCS, TIOBIJOMIICHHS TIPO
3po0JIeHi CKPIHIIOTH i 3aXUCT BiJ MEPECUIIAHHS TTOBiTOMIICHb.
Ilpu mpomy, HackpizHe MIU(PYBaHHS HE BUKOPUCTOBYETHCS,
SKIIO B TIPAITIOETE 3 3aCTapiyioro Bepcieto Viber.

Facebook Messenger X094 1 KOPHUCTYETBCSA BEIIUKOIO
MOMYJISIPHICTIO, ajie B PEHTHHTY 3 Oe3leKd cepen I1HIINX
MECEHJUKEPIB BUSIBUBCS JAJIEKO B KiHII cnucKy. [loOynoBanmii
Ha OCHOBI BIZIKPUTOTO MPOTOKOITY MQTTY.
HenrpamnizoBanuii. B nmomatky miaTpUMYeETbCS HACKpi3HE
mugpyBaHHs, aje HE 3a 3aMOBUYBaHHAM. [y BKIIIOYEHHS
muppyBaHHs TIOBiJJOMJICHb MOTpiOHO aKTUBYBATU
"Cexperruii gat". ToOTO 3BMUaliHi yaTH HezammdpoBaHi i BCs
iHpopMamig 3 TUCTyBaHb MOTPAIUIIE Ha CEpBEpP, OTPUMABIIN
JOCTYyHl 1O SKOTO 3JIOBMHCHHUK MOXE Ii3HATHCS PO
KOpHCTyBada abcoioTHO Bce. DYHKIIl MOBIIOMIICHb PO
HEOOXiOHICTh 3BIPKH BiIOUTKIB KIFOYIiB HE MaE.

WhatsApp BUKOpHUCTOBYe Hackpi3He mmm(pyBaHHSI 3a
3aMOBYAHHSIM, BKJIIOYHO y CEKPETHHX 1 TPYNOBUX 4arax.
WhatsApp He 30epirae MoBiIOMICHHS Ha CBOiX CepBepax.
3aMicTh I[bOT0 MOBIJOMJICHHS 30epiratroThcsi Ha TenedoHi, a
MOTIM Ha cepBepax, Ha SIKUX KOPHUCTYBad CTBODPIOE pe3epBHI
komii Tenepony. Hanpukiaa, sKIO BH BUKOPHCTOBYETE
iPhone, Bci Bamn moBigomienHss WhatsApp 30epirarotecsi B
iCloud, SKm0 BM BHKOPHCTOBYETE HOTO B SIKOCTI Pe3epBHOL
komii. ITpuHIIMI HackpizHOrO MHUGPYBAaHHI Yy MECCEHIKepi
WhatsApp npencrasnennii Ha puc. 1

Pucynox 1 — IlpuHiun Hackpi3HOro mmgpyBaHHs y
MecceHpkepi WhatsApp

1. KopucryBau A (TouHimIe, OT0 MPHUCTPii) 3aNHUTyE y
cepBepa KOMIIaHil, siKa BOJIOMI€ IIPOTPaAMOIO-MECEHIKEPOM,
BIIKPUTHH KITIOY.
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2. BingOyBaeThcsl BiAIPABICHHS MOBIIOMIICHHS BiT A IO
B, 3a3nanerinp 3aK010BaHOTO LIUM KITIOUYEM.

3. Tlpuctpiii KopucTyBada BHKOHY€E IICIs OTPUMAHHS
PO3MU(PPOBKY MOBiTOMIICHHSI.

Telegram moOymoBaH Ha TexHOIOTIi mpoTokoIy MTProto.
Leit mpoTokon OyB po3pobieHuit criemiansHo 11t Telegram i B
OCHOBI  TIPOTOKOJNY JIKHATh OpHWTiHANBHA  KOMOIHAmis
cumerpugHoro anropurmy mmdpysanas AES (B pexumi IGE),
nporokont Jlipdi-Xenmmana mis obminy 2048-6itHumu RSA-
KJIIOYaMHd MDK JBOMa IPHUCTPOSIMH Ta psii Trem-(yHKIIH.
BuxigHuii ko TpPOTOKONY HE € IIJIKOM JOCTYITHHM
KopucTyBauy. MecceHIKep € LeHTpalli3oBaHUM. Takox
Telegram BUKOpUCTOBY€E HAcKpi3HE MIM(PYBaHHS BUKIIOYHO B
CekpeTHHX HYaTax, sSKi HEOOXiMHO BKIroUaTH BpydHy. DyHKIIi
MTOBIIOMJICHb TIPO HEOOXiMHICTH 3BipKH BIIOMTKIB KITIOWiB HE
mae. lloBimomnenns, ¢ortorpadii, Bimeo Ta ITOKYMEHTH
sammdpoBaHi 1 30epiraroTecss Ha cepepax Telegram (3a
BUHATKOM ITOBiTOMIICHE CEKPETHOTO 4ary).

B cywacHHX  MeceHmKepax  3asBiC€Ha  IIATPUMKa
Hackpi3Horo mudpyBaHHS, aje Yy JesSKUX BOHA HE
HIITPUMYETHCS 33 3aMOBUYAHHSIM, L0 € BPA3JIMBICTHIO. Takox
OJIHIEI0 C BAXJIMBUX NpPOOJIEM MOXKHa BBaXKaTH CEPBEPH
MECCEH/KEepIiB, 4epe3 SKi 3JI0BMHUCHHUK MOXE NEepPEeXBaTUTH
HeoOXxigHy Homy iHpopmarnito. OqHUM i3 BapiaHTIB pillIEeHHS
npobiieMn € jeneHTpanmizamis. Takok B SKOCTI MeToay
3aXHCTy MOJKHA 3alpOIOHYBATH pPO3POOHUKAM  YBECTH
000B’s13k0BY (yHKII0 3BipKH KimodiB end-to-end encryption
IIpH CTapTi 0OMiHY TTOBiTOMJICHHSMHU.

TakuM 4MHOM, TpOBe/eHMI aHaNi3 TMOKazas, IO
HEe3Ba)KAl0UN Ha METOIM 3aXHCTy iH(opMmarlii KopucTyBadiB B
Cy4acHHX MeCCEHIDKepaX, sIKi MOMyJspHI B YKpaiHi, iCHye
HeOe3neka BUTOKY KOH(imeHiHHNX nanux. Lle o6ymoBieHO y
HepIly 4Yepry LEHTPai3alli€l0o MECCEH/DKEPIB Ta BiJICyTHICTIO
HaCKpi3HOTO MU(PYBaHHS Y JOAATKY 338 3aMOBUAHHSM.

Ha meit gac HalONbII 3axWIEHHM MECCEHIKEPOM B
VYkpaiHu 3a MOKa3HUKaMH 3aXOJiB Oe3IeKH, SKi BKIIOYCHI 3a
3aMOBYaHHAM, MoxkHa BBakartu Telegram. /[lpyrum 3a
oesmekoro ime WhatsApp, SIKIo He BpaxoBYBaTH 30ip BEIUKOL
KIJIBKOCTI METaJaHHX PO CBOTX KOPHCTYBAUiB.
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Annomayus B pabome  npusedenvl  pesynvmamol
uccneoo8anull  GIUAHUA HA  MAKCUMANbHBINL — nepezpes
annapama UHMEHCUBHOCMU NOBEPXHOCIHO20 OXJANCOEHUs
U genudUHbL 00EMA HAZPemoll 30Hbl

Kniouosi  cnoea:  gisyanvne  Kepyganus,  00pobKa
300pasicens, cucmemu KOMn 1OMepHO20 30pYy, ORMUMI3AYIsL.

I. BBEJEHUE
I[Ipu  mpoexTHpoBaHMM, HEOOXOAMMO  BHIOMPATH
JIEeMEHTHYI0 06a3y C HauMeHbHIeH moTpebiseMoit

MOILHOCTBIO U MaTepHallbl C BBICOKOM TEMIIEPaTypOCTOM-
KOCTBIO.

B cinyyae HE0OXOAMMOCTH HCIOIB30BAHUS OTAEIBHBIX
JJIEMEHTOB € Majoil JOIMYCTHMOI TeMIepaTypoil neperpesa

©  [enecooOpasHO  BBIOENATH OTH  3JEMEHTHl B
CaMOCTOATEIBHYIO ~ TPYIIy, 49TOOBI HE  YCJIOXHSThH
o0ecreueHne 3aJaHHOTO TEIUIOBOTO PEKMMa KOHCTPYKLUH
npubopa B 1IEJIOM U pacrojiaraTh MoJajblie OT LIEHTPa, 10
BO3MOXHOCTH MOONMKE K KOPIYyCy. DTO 3aME€YaHHE OYCHb

BR)XKHO YYMTHIBATH TIIPH BBIOOpE BJIEMEHTHOH  0a3bl
MEeKTPUYECKOM  CXeMbl, TaKk Kak Iocle  3aJaHusd
KOHCTPYKTOPY  JJ€KTPUYECKOH  CXeMBbl OH  JHIIEH

BO3MOXXHOCTH BJIMSTH Ha ()aKTOP paccenBaeMoil MOITHOCTH
U TEMIEPATYPOCTOMKOCTU 3JIEMEHTOB CXEMBI.

II. OCHOBHAS YACTD

Hus CO3aHus Ha/IeXKHBIX u KOMITaKTHBIX
PaZMO3TEeKTPOHHBIX alIapaToB, HApSILy C pa3pabOTKOM
ONTHMAIBHBIX  JJICKTPHUYECKHUX  CXEM,  HEoOX0oanMo
YUMTBIBaTh  JOINYCKaeMbI  TEMIEPAaTYpHBIH  PEXHUM
HCIOJIb3YEMBIX 3JIEMEHTOB B pa3pabaTbsiBaeMOi
KOHCTPYKIMM DPAJUO3IEKTPOHHOTIO almapara.

MakcuMaibHBIH NeperpeB paguo3IeKTPOHHOTo Nprudopa
BO MHOTOM 3aBHCHT OT €ro (OopMBI 1 ero o0séma. Bimsaue
PAacCIONIOXKEHNS TEIUIOBBLACIAIOIINAX DJIEMEHTOB  MOXKHO
BBIPA3UTh Yepe3 TaK Ha3bIBAEMBIM HaYaIbHBIN mapamerp Fo

R 1 082A3; )

=2 — .20
S 423V 348

92

. K, 1
Bi, = —2- = -3V

C o, 2

: @
rzae P,. CyMMapHasi MOIITHOCTh UCTOYHHKOB Tera, BT;

9, . MaKCHUMAaJIbHBIN JIOMyCTUMBIN TeperpeB mpubopa,
rpaz; Ao ¢ (QeKTHBHAS  TEIUIONPOBOTHOCTh  IPH
OTCYTCTBMM TEIUIOCTOKOB IPU T[a30BOM 3allOJIHUTEIE,
Br/m.rpan; V - 00bEM Harperoii 30HbI, M3 K.. cpenHui

NIOBEPXHOCTHBIN KO3((UIUUEHT Temnonepeaadn Br/m? o

rpan; 0’“0 - aMIUIMTyaa Hu COOCTBEHHBIE 3HAYEHHUS

XapaKTePUCTUUECKOTO YPaBHEHHS IpU ~ o ;
Havaneneiii mapamerp Fo XapakrepusyeT TeIUIOBOM
pexuM cienyromein KOHCTpYKIMU POA:

- HarpeTast 30Ha nMeeT
(EJXO = E!YO = <Eszo
élo =21, /21,,i=X,Y,Z,; .

bopmy KyOa

rne )

AQHM30TPOIHOCTh II0 TEIUIONPOBOJHOCTH B O0BEME H
TCHJ’IOO6M€Hy Ha MOBEPXHOCTAX OTCYTCTBYCT
(hy=Ay =4, =2 ;K, =K, =K, =K_)

- KOHAYKTUBHBIC TCHIJIOCTOKHA OTCYTCTBYIOT
(7\' max = 7\'0 ,

- MOMOIHOCTh HWCTOYHHMKOB TEILUIA pacCHpeacicHa
PaBHOMEPHO.

HavaneHeni mapamerp Fo MOXHO MUHHMH3HPOBATH 3a

CYEeT YMEHBIIIEHUSI OTHOLIEHUS Pors , yBeIH4YeHns1 oobemMa
Harperoi 30HBI V W WMHTEHCHBHOCTH MOBEPXHOCTHOTO
terooomena K.

PaccmoTpum Kax b1 pakTop B OTAETEHOCTH.

P
YMenbIenue OTHOIICHUA /8 BBI3BIBACT

ompezeNeHHble TpeOOBaHMS K pa3paboTKe DIEKTPUIECKOH

CXEMBI armapara.
IIpoBeneHHbIE

MMOKA3bIBAIOT,  YTO

OKCIICPUMCHTAJIBHBIC
JJIA OL[H06J'IO‘1HI)IX

UCCIIeI0BaHUs
KyOU4ecKkux

3v>05
Fo

KOHCTPYKIUIA
MUHAMH3ALHS
YBEIHUUEHHS

anmnapaTos
HA4aJIbHOTO
o0beMa

C  pa3Mepom
napaMerpa

HarpeTol  30HBI

M
3a  cuer
(TutoTHOCTH
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pasMelicHuA 3J'I€MCHTOB) 1 nepexoa K 0oJiee UHTEHCUBHOM
CUCTEMC IMMOBCPXHOCTHOT'O OXJIAXKACHUS Ko = o cranoButcs
MMPaKTUICCKU HEBO3MOXKHOM.

3/
HaoGopoT, mmsi KOHCTpyKummii pasmepom V<05
yBenndeHne o0bemMa U poct Ko NpHBOAAT K yMEHBIICHUIO

3N/ —
Fo B Tpu paza mpu W:O’]'M u Ha 50% npu \/V_O’SM
3a cuer w3MeHeHus Ko or 4 BT/MZ-rpazx 0 o0,

>
[IpakTuuecku yxe npu K, 2100 B1/M? rpaj. HacTymaer
IpeneabHbI Ccly4yail, T. €. A amnmnaparoB C ra30BbIM
3aroJTHeHueM (C Matoi 3()(EeKTUBHON TEIJIONPOBOJHOCTHIO

A, =02

Bt/M.rpag) HenenecooOpa3HO UCMOJIB30BAThH

KHUAKOCTHBIE U japyrue Oosiee 3(QeKTHBHBIE CHCTEMBI
MOBEPXHOCTHOTO OXJIAXKICHHS.

[MpenensHas  mMuHUMH3amMs Fo  MoxeTr  OBITH
OCYILIECTBJICHA 3a CYET IPUMEHEHHS BBIHYXXIECHHOTO

KOHBEKTHBHOTO BO3aymrHoro oxmaxnaerus (oo = 10—100
Br/™m.rpan) [3]
Koaddumment Termnonepenaau
B Klsk/ S
°14K'S/as 3)

rae Ko — xoaddunuenT temiooOMeHa depes ra3oBYIO
HPOCJIOKY OT HArpeToi 30Hbl K KOXKyXy, BT/M2. rpan; o —
K03((UIMEHT TEII00OMEHa MEXIY IIOBEPXHOCTBIO KOXKyXa
1 oKpys ) aroleil cpenoit, Br/m?. rpan;

Sk, S IUIOIIAIN TTIOBEPXHOCTEH KOXKyXa M HarpeTou
30HBI, M2,

Awnanu3 BeipaxeHus (4) u 3HadeHHH KOAPUIHEHTOB
TEIUI000MEeHa JUI Pa3INYHBIX THUIIOB CHCTEM OXJIaXICHHS
[3] mo3BosiseT HaMeTuTh 1Ba MyTH yBeauueHus Ko mms
MUHMMHU3AIMKA TapaMeTpa Fo ¥ CHHTE3a KOHCTPYKIMH C
3aJaHHBIM TEIUIOBBIM PEXHUMOM IO MAaKCHMaJIbHOMY
neperpeBy. IlepBblii IyTh — YUCTO KOHCTPYKTUBHBIN IIpU
HeOonpmMX 3HadeHWsX Ko, T.e A7 PagMo’NIeKTPOHHBIX
anmnapaToB, IpeIHAa3HAuYeHHbIX  (YHKIMOHHPOBATH B
YCIOBHSIX €CTECTBEHHOTO OXJIXKICHHUS BO3TyXOM.

PacueTsl KOHCTpyKuuii mpuOopoB [2] moxas3amu, 4YTO
UMEeT MECTO PAaBEHCTBO IPOBOJAMMOCTEH MEXIy Harperoi
30HOM U KOKYXOM, a TaK¥Ke C OKpYy»Karolen cpeoit:

1

IMocne moacranosky (5) B (4) momydnm Ko=0a-S¢ pe.
NPUMEHEHHE KOXXyXa INpaKTUUeCKH B 2 pasa CHIDKAeT
3¢ PEKTUBHOCTH HOBEPXHOCTHOTO OXJIAXKICHHS.

IIpu coBMenieHUH KOXyXa ammapara ¢ HarpeTod 30HOU
(SK=S)’ K= Ko=K.

Takum 00pa3oM, 4YHCTO KOHCTPYKTHUBHBIM IIyTEM,
COBMeEIIasi KOXyX Npubopa ¢ HarpeTo 30HOW, MOXKHO
yBenmuuuTh Ko B 1Ba pasa.

IIpu sTOM crexyer oOecTeYWTh XOPOUIMHA TETJIOBOH
KOHTaKT MEXJy HarpeTod 30HOM M KOXKyXOM, HalpHMep,
MIPUMEHAA BBICOKOTCIUIONPOBOAHBIC MACTHI B CTHIKAX MEKIY
IulaTamu (I1accH), TpaHsIMHU KOXKyXa M T.1. PaccMoTpeHHBII
MeTon HamOosiee 3(QexTuBeH TOTHIa, KOTJAa Tpelyercs

COXpaHUTh TepMETUYHOCTh (TBIIE3aUIIEHHOCTD)
amnmaparyphl.

MOXHO TOWTH W JPYIMM KOHCTPYKTHBHBIM ITyTEM:
YMEHBIINTh  BJIMSIHUE  KOXKyXa Ha  HMHTCHCUBHOCTh

TEIUIOCTOKOB 3a CUYET HApYIIEHHs TEePMETUYHOCTH U
00eCIeYCHUs HEMOCPEICTBCHHOTO KOHTAKTa HATPETOM 30HBI
C OXJaXIAOUMM BO3AYXOM depe3 mephopanroHHBIC
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(>xamo3u) oteepctus. Torna Beipaxenue s Ko B mepsom
MIPUOIMKEHUN TIPHMET BUJL

Ko = K'o(L+S,., /Sy -

€ Suep— IUIOIIAAB TEPPOPALMOHHBIX OTBEPCTHIA, M?;

K =0

ep.

o - ompenensiercss BblpakeHueM (5). mpu

/S
OTtHo1eHNe K HaseiBaercst KO3 dHIEEHTOM
nepgopanuu. bonee crporuii yuer nepdopaiuu NpuBeaeH B

IS« =05-06

° T. €. JOCTUTacTCs npeuenbﬂmﬁ

nep.

nep.

pa6ote [3]. IIpakTuuecku yxe mpu

3HaueHue Ko 01m3ko K K
a¢pext MuanMm3arm Fo.

PaccMoTpeHHBIE ~ KOHCTPYKTHUBHBIE ~ METOJBI  HE
MO3BOJSIIOT ~ CYIIECTBEHHO  M3MCHATH  KOX((HUIHEHT
terionepenaun K. Jlnsg  cyliecTBEHHOTO  M3MEHEHUS

WHTCHCHBHOCTH TEIUIOOOMEHA Ha MOBEPXHOCTH HArperoit
30HBI HEOOXOIMM IIepexXol OT  EeCTECTBEHHOIO K
BBIHYXKICHHOMY TOBEPXHOCTHOMY OXJIXKICHHIO IyTeM
NPOJYBKH BO3IyXa, T.C., TPEOYIOTCA IOMOJHUTCIBHBIC
U3MEHEHHUs] B KOHCTpyKUMH amnmapara. [Ipu atom cornacHo
paBeHCTBY (2) HEOOXOIUMO OO OTHOBPEMEHHO YBEITHIUTh
WHTEHCUBHOCTh TEINIOOOMEHAa MEXIy HarpeTod 30HOU U
koxkyxoM (K%), koxxyxoM U okpyxkaromiel cpenoi o, au6o
NpEeBApUTENIFHO COBMECTHUTh KOXYX C Harperoil 30HOii
K'-> o B nporuBHoM ciydae poct Ko Oymer
HE3HAYUTEIbHBIM, HECMOTPS Ha CYLIECTBEHHOE YBEIMUYCHHUE

& | Takum 00pa3oM, BO BTOPOM ITyTH MHHHMH3AIMH 32
cuer yBenuueHusa Ko mpegycMaTpuBaeTcs nepexoa K HOBOMH
CHCTEME OXJIAXICHUS C TPEIBAPUTEIHHBIM COBMEILICHHEM
KOXKyXa C HarpeTod 30HO#, 0COOEHHO B KOHCTPYKIHSAX C
TUTOTHBIM MOHT)KOM.

111 BLIBOIBI

IIpakTudecku uaMeHeHne odbema B 8 pa3 (Ha ydacTke

3

YV < 0,5 M) IpUBOIUT K yMEHbIICHUIO Fo B TpH pasa mpu
Ko = 4 Br/mrpax u B aBa pasa mpu Ko = o . Takoe
U3MEHEHHE 00beMa MOXKET OBITh OCYIIECTBICHO 3a c)qu
>1

Hepexofa OT MOHTaXa BBICOKOH ILIOTHOCTH ‘' K
MoHTaxy Manoii miotHoctH (W ¥ 1),

VYBenuuenne o0beMa HarpeTol 30HBI 32  CYET
YMEHBIICHUs] ~ TUIOTHOCTH  Pa3MENICHUS  DIIEMEHTOB

HaxXoauTCd B MPOTUBOPEYUHN C Tpe60BaHI/IeM MHUHHUMU3AUH
Pa3MEepoOB KOHCTPYKIIUU, TOBTOMY MOKET OBITH MMPUMCHECHO
TOJBKO B TOM CJIydac, Korga OTCYTCTBYHOT MXKCCTKHUE
OrpaHMYCHUSI HAa PasMEpbl KOHCTPYKHOHMHU B TEXHUYCCKOM
3aJaHnH.
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Model consistency of assembly elements in the
modular type robot’s constructions

Funkendorf Anastasiia
Yevsieiev Vladyslav

Kharkiv National University of Radio Electronics, 14 Nauky Ave,
Kharkiv UA-61166, Ukraine, e-mail

The problem solution of the consistency functional elements
checking in the modular type robot’s constructions at the
stage of their design is proposed. Developed corresponding
mathematical models are presented.

Keywords: robot, modular construction, element coherence,
mathematical model.

I.  INTRODUCTION AND PROBLEM STATEMENT

Modern designs of modular robots are becoming more
widespread in various fields of human activity. This is due to
their advantages in production, operation, maintenance and
utilization, as well as much more flexible solutions than in
the classical approaches to design.

At the design stages of these structures, the main problem
that does not allow to realize the full automation of this
process, is to check the coherence of the functional modules
in the holistic device construction. This is a complex
scientific and technical task of the present, which requires
the development of new approaches and appropriate
mathematical support for its solution.

Il.  PROBLEM SOLUTION AND RESULTS

The structure of the robot's modular design of any
destination can be represented by six functional modules,
each of which can have a varied technical solution:
manipulation module Mnp ; enclosure module Bd ; control
module Cnt ; moving module Mv ; sensor module Sen ;
module for communication with a people Con [1], [2].

Interconnections between the specified modules can be
characterized by the parameters of mechanical B, and

electrical connections P. . Then, the coherence structural

elements of the design in holistic device is provided by
matching the one module parameters to the another
parameters module. Such a theory of relativity can be
expressed mathematically in a generalized form, as:

J .pi .
PMi.PMj,

R, = P 1)
PEi:PEj'

where | — the module for which the connection is made;
] — the module with which it's being connected.

In case of particular compound parameters are
coincidence, this index takes the value 1. If the inconsistency
is due to one of the modules, or both, 0. In terms of
programming, this approach can easily be implemented with
boolean values and logical comparison operators [3], but can
only function if a corresponding database exists. It should
include all connections that can be used for individual
function modules.
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In accordance with the accepted structuring of specified
type robots and the classification of modules, the
mathematical model of consistency will have the form:

Sen .pMan pBd .pMnp pCon .pMnp
I:)Man 'PMSen‘ I:)Man 'PMBd ’PMan 'PMCon’
Mv .pMnp Cnt .pMnp.
PMMnp - Pvmv: PMivinp * Pmcnt
Bd .pSen pCon .,Sen Mv .pSen
Pmsen - PMBd* PMsen * PMcon’ PMsen - PMmy:
Cnt .,Sen .
F)MSen ’ F)MCnt’
Con . Bd Mv .Bd Cnt .,Bd .
F)MBd 'PMCon‘PMBd 'PMMV’PMBd 'PMCnt’
I:,Mv .PCon I;,Cnt .pCon .
MCon *  MMv’" MCon ** MCnt’
Cnt .pMv

r ) MMy Pt
Sen .pMan pBd .pMnp ;Con .pMnp
F)Ean 'PESen’PEan 'PEBd ’PEan 'PECon‘
Mv . pMnp ,Cnt .oMnp.
PEmnp * PEMY * PEMnp *PECNt’
Bd .pSen pCon .pSen Mv .Sen
PESen : PEBd ' PESen : PECon‘ PESen ) PEMV'
Cnt .Sen .
PEsen * PECht?
Con.Bd Mv . Bd Cnt .pBd .
Pegd PECon’ PEBd *PEmv PERd * PECNHt’
F,Mv .PCOn F,Cnt .pCon . 2
ECon " EMv' ECon " ECnt’
Cnt .pMv
PEMv'pECnt'

I1l.  CONCLUSIONS

The presented models and offered solutions allow to
solve a problem of automation design modular robot's, and
also to checked the coherence of functional modules in the
holistic construction. It can also facilitate the further
construction of the connections table, which is a mandatory
and integral part of the technical documentation necessary to
provide an automated assembly process of modular type
robot’s constructions.
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Anomayin. B pobomi nposedeno awnaniz rxonyenyii IoRT
(Inmepuemy Pobomusosanux Peueil), a came po36umky
icHylouux noenadie Ha po3poOKy cucmem Kepy8amHs
pobomamu, e@dexmugHOCmi 8NPOBAOINCEHHS 8 ICHYIOUI
SHYUKI 8UPOOHUYI cucmemu, iHmezpayii cucmem niOMpuMKu
nputiHAMms piuieHo.

Knrouosi cnosa: asmomamu3zosani cucmemu KepySauHs
supobrnuymeom, loT, pobomomexwixa, wimyuHuil iHmenexm.

1. BcTynn
Y emoxy BmpoBamxkeHHs Koumenmii Industry 4.0 i
mudpoBoi  TpaHchopmallii  BHUPOOHUITBA,  BHPOOHHYI

CHUCTEMH € DPHHKOM, Ha SKOMY pealli3yIOTbCsS OiNBIIICT
npoektiB npomucioBux IT (IloT). IoT e wimouyoBum
KOMITOHEHTOM PO3BHUTKY IIPOMHCIIOBOCTI y BCHOMY CBITI,
skuii BKrouae Industry 4.0 ta mpomucnosuii [atepret[1].

[HTEepHET POOOTOTEXHIYHUX pedel — e HOBe OaveHHS,
ske 00'€eqHye UNIMPOKE 3acCTOCYBaHHS CEHCOpIB  Ta
poboTtoTexHiUHNX 00'ekTiB. [lo€MHAHHSA NHUX TEXHOJOTIH Ta
texHousoriii Internet of Things cnpusiTumMe pO3BHUTKY SIK
cydacHoro  IHrepHery  peueif, Tak 1  ICHyIOUHX
pPOOOTOTEXHIYHUX CHUCTEM, IIO JO3BOJINTH CTBOPUTH HOBI
MOTEHI[IMHO MepCIeKTHBHI BUPOOHHUYI CepBicH.

I1. OCHOBHI 3ABJJAHH I KOHIIEIL{Ii ROBOTIC IOT

TToyaTkoBa imes IoT-poboToTexHiKH MOXe
NPOCTEKYBATUCS 3 PO3MOMALIEHHUX, FE€TEPOreHHUX MapajnurMm
yIOpaBliHHS poOOTaMM, 30KpeMa MEPEeKHHX Ta XMapHHX
pobororexHiuamx cucteM. Cam TepmiH  «lHTepHET
pobororexHiuHux peueit» (IORT) OyB npunymanuit s
[MO3HAYEHHS KOHIIEMI, BIAMOBIIHO 10 SIKOI JaHi JATUYMKIB 3
pi3HHX  JDKepel  OTPUMYIOTBCS,  OOpOONSIOTBECA 3
BUKOPHUCTAHHSM JIOKAITBHUX 1 PO3IMOIUICHUX JaHUX , a TIOTIM
BUKOPHCTOBYIOTBCSl JUIsi KEPYBaHHS Ta MaHIIYJIIOBAaHHS
o0'ekramu y ¢ismanomy cBiti. Cucremu [oRT BHHUKArOTH
3aB/SIKM LIMPOKOMY BHKOPHCTaHHIO CEHCOPHHMX CHCTEM Ta
TEXHOJIOT1H aHaNi3y JaHMX, i3 KIHIIEBOIO METOIO Y KpaIloMy
BUKOHAHHI 3aBJIaHb IPOMHUCJIOBOTO Ta IHILIOTO MPU3HAYCHHS.

XwmapHi obuncienns Ta loT € TexHonorisiMu, siKi, Xo4a €
HEe TOB'SI3aHi HampsMy 3 POOOTOTEXHIKOIO, 3a0e3MedyroTh
CTBOPEHHSI  PO3MOJAUIEHHX  pPOOOTOTEXHIYHUX  CHCTEM.
Texnozorii loT matoTe OymayBaTHCS Ha TPHOX NPUHIUIOBHX
eJIEMEHTaX: IMPOKOMY 3aCTOCYBaHHI JAaTYMKIB y 00’e€KTax
poboTtm3amnii Ta pob6oUOMy MpPOCTOpi; HA IHTEIEKTyaIbHUX
HiIKITIOYEHUX 00'€KTax, 10 BUKOPHCTOBYIOTH 3B'I30K MK
MEXaTpPOHHIUMH CHCTEMaMH; Ha 3aco0ax 3abe3neueHHS
AHANITHKA JAaHUX Ta CEMAHTHYHHX TEXHOJOTISIX, IO
TpaHcHOPMYIOTh HEOTHOPiAHI MaHi maTdymkiB. CXeMaTHIHO
1€ TOKa3aHO Ha PUCYHKY 1.
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CeHcopHa
cucTema

OBuucneHHa
(Xmapwi,
OnBoard)

Cucrema
KOMyHiKauii

Cuctema
KepyBaHHA
(L)

Pucynok 1 — Ctpykrypa IoRT

B crpykrypi IoRT xmaphi oO4mciieHHsT 3a0€3NeuyoTh
MEpEeKEeBHH JOCTYI 3a 3aluTaMd /IO BipTyali30BaHUX
amapaTHUX pecypciB (00poOkm, 30epiraHHs) ab0 IMOCTYT
BUILOTO DiBHS. XMapHa iH(PPACTPyKTypa BHKOPHUCTAETHCS
3acobamu [oT mnst posropraHHS MacmITabOBaHMX IOCITYT
wiatdopmu [0T, sIKi peryioTs JOCTYI J0 AaHUX JaTYHKIB
(HE0OpobNeHnx, 00pobmeHnx abo 3Mimanux). OOpoOka
MOTOKIB JIaHMX, ILI0 TeHepylThes npuctposmu loT B
NEKUTBKOX IEHTPaTi30BaHUX IIEHTpaX oOOpOoOKH JaHUX,
OJTHAK MOJKE BHSBUTHUCS II€BHOIO NPOOJIEMOI0 CHUCTEMH
peanbHOro 4acy, SKIIO BHHUKATUMYTh 3aTPUMKH OOpOOKH
iHpopMmarii.

XmapHa mapagurmMa Oyna TpHHHATA  CHUIBHOTOIO
pOOOTOTEXHIKM SK 3aci0 PO3BAaHTAKEHHS PECYPCOMICTKHX
3aBaHb, JJIsI OOMiHY JaHMMH 1 3HAHHSAMHM MDK poOOTamH,
Tt 3abe3medeHHs GyHKuii pekoHpiryparii poGoTiB.

TexHOJOTii BUKOPUCTAHHS HAaTYHKIB 1 3aCO0IB aHATITUKA
maanx 3 loT MoXyTe HamaBath poOOTaM OULTBIN IHPOKI
MOXIIBOCT] Y TIOPIBHSHHI 3 OOPTOBUMH CHCTEMaMH, 3 TOUKH
30py mTpocTopy, uacy Ta THiy iHpopmamii. Hasmaku,
po3MileHHsT BOY/IOBaHHMX JIATYHKIB JIO3BOJISIE PO3MIILYyBATH
iX THy4YKO 1 JUHAMi4HO, 3a0e3MedyBaTH CKJIAaaHI CTpaTerii
AKTHBHOTO JIOCII/KEHHS poO0YOTr0 IIPOCTOpY.

Kiouosum BukimkoMm [oRT € mpoctopoBa i yacoBa
posmonineHicte. Ilepmr 3a Bce HEOOXiJHO 3ampoBaJUTH
METOAW OTPUMAaHHA TaKuMX MaHUX. B dwactmHi pobit [2]
MPOTIOHYETHCSI BHKOPUCTATH JIOKAJIbHI 0a3uW JaHWX Uit
KoxHOTo o0'ekta. [Ipm 1IbOMy HaHi OPraHi3OBYIOTHCS B
NPOCTOPOBIH iepapxii, Hampukiang, OO0'€KT Mae IO3UILII0
BIIHOCHO PO0OTa, POOOT TMO3WIIOHYETHCS B KiMHATI 1 T.II.
Inoi aBTopm [3] mpomonyroTh, 00 poOOTH HaJCHIANN
KOHKPETHI 3allUTH Ha CIOCTEPEXEHHS 10 PO3MOIIICHUX
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cepBepiB, HANIPHUKIIA, 00 obnacTel Ta 00'€KTiB poOOIOTO
HPOCTOPY.

CeHCOpHI CHCTEMH TaKOX MOXXYTb OyTH OpraHi3OBaHi y
posnofinenuit crnoci6. Hanpuknan, posnopiigeHi kamepu
JOTIOMAaraloTh pPOOOTOBI 3HAXOMUTH 3apsSOHy CTaHINIO Yy
BEJIMKOMY CEPEIOBHILII.

III. HITYYHMIT IHTEJEKT B ROBOTIC 10T

KnrouoBUM KOMIOHEHTOM 3[aTHOCTI pOOOTIB CIpHMAaTH
iHpopMamLit0o € OTpPUMaHHA 3HAaHb IPO iX BJAcHE
po3TalyBaHHS 13 MOXJIMBICTIO TOOYJOBH a00 OHOBJICHHS
Mozeneii pobodoro mpocropy. HesBakarounm Ha BETUKHIA
nporpec y Lii raiysi, caMOCTii{Ha JIOKaJIi3alisi Bce IIe MOXe
OyTH CKIamgHUM TIPOIECOM [UIA TIepernoBHEHOro abo
rio0ajJbHOMY TIpOCTOpPY. B 1bOMYy CeHCi BUKOpUCTaHHS
GPS-maTaukiB ~ 0OMEXYe€TbCS  OCOONMBOCTSMH ~ CaMOTO
cTaHapTy (Y BapiaHTi IUBUIBHUX CHCTEM) Ta MPOOJIeMaMu
i3 GPS y BHyrpimHIX cepemoBumax. [Ipu 1pOMYy
Bukopuctants [oT Moxe CyTTeBO MOKpAITUTH 3a0e3eueHHs
(hopmyBaHHA iH(pOPMALIT TIPO «CBIT» podoTa.

3n1aTHICT pyXaTHCS € OJIHI€ 3 (yHIaMEHTAIbHHX
XapaKTePUCTUK MOOUTPHHX POOOTOTEXHIYHHX  CHCTEM.
Hasghicte 10T 3a0e3neuye MoOUTBHI POOOTH J0OJATKOBOIO
iHpopmamiero  Tpo  podouMii  TPOCTIp,  HANPHKIAM
KOHTPOJIFOBATH CTaH AaBTOMAaTUYHHUX JBEped Ta JiQTiB,
TIOJIOXKCHHS 1HIMX MOOLTEHUX 00’ €KTIB Ta YCTaTKyBaHHS.

Iocnyru  mmardpopmu  [oT  MOXYTh  MOJIETHIUTH
BUKOPUCTAHHS pOOOTOTEXHIKM B TaKHX OONACTAX, SK
JOTiCTHKA  TIOCTa4aHHS  O0’€KTiB,  3eMJIepoOCTBO i
MOHITOPHHI HaBKOJIMIIHBOTO CEpPEJOBHUINA, BHKOHAHHS
MONTYKOBHUX 1 PATYBAIBHUX poOIT, Koim iH(ppacTpykTypa
3B'SI3Ky MOXe OYTH BiJCYTHS a00 MOIIKOIKECHA, MOOLIbHUM
poboTaM Moke 3HATOOUTHCS B3a€MHAa KOMYHIKaIlisl HA PiBHI
CreliaJIbHUX MEepeX 1 BUKOPUCTAaHHS OJMH OJTHOTO B SKOCTI
BY3IIiB IepeCIaHHs iH(popMallii.

MaHinyJsiiHi poOOTH TaKOX € KIIIOYOBHM €JIEMEHTOM
texHomyorii IoT. IIpommucioBi pobGotu, abo MOOUTBHI
npuctpoi i3 MaHImyJIsTopaMH Ha OOpTY POOOTH MOXKYTh
3aXOIUTFOBATH, TITHIMATH, YTPUMYBaTH Ta IEepeMillaTH
00'€KTH, 32CTOCOBYIOYH CHCTEMY BiJIIOBITHUX AAaTYHKIB.

JonatkoBa skicte Bukopuctanas [oT y poGoToTexHii
MOJISITAE B OTPUMAHHI OCOOJIMBOCTEH 00'€KTIB, BKIIOYAIOYH
Ti, SIKi HE MOKHA CIIOCTEPITaTH 32 IOTIOMOTOO TaTYHUKIB, ajie
BIUIMBAIOTh HAa TPOLENYPYy 3aXOIUICHHs, 30KpeMa Ha
pO3MIONIT MacH, HaNpWKIAJ, Y 3alOBHEHIH dammi pobora-
ACHCTEHTA.

ABTOHOMHICTb pillleHb pOOOTI BITHOCHTBCSI IO 3aTHOCTI
CHUCTeMH BUW3HAYaTH HAWKpamuil Xim Iid JUis BUKOHAHHS
CBOIX wmineit 1 3aBmanb. [Ipy HbOMY aKTyaJllbHUMH CTalOTh
METOAM IUTaHYBaHHS pPyXiB HAa OCHOBI CHCTEM IITYYHOTO
IHTENEKTY, BHKOPHCTaHHS  HPOTHOCTHYHHUX  MoJemei
HaBKOJIMIITHBOTO CEPEIOBUINA Ta MOXIIMBHX [Iiii pOoOOTIB B
HUX. SIKICTh IDIaHIB KPUTHUYHO 3aJCKUTH BiJ SIKOCTI LHX
Mojenieil Ta OIUHKM [OYaTKOBOI'O CTaHy. Y IbOMY
BIJIHOIIIEHHI MOKpAIEHHS CUTYallil Moxe OyTH 3a0e3reucHe
3actocyBanHsM loT. Hampukmaa, poOoT-miiiococ Moxe
OTPUMYBAaTH JIaHI TPO TEPEIIKOJN Yy TPHUMIIIEHHI 1
aanTyBaTu IUIaH CBOIX Ui,
IoT Ttakox po3mmupioe chepy aBTOHOMII MpPHU TPUHHATTI
pillleHb, HAIAIOYM JOCTYI JO OUIBINOI KUTBKOCTI CYO'€KTIiB
TUTy KEepOBaHWX JI(QTIB Ta nBepei. PimmeHHs moisrae B
ToMy, 100 3poOWTH TUIAHyBaHHS  aJaNTHBHUM 1
BUKOHYBaHUM y PEaJbHOMY 4aci.
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Ille onmuiero mikaBoro pucor BHKOpUCTaHHA [oT B
poboTexHill € 37aTHICTH POOOTa B3aEMOMIATH (Hi3UUHO,
KOTHITHBHO Ta COIIiaJIbHO 3 KOPHCTyBadaMH, ONEpPaTOpamMu
ab6o iHmmmu cucremamu. TexHouorii [oRT MoxyTh cripusit
B3aeMOZil JIOMMHM 3 po0OTOM Ha (DYHKIIOHAIHHUX
(KOMaHIHUX 1 MPOTPAaMHUX) 1 COIIAJBHUX PIBHIX, a TAKOXK
SIK 3aCO0M IUIA TEJIEB3aEMOIIT.

OYHKITIOHAIBEHI  MOXJIMBOCTI  AaT4uKiB [0T MOXyTh
3pOOHUTH B3a€EMOJIIO JIOAWHHU 3 POOOTOM OUIBII HaiiHOIO.
[Tpn npoMy OakaHUM piBHEM MOXe OYyTH BHKOPUCTaHHS
NPUPOAHOI  MOBH  CHIIIKyBaHHS, ocobmmBo s
HenpodeciiiHuX KopucTyBayiB. Xoda 116 € OCHOBYIO IS
HEUiTKOCTeH Ta HEeBH3HaueHocTeW. IHmmMM crmocoOom
CIUIKYBaHHS 3aJIMIIAETHCS MOBA JKECTIB, HANPUKIAMA, JUIS
BKa3aHHA Ha 00'eKTH. B 1boMy BHIaAKy NEPCIEKTHBHUM
IUIIXOM € TOEIHAaHHS CHCTEM KOMII'IOTEPHOTO 30py 3
JaTYUKaMH  Ha  OAsA31  ONEPAaTHBHOTO  IEPCOHATY
HiANpUEMCTBA.

Peakmiii omepaTHBHOTO TEpCOHANly yV BHIUIALI JKECTIB,
BUCJIOBJICHHSI TOJIOCY a00 MIMIKM OOJIMYYsl MOXYTb OyTH
BUKOPHUCTaHI ISl OIIIHKH EMOIIITHOTO CTaHy KOPHCTYBadiB
3MyCHUTH po0OTa pearyBaT Ha HUX. [HTerpaiis 3 ceHcopamu
IoT Ha Tini abo oxms3i omeparopa MOKe MOJIMIIATH OLIHKY
pIlIEHHS [UITXOM BHUMIPIOBAHHS (Di3i0JOTIYHIX CHUTHAJIB
YaCcTOTH CEepLEBUX CKOpOYEHb, MpoBimHocTi mikipu. Lli
OIIHKA MOXITh OyTH OCHOBOIO Ui aJamTalii CcTparerii
B3aeMOJil po0OTa, HANpUKIAA, B KOHTEKCTI pO3pOOKU
poboTa—acuCTeHTa IS COIialIbHOT 200 MEeIMIHOI cep.

[TizHaBanpHi 3110HOCTI poOOTIB HA OCHOBI BUKOPUCTaHHS
[oT cyrTeBo 30iLMBIIATRC, SIKIIO POOOTH 3MOXKYTH PO3YMITH
B32€EMO3B'A30K MK COOOI0 1 HAaBKOJMIIHIM CEpPENOBHUILEM,
OLIIHIOBAaTH MOJIMBHI BIUIMB 1 HACIIAKU CBOIX Iii. Bee me
OCHOBOIO JUTS TaKuX ACIIEKTIB Mi3HAHHS, SIK
MYyJIbTAMOJIAIBHE COPUHHATTS i COIIaJIbHIH 1HTEIEKT.

Iv. BUCHOBKU
AKTyaJIbpHOIO npoobIeMOr0 Cy4JacHHUX THYYKHX
IHTErpOBaHUX BUPOOHHYNX CHCTEM 3aJIUIIAETHCS
3a0e3MeYeHHS BHUKOHAHHS BUPOOHUYINX byHKITi#H,

CIpsSIMOBAaHUX HA MIJBHUIICHHSA €(QEKTHBHOCTI BHUPOOHHUIITBA
3a paxyHOK 0e3MepepBHOCTI (PYHKI[IOHYBAHHS BCIET CHCTEMHU.

Cucrema ympaBiiHHS, sfka Oyle BpaxOBYBaTH 3MiHU
pobodoro cepeaoBHINAa 1 CTaHIB THYYKOI BHPOOHHYOT
IHTErpoBaHOi CHCTEMH IIOBWHHA 3JIHCHIOBATH Harisa 3a
YMOBaMH BHKOHAHHS 3aBIAHHSA 1, OPU HEOOXIIHOCTI,
aJIanTyBaTH Npoliec BUKOHaHHS BUpoOHMuNX (ynkuii PTC.

B  sxocti Takoi  cUCTEMH ~ MOXE ~ BHUCTYNATH
IHTEJIeKTyallbHa CHCTeMa KepyBaHHsS, TI00ynoBaHa Ha
npuHuunax IoRT. BnpoBamkeHHs Takoi cucTeEMH Mae
ICTOTHO TIOJINIINTH XapaKTEPUCTUKH CHUCTEM YIPaBIIiHHSA
pPOOOTOTEXHIYHMMH CHUCTEMaMH, LIO BXOJSTh A0 CKIaxy
I'IIC.
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Analysis of the algebraic fractals generation time on
GPU and CPU
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Abstract. The aim of this work is to reduce the time spent on
generation of algebraic fractals using as example the
Mandelbrot set. As a result, it was established that time
needed for fractal image generation depends on limit of
maximum number of iterations and on the scale of image.
The highest fractals generation speed is achieved on GPU
processing using a block size of 64 threads with
acceleration up to 220 times compared with CPU
processing. Increasing number of threads in the blocks
leads to increasing of image generation time.

Keywords: PyCUDA; fractals; image; fragment; block;
Mandelbrot.

. INTRODUCTION AND PROBLEM STATEMENT

Fractals are widely used in various fields of science. In
computer graphics fractals are used to describe textures of
the natural objects, such as plants, land and sea surfaces,
clouds, snow. They are also used for creation of images and
landscapes.

Big amount of algebraic calculations required for fractals
creation makes this task time-consuming, but at the same
time suitable for execution on a graphics card [1]. Main
requirements for tasks solved on graphics processors are:
explicit data parallelism, no data dependencies and the
necessity to solve the problem in a short time [2].

The aim of this work is to reduce the time generation of
algebraic fractals using as example the Mandelbrot set.

To achieve this goal, following tasks should be solved:
analysis of time for fractals creation on CPU and GPU,
depending on maximum number of possible iterations, for
which the condition for creation the colorized Mandelbrot set
is reached; analysis of configurations of computational
CUDA kernel for generation of a Mandelbrot set on a GPU.

Il.  PROBLEM SOLUTION AND RESULTS

Fractal images are created using simple algebraic
calculations [3], in which complex objects are created using
several coefficients while following recursion principle [4]
(system reproduces itself), which simplifies work with
computer graphics, but leads to an increasing in the number
of calculations to expand the colormap for each iteration [5].

To accomplish the task at the CPU (Intel (R) Core (TM)
i5-7300HQ CPU @ 2.50GHz), the Python language and the
NumPy package were used. To accomplish the task using
computing power of the GPU (Nvidia GeForce 1060 With
Max-Q Design, chip microarchitecture is GP106), the
PyCUDA Python package is used.

Analysis of time generation of the full Mandelbrot set
(Fig. 1a) and of the fragment 100 times smaller (Fig. 1b) was
performed by conducting tests at various maximum number
of iterations.
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The result of the work is given in Tab. 1.

Results show that the maximum acceleration of 220
times is achieved on a small block size with the number of
threads equal to 64.

Table 1. Comparison of generation time of the Mandelbrot

set
Maximum Time, s
Scale number of On GPU, with block size
iterations CPU 64 256 1024
. 5 0.44 | 0.002 | 0.005 | 0.02
55'3' Image, 400 415 | 005 | 016 | 051
1000 10.2 0.12 0.27 1.18
F 5 0.41 0.002 0.005 0.01
ragment,
0.03x0.03 400 2.27 0.02 0.09 0.27
1000 3.87 0.16 0.32 0.5
a) b)

Figure. 1. Mandelbrot set: a) full set, b) fragment

I11.  CONCLUSIONS

As a result, it was established that time needed for fractal
image creation depends on limit of maximum number of
iterations and on the scale of image. The highest fractals
generation speed is achieved on GPU processing using a
block size of 64 threads with acceleration up to 220 times
compared with CPU processing. Increasing number of
threads in the blocks leads to increasing of image generation
time.
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Texnonorus [lo3unmonupoBanuss MoOHIBHOTO
O0nbekTa /i Bupryanenasix IIpocTtpanctB boabmmx
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Caenxo Bnagumup Usanosuu!

Kosanenko Anexcanap Uropesny?

L2Kharkiv National University of Radio Electronics, 14 Nauky Ave,

Kharkiv UA-61166, Ukraine, vladimir.sayenko@nure.ua,
kovalek96@gmail.com

Abstract. A location service of indoor-navigation for a
mobile device in large public buildings is offered. The
service uses a technology that is based on the usage of
Bluetooth beacons. The beacons are installed in these
buildings. The technology describes a scheme of preparing
and transferring location information. Some solutions on
correcting the beacon's signal accuracy are offered too. As a
result, this approach gives enough accuracy to solve the
problem at an acceptable level of financial costs

Keywords: indoor positioning; indoor navigation; Beacon-
based positioning system; geolocation; location calculation
algorithm.

|. BBEJEHUE U OTIMCAHME [TPOBJIEMBI

JIJiss COBPEMEHHOTO UYEJIOBEKa IOHITHE «BHPTYaIbHOTO
MPOCTPAHCTBAY» CTAHOBUTCS BCE MpuBBbIYHEE. Kakapiid
MOJIb30BaTeNlb cMapTHoHa, HEOCO3HAHHO (HOPMHUPYET CBOE
COOCTBEHHOE  BHPTYaJbHOE  MPOCTPAHCTBO,  KOTOPOE
UHTErpupyercs ¢ JapyruMu. [lonb30BaTenb MPUBBIKACT K
ONpE/ICJICHHOMY ~ CEpBHCY M JKelaer, 4YToObl  €ro
KOH(QUTypalss ¥ KayecTBO HE MEHSUIUCh HA MpPU KaKUX
MU3MCHEHUSIX BHEIIHUX YCIOBHUM. [losIBJIeHHE KPYITHBIX
MyOJIMYHBIX [EHTPOB (HAPUMED, MOJIbI) YaCTO MPUBOJMT K
HapylIEHUIO IIPUBBIYHBIX IEPCOHAIBHBIX BUPTYAJIBHBIX
HpOCTpaHCTB. TI/IHI/I‘-IHBIM SABJICHHUCM SABJIACTCA CJIIOXHOCTH
HaxXOXJEHUs JApyr JApyra B Takux LeHrpax. [Ipuumna —
HECTA0WIBHOCTh U WIM HEBO3MOXHOCTH GPS HaBuranuu u

MO3ULMOHUPOBaHUs. YacTo JroAu ¢ TPYJAOM MOTYT HalTh
JIpyr JApyra B O3THX ILEHTpax. MHOro3Ta>kHOCTb,
MHOTOKOMHATHOCTb, ~ 3aKPBITOCTh  CO3/alI0T  pealibHbIe
CJIOKHOCTH JIOKQJILHOTO HABUTALIMOHHOTO
MO3ULIMOHUPOBAHUS IOCETUTEIS.

3ajmaya  HCCIENOBaHUS ~ METOJAOB U TEXHOJOTHMA
MO3UIIMOHUPOBAHUS ~ MOOWIBHOTO  oOBekra  (indoor-
HaBUTAIMM) I Pa3HbIX BHPTYAIBHBIX TPOCTPAHCTB
OONMBIIMX  3aKPBITBIX MyOJMYHBIX IEHTPOB  SBJISIETCS
aKTyaJIbHOU

Pemiennie  maHHOM  3a7ayd HAxXOJIUT  MHOXKECTBO

MPUMEHEHUI: BO3MOXXHOCTH OBICTPO HAWTH OMMKaNTIyIO
CTONKY PEerHCTpaIliy B 3JaHUH a3pOTIOPTa, CBOOOTHOE MECTO
Ha TapKOBKE, KCIIOHAT B My3€€, OT/EN U MOJKY C HYXHBIM
TOBapOM B MarasuHe, a TakXe MOJYYUTb €ro ONMUCaHue Ha
JKpaHe Tere(oHa U MHOTOE JIPYToe.

[Ipumenenne cpenctB indoor-HaBUraIMy MPeIOCTABISACT
HOBBIE MHCTPYMEHTHI [Tl MapKeTuHra. Hanpumep, npoxons
MHMO Mara3uHa, YeJIOBEK MOXKET MOMEHTAJILHO Y3HaTh O
TPOBOJMMBIX AaKIUAX, MEPONPHUATHIX, IMPEIOCTaBIIEMBIX
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yciyrax, Garoapst BCIUIBIBAIOLIEMY COOOLICHHUIO Ha SKpaHe
cBoero Tenedona. Ilpm 3TOM Bce mpemmoxeHHs OymyT
YYUTHIBAaTh €T0 HWHTEPECHl, 3a cueT HH(POPMALUH O €ro
MPONUTBIX TMOKymKaX. [losBisercs BO3MOXHOCTE cOopa H
aHamM3a CTAaTHCTUYECKOW WH(OpMAIH, OCHOBaHHOW Ha
NepeMELIEHNH T0Jb30BaTeNsl B TOProBOM ILeHTpe. Takoi
aHalIM3 TI03BOJIAET MOHATh, KAaKHE OTHENbl M TOBAphl
MOJIB3YIOTCS TMOBBIIIEHHBIM HHTEPECOM.

TpaauiMOHHBIE CHCTEMBl HaBUI'AllUM HE MOTYT PEIIUTh
JIaHHYIO MPOoOJIeMy U3-3a JOCTaTOUHO BBHICOKHX (0K0J0 10 M)
MoKa3aTenedl IOTPEIIHOCTH, a TaKKe HEBO3MOXKHOCTH
MOJIy4€HUs TaHHBIX CO CITyTHUKA BHYTPU MOMEIICHHUH.

Pemenne MoxeT OBITh HaleHO TPH HCIOJIB30BaHUU
JIOTIOJIHUTENBHON BHYTPEHHEH JIOKaluHu. Takue TEXHOJOTUU
MOTyT OBIT OCHOBaHbI Ha ucrnonb3oBanuu WiFi ucrounnkon
[6], mmu TexHomoruit Ha ocHoBe Bluetooth.[1, 2, 3, 4]

1. OnUCAHUE TEXHOJIOIUU

[Mpennaraercst NCTIONB30BaHNE MOAXO0/1a, OCHOBAHHOTO Ha
Bluetooth-mastakax Beacon. [Momxox BKJTFOYAET
TEXHOJIOTHIO, KOTOpas IPeIoyiaraeT yCTaHOBKY MasuyKOB
BHYTPH 3JaHHsi B KJIIOYEBBIX Toukax. OHHM TPOU3BOAST
IIMPOKOBEIATEIbHYIO pacchuUIKy c 3aJaHHOU
MEPHOINYHOCTBIO, COZEPIKAIILYI0 MACHTH(OUIMPYIOUIYI0 HX
nadopmarmro. Ilonp3oBaTenbekoe MPHUIOKEHHE HHUKINYHO
MOJTy4YaeT 3TH AaHHBIE, ONPEAENIeT KOOPANHATHI MasIKOB MO
0a3e JaHHBIX OTHOCHTENHHO ITOMEIICHNUS, 1 HAa OCHOBE CHIIBI
CHTHAaJIa OIpeAeIAeT CBOE MECTOMOJIOKEHHE. TakKe TaHHBIN
MOAX0J TO3BOJsieT n00aBnsaTh Beacon Ha Ttpelyromue
WICHTU(QUKAUN OOBEKTBI.

PaccmoTpuM (opmar JaHHBIX, OTIIPABIISIEMbBIX MAsSUKOM:

[IpeamOyna (4 Oaiita) — mpeduKc makeTa, MO3BOJISIOMINI
YCTaHOBHTb, YTO JIaHHOE YCTPOMCTBO siBisieTcsi Beacon-
MmastukoMm.  Ilpeambynma  coctomt w3 4X  mOJeH:
nieHTuduKaTop kommanuu (2 Gaiita), Tun (1 GaiiT) u JTHHA
JaHHbIX (1 GaiT).

Proximity UUID (16 6aiir) — uaeHTHUKATOp TPYIIIBI
Beacon-masukos.

Major (2 Oaiita) — uzmeHTH(HUKATOp HaOOpa MAasYKOB
BHYTPH OIHOW rpymmsl. To €CTh BHYTPH TPYIIIBI MasuKoOB,
nnentupumupyemoit  UUID, MoxkeT OBITh  HECKOJBKO
MOATPYMI, KakAas M3 KOTOPBIX HICHTHOUIUpPYETCS MO
HoMepy Major.

Minor (2 Gaiita) — HOMEp, HACHTHOUIUPYIONMIA MasSIOK
BHyTpu Major.

TX Power (2 6Gaiita) — 3TaJTOHHOE 3HAYEHHE MOIIHOCTH
MasidKa, MpeACTaBisiioniee co00f cuily CHrHama Ha
paccrostHur B 1 Merp oOT Masuka. M3mepsercs w
3alKChIBACTCSl B MasyoK | pa3 Hpu €ro NpOU3BOJCTBE.
JlaHHas KOHCTaHTa MCHOJIB3YyeTCs TIPH  OINpEAEICHUU
PacCTOSIHUSL OT TI0JIb30BATEIs IO MasuKa.
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CosmectHoe wucnonb3oBanne PUUID, Major, Minor
MO3BOJISIET HAM OJHO3HAYHO HACHTH()HUIMPOBATH MAsiuoOK, a
TaK)Ke OMPEJCISITh M0 TalJIUIE COOTBETCTBUS MAsuKOB HX
KOOpJIMHATaM, KOOPHHATY CAMOTO MasiKa.

B pamkax TEXHOJIOTHH peajH30BaH CIOCO0 OMpeACICHUS
TOJIOXKCHUST B MPOCTPAHCTBE, OCHOBAHHBIA Ha BBHIYHCICHHH
KOOPJIMHAT MAas4KOB, KOTOpPBIC OMPEACISIIOTCS Ha OCHOBE
uH(pOpMaIK pacceuiaeMoii Beacon, mepedyrcieHHOH BHIIIE,
takoir kak: pUUID, Major, Minor, TX Power. Taxxke
JMAHHBIA TOIXOM BKIIOYAeT B Ce0S METOJ BBIYMCICHMS
pacCTOsIHUE JI0 MAas4KOB, PEalIN30BaHHBIH C IOMOIIBIO
nmapamerpa RSSI (Received Signal Strength Indicator) [5],
KOTOpBI  BBIYHCISCTCS — IOJIb30BaTeNbcKuM  Bluetooth-
NpUEMHHUKOM Ha OCHOBE CHJIBI IPUHUMACMOTO CUTHaNA. Yem
BBIIIIC 3HAYCHUE ITOTO TTapaMeTpa — TeM OJiKe MassdoK. J{is
OTIPEIICIICHHS PACCTOSHHUS 0 MasuKa UCIIOJIb3YETCs TEKYIIee
sgadyenre RSSI, a Taroke stamonnsi TX Power s

KOPPEKIIHH.
Ipn OTIpEeAEICHIN TIO3UIIMOHNUPOBAHUS MOT'yT
BO3HMKHYTh OHIMOKM W3-32 NPHUCYTCTBUS  KPYITHBIX

9KPaHUPYIOIMX OOBEKTOB IO HAIIPABICHHUIO OT MasyKa JIo
YCTpOMCTBA WM HaIW4yusl MOOJU30CTH TOBEPXHOCTEM,
COCTOAIIMX U3 MAaTEepHajoB, OTPAXKAIOUIUX pPaJUOCUTHAIL.
JUis  TOBBINIEHWS TOYHOCTH TIpelUlaraeTcs YCpeAHUTh
3HaueHue RSSI ¢ kaxmoro m3 MasukoB, HACTPOUTh HUX Ha
BBIZIAYY JAHHBIX C MaKCHMAaJIbHOH YacTOTOH, IOCIe Yero
HaKalUIMBaTh JaHHble B Oydepe © C omnpenenéHHOH
NEPUOANYHOCTBIO CUMTATh CpeaHui  mokazarenb RSSI.
[Ipennaraercs BHIOpaTh TPU Masika C JYYIIUMH CPEJIHHUMH
nokazaresnsmMu RSSI u ompenenuts mo KoopAMHATaM 3THUX
MasyKoOB TIOJIO)KEHHE B TPOCTPAHCTBE C  IOMOIIBIO
Tpunareparu. Ilpu  Tpunareparuu HCTIOJIB3YETCS
M3BECTHOE MECTOIOJIOKEHHE JBYX M Ooiee OOBEKTOB M
U3MEPEHHOE PpAcCTOSHHE MEXIy KaXIbIM H3 OIOPHBIX
00bexToB (Beacon MasiKoB) M yCTPOWCTBOM, JUISi KOTOPOTO
ompenenseTcs  Mecromojiokenwe. Jiust  TodyHOro WM
OJTHO3HAYHOTO OTIpeACIeHHs OTHOCHTEIILHO
MECTOTIOJIOKCHHS TOYKM WIM OOBEeKTa Ha JIByMEpHOH
pa3sMepHOCTH TpeOyeTcs, 0 MEHbIIeH Mepe, TPH ONOpHEIE
touku (umH(DOpMamus ¢ Tpéx Beacon-mMasdykoB C JIydIIAMH
cpeqaumu  RSSI). Tak kak pacueTsl TNPOBOIATCS B
JBYMEPHOM IIPOCTPAHCTBE, a PAcCTOSHHE JI0 MasyKoOB B
TPEXMEPHOM, €CJIM pa3HMIlA [0 OCH Z MEeXAy HaOmoaarenem
Y MasYKaMH OIIyTHUMa, TPeOyeTCst CTPOUTH IIPOEKIINH Ha OCH
X, Y. Jlanee MCKOMOE PacCTOSTHHE HAXOIHTCS IO Teopeme
[udaropa.

B mnnane Qusnueckodl peanuMzaly MasiuKd SIBJISIFOTCS
Bluetooth 4.0 LE yctpoiicTBamMu. DT0 03HAYaET, YTO MX POJIb
MOJKET BBINIOJHSTH JI000€ YCTPOHCTBO, ocHaméHHoe BLE-
yuriom. Hampumep, 3T0 MoryT ObITh cMapTdoHBl Ha 0Oaze
Android, a takxe iPhone, iPad, 0ObruHBIC HOYTOYKH | T.1.,
UCIIOJNIB3YIOIUE CIIE[HUAIbHOE MPUI0KEHUE, PEaU3yoLIee
¢ynkuun  Beacon-mastuka. Tumwmunbelii  Beacon-masuox,
KOMIIAKTEH M CTOcOO0eH MpopaboTaTh OT OAHOW OaTapeiku
110 Tpex JieT. CXeMOTEXHHYIECKH OH COCTOUT U3 OaTapeiiku u
Soc (System on chip), mnpexacraBasomMi  CoOOM
MHUKPOKOHTPOJUIEP, B KOTOPHI 3arpy’KaeTcs MPOIIUBKA IS
peammzanu  pyHkoun Beacon-masuka, ¥ nepugepuiHbIA
Monyib Bluetooth LE. lanmpHOCTE HeWcTBHS Masidyka — B
cpenneM 10 mertpoB (Bapsupyercsi oT 15¢cm mo 40m B
3aBUCUMOCTH OT MOJAENM U HacTpoek). IlepuoguuHOCTb
BBIJIaYM JIaHHBIX HacTpamBaeMas, CTaHIAPTHOE 3HAUYEHHE —
200mMc. Masqok SIBISIeTCS POCTBIM YCTPOWCTBOM, KOTOPBIH
TOJIEKO BBLIAET B 3QHUp CBOM JTaHHBIE, HUCIONB3ys Bluetooth
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mpoduns GATT, mpu 3ToM K HeMy He 00s3aTeTbHO
BBITIOJTHATH HOAKIIOUCHHUE.

I[Ipn  npakTudyeckod  peanu3alud  IPEIJIOKEHHOTO
MOAXOAa CJHEAyeT IOMHHTb, YTO 3Ta TEXHOJIOTHS HE
MPEJOCTaBIsIeT HHUKAKUX CPeJICTB Oe30MacHOCTH.  JTo
pelieHre He NOAXOAUT JUIsl padoThl ¢ KOH(HICHIHATEHBIMU
JITAaHHBIMH, BeJlb 3JI0YMBIIUICHHIK MOXKET CKaHHPOBaTh d(up
B PEXUME pEeaJbHOr0 BPEMEHH, Ha MIpeaMeT OOHapyKeHHUs
HUCKOMOTO  Masidka. Tarke 3IOyMBINIICHHHK  MOXET
HapyIINTh OPUEHTHUPOBAHME II0 3apPAHEE PACCTABICHHBIM B
MOMEIICHNH  MasdkaM, BbBICTABHB  COOCTBEHHBIH  C
n3MeHeHHBIMU 3HadeHnssMu pUUID, Major, Minor. B urore,
JITAaHHYIO TEXHOJIOTHIO CJIEIYeT UCIIOIb30BaTh B MOAXOASIINX
CIIEHapHsX, a TaKXKe YYUTHIBATH HEOOXOAMMOCTH CPEICTB
3aIIUTHL.

[MpeuMymiecTBOM  JaHHOM  TEXHOJOTMH  SBJISETCS
JIOCTaTOYHO BBICOKAsk TOYHOCTh, IIPOCTOTA WACHTU(HKALIN
oObekToB.  HemocrtaTkom  siBisieTcst  HEOOXOJMMOCTh
MOKYNKH CIEHHATH3NPOBAHHOTO 000pyJOBaHMS (MasdKOB
WIN YCTPOWCTB BBINMOJHAIONIMX HX POJb) W KOHTPONS 3a
HCTOYHHMKAMU ero nuranus. B pe3yibTaTeC )laHHbIﬁ 1oaxon
JaéT JOCTaTOYHYI0 TOYHOCTh peIICHHA MpoOjIeMbl MpHU
MpUEMJIEMOM YpOBHE (PMHAHCOBBIX 3aTpar.

111. BAKJIFOYEHUE
B pabote paccMaTpHuBacTCs TEXHOJIOT K
MO3UITMOHUPOBAHUA MO6I/IJ‘IBHOFO 06'beKTa A1 pasHbIX
BUPTYAJIbHBIX TPOCTPAHCTB. TexHomoruss OCHOBaHa Ha

WCIIONB30BaHUKM  CHTHAJIOB OT MasukoB  Bluetooth,
YCTAQHOBJICHHBIX BHYTPH 3aKPBITHIX IYOJHYHBIX I[IEHTPOB
(3manmit). JlaHHOe  pelIeHHWEe  HaXOJUT  MHOXECTBO

NPUMEHEHU, HauMHasl OT MeCTa Ha MapKOBKE M 3aKaHUMBasI
OTAGJIOM U MOJKOM C TOBapOM B MarasuHe, a TaKKe
BO3MOJKHOCTBIO TOJIyYUTh €ro ONUCaHHE Ha DJKpaHe
tenepona. Taxke B 3TOH paboTe 00CYKHAIOTCSA CIOCOOBI
KOPPEKTUPOBKH TOYHOCTH CHTHANIA MasKa.

B pesympTaTe WMCHONB3yeMbId MOOXOA W TEXHOJOTHS
Jal0T JOCTaTOYHYHO TOYHOCTB JUTS penieHus
pPAacCMOTPEHHO TpOoOJIEeMbl IPU NPUEMIIEMOM YPOBHE
(MHAHCOBBIX 3aTpar.
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Anomauin. Y pobomi pospobreno npospammuil 3aCMOCYHOK ONls
CMBOPEeHHs, U 3MIHU MEeKCMOUX (Paini i3 QYHKYIEN NPUCKOPEHO20
NOWYKy, a mMakodc HOWLYKY ma 3aminu @pazmenmie mekcmy 6
icnyrouomy oOoxymenmi. Ompumani pe3yibmamu NOKA3AAU, WO 3i
30INbWEHHAM — PO3MIPY  C108A  ONsL  NOWLYKY — NPAMONPONOPYIIHO
3MEHUYEMbCA YAC HA 11020 NOULYK Yepe3 3adiaHHA Oinbuol KintbKkocmi
a0ep. Taxi cami pesyromamu Oyau ompumani 0ia QyHKyii nowyky ma
3AMIHU efleMenmis.

Knrouosi  cnosa.
NPUCKOPEHHSL.

meKkcm,  NOWYK;3AMiHA;  peoaKmop,

I.  BCTVIL IIOCTAHOBKA 3AJAYI

OCHOBHMMH BHMOTaMH JI0 TEKCTOBHX PpENaKTOpiB €
MOXJIMBICTh  ()OpMaTyBaHHS Ta pelaryBaHHsS  TEKCTY,
CTBOPEHHS 1 BIJKPHUTTS TEKCTOBUX IOKYMEHTIB, NPOBEICHHS
NOIIYKY MO JOKyMEHTYy 1 BHKOHAaHHS aBTo3aMiHu. Takox
MOBHHHAa OYyTH MOXKIHMBICTE 30CpeKEHHS TEKCTY B (haii,
IHTYiTUBHO  3po3yminmMi  iHTepdeiic aus  KOopuCcTyBaua.
Hapnannm ymoBam 3a70BosbHsIE OaraTo iCHYIOYHX PEHaKTOpIB,
ajie HENOJIKOM, SIKMH TPHUCYTHIH y OUIBIIOCTI PO3IIISIHYTHX
PEIaKTOpIiB € BIACYTHICTH MOMJIMBOCTI IEpeKIany TEKCTY, a
TaKOX TMOBUIbHE BUKOHAHHS TMOIIYKY Ta 3aMiHM TEKCTY Yy
BEJIMKOMY TEKCTOBOMY (haidii.

Mertoto poOoTH € po3poOKa HPOrPaMHOTO 3aCTOCYHKY,
NPU3HAYEHOTO JUIS CTBOPEHHS W 3MIiHM TEKCTOBHX (haiinis
(BcTaBKH, BUJAJICHHS Ta KOIIIOBaHHS TEKCTY, 3aMiHM 3MICTY),
BUBOAY Ha JpYK, Hepekiany (parMeHTiB TEKCTy, a TaKOX
MPUCKOPEHOT0 TOIIYKY (parMeHTiB TEKCTy B ICHYHOHYOMY
JIOKYMEHTI.

Jist JoCcArHEHHS MOCTaBJIEHOT METH MaloTh OyTH BUpIIIEH]
HACTYIHI 3aBJaHHS: aHaJi3 METOJIB IPUCKOPEHOrO MOIIYKY
TEKCTY; aHalli3 METOMIB NPUCKOPEHOI 3aMiHU ()parMeHTiB
TEKCTY; BIIPOBA/PKEHHs 0araToNOTOKOBOI peatizauii HOIIyKy
Ta 3aMiHH TEKCTy Yy TEKCTOBUIl peaakTop; 3a0e3reueHHs
MOJKITUBICTH MTEPEKIIay IEBHOTO (hparMeHTy TEKCTY.

ITocmigoBHMIA TIONTYK Ta 3aMiHa €JEMEHTIB 0a3yroThCsl Ha
HACTYIIHUX €Tanax: BHKOHYETHCS MOCIIJOBHE MOPIBHSIHHS
3allUTaHUX EJIEMEHTIB 3 eJeMEHTaMH BHUXIJHOIO TEKCTOBOTO
(aiimy; micns cHiBHamiHHS MEPIIOrO CUMBOIY IEPEBIpSETHCS
HACTYIHUHM 1 Tak Jaji, JAOKM He Oyae JOCATHYTO OCTaHHIH
CHMBOJI i3 TOIIYKOBOT'O 3aImTYy. [MpuckopenHs
3aIIpOIIOHOBAHOT TMOCHIZOBHOI peali3aiii MOIIyKy Ta 3aMiHU
TEKCTY BUKOHYBAJIOCH 13  BHKOPHUCTaHHSIM  0i0iioTexu
napanenpHux 3amad  TPL  [1,2] 3aBasgku juHAMidHOMY
MacmTaOyBaHHIO CTYHEHS HapanenizMy i e(eKTHBHOTO
BHUKOPHCTAHHS YCiX JOCTYIMHUX mpouecopis [3-5].

TectyBanHs (GyHKImII MOMIYKYy Ta TONIYKY 1 3aMiHH
€JIEMEHTIB OYJIO NpOBEJEHO Ha pi3HOMY HaOopi maHux. s
MOYaTKOBOTO TEKCTy Oysi0 0OpaHO TPH NOKYMEHTH PO3MipOM
1, 5 ta 10 cropiHOK.

PIIIEHHA ITOCTABJIEHOI 3AJJAUL. AHAJII3 PE3VJILTATIB
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Taxox Oyito mpoaHaiz0BaHO BIUIAB po3Mipy cioBa (1, 4 Ta
10 cumBONIB y cjOBi), sIke Mae OyTu 3HaWIEHO, Ha 4ac
BUKOHAHHS OIeEpalii IpH TMOCTINOBHIH Ta MapaienbHii
peauizaniii. Pe3ynpraTi HaBeneHi Ha puc.l.

n
-

0,087
0,087

o0
@
=3
=

9cumeonic M4 cumsonic  M1camson

9cumeonis M4 camsonis  M1cumson

18598
1902

18598
9875
1902

0)

Pucynox 1. Pe3ynbTary 3aCTOCYBaHHs MapaieniaMy: a) npu
MOIITYKY TEKCTOBOTO (hparMeHTy; 0) IIpH MOMIYKY Ta 3aMiHi
TEKCTy

OTpuMaHi pe3ylbTaTH TMOKA3aiW, MO 31 30UIBIICHHIM
PO3Mipy CJIOBa JyIsi MOIIYKY MPSIMOIIPOTIOPIIIHHO 3MEHIIYEThCS
Yyac Ha WOTO IOIIYK 4Yepe3 3aIisHHs OUIbIIOi KUTBKOCTI saep.
Taki cami pe3ynbTat Oyinu oTpuMaHi st PYHKIIT MOIIYKY Ta
3aMiHH eJeMeHTiB. TakoX MOXHa MO00aYuTH, MO (QYHKIS
MOIIYKY Ta 3aMiHM €JIEMEHTIB BiIOyBasiacsi 3HAYHO IIBH/IIIE.
e moscHIOETBCS THM, IO BUKOPHCTOBYETBCS OB
TpyJaoMicTka rpadiyHa omneparis 3MiHH KOJIbOPY TEKCTY.
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Anomauin. YV pobomi poszenamyma  npobaema  HU3bKOL
ehexmuenocmi  ma  npoOYKMUGHOCMI — APXIMEKMYPHUX — PIULEeHb,
Ccmeopenux iz guKopucmanHam npoepamnoi niamgpopmu Node.js. /s
BUBHAYEHHS — MOMNCIUBOCMI  NiOBUWEeHHs — egekmugnocmi — ma
NPOOYKMUBHOCI aPXIMEKMYPHUX piulenb 0Y10 00CTIONHCeHO 6NIUS
6a2amonomoyHoCmi ma Hasi8HOCMI IHOEeKCy8aHHs noaie mabauys b
npu nOwyKy 0anux Ha yac oopobxu sanumy. Ompumani pesyromamu
nOKA3anU, WO 6UKOPUCIAHHA 6A2AMONOMOYHOCH 3 BUKOPUCIMAHHAM
IHOEeKCY8aHHs NidgUWYIOMb epekmusHicms ma npoOyKMuUHICms 00
5 pasis.

Knwouosi  cnosa: Node.js; basa  oamux;

apximekmypa, KlieHm, cepsep.

Big Data;,

[Mporpamue 3abe3nedeHHsT BHUKOPUCTOBYIOUYHM IPOTPaMHY
mwratpopmy Node.js [1] HaOyBae cTpiMKOro po3BUTKY. B
TENEepilllHii Yac BaXKIMBY pOJb BIIIrpae MIBUAKICTH 0OPOOKH ,
OCKUTPKM 3HA4YHO 30YIIyeThCs KITBKOCTI IH(pOpMAIT 110
00pobnsersest. OnHak, B 6araTboX IMPOTpaMHUX TNPOAYKTax
BHKOPHUCTOBYIOTBCS aPXITEKTypHI MiIXOAH, SIKi HE MOXYTb
3a0e3NeynTd  BEJIMKY WIBHAKICTH JUIi  OTPUMaHHS Ta
Bukopuctanus Big Data [4], sk y JecKkTOomHUX, Tak 1 y
MOOIUIBHUX peaizallisix CHUCTeMH. ToMy, KOXEH MNpOorpamicr,
10 PO3pOOJIsI€ TaKi CUCTEMH, BUKOPUCTOBYE 0a30BY CTPYKTYPY
NPOTpaMHUX TIPOJYKTIB Ta ajanrtye 1ii MiJ IIOCTaBlIeHE
3aBmaHHs. lle mpu3BOAWTH 110 MOAANBIIOT MOJepHizamii Ta
BJIOCKOHAJICHHSI TPOTPAMHOTO MPOIYKTY, ajle MOXE IPHU3BECTH
JI0 3HWKEHHA MIBUAKOCTI OOpOOKM Ta YHEMOKJIHMBIIOE
MacmtaOyBaHHs. BukopucranHs mnporpamHoi 1uiathopmu
Node.js 13 BpaxyBaHHSIM apXiTEKTypHHX OCOOJHBOCTEH
MPOTPaMHOTO  3a0e3NeYeHHsT B MHOAANBIIOMY  MOXE
3a0e3NeYnTd  MOXIIMBICTH  PO3IIMPEHHS  (YHKI[OHAITY
IIOJIaTKIB.

Hageneni ¢akTtopu 3yMOBIIOIOTH aKTYaJIbHICTh CTBOPEHHSI
apXiTeKTypHOTO  pilleHHS IS pO3pOOKHM  MpPOTpaMHHUX
MIPOAYKTIB, B IKUX HeoOximHa o6pobka Big Data Ta HamaeTscs
MOXKIIMBICT PO3POOHHUKY:

JonaBat HOBiI apxXiTEKTypHI MOZIYNi AJs IOCTiHHOT
MOJICpHi3allii cucTemi;
Matu MWBUAKWA IOCTYN JJs 3MiHM apXiT€KTypHOTO

BBEJIEHHS. [IOCTAHOBKA 3AIAUI

pilleHHss TpH HEOoOXigHOCTI 30epiraHHs — BEJUKOI
KiTbKOCTI iH(OopMarii.
Meroto poOOTH € TiIBUIIEHHS E€(QEKTHBHOCTI Ta

MIPOAYKTUBHOCTI apXIiTEeKTYpHHUX pillleHb, BHKOPHUCTOBYIOUHN
nporpamuy miardpopmy Node.js.

Jna nocsTHeHHS MeTH MaroTh OyTH BHpIIIeHI HACTYIIHI
3aj1a4i: IpPOaHaIi30BaHO BIUIMB 0AaraTONOTOYHOCTI IIPH HOIIYKY
nanux B B/ Ha wac oOpoOKM 3amuTy; MPOaHATiI30BaHO BILTUB
HasiBHOCTI 1HAEKCYBaHHS moiiB Tabiauup B/l mpu momyky
JIaHUX Ha Jac 0OpOOKH 3aImuTy.
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Jis BUpiIIeHHs MMOCTaBIICHOI 3a1adi OyIlo CTBOPEHO BeO-
JOAATOK, IO BKJIIOYa€ B ceOe KIIEHTCHKY Ta CEpBEpHY
YaCTHHM, a TAaKOXK 0a3y maHux (puc.l).

([ .

Model |

(Listjs) \

Controller
(bucketistjs)

app.js
(entry pownt to server)

\ Express Server /

Pucynoxk 1. Jloriuna ctpykTypa po3po0JIeHOro MporpaMHOTo
HOPOIYKTY

PILIEHH S TOCTABJIEHOT 3AJIAUI

MongoDB

Angular Framework

|
(angular-src)

Krmienrcpka  wacTmHa  BeO-IOJATKY
TEXHOJIOTIsIMA  BeO-po3poOku  Angular 7
JOAAaTOK  pO3po0IIeHO
wiatpopmy Node.js.

ApxiTeKTypa  cepBepHOi  4YacTWHHM  I0OyZOBaHa
ypaxyBaHHSIM PO3/JIEHHS MOJIYJIbHOI CTPYKTYpH:

Monynpb Oi3Hec JIOTIKH SKUH BINMOBITa€ 3a B3a€MOIIO
MaX TIOBEJIHKOIO 00’€KTIB IpeIMeTHOT o0acTi. A came
B3aeMOJis iHTep(delCiB CcepBiCiB 3 YacTKOBOIO abo
MTOBHOIO peai3alli€ero ix.

Monyns Data Access B SKOMy NEpACTaBIECHHO
abctpakui iHTepdelici s opramizamii poboTH C
TUTIaMH B 0a3i JaHUX a TAaKOXK MEXaHi3My 30€peKCHHSIO
o smae MOXJIMBICTh BUKOPHCTaHHS 0€3 ypaxyBaHHs
MeXaHi3My THITy camoi 0a3u TaHHUX.

IlepeBipka e¢eKTHBHOCTI Ta NPOAYKTHBHOCTI JOAATKY
BHUKOHaHa IPH HACTYITHUX BXiJHUX JaHHX:

JlaHi oTprMaHi 32 JOMOMOT0I0 OE3KOIITOBHOTO CEPBICY
books.google.com B po3mipi 100 000 KHIXKOK;

VY saxkocrti 6a3u panux (bJ1) ms 36epesxenns iHpopmartii
BHUKOpuUcTaHO MongoDB [3].

[lin  edexTHBHICTIO NPOrPaMHOTO  MPOIYKTY
PO3yMi€MO KiJIbKICTh OOPOOJICHUX JaHUX ITiJ] 4ac MOLIYKY.

[ix nponykrusaictio II1 po3ymieMo mBHAKICTE 00pOOKH
MOUIYKOBOTO ~ 3allUTy Ha  CepBepi B pO3poOIEHOMY
apXiTeKTypHOMY pIIlIeHHi.

[Ipu aHami3i pe3ynbTaTiB BpaXOBYBAJIHCh TaKi IMOKA3HUKH:
OnHONOTOYHI orepalii npu nomyky nanux B bJ1;
Bararomorouni onepanii mpu mouryky nanux B bJ1;
BukopucTanus iHAekciB B Tabmuisx BJ1;

BimcyTtHicTs inmekcyBanHs B Ta0bimisx b/

[lnsxoM TecTyBaHHS 3amUTy HPH  BHKOPHCTAaHHI

ONIHOTIOTOYHHMX OTepamii Mpu TMOImyKy naaHux B bBJ[ Ta

CTBOpEHa  3a
[2]. CepsepHuit
BUKOPHCTOBYFOUH  HPOTrPaMHY

3

(ITIT)
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BIZICYyTHOCTI iHJIEKCyBaHHS OyJIO CTaHOBIEHO, IO  JUIS
MIOIITYKOBOTO BHOOPY MaHux B KinbkocTi 50000 KHUT BiAMIOBiAHL
BiJl cepBepy Hafiinuia 3a 69.12c¢. (puc.2).

I == e

i

S{hr :-—-i-i ’ (2)

* thr

ne T{ - yac BiAMOBIi Bi cepBepa MPH OJHOMOTOYHOCTI,
+hr - U9AC BINIOBIAI Bil cepBepa NpH KinbKocTi moTokiB thr 3
IHIEKCYBaHHSIM.

Tabmug 1. Po3paxyHOK HOCATHYTOTO MMPUCKOPEHHS TIPH
00po011i 3anKTIB

Pucynox 2. OTpumaHHs pe3ysbTaTy 32 YMOB BiJJICYyTHOCTI
IHAEKCY Ta OJHOIIOTOYHOCTI

BpaxoByroun pe3ynbTaT TECTyBaHHS MOXHA CKa3aTH, IO
nowyk B B/l 3aiimae 3Hauny yacTuHy 4acy. Lle npusBoauts 1o
3aTPUMOK BiJOOpa’keHHsI JAHUX y BEO-TOMATKY.

Camy ToMy OyJo  MpOBEACHO  TECTyBaHHS i3

BUKOPUCTaHHAM 0araTo IOTOYHHX OINepawiil Ta iHIeKCyBaHHS
noxiiB B tabmuusx B/l mpu momryky naHux 3a YMOB TOTO XK
€aMoro IMoIIYKOBOTO 3aIUTy J0 cepBepy. 3a pe3yabTaTH LBOTO
Takox Oyno obpooneno 50000 kHur 1 BiAmOBigL Hamiinuia 3a
12.25¢ (puc.3).

Pucynok 3. OTpuMaHHs pe3yJIbTaTy 3a yMOB 1HJCKCYBaHHS
noniB Tabnunk b/ Ta BUKOpUCTAaHHS 4 TTOTOKIB

Pesynbratu ananizy npoAaykTuBHOCTI Ta eexkruBnocti I1I1
JUTA yCiX MIPOBEICHUX TECTiB HaBelleHi y Ta0. 1.

Po3paxyHOK JOCATHYTOTO NMpPHUCKOPEHHS MpH peamizamii i3
BUKOPHUCTAHHSM OJTHOTO IIOTOKY BHKOHYETBCS Y BiATOBITHOCTI
3 popmyoro (1):

Sthr = T;J:r, )

ae T, - gac BimnoBizi Bix cepBepa Mpu OAHOMOTOYHOCTI,
Tinr - gac BiAMOBIZI Bijt cepBepa MpH KiBKOCTI MOTOKIB PiBHii
thr 3 ingekcyBaHHIM.

Po3paxyHOK AOCATHYTOTO NPHUCKOPEHHS MpH peamiszamii i3
BUKOPHUCTAHHSM OULIBII HIK OJHOTO IOTOKY BHKOHYETHCS Y
BiAMOBiTHOCTI 3 popmyIoro (2):

YMOBH TecTyBaHHsI 2000 pe3ysbTaTiB 50000 pe3ynbpTaTiB

KinbkicTh Yac Yac

IIOTOKIB Innexcanis BiﬂHOBiﬂi Ipucko- B%,Ell'lOBi/:Li Ipucko-
BiJ peHHs BiJ peHHs
cepBepa cepBepa

1 - 19.2 - 69.12 -

1 + 14 - 63 -

2 - 10 1.92 45 1.3

2 + 7.5 1.86 40.77 1.54

4 - 6.9 2.78 22.1 3.12

4 + 2.5 5.6 12.25 5.14

3anpornoHoBaHe PillIeHHs] Ma€ HACTYITHI MOXKJIMBOCTI:

— MacmrabyBaHHs MOJYJIBHOTO JIOTIOBHCHHS
apXITEKTYypPHOTO PillICHHS;
— TI'myuke HamamryBaHHS a0o0 3MiHa KoH}irypamii

CHUCTEMHU Ipu poOOTI 3 023010 JAHUX;

— 3pyuHuil iHTepderic A 3MIHM KUTBKOCTI ITOTOKIB, IO
00pOOIISTIOTH 3aIUTH;

— 3pyunuil iHTepdeiic ANd aBTOMAaTHYHOTO 30epiraHHs
CTaTHCTHKM 3allUTIB Ta BUTPAYCHOrO Yacy Ha ix
00poOKy y BUIIIAII TpadikiB Ta TaONAIb.

I1l.  BHCHOBKHU

B xo#i BHKOHaHHsS poOOTH OyJO MpOaHANIi30BaHO BILIUB
0araTomOTOYHOCTI Ta HAsIBHOCTI 1HIEKCYBaHHS IOJIB TaOIUIIb
B/l npu nomyky JaHuX Ha 4ac 0OpOOKH 3alMTy Ta OTpUMaHi
HACTYIHI  pe3yibTaTH: 30UIbIIEHHA KUIBKOCTI  ITOTOKIB
NPU3BOANTH A0 30UIBIICHHS HPUCKOPEHHS y 5 pasiB, sIK NpU
tectyBanHi Ha 2000 eneMeHTIB MONIYKOBOI BHOIpKH, TaK i
50000 eneMeHTIB MOLITYKOBOT BUOIPKH.

BuxoprcTaHHs 0araTomoToYHOCTI B po3Mipi 4 TOTOKIB Ta
IHIEKCYBaHHS TaOIUIb 3a0€3MeYnTh 1 ABUIIEHHS
e(EKTHBHOCTI Ta TPOAYKTHBHOCTI apXiTEKTypHHX pIllICHb,
BHKOPHUCTOBYIOUHM Iporpamuy miardopmy Node.js.
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AHa3 MeToa1B 3a0e3eueHHd MacITa00OBaHOCTI Ta
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Anomauin. Haoana poboma npuceésuena amanizy memoois, sKi
3abe3neyyioms Macuimabosanicmes ma npoOyKMuUHICMb CePEEPHO20
0ooamky, a came: ananizy npooykmusnocmi icnyiouux ORM ma
cepeepHuUx (ppelimeopkie, ananizy ma peanizayii nammepuie ma
npunyunie  npoexmyeanns. Ompumani  pe3yibmamu — NOKA3ALU
nepesaeu Dapper, ockinoxu danuti ORM mae naiibinvuty weuoxicme
00poOKU 3anumieé ma Hadae MONCIUBICIb BI00OPACaAmu pe3yibman
3anumig y 06 ’ekmu, wo € 0CHOB0I0 Ol NOOANBLUIO2O0 BUKOPUCTNAHHS
Yb020 BI00OPANCEHHSL.

Knwwuosi cnosa: cepsenuii-0ooamorx; macumabo8anicms,
npooykmuenicms;, ORM; nammepn; Angular 4; Entity
Framework Code First; ASP.Net Web Api 2.

l. BBEAEHHS. [IOCTAHOBKA 3AJIAUI

[IpoayKTHBHICTE NPOrpaMH € TOJOBHOK MPOOJIEMOIO MPH
pO3po0Ili  KOPIOpaTHBHOI ~ MPOrpaMu, OCOOJHMBO  KOJH
OJJHOYACHUH JOCTYN 10 JONATKy HAMararoThCs OTPUMAaTH
THCSY ~ KopucTyBauiB. [lin  TPOAYKTHUBHICTIO  JOJATKY
PO3yMieMO KiTBKiCTh 00poOIroBaHKX 3anuTiB B cekyHIy (RPS)
i mBunkicts ix Bukonanus (TTFB - Time to First Byte) [1].
[Tig MacmTaboOBaHICTIO CHCTEMH PO3YMi€MO ITYJI MOKIHBOCTEH
Jutst 30ibireHHst RPS. To0BHUMH MIAX0AaMU TSt 301TBIIICHHS
THYYKOCTI, PO3IIMPIOBAHOCTI Ta IIBUAKOCTI OOPOOKH 3aIHTIB €
Bukopuctanus 1neBHux ORM Ta 00poOka 3amuTiB 3a
noromororo Server-side web application Frameworks [3].

MeTor0 poboTH € 3a0e3MedYeHHs MacITa0OBaHOCTI Ta
NPOAYKTHBHOCTI CEPBEPHOTO OAATKY, JUIA YOTO IMepIl 3a BCe
mae Oytu mpoBeneHuil ananmiz icHytounx ORM mis .Net
platform ta momyk HaitmBuamoi ORM.

Cepen ORM, siki BIUIMBAaIOTH Ha NPOJYKTUBHICTH Ta
MacmTaboBaHiCTh CEpBEPHOTO JOJATKy BUJIJISTIOTD!
EntityFramework, NHibernate, Dapper, ADO.NET [2].

KoxHe 3 HaBeneHHMX BioOpakeHb Ma€ CBOI IlepeBark Ta
mepoiiku. IIlo6 Bu3HaumTHCh 3 muTaHHAM, sika 3 ORM e
HalKpamioro, B poO0Ti BUKOHAHO aHAII3 iX (yHKIIOHAIBHOCTI
Yy BIATOBIAHOCTI 3 HACTYHNHHMKH KpPUTEPisIMH: MOXKIHMBICTh
HAaTUBHUX 3alUTIB, IPOCTOTA POOOTH, KOHTPOJIb 3’ €IHAHHS 3
6azor0 JaHMX, 4yac 0OpoOkM 3amuty. HasBHICTP HaTHBHHX
3alUTIB BIUIMBA€ Ha MOJXIMBICT, B3aemonii 3 BJ] 3a
nonomororo SQL 3anwuTiB, B3aemoaii 3 koHCTpYKIissmMu T-SQL
TAaKUMH K MPOLENYpH, MpeacTaBIeHHs, GyHKuii Ta iHmi. [1ig
MPOCTOTOIO POOOTH PO3YMIEMO KIIBKICTh POOOTH 11t 00pOOKH
3amuty. KoHTposs 3’emHaHHA 3 0a3010 JaHUX 3a0e3medye
MOXJIMBICTIO KOPHUCTYBady BIUIMBATH Ha TPOLEC 3 €JHAHHS 3
BJI. Tlin mpocTtoToro OHOBiIEHHS CTpykTypu bJ[ po3ymiemo
aBTOMAaTHYHE OHOBJICHHs CTPYKTypu B/l 3a momomororo komy
a0o mirpariiit. Yac oOpoOKH 3auTy BU3HAYAEMO SIK:

Taps = Tognn + Tprnr’

BUPIIIEHHSA TTOCTABJIEHOI 3AJTAUI
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ne Tognn — 94C EIOKPHTTA T4 3AKPHTTR 3 €JHAHHA |
Tyroe — 9ac obpoben samuTy

Tabmms 1. [lepeBaru ta Hegomiku pisanx ORM

Entity NHibernate | Dapper | ADO.NET
Framework

HasiBHicTh + + +

HATHBHHX 3aIUTIiB

IpocroTa poboTu + + +

Ipocrora
OHOBJICHHS

cTpykrypu BJ1

Kounrpoib
3’enHanHs 3 B

Yac 00paboTku
3aIUTy

[Ipu ananmizi yacy oOpoOKH 3amuTiB OyJI0O BUKOHAHO Psiji
JOCHIPKeHb ~ Ha  TECTOBOMY  JOAaTKy.  JloCiiDKeHHS
NPOBOJIMIINCE Ha JIOKAIBHOMY CepBepi i3 BHECEHHSAM 3MIH Y
cKnaHicTh 3anuTiB. Pesynbpratn pobotu i3 pisHumu ORM
HaBeJ/ICHI HA PUCYHKY 1.

/_L//’/

Run 1 Run2 Run3 Run

——— Entity Framework

ADO.NET

Dapper

Pucynox 1. HIBuaxicts 06poku SELECT-3anuty B ORM

Amnaniz rpagiky IeMoHCTpye mepeBary Dapper, ockimeku
nannii ORM Mae HaiiOutbIy MIBUAKICTH 0OpPOOKHM 3amuTiB Ta
HaJla€ MOXJIMBICTH BiZIoOpakaTH pe3ybTaT 3aIUTiB y 00’ €KTH,
L0 € OCHOBOI JUIS TMOJAJbLUION0 BHKOPHCTAHHS IIHOT'O
BifnoOpaxeHHs. Henonikom Dapper € ckiagHicTh OHOBIICHHS
ctpyktypu BJl, ane 11e He € OCHOBHUM Ha JJAHOMY €Tarli, TOMY
0 y Hac BXe € cTpykTypa b/l Ta mojanpini OHOBIEHHS MU
3MOXKEMO 3JIIHCHUTH MaHyaJbHO, TOJIOBHOIO € IIEPEHOC 3aIHTiB
y TpoueaypH, mob ycs jiorika 3amuTiB Oyna Ha piBHI B/l 11e
Jla€ HaM CaMOJIOCTaTHICTh Ta Oe3neunicts b/I.

BHCHOBKU
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Abstract. In the following work it is proposed to investigate
the Information Warfare of antagonistic parties using the
Information System. The information system appears to be
designed based on the objectives of the Information Warfare
study. The objectives of the study can be: establishing the
patterns of the Information Warfare; the selection of its
control  parameters; establishment of manageability;
development forecasting; development of recommendations,
etc... In accordance with these goals, stages and subsystems
are defined during the design of the Information Warfare
Information System.

Keywords: Information ~ Warfare; Information
Mathematical model; Computer model.

System;

l. INTRODUCTION AND PROBLEM STATEMENT

For several decades humanity has used new forms of
conflict, from which Information warfare occupies an
important role. Since 1976, when American researcher Thomas
Rona (Rona T. P., “Weapon Systems and Information War”,
Boeing Aerospace Co.,Seattle, WA, 1976.) first used the term
“’Information warfare’’ a lot of important things have happened
towards this direction: An important role has been given to
discovering “’Information Warfare’” threats in Leader
countries’ national securities and preventing them, Scientific
researches and publications have been qualitatively and
quantitatively increased towards ¢’information warfare’’. One
of the important directions in information warfare is the
Information flows generated by controversy in the open
channels (electronic, print media, the Internet or other means).
The aim of the information warfare can be: A) humiliating the
image of the opponent country — painting it as an enemy,
discrediting the government, demoralization of armed force
personnel and civilians. B) Argumentation to justify possible
future military actions, forming a public opinion inside and
outside the country. C) To resist the geopolitical ambitions of
the opposing side and other. A strong information correlation
and future military action between the countries has been
recorded. The study of information warfare created between
opposing parties, establishment of its regularity, management
capabilities and determination of control parameters,
Information Warfare Development forecast, development of
various types of scientific recommendations and other, occur as
avoidance to essential information warfare transforming into
military action in defense of human life, ecology and resources
of different types. Mathematical and computational methods
seem to be an effective way to research these problems. Using
mathematical and computer models to describe the object of
research and study it, including intensive production of
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computer experiments represent a precondition of creating a
deep, comprehensive computer system of information warfare
in financial and other resource-limited conditions [1-4].

The object of the proposed project is researching the
information warfare process between the opposing sides.
Information warfare is discussed in terms that the antagonistic
sides’ open channels - the media, the Internet and other means
are used to disseminate information discrediting each other.
This process involves a third party, such as an international
organization - the peacemaking side, which, by using open
channels, calls antagonistic sides to lower the rhetorical
persistence, or even stop the information warfare.

The presented work is created with the help of Shota
Rustaveli National Science Funding of Georgia Grant
YS17_78.

Il.  PROBLEM SOLUTION AND RESULTS

To design an information system of Information Warfare it
is necessary to carry out the following investigation phases -
steps and to create the corresponding subsystems: To get a
discrediting part of information flows spread by opposing
sides, for which the synergistic efforts of philologists,
sociologists, psychologists and diplomats create an opposing
typical terms and phraseology base, the so-called Key Data of
confrontation. An analogous framework for the peacemaking
side will be created, in which the key terms and phraseology
characteristic of calls for peace will be stored.

Ensuring the monitoring system on the information spread
by the information warfare subjects or spread on behalf of
them, for which the search engine is considered to be of use. At
this point, for each of the subjects, there is a temporary base for
general activities. In the base structure the information
dissemination time, author, author’s political or any other type
of status fields is essential.

Taking out the general activities of temporary bases on the
first stage with the help of key data. The software product is
used for this process. As a result we will have specific activity
bases for every subject. It is possible that the second and the
third stages can be carried out simultaneously, the ability -
inability to afford this will be clearer on realization.

Establish the amount of information spread from specific
activity bases which were made for information warfare
subjects and for which in the first stage, a created synergistic
group will establish the so called "weight" of existing terms,
phraseologies. "Weight" is determined towards the source of
the information as well. The result will be the amount of
information spread in the context of information warfare by
according subjects in specific moments of time. To give an
example, for the first time t spread of information by the

antagonistic side is Nl(t) , the spread of the other antagonistic
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party - N, (t) number of information. While the number of

information the peacekeeper side releases is N, (t).
Information warfare mathematical model is created to
connect the fourth stage N, (t), N,(t) and N,(t) ratios with

each other. In fact, creating several models of the information
warfare in reality with their level of adequacy is needed; the
models can be described in various ways. In general, we will

get a model library. For each model except N, (t), N,(t) and

Ny(t) , we can have parameters that go inside them
a, B, 1, y,... which have a specific semantic load when making

a model. For example: aggressiveness coefficient, peace
readiness index, quality and other peacekeeping activity.

In the models, which were created on the fifth stage, giving
a specific information warfare «, 5, 4,y,... parameters. For

which expertly defined N, (-),N,(-),N;(-) values will be for

different times and with their help, by using different methods
determining the parameters of the process. After this from
several models we will select the model (parameters with
specific meanings), which is the most adequate in describing
the informational warfare. At this point this also becomes a
kind of learning process; it is possible to imitate different types
of information warfare with different specific values and
predetermining parameters for them. It is not excluded that
when describing the real information warfare, the learning
process could be useful. At this point, we are actually choosing,
selecting a mathematical or computer model for the
information warfare.

Analysis of the model chosen on the sixth stage. It allows
us to forecast the process of information warfare. This requires
to solve an appropriate mathematical model and to find the

following N, (-),N,(-),N;(-) values for time moment — the
future. On this stage, if N, (t)and N, (t) have big values, then

the information warfare might transfer into a “’hot’” phase. On
expert’s level, it is preferable that they were national security
specialists; also, the process of information warfare should be
scaled in the terms of threat and be given proper levels. Let's
say M is the maximum technological level of antagonistic sides
and they can only spread M information in one minute. Then, if

Ny (t) . N,(t) €[90%M,M] threat level is red, and
N;(t), N, (t) €[80%M,90%M ) - is orange and so on. Of

course, bringing these levels are less effective, if an action plan
for national security won’t be written about each relevant level.
In this case, we should consider the results of the eighth and
ninth stages.

Governing parameters in parameters and model
manageability establishment for selected model, in the best
case, determining specific values for control parameters, for
which ending process of the information warfare with the
activity of the peacekeeping side in any terms will end
optimally. To achieve the goal of this stage, it is necessary to
solve the Chilker type optimal control task.

Analysis of the obtained results from the eighth stage and
working out recommendations for peacekeepers.

Automation of the first 9 steps, packing them into a
software product and determine the orders of the (AISOIW -
Automated Information System of Information Warfare) and
training of the operators.
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With Automated information system of information warfare
- (AISOIW) it will be possible to study the progress of
information warfare - to determine aggressiveness of the
antagonistic sides, peacekeeping activities and to determine if
this activity will be enough to avoid outbreaks of the
information warfare. With the help of (AISOIW) it will be
possible to determine the minimal level of activity for
peacekeepers and above these levels peacekeepers calls are, in
reality, effective on antagonistic sides and aims to suppress the
war. In fact, it is possible to determine the effectiveness of
peacekeeping operations and to determine whether the
peacekeepers only operate for actions, or if they really want to
achieve the goal by activity. Determining the effectiveness of
peacekeepers will allow the organizations to avoid
unreasonable costs and also will not let the information
warfare develop into a hot phase, and thus avoid catastrophic
results for people, infrastructure, ecology and more caused by
military activities. (AISOIW) will allow the peace process to
optimize the necessary recommendations. Also, it is possible
to model and experiment on a specific information warfare
with its parameters. Use of applied mathematics, computer
science, including information systems for working out new
social tasks is interesting for even these sciences, because as a
result we get new problems and resolving these problems
develop these sciences. For example, during the peace process
optimization a new type of task was raised - Chilker [5,6], in
which achievable state for antagonistic parties - achieving zero
happens at different moments of time and also these "times"
are free. Creating a software product for this new task in the
limits of (AISOIW), with a high-level interface and activity
has a scientific-practical value.

CONCLUSIONS
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Abstract. A special service for drivers is offered. The service
is a monitoring system based on the use of 10T technology. It
is designed to control a driver health state. The service
implementation system includes sensors, operating devices, a
mobile application and a cloud app for extended transferring
the information. The solutions could be used for any special
system with operators.

Keywords: 10T; car service; mobile app; driver condition,
monitoring system.

I. BBEAEHUE U OITMCAHUE ITPOBJIEMbI
B Hame BpeMsi aBTOMOOHMJIM OCHAIAIOTCS MOLIHBIMHU

BBIYMCIMTENbHEIE  MIatrhopMaMu.  OTa  TEHICHUUS
BO3pacTaeT C BBEJCHHEM aBTOMAaTHYECKUX (YHKIMH
Oc3omacHOCTH ®  OCCHINIOTHBIX MamuH. [ padudeckue

MPOIIECCOPHI, KaMepHl, JaTYHKH, U CETEBOE 000pyI0BaHUE —
9TO JIMIIb MaJiast JOJIsl U3 TOTO, YeM 00OpYIOBaHBI CETOIHS
Hamm aBToMoOWHM. Bece Oonee MIMpPOKOE HCTOJIB30BAHUE
UMEIOT KaMepbl, M TPOrpaMMHOE oOOecredeHne ¢
WCIIOJIB30BAaHMEM HCKYCCTBEHHOTO HWHTEJIIEKTa, KOTOpOe
MIOMOTaeT aHAJIM3UPOBATh COCTOSHHWE MAIIMHBI B PEKUME
peansHOro BpeMeHH. OIHUM W3 BaKHBIX HAIPaBICHUH B
Pa3sBUTHM  COBPEMEHHOW  aBTOMOOWMIBHOW  MHIYCTPHH
aBisgeTcd oOecriedyeHue Oe3omacHOCTH BoauTens. Yarme
BCET0 pEIICHHS HampaBlIeHbl Ha KOHTPOJb IOKa3aTeleil
COCTOSIHUS aBTOMOOWIIS, HO HE COCTOSIHUS BOJIUTEIIS
I'py30BuK, JIETKOBOW aBTOMOOWJIb, CaMOJIET, BEPTOJIET,
arpapHbIii KOMOaliH, CTPOWTENBHBIN KpaH, PYYHOH Katep -
BCEMH THMHU YCTPOHCTBAMH BCE €Il PYKOBOJIUT YEJIOBEK -
6e3ycioBHO, camoe ciaboe 3BeHO B cucrteme. [Ipobiema B
TOM, YTO TPAaHCIOPT OMAaceH He  TOJBKO I
BOAMTENsA\OIlepaTopa  WIM  Blajenblia, HO H Ui
OKpYy>Karomux. EjkeHEeBHO THICSYHN JIFOJIEH MOTHOA0T M3-3a
HECYACTHBIX CITy4aeB: MbSHBIX BOAUTEICH, IEPEYTOMIICHHBIX
MHJIOTOB, paccessHHbBIX KPaHOBIIUKOB. Koneuno,
HEBO3MOXKHO IOJIHOCTBIO M30€XaTh 3THUX COOBITHH, HO HX
MOXXHO 3HAYUTEJIFHO MHWHUMH3HPOBATh, BBIABIIAL TaKHX
OIIEpPaTOPOB €lle 10 TOro, KaK HOra HaJKMET Ha IMejaib rasa.
K TexHODOTHAM, MO3BOJISIONINM peIaTh JaHHBIC MTPOOIEMBI
otHocsaTces Texnosoruu Internet of Things (loT). 10T - at0
COBpPEMEHHBIH JIOCTaTOYHO MOJIOZOH KOHIIENT, CyIIee
KOTOPOr0O B TOM, 4YTO JIIO0OH W3 OKpYy>KalolUMX Hac
MIPEMETOB MOXHO OKPYKHUTh II(PPOBBEIMH yCTPOWCTBAMHU H
MOACOCIUHUTDL K DKOCUCTEME, CETH M3 TaKUX e Bemiei [1].
Bce Momogple BeTBM WMENM WIM HMMEIOT CBOM JETCKHE
npobyiembl. 10T He wnckiO4YeHHE: yXKe CEromHs ThICSYU
MOJIb30BATEIE W KOMIIAHWH CTOJKHYJIHCh C BBICOKOU
(parmenranueii miaTGopmbl, OTCYTCTBUEM CTaHIAPTH3ALMN
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[2] m orpomHBIME OBIpamMu B Oe3omacHOCTH. TeM He MeHee,
MOTEHIMANbHAs BHITOJJa HAMHOTO IIPEBBIIIAET BO3MOXHBIC
pucku. VIMEHHO 1OSTOMY COTHHM KOMIIaHHH, B TOM 4YHCIE
TPaHCHOPTHBIX, MHBecTUpyloT B 10T, He cobupasics
ocTaHaBIMBaThCA [3].

Jl1st TpaHCTIOPTHBIX CHCTEM HaOIr0AaeTcsl HEYKIOHHBIH
poct  ypoBHA aBTroMaTm3ammu. Kaxnas HoBas Mopenb
aBTOMOOWJISI MMeeT Bce OoJblie M OOJblIe 3JIEKTPOHHBIX
ycrpoiicTB. M mBUraThCsi B CTPEMJICHHH KOHTPOJIHPOBATh
aBTOMOOWJIb TIOKa €cTh Ky/a. Ho moBbleHne 06e30nacHoCT!
3a c4eT KOHTPOJISI BOJWTEIS, €TO COCTOSHHS, HUCIIPABJICHHE
ero omubOK — 3T0 HoBas cdepa wuccienoaHuid. Jlump
HeaaBHO VOIVO mpencTaBuia CBOIO HOBYHO pa3paloTKy,
KOTOpass  aBTOMaTH4YeCKHd IpPHHHMAaeT  pelieHue o0
sKCTpeHHOM TopMmoxeHun [4]. Tesla — mpenmoxmuna
MMOJIHOIIEHHBIN aBTONMJIOT. M 3TO TOJBKO Hayallo, BEIb BCE
MEepeZoBble  ABTOKOHIIEPHBI  CTalll  YAGNATH  ITOMY
HAaIpaBJIECHUIO CBOE BHMMaHHE. VIMEHHO MOATOMY BOIIPOCHI,
KOTOpBIE pPacCMaTpUBAIOTCS B paboTe, HaIleNeHHbIE Ha
JIMarHOCTHKY HE TEXHHYECKHH IoKaszaTeiell aBTOMOOMII, a
COCTOSIHUSI BOAMTENIS Iepel M BO BpEeMs IOE3IKH, YTO B
MePCIEKTUBE MOMOXKET CHU3UTh KoiruecTBo A TIIL.

I1. OMMCAHUE TEXHOJIOT U1

[lpennaraemple  TEXHOJIOTMYECKHE  pELICHWS U1
CO3/1aHrsd CUCTEMbl MOHUTOPUHI'A COCTOSHUSA BOJAUTEIIA
OCHOBaHBl Ha WCIIONB30BaHUM TexHouoruit Internet of
Things.

B xadectBe mapamMeTpoB KOHTPOJISI HCIIOJB3YETCs
KOMIIJIEKC TIOKa3aTelNeil: copepikaHue ajJKoroys B JBIXaHUH
BOJIUTEJISl, KOHTPOJIb OTKPBITOCTH BEK, KOHTPOJIb ITOJI0KEHUN
TOJIOBEHI, a TAKXKEC HOIICqéT KOJIMYCCTBA IIOIIBITOK JJIA BCTaABKU
KJII0Ya B 3aMOK 3a)KHraHus. Ha ocHOBe 1MoJTy4eHHBIX JaHHbBIX
CUCTEMAa NPUHUMACT PEIICHUE O COCTOAHHUMW BOIUTECIIA.
B3aumoneiictBue ¢ BOIUTENEM OCYLIECTBISIETCS ABYMS
cnocobamu. Ecnmu GBUTO 3aMEY€HO, YTO BOAUTENH 3aKPBUI
ra3a BO BpeMsl MOE3AKH, TO BOCIPOU3BOAMUTCS TPOMKHUM
HETPUATHHIN 3BYK. Eciii 6110 0GHAPYKEHO, YTO COCTOSHUE
BOJUTENS HEYIOBIETBOPUTEIBHOE, TO BBIIAETCS TOJIOCOBOE
cooOIIeHne, COBETYIOIIee HE CAaIuThCsA 3a PyiIb WIH HE
MPOAOJIKATH MOE3IKY.

PacmmipeHHass CTpyKTypa CHCTEMBI, pealu3yromas
JAHHBI ~ CEpPBHC,  BKIJIIOYAET  YETHIpe  KOMIIOHEHTA!
¢u3uyeckyro uyacTth, oOpaOaTbiBaioliee NPHIOKEHUE,
NPUKJIAJIHOE MOOMJIBHOE NPWIOKECHHUE U CepBEepHOE
MPUIIOKEHHUE.

Odusnyeckasl 4acTh - 3TO CpeACTBA HACHTH(UKALNY,
M3MepeHusT W Tmepenadu AaHHbIX. OOpabaTsiBaroliee
MPWIOKEHWE  OCYIIECTBISIET cOOp WHGOpMAalMud  OT
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NEPBUYHBIX YCTPONCTB, aHAIN3 U (POPMUPOBAHHE ACHCTBUSI.
[IpuknagHass yacTh — 3TO MOOWIBHOE IPUIIOKEHHE JUIS
wimeHTa. CepBepHOE NPHIOKEHHE - 3TO CHELHalIbHOe
NPHUJIOKEHHUE, BEITOJIHEHHOE Ha OCHOBE 00J1a4HOT0 CepBHUCA.

PaspabarsiBaemast cumcrema, cobuWpaeT JaHHBIE B
peaJbHOM BpPEMEHH, 4TO TpeOyeT OT He€ HAIMYMS JaTYHKOB
U YCTPOICTBa, K KOTOPOMY OHH OyIyT MOIKIIOUYeHBI. J{is

CUMTHIBAHUS  IIOKa3aTeled  HCIONB3YIOTCA  JATIUKH
alKorois B  BO3JAyXe AalIapaTHO COBMECTUMBIE C
BBIOpaHHBIM KOMIIBIOTEPOM, aHaJIoro-IUQpOBOH
npeoOpa3oBaTeb, BUJIEOKaMepa, MOJIAEPKUBAIOIIAs

CTPUMUHT BHUJEOpsa, TOHYAMIINE KHOIKU (OKOJO 2MM), a
TaKKe MeTaUIMYecKas WM T[UIACTHKOBas I[UIACTHHA C
OTBEPCTHEM B LICHTPE MO KITIOY 3)KUTaHUSL.

OCHOBHBIE TEXHOJIOTHYECKUE PEIICHUS IS (PUINICCKOM
YacTH LEJecO00pa3sHO CTPOUTH, MCXOISI M3 IPHHLUIIOB
MHKPOCEPBUCHON apXHTEKTypbl. B 3TOM ciydae Kaxmoe
¢u3n4ecKkoe YCTPOWCTBO OTBEYAaeT 3a CBOIl CEpBHC.
[NapagurMa NaHHOM apXUTEKTYphl MO3BOJHT HAWITYYIINM
00pa3oM co3aTh MaclITaOUPyeMyl0 CHCTEMY, 3TO KpaiHe
HEOOXOMMO B paMKax pacCMaTpUBacMOrO pEIIeHUs.
OCHOBHBIM ~ JJOCTOMHCTBOM  MPEIJI0KEHHOTO  IOJIX0Ja
SIBJISIETCS HAJIMYUE TOTOBBIX, OTKPBITBHIX HPOIPAaMMHBIX U
KOHIETITYalbHBIX pelieHui, JIOCTYITHBIX ULt
UCTIONIb30BaHMs Oe3 nuueH3uil. K camoii pactpocTpaHeHHOM
TpyIIe TaKUX PEIICHUI OTHOCHTCS MpPOOYKIHsA Ha Oase
Arduino.

OOpabatpiBatoIiasl  4acTh ~ CHUCTEMBI ~ COCTOMT M3
MHUKpOKOHTposuiepa (Arduin0), wiM MHUKPOKOMITbIOTEpA
(Raspberry PI), k koTopoMy MOAKIIOYEHa BCsi mepudepus,
Ha KOTOPOM TaKk)Xe BBIIOJNHSAIOTCS BCE pacyeThl 110
npuHATHIO petneHuid. [Ipu BbIOOpe 6a30BOro KOHTpoOJUIEpa
Raspberry Pl ma nmem nmomkua ObITh ycTaHoBiena Unix-
COBMeCTHMasl OlepalMoHHas cucteMa. Ecim OyzneT BbIOpaH
Arduino, To K HeMy He BBIABHUTaeTcs CHCIH(DHUSCKUX
TpeGOBaHHIA. Hust  Arduino  mporpamma  06paboTKH
3aIIMBACTCSl HEMOCPEACTBEHHO B TAMATh MHKPOKOHTpOJLIEpA
0e3 YCTaHOBKM NPOMEKYTOYHBIX OIEPAIMOHHBIX CHCTEM.

Bce  nmannble, coOpaHHbIE W3~ 3THX  YCTPOMCTB
AHAJM3UPYIOTCSI OCHOBHBIM ~ MOJAYJEM Uil TPHHATHS
PELICHHS O COCTOSTHHU BOJIUTEIIS.

OCHOBHOW MOJyJIb BBIMIOJNHSETCS KAk CHCTEMa C
obydeHuem, C peanuzanueld  0a30BBIX  MPHUHIIUIIOB.

HUCKYCCTBEHHOTO HWHTEIJIEKTA. 3a OCHOBY TNPUHUMACTCS
MeTos oOydeHuss ¢ yuuTenemM. Ha ©0aze mpuHATOTO
HEHPOCEThIO PENICHUS CHCTEMA BBIJACT PEKOMEHIAINH TI0

1es1ecoo0pa3HOCTH u 6e30macHOCTH yIpaBiieHHS
TPaHCIIOPTHBIM CPEICTBOM.
Jast CO3J1aHus MOOMIIBHOTO HPWIOKEHUS

1eJIeCO00Pa3HO MCIOJIB30BATh SI3BIK MPOTrPaMMHPOBAHUS
Java, xoTopslii sBiSETCS OOBEKTHO-OPHEHTHPOBAHHBIM M
arperupyer MpeuMyIecTBa JaHHOW KOHLEIINH, a C APYToi
CTOPOHBI, HWMEeT OWOJIMOTEKH, IO3BOJAIONINE YJOOHO
B3aHMO}16ﬁCTBOBaTB KOMIIOHECHTaM Q)H3quc1<01‘/'1 CHUCTEMEBI U
YIOPaBIAIONIETO0 TPHIOKEHHUA. JTa TEXHOJIOTHUS SIBIISETCS
KpoccIuiaTGpOpMeHHON U MO3BOJISIET CO3/1aBaTh MPUIIOKEHUS
o] camMblIe Moy isipHbIe Iatgopmser i0s 1 Android.

CepBepHOE  NPHIOKEHHE  SBISIETCA  ONIMOHHBIM
KOMIIOHCHTOM, IO3BOJISIOLIMM  OCYLIECTBIATH CBS3b C
JIOTIOJTHUTENILHBIMA MOOWJIBHBIMU CHCTEMaMH  (Harpumep,
MOOMJIbHBIE YCTPOWUCTBA POACTBEHHHUKOB).
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OO0na4yHbple CEpBHCHI B JaHHOM CIIy4ae MOXHO TaKKe
UCIIOJIb30BATh JUIsl XpPAaHEHHS JAHHBIX B BHIE 0a3bl JaHHBIX.
B npocreiiniem ciyyae a1 COXpaHEHUs] COCTOSIHUN CUCTEMA
UCTIONB3YET JIOKAJbHOE XPAHMIWINE. OTAIOHHBIM BapHaHT

peanm3ali  —  3TO  WCIOJIB30BaHWE  BHYTPCHHETO
KOMITbIOTEpa aBTOMOOWIs. [l yHpoIIeHHWs peanu3ain
MOXET HCTIONIB30BATHCS BHYTPCHHSA aMsTh

MHUKPOKOHTPOJIIEPA, B TOM YHCIIE U T 0a3bl JaHHBIX.

Jlist co3maHust CepBEpHOTrO NPHIIOKEHUs! MpeliaracTcst
UCIIONIb30BaTh 00JayHble IIaTGOPMBI C PACIIMPEHHOMN
(byHKIMOHANBHOCTBI0. B wactHocTH oOnadHoe peuieHue
Amazon - AWS wumeer Tpu cepBHCa, COCTOSIIUX U3
MHOXKECTBa MHCTPYMEHTOB, KOTOPBIMH MOKHO
BOCTIONIB30BaThCA i moctpoeHns [oT aBTOMOOMIBHOTO
cepBuca: AWS IoT Core - mnardopma, KoTopas MO3BOJSIET
MOAKIIIOYEHHBIM  YCTPOHCTBaM  JIETKO W HAJEXHO
B3aUMO/ICHICTBOBAaTh C OOJAYHBIMH TNPHIOKEHHAMH U
npyrumu yerpoiictBamu.; AWS IoT Device Management -
CepBHUC, KOTOPBIM ympom@aer Oe30macHoOe pa3MeIleHHUE,
OpraHu3anuro, MOHUTOPUHT U JUCTAHIIUOHHOC YIIPABJICHUEC
ycrpoiictBamu [oT; AWS Greengrass - 310 nporpaMmMHOe
obecrieueHne, KOTOpOE IO3BOJIAET OE30MacHO 3allycKaTh
JIOKAJIbHBIC BBIYUCIICHUA, 06MeHI/IBaTLCH COOGU_ICHI/IHMI/I u
K3ILIUPOBATh aHHBIE JUTsI MOAKIIOUEHHBIX YCTPOUCTB [6].

Hcnonb30BaTh €€ MOKHO HE TOJIBKO B aBTOMOOMIIE, HO U
B JIO0OM JpyroM TpaHCIOpPTE WIN MECTe, TAE ecTh
AaKKyMyJIATOp, W MHOTO€ 3aBHCHT OT COCTOSHHUS H
KOHIICHTPAIIUH OTIepaTopa.

111, 3AKJIIOUEHUE

B  pabore  paccMaTpuBalOTCS ~ TEXHOJIOTHUYECKHE
pelieHNs, HampaBJICHHBIE Ha IIOCTPOCHHE  CHCTEMBI
MOHHUTOPUHTA  COCTOSIHUS ~ BOJUTENS  TPAHCIIOPTHOTO
cpencTBa. PemeHuss OCHOBaHBI Ha HMCIOJIB30BAaHMM Habopa
KOHTPOJIHMPYEMBIX JTUarHOCTUYIECKUX mokasareneit
COCTOSHUS 4enoBeka. KoHTponp  ocymiecTBiseTcs B
peambHOM pEXUME BpEMEHH. Pe3ynbTaThl JMAarHOCTUKH
(dopMupyYIOTCS B (hopMe TPEAYTIPEKIAFONINX COOOICHHUH.

[Mpennaraemple pemieHHs MOTYT OBITH HCIIOJIB30BAHbI
JUI peanu3alii CUCTEM JUArHOCTUKU COCTOSIHUS 4eJIOBEKa,
WCTIOJNHSAIOMIEr0 00S3aHHOCTH OMNEpaTopa JIIOOBIX CIIOXKHBIX
cucreM. Peanmzanun QyHKIMI THarHOCTHKHA MOXKET OBITH He
TOJIBKO TIPEAYMPEKIAIONIEH, HO U OJIOKUPYIOIIEH.

JlaHHBI TIPOEKT SBIIAETCS JAJBHEHIINM pa3BUTHEM
WCCIIeIOBATEIbCKOW TEMATHKH, TPOBOIUMON Ha Kadempe
NYC XHVYPO [5].
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. BCTVYIIIIIOCTAHOBKA 3ABJAHHAA

Y cydacHoMy cBiTi HaOyBae TIOIIMPEHHS TIParHCHHS
3aHATTS CHOPTOM 1 MOMYJISIPU3YETHCS BEACHHS 310pOBOTIO
cnocoOy XuTTA. Pyx i Qi3muHa akTHBHICTH, IO BKIIOYAE B
cebe cremianpHi (isnuHi BnpaBu (Hampukian, ¢itHec), 3
ypaxyBaHHSM BIKOBHX Ta (Di3i0NOTIYHUX 0COOIHMBOCTEH
JIFOJIMHH, € OJHUM 3 OCHOBHHX CJIEMEHTIB 3JJ0POBOIO CIIOCOOY
KHUTTS, a BEJCHHS IIOJCHHWKA TPEHYBaHb HEBiJ'€eMHa
YacTHHA TPEHYBAJIBLHOTO MPOIIECY, KA 3a0e3mneuye Oe3MeYHICTh
TPEHYBaHb JUIsl 3/I0POB’S Ta MOJIIIIY€e CIIOPTUBHI NOKa3HUKH.

[ToBcromHe MOMMPEHHS! MOOUTBHUX TEXHOJIOTIH CIIPOIyE
BEJICHHS IIIOJICHHWKA TPEHYBaHb 3a PaxyHOK MOOUIBHOCTI Ta
orepaTuBHOCTI poOOTH. IcHyroue mnporpaMHe 3abe3neueHHS
JI03BOJISIE 36ep1ram iH(opMallio Mpo mornepenHi Ta MaI/I6yTH1
TPEHyBaHHS 1 BIPABH, 1[0 MIAHYIOTHCS, A TAKOK aHam3yBaTH i
CKNaJaTH CBiM, OuIbIl e(eKTHBHMH IUIaH TPEHIHry 3
ypaxyBaHHSIM BJIACHOTO PiBHA ()i3WYHOT IMTiATOTOBKH.

Y poboti OyB npoBeneH TOPIBHAJIBHAN aHaI3 ICHYIOUHX
JOAATKIB /I CHPOIIEHHA OpraHi3alii TpeHyBaHb, a TaKOX
Oy BUSIBJICHI 1X OCHOBHI HEJIOJIIKH: BIJICYTHICTH HEOOXITHOTO
(yHKIIOHAy Ta HAOYHOTO KaJeHAaps JUIil IUIaHyBaHHS
TPEeHIHry, OOMEXEHICTh MOXKIMBOCTEH  HaJallTyBaHHS,
BIZICYTHICTb JIOKaJli3amii, oOMexeHa 06aza TpeHyBaHb, a TAKOXK
HasBHICTh IUIATHOTO KOHTEHTY 1 peKJIaMH Ta 3aKpHUTHHA
BUX1JIHHHI KOI.

BupimenasM npoOneMH yHpaBIiHHSA TPEHYBAHHSAMH €
po3pobka KOHKYPEHTOCTIPOMOXKHOIO MOO1IBHOTO JI011aTKY,
KA 3a6e3neqye yHlBepcaJ'H:.HICTB 1 MOXKJIMBICTD aJanranii s
PI3HMX 3aBIaHb i BUIIB TPEHYBaHb.

3anpornoHOBaHe PIllleHHS MPENICTaBIsIE COO0K MOOUTEHUIA
KpOCIUIaT(OPMEHUH JOAATOK, peali3oBaHUi Ha Iu1aThopmi
Xamarin.Forms, 1m0 [103BONS€ CTBOPUTH YHIBEPCAIbHY
PO3MITKY CTOPIHOK OJHOYacHO [UIsi PI3HHUX IUIaTGOpM, NpU
BOMyY 30epiraroull MO>XKJIMBICT HACTPOIOBAHHS ITOBEHIHKH
CTOPIHOK, BJIACTHBOI KOXKHIH MIaT)opMi OKPEMO, 110 JO3BOJISIE
CKOPOTUTH Yac Ha PO3pOOKYy MPOAYKTY, a TaKoX Ha HOro
HOAAIBILY HiATPUMKY [1].

TIPOTIO3UILIISA 11IO/10 BUPILLIEHHS

109

Honatok peanizye mabmnon npoekryBanHst MVVM (Model-
View-ViewModel), sikuit 3a0e3nedye MeHIIY 3B'SI3aHICTH MiX
KOMIOHEHTaMH 1 1map aOcTpakmii Mik Oi3Hec-JIOTiKOI0
nporpamu Ta BJI [2].

Juiis po3poOKu mporpaMy BHKOPUCTOBYBAJIACS HaHOLIBII
nonynsipia CYBJl anst nokanbHuX pgojatkiB SQLite Ta
Oibmoteka Syncfusion. JlaHwWid IHCTPYMEHT SBIE COOOIO
KOJIEKI[if0 eneMeHTiB aas Xamarin.Forms, siki T03BOJSIOTH
CTBOPHUTH 3pydHHH TpadiuHmii iHTepdeic i CTBOPEHHS
Cy4acHMX MOOUIPHMX MJOJATKiB 1 3a0e3nevyloTb 3pydHy
B3a€MOJIIIO KITIEHTA 1 JoAaTKy [3].

Po3po6nieHo Mojienb AaHKX, siKa ONUCYE CYTHOCTI BIIPABH,
NPOrpaMH TPEHYBaHb Ta AHTPOIIOMETPUYHMX MOKA3HUKIB. [1i1s
pobotu 3 SQLite BukopucroByBanacs 6iomioreka SQLite.NET,
sika mpencTaBisie coboro ORM-pimenns mis Xamarin.Forms, a
TaKoX 3a0e3neuye MpOCTy IHTerpamilo, Oe3neKky 1 BHCOKY
NPOIYKTHBHICTH pOoOOTH 3 6a30t0 naHux [4].

3anpornoHoBaHe PillleHHs] Ma€ HACTYITHI MOXKJIMBOCTI:
¢dopmyBaHHs BiacHOi b/ TpeHyBaHs i Bripas;
MOXIIMBICTh JIOJJABaHHS 1 pelaryBaHHs
IporpaM TPeHYBaHb;

BUKODHUCTAHHS KaJeHJIapsi 3aHATh JJIsS BiIOOpaXKeHHs
3aIIaHOBaHUX TPEHYBaHb;

BHECEHHS I0JJATKOBHX 3aMiTOK;

BHECEHHSI pEKOMEH/Ialliii 10 BAKOHAHHSI BIIPaB;
KaJbKYJIATOP BH3HAYCHHS (Pi3muHOI popmu,

CTEXEHHS 32 aHTPOIIOMETPHUYHUMH JIaHUMHU;
JIOKAaJIi30BaHUI MOBHUH iHTEpeiic;

JonaTox noeanye B cobi mpoctoTty rpadiuHoro iHTepdeiicy
KopucTyBaua 1 HacuyeHuid ¢yHkiioHan. Bono nerko
MacmTaOyeThCcs Ta aZanTyeThCs AN PI3HUX 3aBAaHb 1 BHIB
TPEHYBaHb SIK JIOCBIIUEHHX CIIOPTCMEHIB, TaK i JUIl THX, XTO
TIJTbKY TIOYMHAE AaKTUBHI TPEHYBaHHS.

PeanizoBana Ha miardopmi Xamarin.Forms, indopmariiiina
cucteMa MiaTpuMye omepamiiiai cuctemu Android, i0S i
Universal Windows Platform.
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Anomauia. Posensinymo npobaemy niompumku npuiiHamms
pilienb 6 YM06ax HeBUSHAYEHOCMI HA MAKMUu4YHOMY pIGHI
opeamizayitinoco ynpaeninHa. Bupiwenna oanoi npobaemu
nog’azano i3 n06YO060I0  MHONCUHU  ANLINEPHAMUBHUX
VNPAGNIHCOKUX — pilleHb,  Wo  Micmamb — NOCAI008HOCHI
ynpaegaayux Ol i3 nepexody 8i0 NOMOUYHO20 00 YINIbOBO2O
cmawny 00’eckmy ynpaeninns. Taxi piwenns Gopmyromoscs
32i0HO (hopmanbHux npoyedyp ma cmaHoapmie OULIbHOCHI
nIONPUEMCMEA, A MAKOIC 3 GUKOPUCMAHHAM NEPCOHANbHUX
3HaHbL ma 00cgidy ocobu, wo npuimac piwenus. Tomy
YNpaenincoke piuents Mae 3HaHHA-OPIEHMOBARY CIMPYKMYPY.
3anpononosano mooenb YnpasniHCbKo20 PIUEHHA y Guenaol
NnoCcai008HOCMI YNPABNAIYUX Ofll, WO BUSHAYAE NOCTIO08HICIb
cmamie 06°ckmy YRPAGNiHHA, A MAKONC MEeMNOPAIbHUX Md
KOHMEKCMHO-MEMNOPATIbHUX — 3ANIeHCHOCMEl  MIdC — Yumu
cmanamu. Ll 3anesichocmi  3a0arome  NOCAIO08HICMb
BUHUKHEHHs1 V 4aci O01i nap cmawie 00’€Kkmy YNpaeniHus, d
MAKOoAC 36 "A3KU MIJC CIMAHAMYU NIOMHOJICUHU €/IeMEHMAPHUX
00’ekmis. Moodenv dac Mmoodcaugicms copmysamu  HOGI
YNPABIIHCHLKI PIUUEHHA HA OCHOBI MEMNOPATbHUX NPABUIL.

Kniouosi  cnosa:
NPUUHAMMA  piulens,
00’ ekmy ynpaeninms.

ynpaenincbke — piulenHs,  NiIOMpUMKa
MeMnopanbHa  3aaedcHicmv, CMaHu

I.  BcTyn TAIIOCTAHOBKA 3AJIAUI

CyyacHi migxomud [0 OpraHi3aliifHOro  yNpaBJiHHS
nependavaloTh BHUKOPHCTaHHS 0a3 3HaHb ST IATPUMKH
VIPaBIIHCHKUX pINIEHh B YMOBaxX HEBU3HAYEHOCTI NP
PO3B’sI3aHHI YaCTKOBO CTPYKTYPOBaHMX Ta HECTPYKTYPOBAHHX
3aJad  HAa  TAKTHYHOMY Ta  CTpaTeriyHOMY  PIBHAX
oprasizaniiiHoi iepapxii. HeBu3HaueHICTb Npu NPUHHATTI
pilIeHs € HAaCTiKOM HEMOBHOTH iH(opMarii mpo ctaH 06’ekTy
YIPaBJIiHHS, a TAKOK ITPO 30BHIIIHI BIUIMBH Ha Iel 00’ €KT.

[Iporiec mpUAHATTS YHPABITIHCHKUX PIlleHb Iependadae
BUPIIICHHS 33/1a4 MOUIYKY Ta IMIUIEMEHTalii ynpaBiIiHCHKOTO
pimenns. [lpm BupimeHHI mepmoi 3agadi  MOCTIIOBHO
BUKOHYETBCSI aHalli3 TOTOYHOI cHTyanii Ta QopMyBaHHS
MHOXWHH MOXKJIIBHX YIIPABIIiHCHKHUX PIIIEHb 3 MEPEeXoay 10
IIbOBOTO cTaHy 00’ekTy ynpaBimiHHA. Jlpyra 3agada
nepenbavae BUOIp Ta peanmizamiro BigiOpaHOTO piICHHS
ocoboro, o npuiimae pimenns (OIIP) [1].

Ha rtaktmuHOMY piBHI OprasizalifHOro yIpaBIiHHA
BUKOPHCTOBYIOTBCSI CUCTEMH MiITPUMKH MPUHAHATTS pillleHb
(CTIIIP) Ha ocHOBIi 3HaHb [2], a Ha CTpaTerivHOMy — CHCTEMH
migrpumkn gid kepiBHuka. CIITIP pearmizye 3amady Mmomryky
YIpaBIiHCHKOTO pimleHHs. CHucreMa MiATPUMKH Jiii KepiBHHUKA
(hopMye maTepHH BXiTHUX JaHUX MO0 MOTOYHOI CUTYaIlil, 10
€ TepeayMoBOIO aHanmi3y Iwiei curyauii Ta QopmyBaHHS
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MOJIIUBHX YIPaBIHCHKUX pillleHb. B sIKOCTI BXIMHUX JAaHHX
YrupaBiiHChKE pINICHHS MICTHTh Yy €00l TMOCTIIOBHICTh
BUKOPHUCTOBYIOTHCS PE3yJIbTaTH POOOTH CHCTEM ONEPAaTHBHOTO
piBHS.

VIPaBIAIOYHX MOid 13 TEepexoqy BiIl MOTOYHOTO 1O
LIJILOBOTO CTaHy 00’€KTy ynpaBiiHHi. OCKUIbKH YIIPaBIiHCHKI
pimeHHsT (OPMYIOThCS 3 BHUKOPHCTAHHAM SK (OpMalbHUX
3HaHb, 1LI0 BiZOOpaXkalOTh MpPOLEAYpH Ta CTAaHIAPTH
MANPHEMCTBA, Tak 1 HepopmansHux 3HaHe OIIP [3], To mpu
BUpIIICHH]I 3aJayl MOUIyKy pIlIeHHS HEOOXiJHO BpaxyBaTH
3aJISKHOCTI MK YIPaBIiHCBKUMHU IiSIMH, TOOTO PO3TIIAAAaTH
3HaHHA-OPIEHTOBAHY CTPYKTYPY LIbOTO PillICHHSI.

TakuM 4YHHOM, 3HAHHA-OPIEHTOBaHA CTPYKTYpH3aLlisd
YIPaBIiHCHKOTO PIlIEHHS A MiATPUMKH pillleHh B YMOBax
HEBU3HAUCHOCTI Ta TAaKTUYHOMY piBHI OpraHi3aliifHOTO
YIIPaBIIiHHS € aKTYaJIbHOIO 33/1a4elO0.

IcHyroui migxoam [0 3HAHHA-OPIEHTOBAHOI MIATPUMKHU
pileHb 0a3yl0ThCsl Ha BAKOPUCTaHHI KOMYHIKaTHBHHX METOJIIB
BUJIyYEHHS NTPUYMHHO-HACTIAKOBUX 3anexxHocteil y OIIP abo
eKCIEpPTIB y JaHiil npeamerHii rany3i [4]. OaHak oTpUMaHHS
TaKKMX 3aJIKHOCTEH NOTPeOye BENUKUX BUTpPAT Yacy. Takox I
Kay3aJlbHI 3aJIe)KHOCTI BiJOOpakaroTh crenr(iky KOHKPETHOT
opramizaifii, 1O MOTPeOye MOBTOPHOTO BHUKOPHCTAHHS
KOMYHIKaTHBHHX METOJIIB PH MEPEXO/i 10 HOBOI IPEAMETHOT
o0acrTi.

Jlnst moToNTlaHHS HEOJIKIB HaBeICHUX IMiAXOJIB JOIIIBHO
3aMiCTh  Kay3aJlbHAX  BHUKOPHUCTOBYBATH  TEMIIOPaJbHI
3aJIeXKHOCTI [5]. Ocranni 3aJ1a10Th 3B’SI3KU MIX
YIPaBIiHCBKUMH [iIMH y 4Yaci, TOOTO BH3HAYarOTh 3HAHHS-
OpIEHTOBaHY CTPYKTYpPY VIIPaBIiHCHKOTO PIllICHHSA, i TOMY
MOXYTh OyTH 1T0OYyJ0BaHi aBTOMaTH30BaHUM CIIOCOOOM .

Mera JomnoBini mojsirae B BU3HAYEHHI  CTPYKTYPH
YIPaBIiHCHKOTO PIMICHHA 3 YypaxyBaHHAM TEMIOPAJIbHUX
3aJIEXKHOCTEH, 1110 BiZJOOpaXKaroTh MOCIIOBHICTH YIPaBISIFOUMX

nid. JInst JOCATHEHHS METH BHPIIIYIOTBCSA Taki 3ajadi:
BH3HAYCHHS 3araJlbHUX  XapaKTePHCTUK  YIPaBIIHCHKOTO
pimeHHs; BU3HAUEHHS CTPYKTYPHHUX €JIEMEHTIB

YIIPaBIIiHCHKOTO PILIEHHS Ta 3B’S3KiB MK LIUMH €JIEMEHTaMH.

Il.  PE3VJIBTATH JOCJIKEHHS

VYnpaBimiHChKI  pillleHHS TNpU3HAYeHI Uil peamizarii
YIIPaBIiHHS MiIIPUEMCTBOM SIK OPTaHI3aIiHHOIO CHCTEMOIO, a
TaKoX TEXHOJIOTIYHUMH, EKOHOMIYHHMH, iH(OpMAIHHIMU
MporiecaMy Ha I[bOMY IiNPHEMCTBI B YMOBaX HEBU3HAUEHOCTI
IOI0 CTaHy HOro  BHYTPIIIHROTO Ta  30BHINIHBOTO
CEepeOBHIIA.

VYrpaBiiHCBhKI pilIeHHsT OyZyIOTBCS Ta peali3yloThCsl MPH
BUHUKHEHHI TNPOOJEeMHHUX CHUTYyallilf, $Ki CBiI4aTh TIPO
HEBIJIIOBIHICT,  OYIKYBaHOrO Ta  (DaKTUYHOTO  CTaHy
opranizariitaoi cuctemu. Ha TakTHaHOMY DiBHI yNpaBITiHCHKI
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pIIIeHHsT BIUIMBAIOTh Ha TIPOIIECH BUPOOHHWIITBA MPOIYKINi Ta
MOCTIYT 3 BUKOPHCTAHHAM MaTepiaanHx TPYJOBUX Ta IHIIMX
pecypeiB; po3MOAiLy pecypeiB A 3a0e3NeYeHHs MisIbHOCTI
mignpuemMcTBa; oOMiHy iHQopMali€l0o Ta 3HAHHAMH UL
3a0e3neyeHHsT e()eKTHBHOTO (YHKIIOHYBAaHHS IiINPUEMCTBA,
BUKOPDHCTaHHS pecypciB Ta BUPOOHWYOI 1H(QPACTPYKTypH
TiATPUEMCTBA JJIsI BATOTOBJICHHS MIPOTYKIIii.

VYnpaBmiHChKI pilleHHS (OPMYIOTBCS Ha OCHOBI 3HAHHS-
OpDIEHTOBaHMX TATEpHIB. Y3aralbHEHWH  3B'S30K  MiX
naTepHaMU MPUIHATTS pillleHb Ta NMPHU3HAYCHHSIM IMX PillleHb
TIPECTABICHO Y TAOJHIII.

Tabnums. 3B°430K MK TaTepHAMH IPUHHATTS PIilICHb Ta
NIPU3HAYCHHSIM YIPaBIIHCBKUX PillIeHb

Iatepuu npuiHATTS
pileHs

Pe3ynbTyroui pineHHS

1. ®opmaibHi paBuna
BUKOHAHHS il

Tunosi pimenHs 6e3 BpaXyBaHHS IOTOYHOIO
CTaHy IpeaMeTHol o0JacTi

2. dopmabHi IpaBIiIa
BUKOHAHHS J1iii, 0a30BHi
KpUTEpiil eeKTUBHOCTI

CripoitieHi pillieHHst 3 METOK0 CKOPOYCHHS
4acy 1X BUKOHAHHSI

i
3. Baszosa mojens PiteHHs Npo MOCIiIOBHICTb i, 110
nporecy/3anadi BI/ITOBIIAI0TH IIPOTHO30BAHOMY CTaHY

mpeaMeTHOI obacTi

4. Po3umpeHa
HehOpMaTbHUMH TAaHUMH
MOJIeNb TIpoIIecy/3aaadi

ITpuiAHATTS pilIeHHS MicIs yTOYHEHHS 00
BUKOPHUCTAHHSI IOATKOBUX BXI/THUX JaHHUX

5. TlepcoHabHi 3HAHHS
1100 MOZeNi
nporecy/3anadi

ITpuitHATTS HOBUX €(PEeKTUBHUX DillIeHb, 10
He niependadeHi 6a30BUMH PABUIAM Ta
MOJEIISIMI

3a3HaunMo, 10 (pOopMabHI MpaBUIIa TIEPIINX TPHOX PIBHIB
MOXYTh OYyTH TpEACTaBICHI sK Kay3aJbHUMH, TaK I
TEeMIOpaTbHUME 3anekHocTsMu. [llabmorn 4 Ta 5 piBHIB
0a3yloThCsl Ha HE(POPMAaIbHUX IEPCOHATBHUX 3HAHHSX,
BIJIYYCHHS SIKMX TPaIULifHUMH METOJaMH MOTPeOye 3HAUHUX
BUTpAT Yacy eKCIepTiB Ta iHxeHepiB 3HaHb. OJHAK BOHHU
MOXYTh OYTH €IWHHM YHHOM OIMCaHI y BUIJIAII CYKYITHOCTI
TEMIIOPAJIBHUX 3AJIEAKHOCTEH.

PosrnsiHeMO  CTPYKTYpYy — YHPaBIiHCBKOTO — pIilICHHS 3
ypaxyBaHHSIM TEMIIOpAJIbHUX 3aJIeKHOCTe MIDK CTaHaMu
00’€KTy yIpaBIiHHS.

VYuopasiiaceke pimends [I MicTHTE  TOCIHIZOBHICTH

o i-1 . . .
yrpaBisiouux aid U J‘ , fAKi BH3HAYAIOTh IOCIIIIOBHICTH
MEePeX0/iB MK MOCIIIOBHUMH CTaHAMH Si1s S 00’exTy

YIipaBJIIHHA Y MOMCHTH 4Yacy ‘Cj—l Ta ’Cj B1AIIOBIJTHO:

j-1.
UJ- .Sj_l—)sjytj_1<1:jy (1)
j J
= <u,..,u UL U )
2
Soroens S 11718 roren Sy Sy )+
Koxen cran S; 00’eKTy yNpaBIliHHS  BH3HAYAETHCS

MHO>XMHOIO 3Ha4eHb ot‘} 3MiHHHX a'j‘ , AKi € aTpubyramu

eJIeMEHTapHHUX 00’ €KTiB — apTedakTiB [6] Af

®3)

3HaHHSA Tpo peamizoBaHe pimeHHs Il mpencrammeni
TEeMITOPAJIbHUMHU R Ta  KOHTEKCTHO-TEMITOPAJIbHUMHU
sanesxxsocTsimu R

= {a'j‘ :vay EIAfm}.
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0 0

_fy0 0 j
R=A{r, ,...,rH,rj B PP N AR P @
J y
rJ’ralm' ’alm VJ 11<T}
(A) _ [ (A . k k _ k 4k Kk
R ={r®:vsval e Aal =af,af, # o). (5)

TemmopanpHi  3aJ€KHOCTI  BH3HAYAKOTH 3B SI3KM  MiXK
CTaHaMH OO’€KTy YIpaBIiHHA B LUIOMY, 0€3 BHIUICHHS
okpeMux apredakTiB. 3a3HAUUMO, 10 3HAYCHHS BIACTUBOCTEH
uux apreakTiB B MOMEHTH 4Yacy T; BM3HAYAIOTb CTaHU S,

KosxHa 3aimexHicTh BULY r 41 3alla€ 3B 'SI30K y yaci Mix naporo

HOCJII,HOBHI/IX CTaHIB S Ta S a 3aJIe)KHOCTI BUY Sj

j+1 2

3B’S3KHM MDK NapoI0 CTaHiB, MK SKAMH € IHII CTaHH.

KonTtekcTHa 3aIeXKHICTH r]-(A) BU3HA4Ya€ YMOBHU BHUHUKHCHHS

CTaHy S; , OCKUIbKM BPaxOBY€ BIACTHBOCTI aTpuOyTiB
apTedakTiB, 10 3MIHIOIOTHCS B MOMEHT BUHHKHEHHS IIHOTO
craHy. [HIIMMH  ClIOBaMH, KOHTEKCTHA  TEMIIOPajbHA
3aJIeXKHICT 3a/1a€ 3B’SI3KM MK CTaHaMH, NOB’s3aHi 13 3MiHOIO
KOHTEKCTY. Konreker y gaHoMy BHIAZKY MpEICTABICHHI

anplopHo BU3HAYCHOIO HIHMHO)KI/IHOIO apTe(baKTlB

I1l. BUCHOBKU

3anpornoHOBaHO MOZENb  YIPABIIHCHKOTO pIlICHHS Y
BHTJISAI TIOCTIIOBHOCTI YNPAaBISFOUMX Miif, IO BH3HAYAE
HOCJIIIOBHICTh CTaHIB 00’€KTy yNpaBiiHHS. BigHOIIEHHS Mix
OUMH CTaHAMH 33Jal0ThCS TEMIIOPATEHUMHE 3aJICKHOCTSIMA Ta
KOHTCKCTHUMHU  TEMIIOPaTbHUMH  3ajJexHOCTAMHU.  [leprmi
3a[Jaf0Th TIOCIIIOBHICTh BHHUKHEHHS Yy daci JUIA Tap CTaHIiB
00’ekTy ympaBmiHHsS. KOHTEKCTHI TEMIOpPajbHI 3aJeKHOCTI
BH3HAYAIOTh 3B S3KH Yy 9aci MK CTaHAMH IS ITiIMHOKHHH
eJIEMEHTapHUX 00’€KTIB — apTe(aKTiB Ta BiIOOpaKAIOTh 3MIHY
KOHTEKCTY BUKOHAHHSI yIIPABIISIOUNX JIiH.

[IpakTruHe 3HAYCHHS OTPUMAHHUX PE3YJILTATIB IOJSTAE Y
MOKJIHMBOCTL MoOYIOBU MHOKUHHU abTePHATHBHIX
YIPABIIHCHKHUX PIllICHh HA OCHOBI BH3HAYCHUX TEMIIOPAIbHUX
mpaBwi1. BkasaHi MpaBmia BH3HAYAIOTh 3HAHHSA-OPIEHTOBaHY
CTPYKTYPY YIPaBIIHCHKOTO DIII€HHS, 110 € 1HBapiaHTHOIO JI0
MpeMETHOI 00JIacTi.
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Abstract. The problem of explaining the recommendations of
goods and services in the e-commerce system is considered. It
has been shown that it is necessary to analyze the indicators to
evaluate the explanations to the recommendations and to
formulate requirements for these explanations. As a result of
the analysis, the groups of indicators characterizing the
interaction of users and owners with the system of e-commerce
are highlighted, as well as an opportunity to evaluate the
usefulness of explanations for consumers. The requirements
for explanations in the e-commerce system are formulated.
The implementation of these requirements is evaluated using
selected indicators groups.

Keywords: recommendations, explanations, recommender
subsystems, personalization of sales, e-commerce.

l. INTRODUCTION AND PROBLEM STATEMENT

Recommendations in e-commerce systems look like
relevant list of goods and services for the current user [1].
When constructing these recommendations, the similarity of
goods or users is analyzed. For formation of such a list the
reference subsystem is used. It uses two types of input data.
Firstly, the ratings of the goods formed by the user of the
electronic commerce system are taken into account. Secondly,
information is used on the choice of the consumer of certain
goods.

Recommendations make it possible to form a personal set
of goods of interest to the current consumer. It simplifies
customer search and increases sales of e-commerce systems.

However, to improve the efficiency of consumer choice, the
explanation of the proposed recommendations is used. Such
explanations help to simplify the selection and purchase of
goods as they can better understand whether the proposed
product meets their needs [2]. As a result, consumer confidence
in the e-commerce system increases. It uses this system for
further purchases.

The use of explanations gives an opportunity to withstand
artificial changes in the rating. Such changes are used by
intruders to promote certain products and services [3]. This
may lead to false recommendations that are not in line with his
interests.

Approaches to construction recommendations in e-
commerce systems are intensively developing during the
current decade. Opportunities for standard explanations of
recommendations are used in the Amazon e-commerce system.
For today, key efforts in this direction are aimed at simplifying
explanations for the consumer [4].

This indicates the importance of analyzing the requirements
for explaining the recommendations in order to determine the
properties of these explanations that simplify the choice for the
consumer.
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The purpose of this report is to define the requirements for
explaining the recommendations in order to identify the
relationship between the characteristics of the explanation and
the choice of the consumer.

To achieve the goal you need to solve the following tasks:

—the analysis of the characteristics of recommendations in
e-commerce systems;

—the integration of existing criteria for
explanations of recommendations;

—the analysis and additions to the existing requirements for
the explanation of the recommendations, taking into account
the indicators of their assessment.

The criteria for assessing the explanation are given in [5].
The specified criteria are intended for a qualitative assessment
of how the recommendation subsystem works, how the user
interacts with this subsystem, whether the user can trust the
recommendations, or makes the explanation given to choose
specific products and services, or increases the speed of
consumer choice, etc.

The conducted analysis of the criteria allows you to select
the following groups:

—The indicators of interactive interaction with the user
based on the explanation of the recommendations issued,;

— The indicators of support for the user's choice in the e-
commerce system;

—The indicators to assess the convenience of using
explanatory recommendations.

The first group includes
scrutability, trust.

The transparency indicator is designed to assess whether
the recommendation subsystem helps the user to understand
how the recommendations were generated [5]. Was the
similarity between the users used, or the similarity between the
goods is taken into account.

Such an indicator is used, in particular, in expert systems.
The conclusions in such systems are realized through a logical
conclusion on heuristic rules. Such rules may have inaccurate
or false cause-and-effect dependencies obtained as a result of
knowledge extraction from experts in a given subject area.
Therefore, the clarity of the explanation enables the user to
make sure that there are no inconsistencies in the received
recommendations regarding the goods and services.

The evaluation of this indicator is to establish the user's
understanding of the scheme of work of the advisory
subsystem. Interviews with users of the e-commerce system are
conducted to test the understanding.

Scrutability gives you an opportunity to take into account
that the user can change his interests [8]. That is, depending on
the received explanations the user can specify the list of
necessary goods and services.

PROBLEM SOLUTION AND RESULTS

assessing

indicators:  transparency,
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The sequence of the formation and clarification of
explanations using these indicators includes the following
steps:

1) Formation of recommendations in the e-commerce
system;

2) Formation of explanations of recommendations;

3) check the understanding of the explanations by the user;
the expert is conducting an examination through a user survey;

4) Clarification of the explanation by the expert.

The difficulty in using such an indicator lies in the fact that
it reflects the personalized understanding of the current user.
That is, you need to perform a cyclical refinement of the
recommendations for a set of users. Otherwise, new consumers
will not have an accurate understanding: how the list of goods
and services was formed.

The trust indicator [3, 5] is intended to assess the degree of
trust of users to the recommendations received, as well as the
process of forming these recommendations.

The peculiarity of using this indicator is that users trust the
subsystem of recommendations in case they choose the
recommended goods or services.

To determine this indicator, an e-commerce user survey is
conducted. The disadvantage of this approach is that trust does
not always depend on user behavior. Therefore, it is
additionally necessary to identify implicit factors that relate
trust and consumer behavior. An alternative approach to
determining consumer confidence is to count the sessions of
interaction with the e-commerce system.

In general, the first set of indicators gives an opportunity to
evaluate the interaction of the user - system of e-commerce
from the user's side.

The second set of metrics is designed to evaluate the user's
interaction with the e-commerce system from the owner of this
system. This group contains effectiveness, persuasiveness.

The first indicator determines the effect of the explanations
received on the choice of the product or the refusal of the
consumer's choice. Efficiency is estimated as an increase in the
number of sales using explanations compared to the number of
sales based on recommendations without explanation.

The second indicator determines the more precise choice of
goods by the consumer as a result of the received explanations.
For example, explanations are effective if the buyer chose a
new product, new season clothes, a higher quality product with
a higher price, etc.

E-commerce rankings are used to evaluate this indicator
before and after providing explanations. Also, a metric that
determines an increase in the amount of purchases after
receiving an explanation, an increase in purchases since the
explanation, an increase in purchases for the selected product
group, etc. can also be used.

The last set of indicators is intended to assess the
capabilities of the advisory subsystem from the consumer's
point of view. This group contains efficiency and satisfaction.

The first indicator is designed to estimate the cost of time to
make decisions by the consumer. That is, the more efficiency,
the faster the user chooses goods and services.

This indicator is primarily intended to measure interactive
recommendations. The formation of interactive
recommendations is a multi-step process. At each step, as a
result of interaction with the consumer, the recommended list
of goods and services is specified. Therefore, this indicator is
calculated as the total time for finding recommendations. You
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can also estimate the number of refinement cycles for
interactive recommendations with explanations in comparison
with the number of cycles of detailing recommendations
without explanation. The use of this indicator makes it possible
to implement adaptive formulation of explanations of
recommendations. That is, to reduce the time of refinement, the
user can only get the most important explanations in this state.
This reduces the time spent by the user of the e-commerce
system.

The satisfaction indicator [5] is designed to evaluate the
ease of use of the e-commerce system. The assessment of
satisfaction is traditionally performed by conducting a survey
of users. Also, for this evaluation, consumer comments about
the work of the e-commerce system are used.

The integral estimate is calculated as the ratio of positive
and negative comments. Also, when determining satisfaction, it
is advisable to take into account the relationship between the
number of pages viewed and the quantity or amount of selected
goods. Then the metric is calculated as the ratio of the number
of items viewed for one purchase without explanation and
using explanations. Obviously, the effect of explanations on
satisfaction increases with the decrease of this indicator.

The analysis of indicators for assessing explanations of
recommendations in e-commerce systems shows that
recommendations should meet the following requirements:

1) Ability to interactively refine the recommendations using
the transparency, scrutability metrics under the threshold of
trust.

2) Increase the effectiveness rate with the minimum value
of persuasiveness.

3) Increase satisfaction with a given threshold of efficiency.

The combination of these requirements allows determining
the parameters of interaction between the consumer and the
owners of the electronic commerce system, and then
optimizing all other metrics.

I1l.  CONCLUSIONS

The analysis of indicators for assessing explanations of
recommendations in the system of e-commerce is carried out.
As a result of the analysis, indicators for assessing explanations
of recommendations are grouped into groups that characterize
the interaction of users with the e-commerce system, owners
with the e-commerce system, as well as the usefulness of
explanations for consumers. Based on the integration of
indicators, requirements for explanations in the e-commerce
system are formulated.
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Anomayia. Posenanymo npobremy niompumxu 6ubopy
CROJICUBAYA MOBAPI6 MA NOCHYe WIIAXOM POPMYBAHHsL
pexomenoayill y 6uensadi YNOpAOKOBAHO20 3a DelmuHeOM
nepeniky moeapis, wjo Moxcymv Oymu YiKagumu uybomy
cnoocusayesi. 3anponoHo8ano KomOIHyeamu nioxoou Ha
OCHOBI XApPAKMepUCmuK CRodCU8aud ma Xapakmepucmux
moe6apié Ha OCHOBI CUMYAYIHO20 NPeoCmAasneHHs 6ubopy
cnodxcusaya y euenadi bazamowapogoco epagy. Koowcen
wap € 080001bHUM 2pPAPOM, SKUU BUSHAYUAE 36'30K
KOpUcmyeaua 3 moeapamiy. ma noCiy2amu Ha pisHUX pieHAX
Ooemanizayii abo 3 ypaxy6amHaM Gi0OMUX XAPAKMEPUCHUK
yux moeapie. 3anponoHoéano nioxio 00 nobyYOosu
cumyayitino20  npeocmaeiens Ha  OCHOBI  BUABIEHHS
bnusbkocmi cnogicusauie Ha Kodxchomy wapi. I1ioxio oae
Modcaugicms  8i0ibpamu NIOMHONCUHU — YIKAGUX — OJis
cnoxcueava moeapié ma nocaye 3a KOMNWIAEKCOM  Ix
Xapaxkmepucmuk, 8 momy YUcii Ha PiSHUX PIBHAX ONUC).

Knrouogi cnoea: pexomenoayiiina cucmema, pexomenoayii

HA OCHOBI KOHMeHmMY, peKoMeHOayii Ha OCHO8I OIU3LKOCMI
Kopucmyseauis, bazamowaposuil epag.

I.  BCTYII TA IIOCTAHOBKA 3AJIAUI

Pexomennaiitni CUCTEMHU CIIPOLIYIOTh BUOIp
CIIOKMBAa4YiB B CHUCTEMax eIEeKTpOHHOI Komepmii. Bonu
(hopMyIOTP peKOMEHAAIil y BHUIALI YHOPSIIKOBAHOTO
Hepeniky mikaBuXx JUIs CIOKMBaya TOBapiB Ta mociyr [1].

[inxomn 1o  QopMyBaHHS  Takoro  MEpENiKy
BUKOPDHCTOBYIOTh ~ OLIHKM CXOXOCTI  CHOXHBauiB  abo
toBapiB [2]. OpmHak icHyrodYi MiJXOJH HE BPaXOBYIOTh
CUTYaTHUBHICTh BHOOPY cmoxwuBada. OcTaHHA MOXe OyTH
BU3HAa4YE€Ha Ha OCHOBI KOMOiHAIii BlacTMBOCTEH TOBapiB Ta
CIOXWBAYiB, MI0 POOMIN IOKYIKM Ha 33aJaHOMY iHTepBai
qacy.

3a3HadeHe CBIAYUTh TIPO AKTYaJbHICTh
CHUTYAII{HOTO IIPE/ICTAaBIICHHSI BHOOPY CIIO’KMBAYa.

Metoro pobOTH € po3pobka MiAXoay 10 TOOYIOBH
0araTomapoBoro IpeACTaBIEHHS BHOOpPY CHOXHBaya 3
ypaxyBaHHSIM KOMIUIEKCY XapakTepHCTHK TOBapiB Ta
HOCITYT.

o0yIOBH

Il.  PE3VIBTATU JOCIIJDKEHHS

3anponoHoBanuil mijxin noeqaye item-based user-based
MiAXOIM 10 OMHCY BHOOpY CIIOKMBaya B PEKOMEHAAIIITHNX
cucreMax Ta 0a3yeThcs HA CHTYaI[IfHOMY MpeICTaBICHHI
BHOOpYy crnoxuBada. KoxxHa cuTtyariisi Bubopy Moxke OyTh
PO3TJISIHYTA Y aCHEKTI CX0XKOCTI XapaKTEePUCTUK TOBApy, SIKi
BHOMpAae CIOXKHMBAa4, a TaKOX Yy AacHeKTi CXOXKOCTi
croxwuBaviB. ToMy cuTyamiiHe MPEICTABICHHSA Ma€ BUTIIS
JIBOJIOJIGHOTO OararomiapoBoro rpady. KokeH map MicTHTH
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BEpILUHM, [0 BiIOBIIAIOTH CIIOKUBAYAM, Ta BEPIIUHH, IO
BiJITIOBIZIAlOTh BJIACTUBOCTSM ToBapiB. lllapw 3B’s3aHi Mixk
c000¥0 "Yepe3 BEepIINHM, 0 BiAMOBIJAIOTH CII0KABAYaM.
JlBomonbHUI Tpad) KOXKHOTO IIApy MICTHTh BEPILIUHU
tunis User, ta Item; . Bepuuuu mepiuoro Tumy 3agarorh

BIIACTHBOCTI CIIOXMBada, a IPYroro — TOBAapiB Ta MOCIYT.
Jyru rpady BH3HauaroTh TUN 3B’s3Ky. Hampukmazm, mis
nepioro, 6a3oBoro mapy rpady BHKOPHCTOBYIOTHCS Taki
THUIIHU 3B’ SI3KY:

— Rating; y Bunasky, sximo cnoxusay USer, y Biaryky

TIOCTAaBUB OLIHKY KOHKPETHOMY TOBapy ltem, ;
— Quantity; , T00TO KiNBbKICTH MOKYNOK TOBapy ltem,

cnoxkuBadyeM USer, y BUIAAKy BIACYTHOCTI 3BOPOTHOIO

3B’S3KY.

[MocninoBHICTH TOOYIOBH HAaBEIEHOTO CHTYAliHHOTO
MpeCTAaBICHH MICTHTB Y c001 Taki (a3u.

®daza 1. Bigbip cmokuBauiB, 10 € OJHU3BKUMH 3a
iHTepecaMu. BinOip BHKOHYEThCS Ha OCHOBI ITOPIBHSHHS
oliHOK abo mokymok ToBapiB.  Kpurepiem cxoxocTi
KOPHCTYBaUiB € BiIMIHHICTh OIIIHOK B MeXaX OJHOTrO 0aiy,
a00 MOKYITKa THUX K€ TOBapiB. B sSKOCTI METPUKHU IOUIIBHO
BUKOPHCTATH BITHOIIEHHS CXOXHMX OL[IHOK a0 MOKYIOK 10
3arajJbHOr0 MacuBy OIHOK (mokymok). Jlana ¢asa
BUKOHYETBCSI  JUII  KOXKHOTO  IIapy  CHTYalliiHOTO
NPe/ICTaBICHHS BUOOPY CIIOKHBAYa.

®aza 2. VmopsOkyBaHHS TOBapiB 3a PEHTHHIOM Ha
KO>KHOMY IlIapi CUTyalliiHOTO TpeJcTaBlieHHs. B pe3ynbrari
BUKOHaHHS  JaHoi  (asm  BHHHMKAE  MOXKIMBICTB
3alpOIIOHYBAaTH CHOXKHUBAa4yeBi BHOIp TOBapiB 3a pi3HUMH I1X
XapaKTepUCTHKaMKM Ta Ha PI3HUX PIBHAX TPYMyBaHHS ILHX
XapaKTepPHUCTHK.

®a3za 3. [nTerpariist pekoMeHaaIlii, o oTpuMaHi Ha ¢asi
mea. Ha pgaHiii (asi MOXIMBEM € BUKOPHCTaHHS JIBOX
CTpaTeriil: BUAUICHHS PEKOMEHIAIIi Ha OCHOBI MEPETHHY
ab0 00’eIHaHHS TIEpeNTiKiB TOBApIB Ta MOCIYT JUIsl KOXKHOTO
HIapy CUTYaTHBHOTO MPECTABICHHS.

I1l.  BUCHOBKU
3anponoHOBaHO MiAXiA 10 MOOYHOBH 0araTomapoBOTO
CUTyaIlIfHOTO  TIpeJCTaBleHHS  BHOOpPY  CIIOKHMBada

PEKOMEHIAIIIfHO] CUCTEeMH, SIKHH J03BOJISE MOEAHATH BUOIpP
CXOKMX CIIO)KMBa4iB Ha OCHOBI BpaxXyBaHHS KOMIUIEKCY
XapaKTEePHCTHK TOBAPIB Ta ITOCIYT.

TTEPEJIK [TOCUJIAHD
[1] F. Ricci, L. Rokach, B. Shapira “Recommender Systems Handbook,
Springer, 2011, 1008p.
[2] C. Aggarwal “Recommender Systems: The Textbook”, New York:
Springer, 2017, 498 p.
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MeToz J0r14HO-1H(OPMALIIHHOTO IIPEACTABICHHS
TEXHIYHOTO 3aBJIaHHA JJI1 aBTOMAaTH30BaHO1 CUCTEMU
npoekTyBaHHs 1111

€Bcees Binanucnas B’ guecnaBoBuy
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BoptHikoBa Bikropis OneriBHa
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Anomauin. B pobomi pozensiHymo memoo  VAGieHHs
MEeXHIYHO20 3A80aHHA Y 6U2IA0L Oe3Niui 63AEMO3ANEHCHUX
napamempis, sAKi 8 cymi 0aroms modxcausicms okpecaumu 1111,
Wo po3podIAEMBCA, 3ANPONOHOBANHA NO2INHA-IHPOPpMAYIHA
CMPYKMypa, HA8e0eHo Npuxiad KoHcmpykyii aucma T3 ona
Mosu npoepamyeanns Pascal.

Kniwowuosi cnoea: npoexmysanns, npocpamuuii HpOOYKm,
mexHiuHe 3a60aHHSL.
I. BcTtyn
Amnaniz Cy4acHHUX cHCTEM ABTOMAaTH30BaHOTO
npoekTyBaHHs nporpamuux nponykris (II1) [1] nokasas, mio
BUKOPDHCTaHHA  0araToMOIyJbHOTO  IIIXOAY  JO3BOJIMTh
3MEHIIUTH  HaBaHTaXEHHS  Ha  cUCTeMy,  30UIBIIMTH

MaKCUMaJbHy TOYHICTh IMPOCKTYBaHHA Ha 0a3i He3aIe)XHOI
00pOOKM [aHUX B KOXKHOMY MOJYJ, MPOBOIUTH aHali3 i
JOCIIDKEHHS OTPUMAaHHUX Pe3yJbTaTiB, BHOCUTH KOPEKTHBU Ha
KO)KHOMY ~€Tami TMPOEKTYBaHHs, II0 JacTh MOJJIUBICTh
BIJICTe)KYBaTH BUHWKHEHHS TIOMIUIOK Ha BCIX eTamax
NPOCKTYBaHHS TexHiyHoro 3aBmanus (T3) ax g0 eramy
TeHepalii BUXiTHOTO KOIy.

II. PO3POBKA CTPYKTYPU TEXHIYHOI'O 3ABJAHHS

3anpornoHOBaHa HOBa MOJEIb KHUTTEBOTO IHUKITY «Jump»
3aCHOBaHA HAa MAaKCHMaJIbHO TIOBHOMY 3amoBHEHHI T3
CHUIBHO 3aMOBHHMKOM 1 po3poOHukom. Jluct T3 mnoBuHeH
npeactaBiasaTH  BuMmorn go I, mo po3pobmseTses,
MOBHICTIO ONUCYBAaTH HOTO (PyHKIIOHAIBHICTh, CIEHU(IKY 1
JIOMaTKOBI (YHKII sIKi MokHa Oyzae IHTEpHIpeTyBaTH B
3amuTd 10 0a3su 3HaHb 3a JIONOMOTOIO 3alpOIIOHOBAHHUX
MaTeMaTHYHUX MOJeJell i MeTOMiB IPUHHATTS pimeHs [2].

Buxoasuu 3 nporo, 0yB po3poOieHU METOJ YSABICHHS
T3 y Buruani 6e3miui B3a€EMO3aJeKHUX MapaMeTpiB, sKi B
cyMi JatoTh MOXJIHBIcTh okpecnuty [1I1 mo po3pobmseTses
Ha ©0a3i mpocroi mNpPUPOAHOI MOBM B  IHTYITHBHO
3po3ymisiomy (Gopmari, Ha 0a3zi CTaHAAPTHUX MPHUKIATHUX
IPOrpaMHUX pillleHb, SKI Y3TO/DKYIOTHCS 3 MIKHApOJHUM
dbopMaToM eKcrmopTy/iMIOpTy HaHWUX, MPU [HOMY MaTH
CTPYKTypOBaHe NpEACTABICHHS JaHUX.

AHai3 TakKuX MPUKIAIHUX TPOrpaM IOKas3as, IO s
3py4HOro mpencrtaBieHHs fAanux T3 miaxoaute MS Excel
(dbopmar datiny *.xIs), AKUH 703BOJISE MIPEACTABIIATH JaHi Y
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BHTJIAJII JKOPCTKO CTPYKTYpOBaHHUX TaOJHIb 3 MPHUB’SI3KOIO
JI0 KO)KHOTO OocepeaKy HeoOXigHux mapametpiB. Takox MS
Excel mae moxmuBicTh po3mupeHHS T3 1m0 Oyab-aKux
HeoOXiHUX 00cAriB BXinHOI iHQoOpMaLii, B 3a1€KHOCTI BiJ
ckiagHOCTi po3poodmoBanoro III1 i #ioro QyHKIiOHATEHHUX
pillIeHb.

Crpykrypmsanis T3 BIiANOBIAHO IO 3ampOMOHOBAHHX
pillieHb MOKHa YSIBUTH SK CKJIAQJHOMIJIPSIAHY CTPYKTYpPY 3
MPUB’A3KOI0 [0 TMOXiH, fAKi BHHHKAIOTH NpH poOOTI 3
intepdeiicom kopuctyBaua. Ha puc. 1 mnpencraBieHo
CTPYKTYPHO 3aJIe’KHE JIOTidHO-iHpopMamiiHe ysBieHHS T3.
IlpencrasieHa KOHIICMIliA MOOyIOBaHAa Ha 3acCTOCYBaHHI
rpagigyHUX eleMeHTiB iHTepdelicy sk 0a30BOTO HOCIA
inpopmauii nmpo npoexroBanuii ITI1.

[ix Form; po3ymieTbcs ronoBHa (opma Mporpamu, ska
XapaKTEePU3YETHCSA CYKYIHICTIO OCHOBHHMX OJIOKiB: «Form;
propertied and evens», «Components on Form; strcturey.

Bbrnok «Form; propertied and evensy ckmamaeTbes 3
B3a€EMO3B'I3aHUX CTPYKTYPHHUX €JICMEHTIB: «Main
propertied»: mnapamerpu mpi, .., mpn —> «Properties
parameters»: 3HaYeHHI ppi,..., ppn. KoxHOMY mMp;

BIANOBiZIa€ OJIHE 3HAYCHHSA pp1, AKE MOXE NpUHMATH
3HAYCHHS B BUIIIAAI N ae N=1,2,3,..,m, JOriyHUX Omeparin
(false, true) aGo 3ape3epBOoBaHMX MApaMETPiB OMHCY
3HauYeHb IiJl TIEBHY MOBY BHCOKOTO PiBHS IpOTpaMyBaHHS
(Top, Batten, u T.m1.). HaGip Takmx mapameTpiB CTpOro
oOMexeHHH 1 Hece B co0i iHopMamifo NTpo YMOBH
BizyanpHOTO BimoOpaxeHHs FOrm; mms xopucryBaua. biok
«Main eventsy sBuse co0OW CYKyOHICTH TOIIA Mey,
Mey, ...,men, AKi MOXHaA HakjgacTh Ha Formi; mpu o6GpoOimi
nii Han Hero y Burnsgi «Create formy, «Close formy i t.m.,
Halip MOAid 1 mapaMeTpiB y BHUIJIANI HPOTPaAaMHOTO KOIY
CTPOTO BHM3HAYEHUH JUIsI KOXKHOI MOBH 1 CepeloBHINA
po3pobku. KoxHOMy momii me;, Mey,...,men BIINOBiAaE
nojis eai, eay,...,ean 01oky «Events on action whit Formy
AKUH MOXe MpuiiMaTH 3HAYeHHS y BUMIAAI (QyHKOiH i
MpoLeayp B3aEMOJii 3 KOpHUCTyBadeM, SKi ONHCaHI Yy
BUTIISII IPOTPAMHOTO KOy OOMEXeHHs BUKOpHUCTaHHS [3],
Taki sk Ha Onok «Main events», abo Ha moxiro mey,
mey, ...,men.
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Pucynoxk 1. CTpyKkTypHO 3alie)xHe JoridyHo-indopmaniiine yssiaeHHs T3

Koxuuii Form; mae neckinuennuii Habip «Components

on Formi structure» i sBuse coboro cTpykrypy Form: y
BUIJIAJI AepeBa MoOYA0BH, JIe KOKEH €JIEMEHT JiepeBa SIBIISIE
co0o0r0 Hal0ip Bi3yaIbHUX KOMIIOHEHTIB NPU3HAYCHHUX IS
pobOTH 3 JaHMMHU 1 €JIeMEHTaMH TIpYIyBaHHS (eJIeMEeHTH
Beony (Edit),
inrepdeiicy (Menu), exementu rpymnysanns (Group). Koxen
enemeHT B Onori «Components description;», npencrasisie
B3aeMO3B's130K  «Properties components» — «Components
events on action» i TpyHTYyIOUYHCh Ha 3alpPOMOHOBaHiH
CTpYKTYpi «Properties components» Mae Taki »® BIACTUBOCTI

BimoOpaxkenHss manux (Grid), ememeHTH

i emement «Main propertied», ame mpu 1BOMY

«Components events on action» BoJoai€ HECKIHUCHHOIO
Bapiauiero niii (3BepHeHHs 10 BJl, po3paxyHKH, 3aKpUTTs
(dopmuy, 1 T.1). 3aNEKHO BiJl 3araNbHOI CTPYKTYPH TOOYAOBH
IIT (ximpKicTh enmeMeHTIB FOrmi) HeoOXimHO BpaxyBaTH
nepenayy TJ00albHUX 3MIHHMX 1 (QYHKIIH Tepexomy Mix
BiKHAMHM, BHACIIIJIOK YOr0 B3a€MO/IiI MK ejleMeHTaMu Form
Mae OyTH BpaxOBaHO B paMKax BCHOTO MPOLECY PO3POOKH
npoaykTy. B cepemapoMy KiNBKiCTH eneMeHTiB FOrm moske
KonuBatuch Bix 1...25-30 i BuIime, a TakoX BOHH MOXYTb
BUKJIMKATHCS CIUTMBAIOYMMH BCEpeAMHI TONOBHOI Form; i
MIOCUJIATHCS Ha Hel.

IpyHTYyI04UCH Ha 3aIpoIOHOBAHIN JIOTIYHO-

iHopMaliiiHIi CTPYKTYpi 1 CepelOBHUILEM POCKTYBaHHS
T3 HaBegemo mpukiIajg KOHCTpYKIii iucta T3 mis MoBH
nporpamyBanHs Pascal
Studio X5) (puc. 2). ®parment 6moky «Formy propertied
and evensy
parameters», «Main evens» —> «Evens on action with
Formi;» HaBeneHo Ha pHCYHKY 3, a (parMeHT OJIOKY
«Components
descriptioni» na pucyHky 4.

(cepemoBumie po3pobku Red

—> «Main propertied» Ta «Properties

on Formy strcture» — «Components

Main Properties / Properties Parameters

Form 4
Properties
and
Events
o Events on Actions with Form
Components
on Form
Structure / Component Button1 Description
— i NS Buttont Click Lvem
tion
lain Events

Pucynok 2. ®@parment T3 s moBu Pascal B cepenoBuiii
po3pobku Red Studio X5
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Form1.TForm

Properties
Action
Align
AutoScroll False
AutoSize False
Caption Test
ClientHeight
ClientWidth
[Height
Width
Color
Font
icon
[Menu
Nar
Popllenu
Position
Visible

FE NN

Formi

Events
[Action
[Meny
OnActivate
OnCick
OnClose
OnCreate
OnDestro
OnShow

=

Pucynok 3. ®parment 610Ky «Form; propertied and
evens» — «Main propertied» ta «Properties parameters»,
«Main evens» — «Evens on action with Formi»

Papuphlens
Gunant Everts
OnClick Cinse
Onk it

3
32 Structure Froparies
1 iy

5%

1] ) la52

39 Top. 357
75

Wiah
a1 DropOoaniieny

Pucynox 4. d)parMeHT omoky «Components on Form;
strcture» — «Components descriptiony»

I1I. BHCHOBKU
3anpomnoHOBaHE  pINIEHHS  JO3BOJISIE  CIPOCTUTHU
cTpykTypy dJucta T3, BUKOPHCTOBYBAaTH iHTYITHBHO

3po3yMilMii ommc eneMeHTiB FOrmi, BpaxyBaTH IepeBO
moOyMoBH 1 BCi eJeMeHTH HeOOXigHi I Bizyamizamii Ta
po0OOTH 3 JaHWMH, TaKOX 3aIMPONOHOBAHUI MeETOJ Jae
MOXUIMBICTh BECTH TNPOEKTYyBaHHSA Ha (opMmaibHIA MOBI,
mo cmnpouye po0OOTY 3  3aMOBHHKOM  IUISIXOM
06e3nmocepeIHbO1 yJyacTi ioro mpu ckinaganHi T3.

CIIMCOK BUKOPUCTAHUX JIXEPEJ
JlaBpimesa, K. M., & Crensmmn, A. 0. (2013). IugycrpianbHuit
MAX1] 10 PO3POOKH 1 BUKOHAHHS MPUKJIAIHUX CUCTEM B T€TEPOreHHUX
posnofiieHnx cepenoBumax. In International Conference «Parallel
and Distributed Computing Systems (pp. 196-204).
Hesmogos, I. I1I., €scees, B. B., & Jlemceka, A. 1. (2018). Po3pobka
CHHTAKCHYHOI Ta CEMAHTHYHOI MOJENi MOBH BH3HAYEHHS 1 OMUCY
nanux mpeameTHoi  obmacti // I MikH. HyK.-TeXH. KOH(.
«Bupobuuireo & MexarponHi cuctemm» (M&MS-2018). — Xapkis,
2018. - 2018. — C. 48-53.
EBceeB, B. B. (2011). [IpumeHeHHe MPOrpaMMHBIX METPUK KOAa Ha
paHHeM JTamne JKM3HEHHOTO LIMKJIa MIPOrPaMMHOTO
obecnieueHus1. Bocmouno-egponetickuil JHCYpHAT nepeoosvix
mexnonoeui, (1 (2)), 19-21.
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Abstract. The main problems of representation of information
system design architectural framework are considered. The
task of modeling an architectural framework for knowledge-
oriented development of information systems is formulated. A
theoretical-category model of an architectural framework is
proposed. The main way of practical implementation of the
architectural framework model is proposed.

Keywords: architectural framework, information system,
generating pattern, model, theory of cathegories.

I.  BCTYII TA IIOCTAHOBKA 3AJIAUI MOJEJIIOBAHHS
MOHITOPHHI'Y TA EKCIUIYATALI WEB-BA30BAHOI
IHOOPMALINHOI CUCTEMU

CyuacHi crparerii po3sutky IT-kommnaniii nepenbauaroTh
MepeBi TepelaHnX y eKCIUTyaTallio iHPOpMaiiHIX CHCTEM
JIO pO3psily Tak 3BaHUX <«AiHUX KopiB» — IT-mpomykris,
HiATPUMKA Ta CYHPOBODKEHHS sIKUX BuUMarae Bix IT-kommanii
3HAYHO MEHINMX (IHAHCOBUX BHUTpPAT, HDX HPUOYTKU BiJ
MiATPHEMCTB-CIIOKUBadiB nuX [T-mpoaykTiB, sSKi HAAXOIATH
no IT-xommanii. ToMy TOJIOBHOIO METOI  YIpPAaBIiHHS
eKCIUTyaTaniero iHpopMaiifHux cucTeM Ta X KOMIOHEHTIB €
miBUILEHHST e(eKTHBHOCTI eKcIulyartalii IIMX CHCTeM Ta iX
KOMITOHEHTIB OTHUM 3 HACTYIHHX HIISIXIB:

a) MIIBUIIEHHS @pU CTalMX BUTparax NpHOYTKIB Bil
eKCIUTyaTOBaHMX iH(oOpMamiiHMX CHCTEM 3a paxyHOK
NPOMOHYBaHHS (QYHKIIIOHATBHUX MOMIIMBOCTEH ILUX CHUCTEM
HOBUM CIIO)KMBayaM a00 MPOMOHYBAaHHS BXE ICHYIOUUM
CHOXWBaYaM HOBUX (YHKI[IOHAIBHUX MOMIJIMBOCTEH, SIKi
paninre OyiaM BiJCYTHI y €KCIUTyaTOBaHHMX iH(OpMamiiHUX
cucTeMax;

0) CKOpOYEeHHS NpU CTadMX NpuOyTKax BUTpPAT Ha
eKcInTyaTalito iHpopMaIiifHuX CUCTEM Ta iX KOMIIOHEHTIB 3a
PaxyHOK TOIIYKY Ta pO3pOOKH HOBHX, OJMKUYHUX JI0 ONTHMYMY
CleHapiiB, MoJeJieif, METOMiB, alNropuTMiB, Ta Bepcii
KOMITOHEHTIB IIUX CHCTEM.

BupinienHst Takoi 3amadi  ympaBliHHS eKCILTyaTari€lo
iH(QOpMAIIHHAX CHUCTEM Ta iX KOMIIOHEHTIB BPY4YHY € IIyKe
cknanaHuM. ToMmy BHHHMKAae HEOOXiJHICTH aBTOMAaTH30BaHOTO
BUPIIICHHS 3az1a4 MOHITOPHHTY Ta YIIpaBITiHHA
eKCIITyaTalli€l0 KOMIIOHEHTIB iHpopMauiiHUX CHCTEM, SIKi
mo3Boyan 0 migBumuTH  npubytok  IT-kommaHii-
NOCTa4aJbHUKA LUX CHCTEM 32 PaxyHOK IiJABHIICHHS
e(heKTUBHOCTI eKCIUTyaTalil iX KOMIIOHEHTIB.

Oco0MBO BaXJIMBOIO LSl 3ajiada CTae Jylsl YIPaBIiHHS
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eKCIuTyaTalie;o web-0a30BaHUX iH()OPMAIIHHUX CHCTEM,
TOJIOBHOIO OCOOJIMBICTIO SIKMX CJiJ] BBaXXaTd BIJICYTHICTh
Oynb-SIKMX KIIEHTCBKMX YacTHH 1 PO3MIIICHHS OCHOBHHX
KOMIIOHCHTIB CHCTEMH Ha OJHOMY YU KUIbKOX cepBepax. Lls
OCOOJHMBICTh CHPHYMHSIE 3HAYHE IiJBHUIUICHHS HaBaHTAXXCHHS
Ha CEpBEpPHY YaCTHHY CHCTEMH MOPIBHSHO 3 KIACHYHUMHU
KIIIEHT-CEpBEPHUMHE iHOOPMAIIHHIMHI CHCTEMaMHU.

ToMy 0OCHOBHOIO 3aJa4€t0 JaHOTO JAOCIIDKEHHS € pO3poOKa
y3aralnpHeHOI Mojemnmi, ska Oyae BU3HAYaTH  TOJOBHI
apXiTeKTypHi ~ ocobmuBocTi  iH(poOpMauiiHOT  TexXHOoril
MOHITOPUHTY Ta YIpPAaBIiHHS EKCIUTyartalieo Web-6a30BaHux
iHpopMaLiHHUX CHCTEM.

Il.  PO3POBKA Y3AT'AJIBHEHOI MOJIEJI MOHITOPUHI'Y TA
EKCIIYATAIIT WEB-BA30OBAHOI IHOOPMAIIMHOT CUCTEMU

OcHoBHI 0co0IHMBOCTI TPOIIECiB YIIpaBITiHHS
eKcIUTyaramiero  Oynb-sikux  iHQopMaliifHUX  cucTeM i
TEXHOJIOT1H Ha TEMepiliHii Yac BHKIAJeHO B cTaHmapti ISO
20000. TIle¥t cramapT € MDKHapOJAHUM  MPOIECHO-

OpI€HTOBaHUM cTaHaapToM ympabiinHs [T-mocnyramu. Mera
CTBOPEHHS I1IbOTO  CTaHJAapTy IoJjsraja B CTBOPEHHI
yHIBepCalbHUX KPHUTEpiiB, 3a JOMOMOIOK SKHX OyIb-siKa
¢ipma un ciyx0ba, mo Hanmae IT-nocnyru, 3MoXe OILIHIOBaTH
iX eQeKTHBHICTP Ta BHKOHAHHS BHMOT 3aMOBHHKIB 3
BpaxyBaHHsM ix Oi3Hecy [1, 2].

B wmimomy poOoTH 3 MOHITOPHHTY Ta YIpaBIiHHS
EKCIUTyaTaIlien web-0a30BaHO0 1HPOPMAIIIIHOIO CHCTEMOIO Ta
i OKpeMHMH KOMIIOHEHTaMH 3a3BUYail pO3IIIAIOTECS SIK
okpemi Bapiantu IT-tipoekry. Lleit IT-mpoexT iHimiroeTECS iz
yac BHUKOHAHHA TEXHIYHUX TIPOLECIB JKUTTEBOTO IIMKITY
CHCTEMH, TIOB’SI3aHMX 3  OpraHizalli€elo  eKcIuTyaTamii
iHpopManiiiHoi cucTeMH Ta CynpoBOJDKEHHs wiel cuctemu 1T-
KOMIIaHI€I0-PO3POOHNKOM.

Tomy B 3aranmbHOMY BHUNQJIKy 33jady yHpaBIiHHSA
eKcInTyaTariero web-6azoBaHoi iHpopMariiHOi cUCTEMH CITif
po3risaTH K OKpEeMHMH BHUNAAOK 3a3jadi ympasiiHas [T-
MIPOEKTOM, sIKa B 3arajJibHOMy BHIAJKy Oyae MaTh Takuil
BUIJISIL

Fpr = Ze:rpr(KifPr)ﬁmaxl 1)
i=c+1
S U/t

Fo= 2r (KV)—>max, 2

i=c+1
TIpY BUKOHAHHI YMOB
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Saf pay(PM (K, K™ ))> pay” (PM (K, K );

i=C+1 (3)
e *
XAIUPMKS K" )<t (PMK™ K™ ));
Sy a(PMK K )2 a (PM(K]™ K{*),
_ i‘fﬂ” pay(PM (K" K" )) < pay"(PM (K K ));
i=c+
& QU f, f * f, fu - )
_Zlﬁi t(PM (K KV )<t (PM (K™ KV ));
i=c+
& u f, f * f, f
‘Z{i a(PM (K™ Ki¥ )z q (PM(Ki™* KV )),
i=c+
o K- oo . : .
i peICTABNIEHHS HA DiBHIi 3HAHb (DYHKIIOHAILHOL

f fi
sumoru I, 3 Touku 30py nocravansauka IT-mocyr; Ki v
. . . f
NPE/CTABICHHS Ha PiBHI 3HaHb (yHKUioHAMbHOI Bumorw I 3

Toukn 30py croxupada IT-mocayr; PM ( Kif's ,Kifpr )

GyHKIIS ~ po3paxyHKy — 00csiry  poOiT 31 CTBOPEHHS
iH(pOpMaLiifHOT CHUCTEMH 3 TOYKH 30py NocTadaimbHHKa [T-

nociyr; PM ( Kif's ,Kifu ) — (QyHKISA po3paxyHKy oOcsry

poOiT 31 cTBOpeHHs iH(OPMAIIHHOI CHCTEMH 3 TOYKU 30py
cnoxxuBava [T-nocnyr;

JleTabHO €IEMEHTH MIJIbOBUX (PYHKINH po3risHyTo y [3].

lonoBHOIO  BIAMIHHICTIO  YIPaBIiHHA  EKCIUTyaTaIli€lo
iHpopManiiHOT cHUCcTEeMH BiI yHpaBiiHHS 11 MPOEKTYBAaHHAM
CIiJT BHW3HATH HAIXO/DKEHHA Il dYac eKCIUTyaTamii Bif
crokuBada IT-nocnyr cucremu no nocrayansHuka IT-nocioyr
i€l x cucremu 3anuTiB Ha 3Mmiam (request for change, RFC).
i RFC Bu3HauaroTh He TiJbKW HOBI (DyHKI[IOHAJIBHI BUMOTH
0 eKCIUTyaToBaHOI iH(GOpMamiifHOI cHUCTeMH, a U HOBI
He(yHKI[IOHaJIbHI BUMOTH 0 1€l X cucteMu. [Ipu 1mpomy
OCHOBHUMH UIMA VIIpaBIiHHAS eKCILTyaTaIli€l0
iHpopmauiitHoi cucTemu 3a [2] ciijJ| BBaXaTH:

a) 3BesieHHs KimbkocTi RFC, ki HaaxoaaTh BiJl ClIOKUBaYa
IT-mociyr, 10 HEOOXigHOTO MIHIMyMYy, SIKMH BHU3HAYa€THCS
BIUIMBOM  30BHINIHIX JUI1  CIOXKHBada  (DakTopiB  9H
JIOBIOCTPOKOBOIO Tporpamoro po3Butky IT-iHdpacTpykTypn
CIIO)KUBAYA;

6) 3BemenHa kimpkocti RFC, sxi He Oynmm BUKOHaHI
nocradanbHUKOM  IT-mocmyr abo 'y BHKOHAaHHI  SKHX
nocrayansHUKoM IT-mociyr cnoxusady IT-mocimyr Oyio
BiJIMOBJICHO, /10 HYJIA.

Toni ¢ynkmii wim (1) Ta (2) MOXHA NPENCTABUTH Y
BUTJISLI:

S K™ (RFC, ) — min;
i=c+1

S K™ (RFC, ) = 0.

i=c+1

Fp ®)

r:
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S K% (RFC, ) — min;

=17 . ®
wt
Y K (RFC, ) —0.
i=c+1
ae RFCi - i-i  3amuT Ha 3MiHYy eKCIUIyaTOBaHOI

. — tr,
indopmaniiinoi cucremu; K™ (RFC;) — mpencrasnenns

Ha PpiBHI 3HaHb BUMOTM Ha 3MIHy eKCIUTyaTOBaHOI
iHpopMaIiitHOT CHCTEMH 3 TOYKM 30py TNocTadainbHHKa [T-

tn L.
nocnyr; KV (RFC;) - mpencrasnenns ma pisni 3mamp
BUMOTH Ha 3MiHYy eKCIUTyaToBaHoOl iHdopMariiiHoi cucremu 3

TOUKU 30py mnocTadaabHuka IT-nocunyr; KitrP'(RFCi) -

MpeCTaBICHHI Ha piBHI 3HaHb BHMOTH Ha 3MiHY

EKCIUTyaTOBaHOI 1H(POPMAIIITHOT CHCTEMH, SKY MOCTaYaIbHUK
. VAL

IT-nocnyr  me 3mir sukomatw; K;V(RFC;) -

MpeCTaBICHHI Ha piBHI 3HaHb BHMOTH Ha 3MiHY

EKCIUTyaTOBaHOi iH(OpPMAIHOT CHCTEeMH, Y BUKOHAHHI SKOT
cnoxwuBady [T-mocayr Oyno BizMOBICHO mocTadanbHUKOM [T-
HOCIYT.

AHAJIOTI9HO 3MIHIOIOTECS 1 cHCTeMH oOMexeHb (3) Ta (4).

BukopucranHs y3arajibHeHOI Mopeni SK CyKYIHOCTI
¢yHKUi#T oineii (5), (6) Ta 3MiHeHUX crcteM oOMexeHs (3) 1 (4)
JI03BOJISIE CTABUTH Ta BHUPILIYBAaTH 3a]ady ONTHUMAaJBHOIO YU
paliOHAJILHOTO  YNPABIIHHA  EKCIUIyaTalliel0  CyYacHHX
indopmarniitaux cucrem (B ToMy umciai — Web-6GasoBaHux
iHpOPMALIIHHUX CHUCTEM).

Bukopucranus  juin Qopmanizauii  onmcie  RFC
MIPeACTaBIEHh BUMOT Ha PiBHI 3HAHb JI03BOJIIE CHOPMYITIOBATH
Ta B TIOAAJBIIOMY BUPILINTH MPpoOsieMy BUOOPY ONTUMAIIBHOTO
Y4  palioHaJbHOIO  HAa0Opy  IOKa3HHUKIB  eKCIuTyaTaril
iHpopMamiiiHOT cHcTeMH 4YH 1i OKpPEeMHX KOMIIOHCHTIB.
MOHITOPHHT 1IMX MOKa3HUKIB JIO3BOJIHMTH CKOPOTUTH KUIBKICTh
RFC, mo wHagxomate Bim cnoxmBaga [T-mocmyr 1o
criBpoOiTHukiB IT-koMmmanii, sika € mocradajibHUKOM [T-
MOCIIYT, 33 PaxyHOK CBOEYACHOTO aBTOMATH30BAaHOTO YU
ABTOMATHYHOTO BU3HAYCHHS IHIMJCHTIB IIiJl Yac €KCIUTyaTallil
CHCTEMH Ta BHSIBJICHHS NMPOOJIEMH, IO NMOPOANIA BU3HAUYCHUH
IHIUIEHT.
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Abstract. The main problem of evaluating the maturity of the
company's processes, which is based on the principles of
project management, is formulated. As an example, we
consider the problem of evaluating the maturity of an IT
company, which occurs when the level of maturity of its
processes increases. To solve the problem of developing a
conceptual model of the project data warehouse, a process-
based description of the IT project has been proposed. The
main process groups and project management functions are
highlighted.

Keywords: IT-project, process evaluation, data warehouse,
maturity level, process-functional description.

l. BCTYII TA TOCTAHOBKA 3AJAUI PO3POBKU
KOHIIEIITY AJTbHOT MOJIEJII CXOBUIIIA JAHUX TTPO
BUKOHYBAHI ITPOEKTH

Maibke KOXHa KOMIIaHis, sSKa BHUKOPHCTOBYE B CBOId
IISUTGHOCTI TPOEKTHI MOJENi Ta METOOW YIpaBJiHHA,
CTHKA€ThCSI 3 HEOOXIIAHICTIO OI[IHIOBAHHS CBO€EI 3piIOCTI.
BuxoHaHHS Takoi poOOTH cTae HEOOXITHUM ITiCJIs BHHUKHEHHS
y KepiBHHUIITBA KOMIIaHii 3a pe3ysibTaTaMu aHaJi3y IOTOYHOT
JUSUTEHOCTI CBOTX IMiJUIETIINX HACTYITHUX MTUTaHb!

a) «Uu icHye «mpaBWIbHa» MOJEIb Oi3HEC-IIPOLECiB
KOMIIaHIi?»;

0) «SIk BIpoBaIUTH TaKy MOJIENb y CBOTI KOMITaHii?»;

B) «Ski pW3UKM BHHMKAIOTh IIpU TIE€pexoji Ha
BIIPOBAJI)KYBaHy MOJIETIH?»;

r) «Um 3MOXe KOMIIaHii BHUKOHYBaTH TIPOEKT 3
MaKCHMaJbHUM  BJIOBOJICHHSM BHMOT Ta JOTPUMAaHHSIM

MPOEKTHUX OOMEXEHB?».

TonoBHOIO TTPOOIIEMOIO, sIKa TIOPOJDKYE IIi MUTAHHS, CIIif
BU3HATH HECIPOMOXHICTh KOMIAHII BHKOHYBaTH IIPOEKTH,
CKIATHICTh SKUX MEPEeBHUINy€e ICIKUH pIiBEHb (I KOXKHOL
KOMIIaHii CBil).

Bupimenas miei mpobieMu mojsrae 'y  CTBOPEHHI
CreliaIbHUX iHpopManiitHuX TEXHOJIOT1H Ta
IHCTpyMEHTaIbHUX 3aco0iB OIiHIOBaHHS 3pijocTi Oi3Hec-
nporieciB kommanii. Taki TexHoyorii Ta 3aco0W TOBUHHI, 3
omHOTO OOKYy, BpaxOBYBAaTH 3arajibHi MpaBuWia BUPIMICHHS
3aj1a4i OI[IHIOBAHHS 3pUIOCTI, a 3 1HIIOro OOKY — BpaxoByBaTH
0COOJIMBOCTI  MPEIMETHOI Traiy3i, Mojeled 1 MeToxdiB
YIPaBIiHHS, $IKi BJIACTUBI MiANPHUEMCTBY, IPOLECH SIKOTO
OLIIHIOIOTECS.
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Lixi omiHIOBaHHA 3pPIOCTI MPOIECIB, SKi BiAOYBAIOTHCA B
KOMIIaHii, BU3HAa4YeHI Ha TemepimHiii wac crangaprom I[SO
15504 1 hopmymroroThCS TaKUM YHHOM [1]:

a) OO0’€KTHBHE PO3YMIHHS CTaHy BJIACHHX IMPOLECIB
KOMIIaHi1 I TX MOJIIIIIEHHS;

0) 00’eKTHBHE BU3HAYEHHS PHATHOCTI BIIACHUX MPOLECIB
KOMIIaHii /U1 KOHKPETHOI BUMOTH a00 CYKYITHOCTI BUMOT;

B) 00’€KTMBHE BH3HAYEHHs MPHUIATHOCTI MPOLECIB IHILIOT
opraizamii [T KOHKPETHOTO KOHTPAKTy a00 CYKYITHOCTI
KOHTPAKTIiB.

OdikyBaHi BUTOIW BiJ BHUPIIICHHS 3aqadi OIIHIOBAaHHS
3pLIOCTI POLIECIB KOMIIaHIi MOJIATal0Th Y HACTYIHOMY [1]:

a) (¢GopMyBaHHA KyJIbTYpH TOCTIHHOTO TIONIITIICHHS
OpOIECiB 1 MisUTBHOCTEH KoMIMaHii (OTOYEHHS JIPY)KHBOTO
3MaraHHs JUIA CIELIaNICTIB Ta KOMIIaHil B IIJIOMY);

0) BCTAHOBIJICHHSl TPHUIATHUX METOMAIB ISl MIATPUMKH i
CYIPOBOJDKEHHS L€l KyIbTYpH;

B) IIPOEKTYBaHHS IPOIECIB KOMIAHIi ISl 3aJ0BOJICHHS
BHUMOT Oi3Hecy;

I') ONTHMI3aLlisl pecypciB KOMIaHii.

Kpim Toro, mukimiyHe 3miHCHEHHS OIIHIOBAaHHS 3pLIOCTI
NPOLIECIB KOMIAHIT € BaXIIMBUM IHCTPYMEHTOM pO3YMiHH:
e(EKTUBHOCTI TEXHOJIOTIYHUX MPOLECIB, SKi BHUKOHYIOTHCS
CHiBpOOITHIKaMHU KOMIaHii (B TOMY YHCIi 3 BUKOPHUCTAHHIM
iHpopMaLiiHUX CUCTEM 1 TEXHOJIOTH1).

st focATHEHHS! BU3HAYCHUX I[iJIel Ta BUTOJ] B PE3yJIbTaTi
OIIIHIOBAHHSI 3PUIOCTI MPOIECIB KOMIaHii KEPiBHHUIITBO Ili€l
KOMIIaHii BHUMYIIEHO NPOBOJHUTH aHaJ3 BEJIHMKOI KiJIBKOCTI
(hakTiB M0/I0 BUKOHAHHS OKPEMHUX TPOIIECIB 1 pOOIT MPOEKTY.
Juis BupimieHHS 3amad MOMIOHOTO aHami3y, a TaKOoX IS

moJieTIIeHHsT  pobit 3 GopMyBaHHI Ta  HPUHHATTI
YIPaBIiHCHKHUX PIlIEHh Ha OCHOBI PE3yNbTATIB IIOTO aHATIZY
PEKOMEHTy€e€ThCs BUKOPHUCTOBYBATH crerfiaizoBaHi
iHpopManiiiHO-aHATI THYHI CUCTEMU abo OKpeMi

(yHKIIOHANBHI MOy, Mo 0a3yloTbes Ha KoHIemmisx Data
Mining ta Process Mining [2].

ToMy OCHOBHOIO 3aJaduel0 JAaHOTO JIOCHI/DKEHHS €
BH3HAYCHHS OCOOJIMBOCTEH PO3POOKH KOHIIENITYaIbHOI MOZENI
CXOBHILA [AHHMX, SIKE € OCHOBHHM €JEMEHTOM IIOJIOHMX
iHpOpMAaLifHO-aHAIITAYHIX CUCTEM YH  CIICI[ialli30BaHUX
(hyHKITIOHATTFHIX MOJTYJIIB.

Il.  PE3VJIbTATU JOCJIJDKEHHS OCOBJIMBOCTEN
[IOBY JOBY KOHLIEITY TAJIbHOI MOJIEJII CXOBHUILA JAHUX ITPO

BUKOHYBAHI [TPOEKTH
Posristnemo CIIOYATKY CUTYAIIi0 BUHUKHEHHS
HEOOXIMHOCTI BHpIIIEHHS 3aJadi OI[IHIOBaHHS  3piJOCTi
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MPOIIECiB KOMIIaHii Ha TPHUKJIAJI TiABHINEHHS PiBHSA 3pilIoOCTi
IT-xommanii, sKka 3afiMa€TbCsi BHIIYyCKOM HPOrPaMHHUX
TPOIYKTIB.

Haii0inpm momyssipHOI0 MOJCIUII0 OIIHIOBAHHS 3pLIOCTi
IT-xommanii € 6GazoBa Momens Capable Maturity Model
(CMM). [lana mozens 6e3nepepBHO po3BuBanacs 3 1991 p. mo
tenepimHiit yac. Monens CMM mnependavae BUAUICHHS ' SITH
OCHOBHHX DIBHIB 3pUJIOCTI pO3pOOKH MPOrpaMHUX IPOJAYKTIB,
IPUIOMY ISl KOJKHOTO 3 PiBHIB MO’KHA BHUIUIHTH CBOI TOJIOBHI
0COOJIMBOCTI TPOLIECIB MPOEKTYBaHHs (KIIOYOBI OCOOJIMBOCTI
TPOIIECiB IHKUHIPHHTY IPOTPaAMHUX MPOAYKTiB) [3].

Haiinwkuum piBHeM 3pinocti 3a Monemno CMM e
MOYaTKOBUH (Tepmnii) piBeHb. Ha mpoMy piBHI 3IiHCHIOETHCS
Oe3nocepeHe 3a0e3NeueHHs] BUKOHAHHS IEPCOHAIOM pPOOIT
IT-npoekty 31 CTBOpEHHS  TPOTPAMHOTO  MPOIYKTY.
Oco0bauBocTsiMu nporieciB I T-kommnanii Ha IbOMY piBHI €:

a) BiACYTHICTH CTaOUTBHUX YMOB Ul CTBOPEHHS SIKICHOTO
MPOrPaMHOTO MPOJYKTY;

0) TmOBHA 3aNeXHICTh pe3ynbrary IT-mpoekTy Bif
0COOHCTHX SIKOCTEeH MEHeKepa Ta JI0CBi Ly NPOrpaMicCTiB;

B) BIICYTHICTP TapaHTOBAHOCTI ycmixy HacTymHuUX IT-
MPOEKTIB BHACIIJIOK YCIIiXY II0HHO BUKOHaHOTO I T-poekty;

T) pi3Ke MaJiHHA SKOCTi CTBOPIOBAHOTO MPOTPAMHOTO
NPOAYKTY  BHACHIZOK  3BUIBHEHHS  MCHEDKEPiB  Ta
NPOrPaMicCTiB;

) 3BSACHHI Y CTPECOBHX CTaHaX poOIT 3 po3poOKu
NpOrpaMHOTO TPOAYKTY JIO HAIMCaHHS KOAy Ta HOro
MiHIMaJIbHOTO T€CTYBaHHS.

[lpu nepexoai 3 mepumioro Ha JApYrui (MOBTOPIOBAHMIA)
piBeHp 3pimocti mpomecu IT-koMmadii MOBHHHI MaTd Taki
0COOIMBOCTI:

a) BIIpoBaKeHHI iH(opMariiHi TexHomorii yrnpasminas [T-
MPOEKTaMHU;

0) mwranyBauHs Ta ympaeniHaA [T-ipoekrom Oa3yeThcs Ha
HAKOITUYEHOMY JIOCBIIi;

B) B IT-xommaHii iCHYIOTH CTaHIApTH Ha pPO3POOKY
NPOrpaMHUX MPOJYKTIB Ta 3a0e3MeuyeThCss CIiyBaHHS UM
CTaH/apTaM;

r) B IT-komnanii icHye creniajibHa rpyna 3a0e3nedeHHs
SIKOCTI;

J) Y BHUNAAKY HEOOXiJHOCTI
B3a€EMOJIISTH 3 CYOIi AP THUKAMH.

Hocsin nepexony IT-kommaniii 3 mepumioro Ha Jpyruii
PiBEHB 3piJOCTI BUMarae BUAUICHHS B cHCTeMi yrnpaBmiHHS IT-
KOMIIAHIEI0 TaKMX KITIOYOBUX Tajy3eil yHpaBlliHHS IIpolecaMu
JKUTTEBOTO UKJIY TIPOTPAMHOTO MPOJIYKTY:

a) yIpaBJiHHA BUMOTaMH JI0 IPOIYKTY;

6) mnanyBanns [T-npoexry;

B) BixcTexeHHs [T-mpoexTy;

T) YNOPaBiHHS MisUIBHICTIO CYOIAPSTHUKIB 3 PO3POOKH
MPOrPaMHOTO MPOIYKTY;

1) 3a0e31e4eHHs IKOCTI IPOrPaMHOTO NPOJYKTY;

€) MEHEDKMEHT KOH]Irypaii mporpaMHoro mpoayKry.

B 3aranpHOMY BUIaIKy Tepexia Ha OLTbII BUCOKHIT piBEHB
3pitocti mponecie Bumarae Bin IT-kommaHii BHIUICHHS Ta
OXOIUICHHSI HOBHMX KIIFOUOBHX Tajy3ed YNpaBIiHHSA HIIIXOM
CTBOPEHHS HOBHMX (YHKIIOHAIBHUX 3anad (opmyBaHHS Ta
NPUAHATTS pilleHp 3 ynpaBmiHHS IT-mpoexkToM B mioMy Ta
HOT0 OKpEMUMH TaITy3sIMH.

s ocoOnmMBICTE MO3BOJSE BU3HAYHUTH TPOIEC PO3POOKH
KOHLENTYaJIbHOT MOJENi CXOBMIIA [aHUX CHeLiai30BaHOl
iHhopMaIiHHO-aHATITHYHOT CHCTEMH YH (YHKIIOHAITBHOTO

IT-koMnaHiss MoOXe

MOAYJS OIiHIOBaHHsS 3pijocTi mpomeciB IT-kommanii sk
aJlanTalilo THIOBOTO IMPOLECHO-(YHKIiOHaNsHOTro ormcy IT-
MIPOEKTY 110 0cOOIMBOCTEH MporieciB KOHKpeTHO [ T-koMmaHii.

B sxocti mpoueciB BukoHaHHs [T-poeKTy NpoOnoHyeThCs
BHKOPHCTOBYBATH HaBelleHi B [4] Taki rpynu mporecis:

a) TpyIa MpoleciB iHilaIil IPOeKTY;

0) Tpyma mpoIieciB IIIaHYBaHHS IPOEKTY;

B) IpyIa poLeciB BAKOHAHHS IIPOEKTY;

T) TpyIa MPOIECiB MOHITOPHUHTY Ta KOHTPOJIIO MIPOCKTY;

1) TpyIia MpoLECiB 3aBEPIICHHS ITPOCKTY.

B sxocTi ¢pyrkniit ynpasniaas [T-npoekToM mponoHyeTbes
BUKOPHCTOBYBaTH BH3Ha4yeHI B [4] OCHOBHI acmekTu
VIIPaBIIiHHS MIPOEKTOM:

— YIpaBJIiHHS IHTErpaLi€lo IPOEKTY;

YIIPaBIIiHHS 3MICTOM TIPOEKTY;

— YIpaBIiHHS CTPOKaMH MPOCKTY;

— YIpaBIiHHS BapTICTIO MPOCKTY;

— YIpaBIiHHS SAKICTIO IPOEKTY;

— YIpaBIiHHSA JIOACEKIMHI PECYPCAMH IIPOCKTY;

— YIpaBIiHHA KOMYHIKaLliIMH TIPOEKTY;

— YIpaBIiHHSA PU3UKAMH IIPOEKTY;

— YIpaBJiHHA 3aKYIIBISIMU IIPOEKTY;

— YIpaBIiHHA 3aliKaBICHUMH CTOPOHAMH IIPOEKTY.

Toni ThnoBa KOHIENTyaJbHa MOJENIb CXOBHIIA JaHHX
crenianizoBaHoi  iHGOPMAIifHO-aHATITHYHOI CHUCTEMH UM
(YHKIIOHATEHOTO MOJYJSI OLIHIOBaHHS 3pijocTi mpomecis IT-
KoMIIaHii Moxe OyTH TpeACTaBlI€Ha CXEMOIO  THILY
«CHDKUHKaY. Bumipamu mi€l cxemu OyIyTh BUCTYIIATH OIHCH
HaBeJCHUX BHIIE IPyM MpoleciB Ta GyHKUid ynpasninns 1T-
MIPOEKTOM PO3POOKH MPOTPaMHOTO MPOAYKTY. Tabmurs dakTiB
niei cxemu Oyze 0a3yBaTHCS Ha CYKYMHOCTI ()aKTUYHHX OIUCIB
crany IT-mpoekTy Ta mporpaMHOrO MPOXYKTY IIi dac
BUKOHAHHS NPOLECIB 3a3HAUYEHUX BHIIE T'PYN 3 TOYKH 30Dy
3a3Ha4eHUX BUINE QYHKIIH yrpaBiiHas [ T-poekTom.

I1l.  BHUCHOBKU

OtpuMaHi pe3ysibTaTd J103BOJSIIOTH CcopMmyloBaTu 1 B
MOJaNbIIOMY — BHPIIIMTH 337a4y CTBOPEHHS THIIOBOL
cremnianizoBaHoi  iHGOPMAIifHO-aHAIITHYHOI ~CHUCTEMH UM
(YHKIIOHATEHOTO MOJYJIS OLIHIOBAHHS 3PiJIOCTI MPOIIECIB, SKY
MOXHa Oy/le BHMKOPHCTOBYBAaTH JUIS OLIHIOBAaHHS 3pLIOCTI
mporeciB He Tunbku [T-kommaHii, ane i Oyab-sSKUX KOMITaHiH
Ta MIJANPUEMCTB, 110 BHKOPUCTOBYIOTH B CBOTH JisSUIBHOCTI
TIPUHIMUIIN TIPOEKTHOTO YIPABIIiHHS.
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3acTOCYBaHHS IPELEACHTHOTO MIAXO0AY JI0
PO3B’SI3aHHS IHIUACHTIB B IpuKiIaaH1N I1C

[lerina Onekcaup BiramiiioBuu?,

KonTeB Onekcannp OnexkcanapoBu4
[IIexoBoBa Biktopis IBaniBHa®

2

123 Xapbro6ckuti HayuoHanbHblil YHUGEpCUment paouod1eKmpoHuK,
npocnexm Hayxu 14, Xapvxos UA-61166, Ykpauna,
loleksandr.sheina@nure.ua,

2oleksandr.koptiev@nure.ua,

3viktoriia.shekhovtsova@nure.ua

Abstract. On the basis of a case-law approach, solving
problem situations at the apiary using automated classifier
incidents and library precedents. The obtained evaluations on
the results of the implementation of the proposed solution to
the problem situation are used to rank the precedents in the
basis of decisions, which subsequently optimizes the library of
incidents and increases the efficiency of the use of the
developed information system of decision-making.

Keywords: Incident, precedent, information system, decision-
making, case-law approach.

HocTranoBka 3amaui. BupoOHmuYi Ta XKHUTTEBI
CUTyalil 4YacTO CTHKAalOThCS 3 BEIIMKUM PI3HOMAHITTAM
MPOONIEMHHUX IHIMICHTIB, IO TOTPEOYIOTh IIBHIKOTO Ta
e(eKTHBHOTO pearyBaHHs. HeMOXIMBO Tiepen0dauyuTH BCi
(akTOopM BIUIMBY, ajle MOXIUBO BH3HAYHTH Ti, MIO
TPAIULIFOTECS HaWvacTiiie. 3BiACK BHHHUKAE HEOOXITHICTH
icCHYBaHHS TeBHOI Kiacudikarmii mpobieMHUX cuTyariil. Taka
mporenypa TOBHHHA  IMPOBOAUTHCH  aBTOMaTHYHO  3a
BCTaHOBJICHUM aJITOPUTMOM. B KOXHiii rpeMeTHii o0nacTi €
cBOs crienrQika, aje MPUHIUIH 1 MiIXO0I! IO I[HOTO IPOIeCy
MalTh OYTH OJHAaKOBUMH 1 BOHH IOTPEOYIOTH CBOET
(dopmamizanii. Ilpu yMOBI TpaBHIIBHOTO BH3HAYCHHS KIIACY
npobyieMHOl cuTyauii HeoOXifHO 3poOHMTH BipHHH BHUOIp Ti
PO3B’sI3aHHS 13 PI3HOMAHITTS MOXJIMBHX albTepHATHB. lle
iHIUA OiK TpoIecy MOJOJaHHS IHIMACHTY — BHU3HAYCHHS
MPELeACHTY, IO CTaHe HalKpamuM CcrnocoOOM BIIaJHATH
IHIIMOCHT.  3agauerd  JaHOrO  JIOCTIKCHHS  BHCTYIIA€
PO3B’s13aHHS caMe i€l mpobieMu.

BCTVYIT I TIOCTAHOBKA MTPOBJIEMU

Pe3yabrar. Benuka KibKicTh NpoOJIIEMHUX CUTYaILlif
Ta IUPOKUH CHEKTp X PO3B’s3aHHS YCKIJIAJHIOIOTH 3arajbHy
3aJady Ta  BHMAaramoTh  pPO3POOJEHHS  BiAIMOBiIHOTO
iHCTpyMeHTapito aist 1 BupimeHHs. B sxocti mpeaMerHol
obnmacti Oyno o00paHO MIANPHUEMCTBO 3 OOCITYrOBYBaHHS
rmaciku Ta BUPOOHMLTBA Memy 1 O/Koso TpoaykTiB. B
y3araJibHEHOMY BUTJISLII 33/1a4a Ma€e BUIIIS, SIK [IPEJCTaBICHO
Ha pucyHky l. /liarHOCTyBaHHs IHIMAEHTIB CIIMPAETHCS Ha
npeneneHTHUH miaxig [1], mo mo3BojsSEe TOegHATH 3a
IIEBHUMH  O3HaKaMH  KJIACU(IKATOpH  IHIUACHTIB  Ta
TpeleIeHTIB 1X po3B’s3aHHA [2].

3amavy MOKHA PO3JIUINTH HA JICKIIbKA CTAITIB:

1 eran. /[iarHOCTYBaHHSI IHIIUACHTY Ta BCTAHOBIICHHS
CHMIITOMIB, 1110 XapaKTepU3yIOTh ITPOOIEMHY CUTYaiIO.

2 eran. BcraHOBIEHHS KOIy iHIMIEHTY /sl HOTO
OJTHO3HAYHOTO ieHTH(iKyBaHHS B cucTeMi. dparMeHT oxHiel
3 TUIOK aNrOpUTMY BU3HAYEHHS KOLy IHIWAEHTY HaBEICHMI
Ha puc.2.

BUPIILIEHHS TPOBJIEMU 1 PE3VJIbTATU
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3 eran. 3Haxo/KeHHS B 0i0mioTeri mpereneHTiB 3a
BH3HAYCHUM KOJIOM TPYITH BapiaHTIB PO3B’SI3aHHS 1HIUICHTY.

Peaninamia apianta

Ouinka
pe

PamsVEQHAA EADGIITIE ot Sk

Pucynox 1 — Y3aransHeHuit miaxin 1o po3s’si3aHHs
poOIeMHOT CHUTYaITi1

4 eram. Peamizarist oOpaHoro BapiaHTa Iiif Ta OIiHKa
pe3yabTaTy HOro BTIJICHHS.

5 eran. KopensmiitHe koperyBaHHsa (paH)XXyBaHHS) B
TPV MPEIEICHTIB 32 OHOBJICHUMHU OI[IHKAMHU PE3YJIbTaTy.
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Pucynok 2 — @parMeHT anropurMy BU3HaYEHHSI KOy
IHITUICHTY

3anponoHOBaHMH MiIXiJ 10 BHPIMIEHHS MMOCTABIEHOI
3aja4i J03BOJIMB PO3POOMTH IPOTPaMHMH MPOXYKT, SKHH
JI03BOJISIE B aBTOMATH30BAHOMY PEXKHMI HIBUAKO 3HAXOJUTH
ONITHMAJIBHI CHIOCOOM PO3B’sI3aHHS IHIMAEHTIB Ta KOPETYBATH
0a3y TpereneHTiB Ha OCHOBI OTPHUMAaHUX pE3yNbTaTiB iX
BIIPOBAJPKCHHSI.
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ExcnepTHe OIIHIOBAaHHS IIPU PO3pO0III
CIICIIATI30BAaHUX MEAUYHUX 1HQOPMAILIMHUX CUCTEM

MixnoBa Anina Bonoaumupisnal

MixuoB Imutpo KiHILpaTOBI/qu,

Yupkosa Karepuna Cepriiua®

! Xapxiecorutl nayionansnuti ynieepcumen padioeiekmpouixu, np.
Hayku 14, Xapxis, 61166, Yrpaina, alina.mikhnova @nure.ua
2Xapxiecoruii HayionarbHuil ynisepcumem padioeneKmpounixu, np.
Hayku 14, Xapris, 61166, Yrpaina dmytro.mikhnov@nure.ua
$Xapxiscvruii nayionanbuuil ynisepcumem padioeneKmpounixu, np.
Hayxu 14, Xapxis, 61166, Yxpaina, , kateryna.chyrkova @nure.ua

Anomauyia.  Pozenadaemovcs ~— memoouxka — eKCnepmHozo
OYIHIOBAHHSA 6NAUBY OAHUX HA NOKA3HUKU OISIbHOCMI 3aK14018
CcyoHcou Kposi, Ha AKI 6NAUBAE NOBHOMA MdA OOCMOBIPHICHb
Odanux  iHpopmayitinoco  cynpogoody,  O0ns  BUSHAYEHHS

NPOEKMHUX piulensb 3 MOOepHi3ayii cneyianizosanoi MeouyHoi

iHghopmayitinoi cucmemu. Excnepmue OYIHIOBAHHS
nepeobauene Pi3HUX  pIGHAX — 00pobKU  OaHux
inghopmayiinoco  cynposody 3 YpaxyGawHsM — CHLYNEHIO
asmomamusayii 0bpobku iHpopmayii ma HabOPie danux, wo

BNJIUBAIOMb HA NOKAZHUKU OIS/IbHOCMI.

Ha

Kniouosi cnoea. 3axnad cayocou  Kkposi,
OYIHIOBAHHS, CNeYIANI308aAHA MEOUYHA CUCTHEMA.

eKcnepmHe

. AKTYAJIBHICTb

3akmaau ciuyx06u kpoi (3CK) BigHOCSTBCS 10 Talty3d
OXOPOHHM 37I0pOB’Sl 1 3aliMalOTBCSl 3aroTiBJICI0 KOMIIOHEHTIB
KpoBi Ta 3a0e3leYeHHSM HUMHU MAl€HTIB B JIIKyBaJbHHX
3aKJagax.

Ha croroanimHiii aens B 6inbmocti 3CK inpopmaniiiamii
CYIIPOBiA TpoIIeciB 3a0e3lmedyeThcs CIeiati3oBaHi MeIHJHi
inpopmaniiini cuctemu (CMIC) — 1e okpemuii Ki1ac MEAUIHUX
ABTOMATH30BaHHUX 1HQOPMALiHHUX CHCTEM, SIKi JAr0Th
MOXJIMBICTh 3a0€3MeYUTH JNOTPUMAHHS BHUMOT BiJIIOBIJHO
SKOCTI KOMIIOHEHTIB KPOBI, JI03BOJISIFOTh CBOEYACHO BUSIBIISITH
Ta MIHIMI3yBaTH KUIbKICTh IIOMWJIOK 3 TNPHYUH JIFOACHKOTO
(haxropy.

Ockinpkn Ha cporomimHii neap CMIC CK Bemmka
KIJTBKICTH 1 BCl BOHM B pPI3HOMY CTyIIeHI 3a0e3NeuyroTh
apromatm3anito mporeciB 3CK. BinmoBigHO OILiHIOBaHHA
epexruBHocti CMIC CK 3 TOoukM 30py BIUIMBY Ha IUJIbOBI
nokazHuku JisuibHOCTI 3CK € akTyalnbHOIO Ta CKIIAIHOIO
3aa4ero.

BigmnosigHo NUTaHHS  BHOODY, OpURHATTS  Ta
OOTpYHTYBaHHS pillleHb MO0 MOJEPHi3allii Ta BIPOBAKEHHS
CMIC CK motpebye 3acTOCYBaHHS METOMIB CHCTEMHOTO
aHai3zy, a caMe METO/iB €KCIIEpTHOTO OIliHIOBaHH:. ExcriepTHi
METOJM JO3BOJISIIOTH E€(EKTHBHO 3acTOCYBaTH EMITIpHYHUH
JnocBin (axiBHiB Tamy3d BHPOOHWMYOI TpaHcdysiomorii Ta
Cy4acHHX iH(OpPMAIIIfHUX TEXHOJIOTIH NP NPUHHATTI pilieHb
o0 mozepHizaiii abo Bubopy CMIC CK B curyarisix, Koiau
MOBHA MaTeMaTH4YHa (popMaTizallist TAKUX PillIeHb HEMOXKIIHBA.

1. BUPIIIEHHS ITPOBJIEMU TA PE3YJIBTAT
Jns popmyBanHs mepeniky nokasHukiB nisutbHOCTI 3CK,
Ha sKi BIUIMBA€E TIOBHOTa Ta JOCTOBIPHICTh JaHUX
iHpopManifHOro CynpoBony; iX KoeQili€eHTIB 3Ha4yHOCTI B
3JIEKHOCTI BiJl CTYNEHIO CEpHO3HOCTI HETAaTMBHHUX HACHIIKIB

122

Juisi Oe3MeKn JIOHOPCHKOi KpOBI; a TakoX OIHAPHMX OI[IHOK
BIDIMBY JaHHUX iH(QOPMAIIIfHOTO CyNpoBOMy Ha TOKAa3HUKH
misuibHOCTI  3CK; KOCQillieHTIB BaXJIMBOCTI JaHUX IO
BIUIMBAIOTh Ha BIAMOBIAHMM nokKasHuUK pgismibHOCTI 3CK;
KOe(IlliEHTIB CTYINEHIO aBTOMATM3allil Ta JOCTOBIPHOCTI
OTPUMAaHHS JaHUX IOTpeOye 3alydeHHs TPYNH EKCHEPTiB Ta
00po06Kku iH(popMaIil 11t oTpuMaHHs pitnenHs [1-2].

IcHye mBI TIpymud METOMIB EKCICPTHHX OI[IHOK: METOJIH
IHIUBITyaJIbHAX €KCIEPTHUX OLIHOK Ta METOJH KOJIEKTHBHHUX
eKCIIePTHHX OIiHOK [3-4].

MeTtoau KOJNEKTHBHHX CKCIIEPTHUX OIHOK Iepen0avaroTh
OTPUMaHHsI PI3HOOIYHOTO aHaIi3y BCiX BapiaHTIB MOJEpHi3alii
a6o subopy CMIC CK.

Jnst BUpilIeHHS 3a/1a4ui BUSHAUYEHHS BapiaHTy MOJEpHi3alii
a6o Bubopy CMIC CK 3ampomoHOBaHO  HACTYIHY
HOCITiIOBHICTB €TalliB IIPOBEICHHSI €KCIIEPTHOTO OI[IHIOBaHHSI:

- Kpox 1. BusHaueHHs Tpymu eKCHEpPTiB B Talysi
BUPOOHMYOT TpaHC(y3iosorii Ta iHpOpMaLiHHUX TEXHOJIOTIH;

- Kpok 2. ®opmyBaHHS OJaHKIB €KCIEPTHOI OIIHKA
nepeniky nmokasHukis aisibHOCTI 3CK Ta X 3HAYHOCTI; BILTUBY
JaHUX 1HQOPMAIIHOTO CYMPOBOAY HA MOKA3HHUKH JiSUTEHOCTI
3CK; BaxJIMBOCTI JaHUX BIIHOCHO BIUIUBY HA BiJIOBIIHUI
mokasHuk gisibHOCTI 3CK; cTymeHro aBroMaTm3amii Ta
JIOCTOBIPHOCTI OTPUMAHHS TaHHX;

- Kpokx 3. OOpoOka marepiaiiB KOJEKTHBHOI €KCIICPTHOI
ominkd. OcTaToyHa OI[iHKA BH3HAYAETHCS 5K CEPEIHE
HOpMaJli30BaHe 3Ba)KEHE 3HAYEHHS OLlIHKH.

OLIHKY BaXJMBOCTI BHPaXalOThCs B Oamax 1 MOXYTh
HaOyBatu 3HaYeHHs Big 0 1o 1.

I1l.  BUCHOBKU
3anpornoHOBaHa METOJMKAa MOKe OyTH BHKOpUCTaHa IpU
OILIIHIOBaHHI €(eKTHBHOCTI (YHKI[IOHYBaHHI CIIEI[iali30BaHUX
MeIMYHUX iHPOpMaLifHUX CHCTEM 3aKiIafliB CIIy>KOM KpPOBI.
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Method to improve the quality of the local access
point based on mixed polarization of MIMO antenna
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Abstract. The given work is devoted to increase of carrying
capacity of Wi-Fi channel with MIMO by use the mixed
polarization antenna system and orthogonal data coding. We
investigate how this depends on the array geometry and the
electric field polarization. Moreover, we validate our
theoretical predictions with measurements above a nearly
perfectly flat surface

Keywords: Wi-Fi, MIMO, mixed polarization, orthogonal data
coding.

. INTRODUCTION

Interest in using the properties of polarization of radio
waves under interference has increased at the present time. The
polarization can be constant, permanently existing in a certain
orientation, or it can rotate with each wave cycle.

Polarization sometimes plays an important role in wireless
communication systems. The orientation of the linear antenna,
dipole, and vibrator corresponds to the polarization of radio
waves received or transmitted by this antenna.

Thus, a vertical antenna receives and emits vertically
polarized waves, and a horizontal antenna receives or emits
horizontally polarized waves. The best short-range
communication is achieved when the transmitting and
receiving antennas (source and receiver) have the same
polarization. The least effective short-range communication
usually occurs when two antennas are located at a right angle
(for example, one horizontal and one vertical). At large
distances, the atmosphere can cause fluctuations in the
polarization of radio waves, so the difference between
horizontal and vertical becomes less significant.

Thus, an ideal vertical antenna receives and radiates
vertically polarized waves, and a horizontal antenna receives or
radiates horizontally polarized waves. Of course, the best short-
range communication is achieved when the transmitting and
receiving antennas (source and receiver) have the same
polarization. Naturally, the least effective short-range
communication usually occurs when two antennas are at right
angles. At large distances, the atmosphere can cause
fluctuations in the polarization of radio waves, so the difference
between horizontal and vertical becomes less significant. Under
the conditions of short-range communication, the influence of
interference leads to the fact that the received wave becomes
arbitrarily different from the polarization transmitted. In this
connection, the reception and processing of orthogonal field
components becomes relevant. It seems relevant further
development of communication systems based on the signal of
double polarization.

The diversity of transmitted polarizations is proposed as an
alternative to spatial diversity in order to limit the aperture of

PROBLEM SOLUTION AND RESULTS
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antenna arrays at both ends of the radio link. It is proposed to
consider the use of different combinations of polarization states
of signals on the emission and reception. It expected to receive
a combination of polarization, when the fluctuations of the
main polarization signal channel will be minimal.

The spatial orientation of the electric field component is
called polarization of the EM wave. The type of the
polarization is defined by the mark that electrical field
component ‘draws’ while the wave propagates.

For the Linear polarization direction of E is constant and
does not change with time. The type of the linear polarization
can be vertical, horizontal, or slant (+45°). Vertical polarization
is Transverse electric (TE) polarization or parallel polarization.
Horizontal polarization is Transverse magnetic (TM)
polarization or perpendicular polarization. For the Elliptical
polarization the direction of E changes according to ratio of
Ez/Ey, if x is the direction of propagation.

For Circular polarization the amplitude of E is time-
independent. The rotation of the polarization (either elliptical
or circular) can be right-handed circular polarization (RHCP)
(=counter clockwise) or left-handed circular polarization
(LHCP) (=clockwise).

Actual transmitted signal characterized by the parameters of
the polarization ellipse - the angle of ellipticity and orientation
angle of semi-major axis of the ellipse. Then, omitting the
factors - angular frequency, attenuation and range, the vector of
the electric field near a transmitting antenna can represented in
the form of the polarization vector of the emitted signal

I1l.  CONCLUSIONS

Research results indicate the different propagation
conditions at different polarizations at the two radiation
patterns. Various orthogonal polarizations create different
conditions improvement and development of troposphere
communication systems. The research results indicate the need
to manage the state of orthogonal polarizations, depending on

the range and propagation conditions.
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Abdelfattah Mohamed

Kharkiv National University of Radio Electronics, 14 Nauky Ave,
Kharkiv UA-61166, Ukraine, m.zakil78@gmail.com

Abstract. The given work is devoted to the investigation the
current trends of using the Software-defined WAN as a specific
application of software-defined networking technology applied
to WAN connections such as broadband internet, 4G, LTE, or
MPLS. While connecting enterprise networks — including
branch offices and data centers — over large geographic
distances, SD-WAN simplifies the management and operation
of a WAN by separating the networking hardware from its
control mechanism.

Keywords: SD-WAN, broadband internet, enterprise network,
cloud-based applications, network security.

I.  INTRODUCTION

SD-WAN consists of several technologies combined with
newer improvements. Redundant telecommunication links
connecting remote sites date back to the 1970s with X.25 links
used for remote mainframe terminal access. Central
management of those links with a greater focus on application
delivery across the WAN started to become popular in the mid-
2000s. SD-WAN combines the two, and adds the ability to
dynamically share network bandwidth across the connection
points. Additional enhancements include central controllers,
integrated analytics and on-demand circuit provisioning, with
some network intelligence based in the cloud, allowing
centralized policy management and security.

Networking publications started using the term SD-WAN
to describe this new networking trend as early as 2014.
Software-defined WAN is quickly replacing traditional Wide
Area Networks (WANS) as more enterprises realize the need to
rethink networking for today’s cloud-centric world. SD-
WAN simplifies the way networks are designed, deployed and
managed. It also brings powerful capabilities that increase the
efficiency and agility of IT teams. In addition, SD-WAN
devices can be installed without removing the existing network
equipment and can be managed from a central console using a
modern graphical user interface.

Il.  PROBLEM SOLUTION AND RESULTS

Considerable savings can be fulfilled by moving some or all
traffic from MPLS to cost-effective broadband alternatives in a
Hybrid WAN configuration. SD-WAN makes it easy to
achieve cost savings by automatically splitting traffic between
low-cost and highly-available WAN links based on business
criticality. This is possible when the SD-WAN solution can
identify traffic by application and steer it according to policy-
based rules. While there is no doubt that cost savings is a key
benefit of SD-WAN adoption, it’s not always easy to recognize
how much can you save and what is your true return on
investment.

Software-defined WAN is making it simpler to set up and
manage networks at branch offices despite their growing
complexity and a lack of onsite IT staff. With zero-touch, rapid
deployment, almost anyone can plug in an SD-WAN gateway
and watch as it is discovered, provisioned, and brought online.
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One network engineer can administer dozens, maybe hundreds,
of SD-WAN devices on an ongoing basis. This is made
possible by policy-driven management, which translates
business requirements into operational rules that are
transmitted to all SD-WAN devices across the enterprise
network.

Network performance is important for business-critical
applications and unified communications — especially when
applications run in the cloud. But not all network traffic needs
to move quickly. Software-defined WAN combines traditional
Quality of Service with the ability to steer the traffic of
different applications and users onto appropriate paths. SD-
WAN can also monitor the “health” of WAN links and
automatically route traffic onto an alternate (backup) path when
the primary path becomes congested. Nevertheless, that doesn’t
help if all available paths are bad. In this case, the WAN
optimization can be used together with SD-WAN to improve
performance across congested links and high-latency
connections.

Software-defined WAN enhances security in several ways.
SD-WAN can identify network traffic by source/destination,
application, and users. Then it routes the traffic according to
centrally-defined security policies that control access to zones
and the Internet. SD-WAN gateways form connections
between sites using VPN tunnels with advanced encryption.
Many gateways come with a robust perimeter firewall that
meets most security needs. Internet traffic that requires a
firewall with advanced features can be backhauled through
a central access point with stronger security or sent through
cloud security provider.

I1l.  CONCLUSIONS

It can be concluded that SD-WAN is used in connecting
branch/remote sites directly to the Internet as the increasing
reliance on cloud-based applications in most organizations is a
driver for this use case. Setting up Internet break-outs from
branch/remote offices is slow, inefficient, and error-prone
when using traditional methods. SD-WAN drastically
simplifies and speeds the process. You can quickly design
a shadow appliance, which is a placeholder for a physical
device, on the central management console. Then use zero-
touch provisioningto bring the SD-WAN device online
without the need for administrative action when it is plugged in
at the remote/branch office.
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KBagpatnuHa MoJi€1b ONTUMAJIBHOIO YIIPABIIIHHS
yepramu Ha 1HTepQeicax MapIpyTH3aTopiB
TEJICKOMYHIKALIHHUX MEPEK
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Anomauyia. Ompumana po3eumox KeaopamuuyHa mooensb
ONMUMATLHO20 ~ YNPAGNIHHA — Hepeamu Ha  iHmepgeticax
MaApWpymu3amopie  meieKOMyHIKAYiuHUX —Mepexc, Memor
akoi € y3e00icene  GuUpiWeHHA  3a0ay  YHPAGNIHH
nepesanmaoicennam (Congestion Management), po3nodiny
mepedicHoz2o pecypcy (Resource Allocation) ma 3anobicanus

nepesanmaoicenns  (Congestion  Avoidance). Pospaxynox
Kepylouux  3MIHHUX, WO  8i0nogidaiomv 34  pilleHHs
nepepaxosanux 3aoay, 6i006yeagca 8 X00i  MIHIMIZayii

K8aopamu4Hoi yintbosoi (yHKYIl, 36adceHOl GIOHOCHO KIACI8
nomokie ma uepe. Ilepesazoro mooeni € modcausicmo Oinb
PAYioHanbHO20 PO3NOOINY MA BUKOPUCMAHHA MEpPeHCHO20
DPecypcy ma MONCAUBUX BIOMO8 8 0OCY208)8AHHI.

Kniouogi cnosa: ynpasninis nepesanmaxcenmam, 3anodieans
nepesanmaicentsi, posnodil MepedCHO20 pecypcy, AKICMb
00C1Y208Y68aHHS, YNPABTIHHS YeP2aAMU.

. BcTyn

SIk BiZOMO, KIIBKICHI 3HAYEHHS OCHOBHHX IIOKa3HUKIB
SIKOCTI 06cnyr0ByBaHH$1 (Quality of Service, QoS) 6arato B
YOMY 3aJeXaTh BiJ PE3yJIbTATUBHOCTI BUPIMICHHS 3a7ad IO
YIPaBIIHHIO MEPEeXHUMH pecypcaMu — iHGOpMamiiHUMH,
6y(bepHHM1/1 Ta KaHaJbHUMHU. [IpH 11bOMY TOJNINIICHHS TaKUX
nokaszHukiB QoS sk Cepe/Hs 3aTPUMKA, JDKUTTEp Ta KLJTBKICTh
BIIKNHYTHX  IaKeTiB 6e3nocepemﬂ,o 3aJ€KUTh  Bij
BUKOPDHMCTaHHsS MEXaHi3MIB ynpaBiiHHs depramu (Queue
Management), BaximBe Micle cepel SKAX 3aHMalOTh
MmexaHi3mu Congestion Management, Resource Allocation Ta
Congestion Avoidance [1-4]. Tomy aJist IPAKTUKH aKTYaJIbHUM
€ HasgBHICTP TEOPETHYHMX pIlIeHb M0N0 3a0e3NeUeHHs
Y3rO/DKEHOTO PO3B’SI3aHHS TakMX iHTepdelcHUX 3a1ad sIK
PO3MONLT MOTOKIB MakeTiB mo chopMOBaHMX Ha iHTepdeiici
MapuipyTH3aTopa dueprax 3 ypaxyBaHHAM Kiacudikamii
MepeAaHuX IOTOKIB, BHMOT JO SIKOCTiI OOCIyroByBaHHS Ta
XapaKTEepUCTHK CTBOPIOBAHMX 4YEpr; pO3MOJUI MPOIYCKHOT
3naTtHoOCTi iHTepdeiicy MiX OKpPEeMHMH dYeprami; a TaKoX
3ano0iraHHs MEepeBaHTaXCHHS 3 NPEBEHTHBHUM (3aBUaCHHM)
OOMEXEHHSIM IHTEHCHBHOCTI IIOTOKIB, IO HAAXOAATh Ha
iHTepdeiic MapupyTH3aTopa TENeKOMYHIKAIIMHUX —Mepex
(TKM). [5].

Il.  KBAJIPATUUHA MOJIEJIb OITTUMAJIBHOTO YIIPABJITHHA
YEPITAMU HA THTEP®EMCAX MAPILIPYTU3ATOPIB TKM
3Bakaroun Ha e 3anpoloOHOBAHO MAaTeMaTU4iHy MOICJIb

ONTHUMAJIFHOTO  YNpaBIiHHSA dYepramMm Ha iHTepdeiicax
mapmpytuzatopiB  TKM, saxa  mo3Boiisie  3a0€3MEUUTH
y3rojpkene BupimeHHs 3amad  Congestion Management,

Resource Allocation Ta Congestion Avoidance. OcHoBY Mozeri
CKJIaJar0Th YMOBU 3abe3neyeHHs nudepenmianii
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00CJIyrOBYBaHHS TMOTOKIB TMAaKETiB BIAMOBIMHO 10O KJaciB
MOTOKIB Ta uepr (BUMOT JO SKOCTI OOCIyrOBYBaHH:);
Mo (ikOBaHI yMOBH 30€peKeHHSI MOTOKY, 3TiJHO 3 SIKUMH
MOTOKH TIaKeTiB MOXYTb a00 OyTH CHpsSMOBaHUMH Ha
oOciyroByBaHHS 0  OnHIEI 3 depr  iHTepdelcy
MapIpyTu3aropa abo OyTH BiIIKMHYTHMH 3 HEi; YMOBHU OO
KOPEKTHOCTI PO3MOZITY TPOIMYCKHOI 3IaTHOCTI iHTepdeicy
MK copMOBaHMMHM uepramMM Ta YMOB  3anoOiraHHs
HepeBaHTaXEHHs. Po3paxyHOK KepyrouHMx 3MiHHHX, 3TiIHO JI0
NIOCTaBJICHUX YMOB Ta OOMEXEHb peasi30oBaHO Y XO/i
BUDILICHHS ONTUMI3aIiiHOI 3amadi, J¢ I[IboBa (DYHKIIIS,
3BKCHA BIIHOCHO KIACiB IOTOKIB Ta depr, MpeICTaBIeHa
KBIpaTHIHOI0 hopmoro. BpaxyBaHHs Ta MpuB’s3Ka 10 KIacis
MIOTOKIB Ta Yepr NpH BHUPIMIEHH] JaHOi ONTHUMI3aliifHOl 3a1a4i
JI03BOJISIE 3abe3neunTn IIPEBEHTHBHE 0OMeXeHHS
IHTEHCHBHOCTI TTOTOKIB TMAKETiB 32 aHAIOTIEI0 3 MEXaHi3MaMH
3anobiranHs mnepeBanTaxenHs (RED, WRED) 3a paxyHok
MOXJIMBOCTI THYYKOTO DETyJIOBaHHS HANpSIMICHHS THX YH
IHIIUX TOTOKIB [0 THX YW IHIIMX depr. llepeBaroro
3aIPOIIOHOBAHOTO PIillIEHHs € OLIBII CIIPaBE/IMBUIA, TOPIBHSIHO
3 NiHIiHO (HOPMOIO IITFOBOT PYHKIIIT, XapakTep po3MOIily Ta
BUKOPHCTAHHS MEPEXKHOTO PEcypCy Ta MOXKJIHMBUX BIMOB B
obciyroyBanHi [3-5]. Ile moB’sa3aHo0 3 THM, MmO y pasi
MOJJIMBOTO  IIepeBaHTaXCHHS  iHTepdeiicy BiIMOBH B
00CITyroByBaHHI OyIyTh CTOCYBAaTHCS BCiX 0€3 BUKIFOUCHHS

NOTOKIB  ITIaKEeTiB, ajieé MEHIIOK MIpOI 3 BHCOKHMH
3HAYEHHSMH KJIACiB, Ta MEHIIOI — 3 HU3bKUMH.
I1l.  BUCHOBKU
3a  pesynbratamMM  JIOCHI/DKEHHS  3alpONOHOBaHOI

KBaJ[paTHYHOI MOJE ONTUMAIBHOIO YIIPABIIHHS YepraMu Ha
PAL YUCIOBUX MPUKIIAAIB OYII0 MiATBEPKEHO i aJIeKBaTHICTh
Ta e(eKTUBHICT, IOJO Y3rO/DKEHOTO BHPIMICHHS 3ama4
Congestion Management, Resource Allocation ta Congestion
Avoidance 3acHOBaHOMY Ha KJIacax.
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MeTton 1epapX19HO-KOOPAMHALIIMHOT MapIIpyTH3ALI]
Ha p1BH1 aBTOHOMHUX cucTteM IP-mepexi
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Anomaujis. 3anpononosano Memoo iepapxiuno-
KOOpOUHayiiHoi  mapwipymusayii Ha pPIGHI  AGMOHOMHUX
cucmem (Autonomous Systems, AS) IP-mepedci. B ocHosy
Memooa noknadeno 0eKOMNO3UYiliHy Mooenb Mapupymu3ayii.
Hosusnoro  mooeni
asmoHomHux — cucmem  IP-mepedci,  BUKOHAHHA  AKUX
2apaHmyeano 38'a3HiCmb  WIAXI8, AKI NpOXoosamv  uepe3
muoocuny AS. B pamkax memoody uxiona 3aoava iepapxiyto-
KoopouHayiinoi mapupymusayii cpopmynvosana sk 3a0aud

bacamopienesoi  onmumizayii, 012 po36’A3aHHA  AKOL
BUKOPUCMAHO NPUHYUN YLTbOBOI KOOpOUHAyii ma Mmemoou
JIHIIHO20 — npocpamyeanHs.  Pezynemamu  0ocaiodiceHus

niomeepounu eexmusHicms 3anPONOHOBAHUX PILUEHD.

Kniouosi cnoea: memoo, mapwpymusayis, mepedica, ULAX,
KoopouHayis, pisens, mpagix.

I. BcTvI
Juts minBuIeHHs epeKTHBHOCTI i THYYKOCTI pillIeHb 00
iepapxivyHOi MapuIpyTH3aIlii JOLIJBHO BIAMOBHUTHCS Bij

0oOMeXeHb, IOB'SI3aHUX 3 OOOB'I3KOBHM IPOXOJKEHHSAM BCIX
MDKIOMEHHUX MaplupyTiB uepe3 backbone, To6TO 3pobuTH BCe
JOMEHH Mepexki (YHKIIOHATBHO pIBHONPAaBHUMH. Taka
apxiTeKTypa peaii3oBaHa, HANPHKIAA, HA PiBHI aBTOHOMHHX
cucreM [P-mepex, Komm, B 3arajJbHOMY BHIAJKy, IIyKaHi
HUISIXH B MEPEeXi MOXKYTh IPOXOJIUTH 4epe3 AOBUIbHE YHCIIO
AS [1]. Heuentpanizaiis po3paxyHKy MapIIpyTiB B KOXHIH
okpemiii AS cmpuse migBUINEHHIO MacmTaboBaHocTi IP-
mepexi. IIpore mpu BUKOpHCTAHHI MHOKHHHU TPUTPaHUYIHHUX
MapIIpyTH3aTOPIB MiX AS OJTHO3HAYHICTh y
JIEIICHTPATI30BAHOMY BHOOpPI MAapIIPYyTiB BTPAavYa€ThCs, IO
MOXe HEraTUBHO BIUIUHYTH Ha e(eKTUBHICTb
(MpomyKTUBHICTE) Mepexi B nutomy. ToMmy B naHiii poOoTi
MPOTIOHYETHCS METOA MapuipyTH3amii Ha piBHI aBTOHOMHHX
cucreM |IP-mepexxi 3 BBemeHHSM JIBOpiBHEBOI iepapxii
MapumipyTHHX pillleHb 3 KOOpAMHAIIEI0 pPoOoTH AS s
3a0e3neyeHHs] 3B’S3HOCTI MapuIPYTiB, SIKi NMPOXOJATH Uepes
MHOXXHHY TaKHX CHCTEM.

Il.  METOJ IEPAPXIYHO-KOOPAUHALIIMHOT
MAPIIPYTU3AILIIT HA PIBHI ABTOHOMHUX CUCTEM |IP-MEPEXI

B po6oTi 3ampomoHOBaHA JIEKOMITO3MINIHHA ITOTOKOBA
MOJIeNTb  iepapXivyHOi MapmpyTu3amii, $Kka MpeACTaBlICHa
yMOBaMH  peaiizamii ~ 0JHO/0araTonuIsXOBOi  cTpaTeril
MapmpyTu3amii, 30epeXeHHs TOTOKy Ta  3amoOiraHHs
MCPEBAaHTAXKCHHS KaHAJIB 3B’SI3Ky B KOXHIA 3 aBTOHOMHHX
cuctem IP-mepexi. HoBusHoro Mojem €, MoO-Tepie,
Momudikaiis yMOB 30€peKEHHS TIOTOKY JJisi aBTOHOMHHUX
CHUCTeM TPHOX THINB: BiANpaBHUKA, OJEpXKyBada TIAKeTiB 1
MHOXHHHU TPaH3UTHUX AS; Mo-Ipyre, BBEICHHS B ii CTPYKTYpy

€ opmMynosanHaM YMO8  83AEMOOIL
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yMOB B3aemoii AS mis 3a0e3neueHHs 3B'AI3HOCTI MapIIPYTiB,
SKI MpPOXOAATh 4Yepe3 MHOXKHMHY aBTOHOMHHX cucteMm IP-
Mepexi. Mozxenp OpieHTOBaHa HA MiATPUMKY MAapIIPYTHHX

METpUK, SKi peaji30BaHi B CydaCHHX IpoToKomax [P-
mapupyrusauii — RIP, IGRP, OSPF.
CuHTE30BaHUH METOI iepapXigHO-KOOPpAMHAIIITHOT

MapIIpyTH3aiii Ha piBHI aBTOHOMHHUX cucTeM |P-Mepexi
0a3yeTbcsl Ha TMPEACTABIICHIM EKOMIIO3WLIHHIA Moxmem. B
MEKax METONa 3aBIaHHs ie€papXidHoi MapuipyTH3aiii 0yso
3BEJICHO 0 ONTHMI3alliifHOT 3a/1ai JIHIHHOTO MPOTrpaMyBaHHS.
Jdns  3a0e3rnedeHHs KOOPAMHOBAaHOI  pOOOTH  MHOXKHHHU
ABTOHOMHHX CHCTEM IIOJ0 PO3PaxyHKY 3B’SI3HHX MapIIpyTiB,
SKi TPOXOAATh uepe3 MHOXHMHY AS, npu po3B’si3aHHI
chopMyIlbOBaHOI ~ ONTHMI3aIliifHOI  3amadi  BHKOPUCTAHO
NPUHLMI [UTbOBOI KoopauHawii [2-4]. BiH 103BOMMB BBECTH
JBOPIBHEBY i€papXir0 po3paxyHKiB: HIDKHIA PiBEHP BiAIMOBigaB
3a pO3paxyHOK MapIIpyTiB B okpeMux AS, a BepxHid — 3a
KOOpJWHAMLIIO pilleHb HIDKHBOTO piBHA, CHPSIMOBAaHOI Ha
3a0e3neyueHHs 3B'A3HOCTI PO3paxoBaHUX MapIIPYTiB Mixk AS.
I1l.  BUCHOBKU

HdocnijpkeHHss  mpoleciB  iepapxiuHOi  MapiupyTusaiii,
OpraHi3oBaHOi 3a JOIOMOTOI0 3allPONOHOBAHOTO METOY,
HIATBEPIUIO #HOro edekTHBHICTh Ha psli PO3paxyHKOBHX
npuknanis. JloBemeHa 30DKHICTE METOAYy IO ONTHMAJIBHOTO
pilleHHsT 3a KIHIEBY KUIBKICTh iTepauiii KOOpAWHALIHHOT
mponenypu. llIBumkicth 30DKHOCTI MeTOQy BH3HaJala
OIIEPaTUBHICTh PO3B’SI3aHHS MapIIPYTHUX 33a4 Ta OOCSTH
TepeaHol MK 1€EpapXiYHUMH PIBHAMH CITy>KOOBO1 iHpopMaIii
mpo craH Mepexi. BcraHOBieHO, MmO Ha 301KHICTE METOIY
BIUIMBAJIM PO3MIPH MEpEexi, 3B’SI3HICTh MapUIPYTH3aTOPIB Ta
AS Mepexi B mioMy. 3alpoIOHOBaHHH METOH MOXKE OyTH
BUKOPDUCTaHMH  SIK  MareMaTH4He Ta  aJIrOPUTMivHe
3a0e3neueHHs] NpH po3poOIl IMEepPCHEeKTUBHUX MPOTOKOJIB
iepapxivyHOi MapmIpyTH3alii B CydaCHUX iH(OKOMYHIKaIliHUIX
MeperKax.
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Anomauyun. B pabome npednodicena nomokosas mMooeiv U
uepapxuueckui mMemoo ynpaenenusi mpaguxom ¢ cemu MPLS-
DiffServ. Hcnonvzosanue nomokogoii mooenu no3604UL0
obecneyums co21ACOBAHHOE peueHue 3a0ay Mapupymusayuu
u pacnpedenenusi N(pONYCKHoll cnocobrnocmu kananog ceéasu. C
Opy20ll  CMOPOHLL, 8 OCHO8Y HPEONONCEHHO20 Memood
NONOJNCEH NPUHYUN NPOSHOZUPOBAHUS B3AUMOOCUCBULL, UMO
NO3BONUNO  88ECMU  OBVXYPOGHEBVIO UEPAPXUIO  PACYHETNO8:
HUMCHUIL  YPOBEHb  OMBeuan 3d pacuem  MapuipynHbix
nepemMennbIX, a 6epXHull — 3a pacnpedeienue KaHAIbHO20

pecypca.

Knwouesvie cnosa:  ynpasienue — mpaguxkom, — NOMOK,
mapwpymusayus, MPLS cemwv, npunyun npeockazanus
83aumooelicmeuil
|.  BBEJIEHUE
Kak mokazan mpoBeneHHbld aHamu3 [1]  BaKHBIM

HalpaBJICHHEM YIyJIIeHus KadecTBa oOcmyxuBaHusa (Quality
of Service, QoS) B COBpPEMCHHBIX TEICKOMMYHHUKAITUOHHBIX
cersix (TKC) siBisieTcst MOBBIICHHE YPOBHS COTJIACOBAHHOCTH
B PEILICHNH OTAEIBHBIX 33/1a4 10 yIpaBieHuro Tpaduxom. [Ipu
9TOM YHCJIOBBIE 3HA4YeHHS OCHOBHBIX QoS-mokasarternei, K
KOTOPBIM OTHOCSTCS, NPEXAE BCEro, CKOPOCTh Iepeiayu,
CpenHsis 3a7ePXKKA U BEPOSITHOCTh MOTEPh MAKETOB, BO MHOTOM
3aBUCAT Kak OT o0beMa KaHAIBHOTO U OydepHOro pecypca,
BBIICJICHHOTO TEM HJIM MHBIM MOTOKaM, TaK M OT CTEHCHH UX
cOaJTaHCUPOBAHHOTO HCIIOJIB30BAHUA. 3a peIIeHHE JaHHOU
3aga4yu B COBPEMCHHBIX TCICKOMMYHUKAIUOHHBIX CETAX
TPaTULHOHHO OTBEYAIOT HPOTOKOJIbHBIE cpencTea
MapIIpyTH3aLUH U paclpeieNieHns POIYCKHOW CIIOCOOHOCTH
KaHAJIOB CBS3M, peaju3oBaHHble Ha mnpuHOoumax Traffic

Engineering B paMKax APXUTEKTYPHBIX Mozenen
uaterpupoBanublx  (Integrated — services, IntServ) m
muddepennuposannsix  yenyr  (Differentiated  Services,

DiffServ) [2]. IIpu 3TOM Kak Npu MaplIpyTH3alWuH MOTOKOB,
TaK W pacHpeleNieHnd KaHAJIBLHOTO pecypca HEoOXOaUMO
YUUTBIBATh Pa3HOPOJHOCTh TPEOOBAHUI IMOJIB30BATEIICH CETH
OTHOCHUTEIFHO 3asIBJIEHHOTO YPOBHS KadecTBa OOCITYKHUBaHWSI,
yTO oOecrmevynBaeTCs COOTBETCTBYIOMIEH —Kiaccu(uKarmen
Tpadrka 1 MapKUPOBKOH (TIPHOPUTE3ALINEH) TAaKETOB.

Il.  UEPAPXWYECKUI METOJI YIIPABJIEHIS TPA®MKOM B

CETU MPLS-DIFFSERV

IlpennoxeHHbII  METO  OCHOBaH Ha  TOTOKOBOM
MaTeMaTHYECKON MOJIEH, UCTIOIb30BaHUE KOTOPOH MO3BOJIMIIO
00ecrevnTh COTJIACOBAHHOE PENICHUE 3a7ad MapIIPyTU3AIAN U
pactpenelieHisT TPOIYCKHOM CIOCOOHOCTH KaHAIOB CBSI3U.
HosusHoii npeayaraeMoit Moieu sIBJISIETCS BBEIEHUE YCIOBUN
0alaHCUPOBKM HArpy3KH B KaHalaX CBSA3M CETH B
COOTBETCTBHH C MX KJIACCOM OOCIY)XMBAaHHS W TPEOOBAHUSIMU
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texHonornn Traffic Engineering. B pamkxax manHOW Momemun
HCKOMBIE peIleHHs IOJIydaroTcd B XOJE€ pELIeHUs 3aJauud
HENMUHEHOro mporpaMMupoBanus. C IENbI0 TTOHMKEHUS
BBIUUCIIUTEIBHON CJIOKHOCTH u MIOBBIIICHUS
MacITabupyeMOCTH TOJMYYCHHs HCKOMBIX peIIeHui 0e3
MOTEPH UX a/IEKBAaTHOCTH OOOCHOBAH BHIOOD K HCIIOJIB30BAHUIO
MIPUHIUITA MPOTHO3WPOBAHUS (mpenckazaHus)
B3aMMOJCHCTBUN, OTHOCAINUICA K TEOPUM HMEPApXUUECKUX
MHOTOYPOBHEBBIX CHCTEM ympaBieHus [3, 4]. Peanuzanus
JAHHOTO TIPUHIUIA IIPEIoJiaraeT BBEIEHHE IBYXYPOBHEBOI
uepapxum pacdetoB. HikHWA (IEpBBI) HepapXUUIECKHUHA
YPOBEHb OTBEYaeT 3a pelIeHHe 3a7ad MapHIpyTH3aluH, a
BEpXHUIl (BTOPOIl) — 3a pacmpeneleHHe KaHaIbHOTO pecypca
MEXy MOTOKaMHU Pa3IMYHBIX KJIACCOB, a TAKXKe KOOPAUHALUIO
pemieHni HIWKHEro ypoBHS. [Ipm 3TOM ymamock cBecTH
HUCXOJIHYI0 JOCTaTOYHO pPa3sMEpHYI 3aJady HEJIMHEHHOH
ONITHMU3ALUH K HTEPALHOHHOMY PEIICHUIO MEHEE Pa3MEPHBIX
3aJad  JMHEHHOTO  NPOTPaMMHpOBaHHs  0e3  moTepu
aIeKBaTHOCTH KOHEUHBIX pelieHui [5, 6].

I1l.  BBIBOJBI
B nmaHHOW paboTe TpPEANOKEH HEPAPXUUSCKUA METO.
yrpasienus Tpadpukom B cetn MPLS-DiffServ. Ha uncnennom
npUMepe MOATBEPXK/ICHA CXOUMOCTh METO/Ia K ONTUMAJIbHBIM
pEeLICHUsIM 332 KOHEYHOE 4YHCIO HTEpalMi, a TaKkKe ero
coorBercTBue apxutekrype DiffServ-TE ¢ Touku 3peHus
obecrieyeHus cOANAHCUPOBAHHON 3arpy’KEHHOCTH KaHAJIBHOTO
pecypca B COOTBETCTBUM C TPHOPHUTETOM U  KJIacCOM
00CITy>)KMBaHUsI NIEpEJaHHbIX MTaKeToB. JIMHEHHOCTH pentaemMoit
ONTHUMU3ALMOHHON 33J]a4yi MOJIOKHTENIHO CKa3bIBaeTCs Ha
CHW)KEHHH  BBIYMCIUTENBHON  CIOXKHOCTH  HMPaKTHYECKOH
peanu3anMu  IPEAJOKEHHOIO METoJa Ha  KOHTpOIIepe

MIPOrPaMMHO-KOH(DUTYPHPYEMBIX CETH.
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CTBOpEHHS I100aJIbHOI MEPEK1 pO3YMHHX ITPUCTPOIB
Ha ocHOBI koHeniii Internet of Everything
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Anomayin. Ilposedeno awnaniz poszeopmanus 2n00anbHOT
Mepedici po3yMHUX npucmpoie Ha ocHoei konyenyii Internet of
Everything. Buseneno HeoOXiOHicmb 3abe3nevenns
iHmeponepabenbHocmi  MidIC  MHOJNCUHOK — DIZHOPIOHUX
npucmpois 3a ymosu 3abesneuenHs Koupidenyiunocmi ma
be3neku KiHyegux Kopucmyeauis. 3anponoHo8aHo npogooumu
PO3DOOKY  GIONOBIOHUX — QHATNIMUYHUX MoOenell, 30amHux
BUABIAMU K 308HIWHI, MAK | GHYMPIWIHI 3A2P03U 8 YMOBAX, Oe
6Y0b-sKUlL NPUCIPITL MOdICE OYMU CKOMIPOMEMOBAHUM.

Kniouosi cnosa: enobanvna mepesica, pozymui npucmpoi, 10T,
10E, mepesicna 6esznexa.

l. BcTyn

Cy4acHuil cTaH pPO3BUTKY 1H(OPMAIHOTO CyCIHiIbCTBA
XapaKTEPU3YETHCSI TIOSIBOIO CBOJIIOIIIMHUX OOYHCIIOBATBHUX
TEXHOJIOTIH, 10 BUKOPUCTOBYIOTH IHTEpHET 5K 3aci0
KomyHikamiid. L1 iHpokOoMyHiKamiliHa TEXHOJOTIS, Ha3BaHA
Internet of Everything (IoE), BcranoBmroe BimbHHIT MOTIK
iH(pOpMAaIii MK PI3HIMH B3a€EMOIIOB’ I3aHUMH IIPUCTPOSMH | 1-
5]. Bukopucranus IoE € 0aratopiBHEBHM 1 3HaXOIHWTh CBOE
3aCTOCYBaHHs MPAKTUYHO Y BCiX cdepax >KUTTS, TOYHUHAIOYN
BiJl 3’€JHaHHSI MK COOOI0 MPUCTPOIB PO3yMHUX OYIHMHKIB IO
iX KOMyHIKalili 3 BIPTyaJbHUMH CEPEIOBHIIAMHU I
opramizamii 3B’s3ky Mix HmMH [1, 2, 5]. Xowa IoE
BUKOPDHCTOBYETbCS ~ SIK  iH]pacTpykTypa s  oOMiHY
iHpoOpMaIi€ro, B TOH ke 4ac mpoOiieMHu KOH(IIEHIIHHOCTI Ta
NUTaHHS Oe3NeKH KiHLIEBMX KOPHCTYBayiB € HaJ3BHYAHHO
akryaneHuma [4, 5]. IoE Mae mmpoki MOMIJIHMBOCTI IOJO
iHpopMmaniiiHOro 00MiHy, ane 1€ BHMara€ B)KHBaHHSI
BIJIMOBITHUX 3aXOMIB JUIA HOro e(eKTHBHOTO Ta 0E3IEeYHOTO
BITPOBA/KECHHS Ta PO3MOBCIOKEHHS B 3HAYHIN Mipi.

Il.  3ABE3NEYEHHS KOH®IJEHIIMHOCTI TA BE3IEKU B |OE

IoE € cknagHOI0 Mepexero, IO CKJIAJAEThCS 3 MITbSAP/IIB
1IeHTH(IKOBAaHNX TPHUCTPOIB, SIKi B3aEMOJIIOTh OJWH 3 OJHUM
JUIL JTOCSATHEHHS CHUIBHUX IUICH TpU 3aCTOCYBaHHI Pi3HHX
TEXHOJIOTI Ha PIBHAX IPOTPAMHOTO, IMiANPOTPAMHOTO Ta
amapaTtHoro 3abesneueHHs. [Ipu npomy Bci Qi3udHi npuctpoi
(hopMyrOTh anmapaTHUI piBeHb MEPEXi, HANPHUKIIAJ, Ha OCHOBI
0e3MpOBOIOBUX TEXHOJIOTIH: MPUCTPOI 3 PaaioyacTOTHOIO
inentudikamiero (Radio Frequency Identification, RFID),
ceHcopH, cMapTdoHH, po3ymuuii omsar (wearable technology)
tomro [5]. Jlami BHKOpPHCTOBYBaHI MPHUCTPOi Ha amapaTHOMY
PiBHI MOJUISIOTECS HA TPU poOOUI MPOLIECH: MPUCTPOT 3B SI3KY,
JaTaukd  Ta igeHTudikamis. OOpoOka, Bizyamizamis abo
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iHTEepHpeTamiss HEOOXiTHUX MaHWX KEPYEThCS NPOTPaMHHUM
piBHEM 32 JIOIIOMOTOIO  CIELiali30BaHOTO  IMPOTPAMHOTO
3abe3neyenHsa. Crif BiAMITHTH, MO PiBEHH IIiAIPOTPAMHOTO
3a0e3MEeUeHHS € CIIOIY4YEHHSIM MiX IMPOTPAaMHUM Ta anapaTHAM
piBasmu. [ligmporpaMHuii piBeHb Bimirpae HaHBaKIHBIITY
poib cepel  yciXx TPhOX TPH  BIPOB3KEHHI HOBOTO
MPOTpaMHOTO  3a0e3leYeHHs, OpPraHi3yloYd  CYMICHICTh
amapatHoro piBHsS. Ha chOrojHi NpOBOMUTHCS TOCTATHBO
po3pobok momo BhpoBamkeHHS [0E 3 ypaxyBaHHSAM NHTaHb
KOHQifeHIIHHOCTI Ta Oe3nmeku, aje Bce MIe BUMAarae
JOCTIPKeHb 1 HOBUX pIllIeHb IOJI0 BJIOCKOHAJICHHS MEPEKHOI
oe3neku B pamkax Texnojorii IoE [4]. JlocsrHeHHS BUCOKOL
iHTEepOIIepadbenbHOCTI MiXK MHOKHHOIO TIPUCTPOIB € KITFOUOBHM
3aBJIaHHSIM, OCKIIBKM BOHU € HEOJIHOPITHUMH, 11O NMPHU3BOUTH
JO 3HA4YHOI  CKJIQJAHOCTI  INOJO  BHpILICHHS  IHTaHb
KOH(}iIeHIIHHOCTI Ta OE3MeKH.

I1l.  BHUCHOBKU

JocnipkeHHsT NpoLIeciB PO3ropTaHHs TJI00aNbHOT Mepexi
PO3yMHUX TIPHCTPOIB Ha OCHOBI KoHLemnwil IoE npu3BoanTh 110
BUCHOBKIB 1010 HEOOXIZHOCTI BpaxyBaHHs SIK 30BHILIHIX, TaK
i BHyTpimHiX arak. [Ipy 1bOMy BHKOpPHCTaHHS OCOOHMCTHX
npuctpoiB IoE Moxke OyTu 3acTOCOBaHO came /sl IPOBECHHS
iHcaiiepchkux arak. OTke, aKTyaJlbHOK IPEACTABISIETHCS
pO3poOKa HOBHMX aHAIITHYHUX MOJENICH, 34aTHUX BUSBISTH
3arpo3m, a TakoX OymyBaTH IH(QOKOMYHIKAIilfHI CHCTEMH Ta
Mepexi, crifiki 1o cepenoBuiy [oE, me Oymb-skuii mpucTpiit
MoOke OyTH CKOMIIPOMETOBAHUM.
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OLiHKa HEHIMHUX CIIOTBOPEHB Y paalOTPaKTI
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Anomayin. YV Oauiti  pobomi npogedeni O0CNIONCEHHS [IpoBeneno MammHHME excriepuMeHT 1 ains moxeni (1)

NnpoOyKmMi6 HeNiHIlHUX CHOMBOPEeHb V PAdiONpUUMATLHOMY
mpakmi  0a3060i  cmanyii  MOOIILHO2O 383Ky 3
BUKOPUCMAHHAM adanmusHoi anmenHoi cucmemu. IIpogedeno
OYIHKY DIBHI6 HENIHIUHUX CNOMBOPeHb 3d  O00NOMO2010
Koeiyicumie euwux eapmoHik i Koeghiyicnma cydoeapmoHiK
0na  pi3HuUX  6udi@  HeniHiiHocmel, XapakmepHux O/
paodiompaxkmie 3 GUKOPUCMAHHAM AOANMUBHUX AHIMEHHUX
cucmem. 3a  00nomo2coio  IMImMayituHo20  MOOEn08AHHS
OMPUMAHI KIbKICHI OYIHKY 8EUYUHU HEeNIHIUHUX CHOMBOPEHb
CUCHANI8 NpU NPOXOOJICEHHI iX uepe3 HeNiHiliHi elemeHmu
aoanmuenoi aHmeHHoi cucmemu, MamemMamuymi Mooeni AKUx
npeocmagieHi Xapakmepucmukoio 2icmepesucy.

Kniouosi  cnoea: mueninitinicmv,  HeniMiUHULL
KoepiyicHmu 2apMOHIK, HEIHIUHI CHOMBOPEHHSL.

ejnemenm,

. Bcryn

B apmanTuBHUX anropuTMax OOpOOKH CHTHANIB, SKi
BHUKOPHCTOBYIOTECSI B aJaliTUBHUX aHTCHHHUX CHCTEMaX, NPH
VIpaBITiHHI aMIDTTYIHO-()a30BUM PO3IIOIITIOM IPOSBISIOTHCS
XapakTepHi AJIS CHUCTeM THIy YaidTa TicTepe3uCHi sBHIIA.
Po3risiHyTi  cHCTEMHM €  CTOXaCTHYHUMH  JTUHAMIYHMMH
cuctemMamu. 30araueHHsi CHEKTpa BXiAHOTO CHTHalIY Yy
HeniniiHoMy enemeHTi (HE) € Haa3Bu4aiiHO BakIMBUM
SIBUIIIEM. 3 OJHOrO OOKy Ha HbOMY 3aCHOBaHa po0OTa IIJIOrO
psny pagioTeXHIYHMX MOPUCTPOIB, 3  IHIIOTO yepes
HENHIAHICTP XapaKTePUCTHK BHUHHUKAIOTH JesKi HebakaHi
e(eKTH, SKi HeOOXiTHO OIIHIOBATH Ta BpaxoByBaTH [1].

II.  OLIHKA ITPOJYKTIB HEJIHIMHUX CITOTBOPEHD Y
AJATITUBHUX AHTEHHUX CUCTEMAX
3a J0NOMOror iMiTamiiHOTO MOJENIOBAHHS OTpHMaHi
OIIHKA BENWYMHM HENiHIMHUX CIIOTBOPEHb CHUTHAJNIB MpHU
MPOXO/DKeHHI X dYepe3 HeNmiHiHHI eJIeMEeHTH, MaTeMaTH4Hi
MOJIeNTi IKUX TIPEACTAaBICH] 3aJeKHOCTSIMH Y BUTTIII CHCTEMHU

piBHSHB [2]:

kx—kCy—ke sign(%j npu[

dt]npu(dt

kx+KkCy —ke sign(

npuly —kx+ kG| <ke i 0<y<k(Cp—Cy);
const

abo |y—kx—kCy|<ke i k(Cp—Cp)<y<0;

k(C2 —~Cy)sign(y)
0

dy

dt
dy

jiOiOSySk(Cz—Cl);

dy j#Oi—k(Cz—Cl)SySO;

npu‘x‘ZCz +¢€;

npu ‘x‘ < —¢, akuo Cy > g,
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OTpUMaHa 3aJIeKHICTh KOE(IUi€HTIB BHIIUX TapMOHIK 1
CyOrapMOHIK BiJ BeTMYMHHU 30HU JodTy mpu BrmBi Ha HE
10 rapMOHIHHNX KOJIMBaHb PIBHOMIPHO PO3MOIJICHUX MO BCiil
CMy3i dYacTOT MpUAManbHOI dYacTHHH 0a30Boi  craHmii
MOOLTBHOI cHucTeMH 3B’s3Ky. HeoOXimHO BiI3HAYHTH, IO
NapasuTHI CKJIAJIOBI CIIEKTPY PO3TAILOBYIOTHCS B OCHOBHOMY
Ha KpaTHUX TapMOHIKaxX, a caMe Ha I'apMOHIKax OCHOBHHX
gyactor. Tak, SIK NPHKIaA, NpEeICcTaBleHi rpadikd CIeKTpa
KOpPHUCHUX CHTHaNiB (puc.la) i mapasuTHUX CKIAJOBHX Ha
Buxoni HE (puc.106).

025
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YacroTa

Pucynoxk 1. CriekTp KOPHCHUX CUTHAJIB 1 Mapa3UTHUX
cknanoBux Ha Buxoni HE

SIK BUJTHO 3 OTPUMAHUX 3aJIKHOCTEH, Mapa3uTHI CKIIAI0Bi
CIIEKTpa, MPOHHMKAIYi B CIEKTp KaHaly HpUiioMy 06a3oBHX
CTaHII CHUCTEeM MOOIUTPHOTO 3B’S3Ky, [H€ 3HIHCHIOETHCS
PIBHOMIpHHI PpO3MOJII YACTOT, PO3TAIIOBYIOTHCS CamMe Ha
OCHOBHHMX CKIIQJIOBHX CIEKTpa 1 NOPUAMAIOTh 3HAYCHHS,
3icTaBHI 31 3HAYEHHSIMU KOPUCHHUX CHTHAJIIB.

I1l.  BUCHOBKU

IMpu npuifomi BHUIIAJKOBHX CHTHANIB, SIKHMH € CUTHAIH
3B 53Ky, JIaHE SIBUIIIE MOXKE HPU3BECTH 0 HerependadyBaHuX
1 HEKOHTPOJbOBAaHMX cHUTyalid. IIpoBemeHi mocmimKEeHHS
JIO3BOJISIFOTE  3pOOMTH BHCHOBOK NpO Te, IO iCHYIO4Ya Ha
CHOTOJIHIIIHIA MOMEHT METOAMKA pPO3MOAULYy 4YacToT Yy
cucrteMax MOOITBHOTO 3B’3Ky (PIBHOMIPHHME  poO3moJisI
YacTOT) HE € ONTHMAJIBHOIO.
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Anomauin. 3anponoHo6ano onmuMizayiiiny Mooeib WeUOKol

nepemapwipymu3zayii 3 0anaHcy8aHHAM HABAHMANICEHHA MA
npo@iniosanusaImM mpagika 6 meneKOMyHIKAYIUHUX MepexNcax.
Ilepesazoio  piwennss €  opmymnosanns  3a0aui K
ONMUMI3ayilinoi, AKA OpPICHMYE HA MIHIMI3aYil0 BepPXHbO2O
OUHAMIYHO Kepo8aAHO20 NOpO2Y 3A8AHMANCEHOCMI KAHANIG
38 A3KY mMa 38a%4ceHOl 8IOHOCHO npiopumemy 00CLY208)Y8aAHHS
IHMeHCUBHOCMI  NOMOKI8, W0 OMPUMYIOmMb  GIOMOBU 8
00C1y208Y68aAHHI HA 2PAHUYL MEPENCI.

Kniouosi cnosa: giomogocmiiixicms, pe3ep8ysanHs, weuoxa
nepemapupymusayis, banancysamnms HABAHMAICEHHS,
npoginiosanus mpagirka.

I. BcTv

Bimomo, 1m0 pilieHHS 3 MIiABUINEHHS BiAMOBOCTIHKOCTI
tenekomyHikamidanx Mepexk (TKM) Ha ocHOBI peamizarii
MIBUIKOI TepeMapIipyTu3amii 0a3yloThCs Ha pe3epBYBaHHI il
emeMeHTiB 1 mpomyckHoi 3matHocTi [1-3]. Takum gmHOM,
BBE/ICHHS PECYpCHOI HAQ/UIMIIKOBOCTI € IUIATHEIO 3a
MiBUIICHHS  HAMIMHOCTI  MEpeXHHUX  pimeHb. [IpoTe
pe3epBYBaHHS MEPEKHOTO PECypCcy B XOIi peamizamii Tiel 4u
IHITOT CXEMH 3aXUCTy 3aBXKAM HETaTWBHO BIUIMBAE Ha 1l
MPOAYKTHBHICTH Ta PiBEHBb SKOCTI OOCIyTOBYBaHHS B ILIOMY.
ToOTo 3 MiJBHIIEHHSM HaBaHTAXXEHHS HA MEPEXY peajizailis
CXEM 3aXHCTy €JIEMEHTIB Mepexi, a 0coOnmBO i1 MpOIyCKHOT
3IATHOCTI B XOAlI LIBHAKOI TNepeMapluipyTusamii Moxe
NPU3BECTH 0 NepeBaHTAXEHHA. SK BioMO, e(heKTHBHUM
MPOAKTHUBHUM 3ac000M OOpPOTHOM 3 MEpEeBaHTAKEHHIM Mepexi
€ 3abe3neyeHHst 30a1aHCOBAHOIO BUKOPUCTAHHS JOCTYITHOTO
MEpEeXXHOTO pecypcy Ha mnpuHuumax xkonmnemmii Traffic
Engineering (TE) [3,4]. [lieBUM peakTHBHHM METOJOM
00poTEOHM 3 TepeBaHTaXXEHHsSM € mpodimoBaHHsA Tpadika, a
30KpeMa OOMEKEHHsI HOTro IHTEHCHMBHOCTI Ha TPaHUIl Mepexi
BiJIMOBITHO /10 TIpiopUTETY 00CTyroByBaHHs MakeTiB [5]. Tomy
JUISL TIPAaKTHKU JyKe 3aTpeOyBaHUMH € TEOPETHUYHI PIillICHHS
MI0JI0 3a0e3NeUeHHs] OTO/PKEHOTO PO3B’SI3aHHS MEpPEKHHX
3a7a4 31 MBHIKOI mepemapuipyTtusamii Ha npusimnax TE Ta
JmudepenmiiioBaHoro ooOMexeHHs Tpadika.

Il.  MOJEJIb LIBUJKOI TIEPEMAPILPYTH3ALIII 3
BAJTAHCYBAHHSIM HABAHTAXEHHS HA OCHOBI TE TA
JUOEPEHIIIMOBAHM OBMEXEHHSIM TPA®GIKA

VY 3B’s3Ky 3 OUM 3alpoOIOHOBAHO MaTEMAaTUYHY MOJIEINb
MIBUIKOL TepeMapIIpyTU3amii 3 OaaHCYBaHHSIM
HaBaHTaXeHHs Ha npuHnunax TE Ta mudepeHniioBanmM
obmexennsiM Tpadika B TKM. OcHOBY Mojelni CKIIQIaroTh
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YMOBH peadizamii OararonuraxoBoi  MapHIpyTH3AaIlii,
Mo H(ikoBaHI yMOBH 30€pEeKEHHS MOTOKY, SIKi BPaXxOBYIOTh
mpioputeTHe OOMEKeHHA Tpadika Ha TpaHUI MeEpexki y
BUMAAKY 11 HMOBIPDHOTO MeEpEeBaHTaKEHHS, BHUKIMKAHOTO, 3
oqHOro OOKy, 3pOCTaHHSM HaBaHT)XEHHs, a 3 IHIIOIO —
peaiizalfiero cxeM 3aXUCTy eJIEMEHTIB Mepexi Ta i MPOImyCKHOT
3MATHOCTI B XOMi IMIBUAKOI MEpeMaplIpyTH3allii, a TaKoX
aJlanToBaHi M HOBI BUMOTH YMOBHU 3a0€3MICUCHHS 3aXHCTY
(pe3epByBaHHs) By3/a, KaHaly Ta IPOIYCKHOI 31aTHOCTI
Mepexi. [lepeBaroro 3amporOHOBAaHOTO pIIIEHHS TaKOX €
(dbopMynrOBaHHS 3amadi  SIK  ONTUMI3AIHOT 3 KpUTepieM
ONTUMAJIFHOCTI, KU Opi€HTye Ha MiHIMi3amito, MO-TIepIe,
BEPXHBOTO MHAMIYHO KEPOBAHOTO IIOPOTY 3aBaHTa)KEHOCTI
KaHaiB 3B 53Ky, IO BiAmoBigae BumoraM konnenmii TE, a, mo-
Jpyre, 3BaKEHOI BIJHOCHO NPIOPUTETY OOCIyrOBYBaHHS
IHTGHCHUBHOCTI ~ TOTOKiB, SKi OTPUMYIOTh BIiIMOBH B
obcinyropyBaHHi ~ Ha  rpaHuMii  Mepexi.  JIiHilHICTB
chopMyIIbOBaHOI ONTUMI3AIIHOI TpoOIeMH 3abe3edyBanach
HUISXOM  JISSIKOTO — PO3LIMPEHHS  4Hucia 3MIiHHHX, IO
pPO3paxoBYIOThCS, SKi BU3HAYAIOTh BEPXHIH mOpir s
MapIIpyTHUX 3MIHHUX OCHOBHOTO Ta PE3EPBHOTO HUISXIB.

JociipkeHHsT TpoLeciB IMBHAKOI IepeMaplipyTH3alii 3
BUKOPHUCT@HHSIM 3aIllpOIIOHOBAHOT MOJEN Ha Psilii YHCIOBHX

BHUCHOBKU

MPUKIAAIB MIATBEPIMIO aNeKBaTHICTh 1  e(EKTHBHICT
OTPUMaHUX Ha ii OCHOBI MapUIPYTHHX pilIeHb SK IIO/I0
3a0e3neyeHHss iX  BIIMOBOCTIHKOCTI Ta  OanmaHCyBaHHS

HAaBaHTKEHHs, TaK 1 MO0 3aCHOBAHOTO Ha TNpiopUTETax
oOMexeHHS Tpadika.
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Anomayin. 3anponoHo6aHo MEH30PHY MOOelb  UBUOKOT
nepemapupymuzayii 3 3axXUCmom DIGHA axocmi
00cnye08y6anns 6 meleKomMyHiKayiuniu mepedci. Hoeusna

3anponoHosanoi mooeni nonAcaE 8 MmMoMy, WO 6 YMO8ax
peanizayii  weuUOKoi  nepemapwipymuzayii. 8  Mepexrci
3abe3neuysasgcs 3axucm pisHsa 00CIY208y8aHHA 0OHOYACHO 3d
NOKA3HUKAMU NPONYCKHOL 30amMHOCMI, cepeOHbOi MIXCKIHY e80T

3ampumMKy  ma  UMOGIPHOCMI empam naKemis 630080iC
OCHOBHO20 MA PE3EPEHO20 MYbIMUULIAXIS.
Knrwouoegi cnoea. MeH30pHa Mooenb, WeUoKa

nepemapupymu3ayisi, sKicms 00Ciy208y68ants, pe3epeyeants,
NPONYCKHA 30AMHICNb, 3AMPUMKA, 8MPAMU NAKEMis.

. Bcryn

OnHi€ero 3 BOXKIMBUX TEHICHIIH PO3BUTKY TEJICKOMYHIKAIH €
MPOEKTYBAaHHS BiJIMOBOCTIMKMX MEPEXK, 3/IaTHUX 30epiraTu CBOIO
BUCOKYy  C(EKTHBHICTh B yMOBaX HMOBIPHHX  BiJIMOB
KOMyTaIliiiHoro oobnagHaHHsA. BupimieHHs 1€l HaykoBoi Ta
NPUKIaAHOI 337adi BWUMAarae 3Jaro/DKEHOi poOOTH  BCHOTO
JOCTYITHOTO ~ (DYHKIIOHATY TEXHOJIOTIYHAX 1 MPOTOKOJBHUX
3ac00iB MOJIENI B3a€MOJIii BIJKPUTHX CHCTeM. Tak, Ha MepeKHOMY
PiBHI KITIOUOBA POJIb BIJBOMTHCS IPOTOKOJIAM 1 METOIAM LIBUJIKOT
mepeMapIipyTh3amii, KOMM I TIiepefadi MOTOKIB IaKeTiB
PO3paxOBYETHCS HE TIILKM OCHOBHHIA, aJie 1 MHOXHMHA PE3EPBHUX
MapmpyTiB [1-2]. [Tpu 1150My B X011 IIBUAKOT TIepeMapIIpy TH3AIIIT
BaXJIMBO 3a0E€3MEUYNTH 3aXUCT PIBHS SIKOCTI OOCITyroByBaHHS
B3IOBX IMX MAaplIpyTiB OAHOYACHO 32 MHOXHHOIO TaKUX
TMOKa3HUKIB, SIK MPOIYCKHA 3/aTHICTh, CEpeAHs MDKKIHIEBa
3aTpUMKa Ta HMOBIPHICTB BTpar makeTiB [3-5]. Tomy pirmeHHs i€l
B@KIIMBOI 3a7aui BUMarae po3poOKH HOBHX a00 BJOCKOHAJICHHS
ICHYFOUMX MaTeMATHYHUX MOJIeJIeH 1 METOIB, SIKi € TEOPETHIHOIO
Ta  QITOPUTMIYHO-TIPOTPAMHOIO  OCHOBOIO  TI€PCIIEKTUBHHX
MPOTOKOJIB IIBUIKOI TepeMaplIpyTh3alii i3 3aXUCTOM piBHA
SIKOCT1 00CITyTOBYBaHHS 32 MHOYKUHOFO TIOKa3HHUKIB.

Il.  TEH30PHA MOJEJIb IIBUJAKOI TIEPEMAPILPYTHU3ALILI I3
3AXUCTOM PIBHS SIKOCTI OBCJIYTOBYBAHHS

Jlnst  BUpIIIEHHS TIOCTAaBJEHOI 3ajadi BHUKOPHCTOBYBAJIach
TIOTOKOBA MOJIENb IIIBHIKOI IiepeMapiIpyTr3altii [4], sika 103Bosisie
3a0e3MeYnTH SIKICTh OOCITyTOBYBaHHA 3a JIBOMAa ITOKa3HHKAMU:
TPOITYCKHOI 3/IaCTHOCTI Ta WMOBIPHOCTI BTpAT IAKETIB B3JIOBXK
OCHOBHOTO Ta PE3ePBHOTO MYJBTHIUIAXIB. AJe BIIIOBITHO 0
TOCTABJICHOI  3aJaul Ul BpaxyBaHHS TAaKOIO BaXJIMBOTO
TOKa3HUKA SIKOCTI OOCIYrOBYBaHHS SIK CepemHs MDKKIHIIEBa
3aTpHMKa I1aKeTiB, JaHa MaTeMaTHIHa MOJIEN b Oy/ie po3LIMpeHa 3a
PaxyHOK BBCACHHA )IO}laTKOBO.f YMOBH 3aXHUCTYy IBOI'O IMOKa3HUKA,
0, B CBOK 4Yepry, € IEpPeBarol JAHOTO pileHHs. Tomi
BBEJICHHS JOAATKOBOI yMOBHM 3aXWCTy IIOKa3HHKA CEpEAHbOI
MDKKIHIIEBOI ~ 3aTpUMKM ~ OyJO  3aCTOCOBaHO  (DYHKLIOHAI
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M)

TCH30PHOTO MOJICIIFOBAHHS IIPOLIECIB MapIIpyTH3aIil, 3aBISKA
SIKOMY BHSIBIJIOCH MOYKJIMBUM aHAIITHYHO OITHCATH B3a€EMO3B’SI30K
BCiX BBEJICHHX OCHOBHHX ITOKA3HHKIB SIKOCTI OOCIyTOBYBaHHS B
Mepexi. Tak, Ha MiCTaBi BUKOPHCTAHHS TEH30PHOI METONOJIOTIi
JIOCITI/DKEHHS  TeJIeKOMYHiKalliifHa Mepeka Oyna mpescTaBlieHa
JIBOBAJICHTHUM 3MIILIaHUM TEH30pPOM B aHI30TPOITHOMY IPOCTOPI,
SIKMM BU3HAYaBCsI CTPYKTYPOIO caMol Mepexki. MeTpuka JaHoro
MPOCTOPY IIUIKOM 3ajie)kala Bi THIy TIOTOKIB IAKEeTIB Ta
JIMCLMILIIH X 00CITyroByBaHHs Ha iHTepdelicax MapIIpyTH3aTopiB
MepeKi, a BUKOPHCTAHHS CHCTEM KOOpPAMHAT TUIOK MEpEexi Ta
HE3QJIOKHUX KOHTYPIB 1 BY3JIOBHX Map O3BOJIAIO 3a0C3IICUUTH
LUTiCHAH 0araToacrieKTHHH PO3III TeJIEKOMYHIKAMIIHOT Mepei.
Sk pesynbrar, B paMKax 3arpoIOHOBAaHOI MOJIENI TEXHOJIOTIYHA
3aJaya IMBHAKOI HepemapmpyTtusanii Oyna cdopmyiboBaHa B
onTuMizaliiHiii  Qgopmi 3  KpHUTepieM ONTHUMaIbHOCTI Ta
OOMEKCHHSAMH,  SKUMH  BHCTYIaJd  YMOBH  peajizaril
OaraTolUIIXOBOI CTparerii MapuipyTH3allii, yMOBH 30epeKeHHs
NOTOKY, YMOBH 3aXHCTy KaHaJIy Ta BYy3Ja, YMOBH 3aXHCTy
MPOIYCKHOI 3IaTHOCTI MEPEXKi Ta YMOBH 3a0C3MCUCHHS 3aXUCTY
PIBHS SIKOCTI 0OCITyTOBYBaHHS 32 TIOKa3HUKaMH HMOBIPHOCTI BTpat
HIAKeTiB 1 cepeiHbOT MDKKIHIIEBOT 3aTPHMKH B3I0BXK OCHOBHOTO Ta
PE3EePBHOTO MYJIbTHIIUISIXIB.

I1l. BUCHOBKU

Jns  mepeBipkk — mpare3faTHOCTI  Ta  aJeKBAaTHOCTI
3aIpPOMOHOBAHOT MOEN OyJ0 TPOBENCHO EKCICPUMEHTAIBHE
JOCTIKSHHS Ha Ps/Ii YUCIOBUX TPHKIAAIB, B PE3YIBTATI SKOTO
OyJM OTpUMaHi OCHOBHHUH 1 PE3ePBHHUI MYJIbTHIIUIIXH, B3I0BK
SIKMX 3a0e3meuyBaBcs 3aJaHA PIBEHDb SIKOCTI 00CITyrOBYBaHHS
3a  TMOKa3HUKAMH  MPOMYCKHOI  3JaTHOCTI,  CEpPeaHbOT
MIDKKIHIIEBOT 3aTPUMKH Ta IMOBIPHOCTI BTPAT IAKETIB.
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Abstract. This work is devoted to the improvement of the
quality of the remote video surveillance channel with the help
of cloud-based video surveillance technology based on the use
of polarization orthogonal antennas MIMO
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I.  INTRODUCTION

.CLOUD technology based infrastructures can present
significant advantages: lack of the necessary internal
computing infrastructure; eliminates the lack of qualified
personnel to install, maintain and troubleshoot; reliability.

It is the supplier that takes care of backup, business
continuity, backup and disaster recovery. Significant cost
scalability of CLOUD-based architecture appears: lack of
initial investment; expected costs; pay only for what you use;
Facilitate the increase or decrease in computing capacity,
storage capacity and bandwidth on demand.

It seems relevant to further develop this technology, taking
into account the possibility of using remote surveillance
cameras. The positive effect can be based on the use of signals
of double polarization and corresponding antennas.

Il.  PROBLEM SOLUTION AND RESULTS

The main features of the technology are as follows.
Regardless of geography Unlimited tenants Accessibility of
cloud architectures. A constantly growing number of cameras.
Monitoring people is not available or almost impossible. Real
waste of resources. Interesting events - only a small part of the
recorded video. The data obtained using video surveillance has
grown to almost unmanaged volumes.

The common misconceptions of CLOUD are not just
remote storage or access to applications through a web
browser. Why is cloud video storage impractical? The size of
the data produced. The cost of storage and transfer. Limited
available bandwidth.

Moving mountains around, very rare, like a golden spot lost
in tons of stone. Miners do not move mountains of stone
around! They bring mining equipment close to where gold ore
is mined. And now what? Working with big data, cannot rely
on much more efficient image compression algorithms, should
rely on the boundary storage of high-quality HD video, should
use video content analysis (VCA) to filter important footage
(miniatures or short clips), describe significant events using
Effectively searchable metadata.

Extracting interesting information on the site.
Understanding is local and communication only when
necessary. Smart cameras can filter out important events to
reduce the amount of data sent to the data center, even with
limited bandwidth. Motion Tracking Blob Motion Tracking
and Trajectory Smoke Detection Fire Detection Face Detection
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Crowd Detection License Plate Recognition Detection of Lost
and Found Motion Controls Controlling Origin, Blindness,
Darkness Panic Detection Available Functions: Smart Products
What you can do today.

Accurate image analysis: now possible, as it is done on
RAW images from the sensor. Smart Products internal
architecture. High resolution local storage and adaptive
bandwidth external streaming. Broadband connection is not
required. Bidirectional communication level, encrypted and
automatic. Secure and reliable Internet connection Software for
a virtualized data center with deployment in a private or public
cloud. Control room wherever there is internet.

The further development of communication systems based
on a double polarization signal is important. Transmit
polarization diversity is proposed as an alternative to spatial
separation in order to limit the aperture of the antenna arrays at
both ends of the radio link. It is proposed to consider the
possibility of using various combinations of polarization states
of signals for radiation and reception. It is expected to receive a
combination of polarization, when the fluctuations of the main
signal of the channel polarization will be minimal.

Research results indicate different propagation conditions
for different polarizations on two radiation patterns. Different
orthogonal polarizations create different conditions for the
improvement and development of tropospheric communication
systems. Research results indicate the need to control the state
of orthogonal polarizations depending on the distance and
propagation conditions.

The investment and time required for the implementation of
the described scenario, of course, is very long. Thus, it is
important to develop effective ways of normalizing, combining
and analyzing data from existing systems, while retaining most
of the previous investments.

1. CONCLUSIONS

Research results indicate the possibility of increasing the
communication range of a remote surveillance camera.

The basis is the study of various propagation conditions of
radio waves at different polarizations. Different orthogonal
polarizations create different conditions for the improvement
and development of local communication systems.
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Abstract. In this article was derived method of finding the field
components of the antenna signal and background noise, or
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l. INTRODUCTION

MIMO technology with orthogonal polarizing channels
additional provides increase signal to noise ratio and therefore
increase in bit rate in wireless [1].

MIMO is an important part of modern wireless
communication standards such as IEEE 802.11n, ac (Wi-Fi),
4G, 3GPP Long Term Evolution, WiMAX.

Il.  PROBLEM SOLUTION AND RESULTS

The signal on the receiving party is recorded as follows:
X=H-S+Z, Q)

where S — matrix of transmitted signals; Z — matrix of a
self-noise of the receiving elements of the antenna; X — matrix
of the received signals; H — transformer matrix of the signals.

Most the simple and widespread matrix H is the Allamouti
matrix.

Real antennae in MIMO technology can be represent like
two input (top) and one output (bottom) antennae and this
antennae can use at orthogonal polarization for better signal to
noise ratio (SNR).

Its explain result of analysis differences of signal and noise
polarizing parameters. Polarization is spatial - temporal
characteristics of electromagnetic waves, it notes the spatial
pattern of targeting vector voltage electric or magnetic field
over the rotor vibration.

For homogeneous plane wave vector voltage electric and
magnetic fields lie in the plane perpendicular to the direction of
wave motion. Depending on whether parameters change (angle
of orientation - B and angle of ellipse o) with the influence of
polarization diagrams at time or remain constant,
electromagnetic waves are divided into three groups: 1-
completely polarized (polarization factor m=1); 2 - partially
polarized (0<m<1); 3 — neutral or chaotic (m=0).

Consider the wave of elliptical polarization in the free
linear basis and Ex, Ey orthogonal projection of the electric
field vector E in the complex form. Represent wave in matrix
form.
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Polarization ellipse is defined by its shape (o), orientation
axis (P) relative coordinate system selected and direction of
rotation vector of the ellipse. The total form of wave is next
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The dependence of throughput on SNR and given
polarization losses for real conditions was calculated on the
basis of the Shannon formula.

The results of the comparison of the real experiment of
Alamouti / MRC algorithms with 2x2 multiplexing without
antennas of orthogonal polarization indicate the following. We
find that BER is close to 0.01 with a SNR of 10 dB for spatial
multiplexing - QPSK and ML receiver (maximum likelihood).

Actual transmitted signal characterized by the parameters of
the polarization ellipse - the angle of ellipticity and orientation
angle of semi-major axis of the ellipse. Then, omitting the
factors - angular frequency, attenuation and range, the vector of
the electric field near a transmitting antenna can represented in
the form of the polarization vector of the emitted signal

The result of the experiment means that the BR is better
without loss of energy when the antennas are fully polarized. If
BR is 11 MB /s with 10 dB SNR in real time and energy loss
at 6 dB, then BR is 20 MB / s with 10 dB SNR and without
energy loss due to polarization.

CONCLUSIONS
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l. INTRODUCTION

The system is the first generation 1G, transmits in analog
mode. To improve the quality of transmission, bandwidth and
coverage of the signal system, the second generation of mobile
2G networks in digital mode has appeared, which marks a
break with the previous technology. 3G opens the Internet and
new multimedia services, 4G allows us to spread faster. But we
have to introduce the next generation 5G, this is the fifth
generation technology that will allow us to develop
unimaginable digital services, it will be launched in 2020; and
6G, which is being researched in the future, this will be one of
the greatest innovations in 2030, which is the actuality of the
article.

Il.  PROBLEM SOLUTION AND RESULTS

This next stage of telecommunications will go far beyond
accelerating data transmission speeds up to 10 Gigabits per
second, opening new opportunities in transportation, medicine,
manufacturing, many other industries and other areas of life.
This technology dramatically improves the speed and
consistency of 4G connections, higher spectral efficiency,
better signaling and coverage over 4G, less latency in a
millisecond, hundreds of thousands of wireless detection
connections, running simultaneously. In addition to faster and
more consistent wireless connection to users, 5G technology
will contribute a great technological innovation in the vehicle
industries with the driverless car; in medicine, allowing
medical robots to become more common and doctors to
perform more complex or difficult operations remotely;
improving the efficiency of robots in manufacturing industries
for wider use and with fewer errors. 3GPP (3rd Generation
Partnership Project) is the body that regulates cellular
standards, announced the first official standard of 5G, called
the 5G NR standard (new radio), in December 2017. The 3GPP
includes three groups of technical specifications (TSG)
including RAN (radio access networks), SA (services and
system aspects) and CT (core network and terminals).
Qualcomm has always been involved in the development of 5G
products and its research can be useful to 3GPP in designing
the right standards. 5GPPP is considered as one of the pioneers
of the standardization of the 5G protocol. These two groups are
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the most important groups for the development of 5G
technology.

Figure 1. Driverless cars

Even if the 5G is not yet available, we can think about a
future generation 6G, is proposed to integrate 5G with satellite
networks for Global coverage, to resolve the needs of the user
that the 5G will not be able to satisfy. In the next 10 years we
will assist to a technological scandal, whose data transmission
could go up to 1 Terabits per second. In 2018, the Center for
Wireless Communications of the University of Oulu financed a
project of the Academy of Finland "6 Genesis", research
program that will be devoted to the conceptualization of 6G. In
this program, new generations of mobiles will appear every 10
years, maybe around 2030 the 6G will be deployed. Another
group of research from Terranova is working on a possibility of
the 6G network connection that will be so fast and stable for
400 gigabits per second, transmission with a terahertz range.

In conclusion, we describing value of 5G performance
in our daily life, with high data rate, reducing of latency,
energy saving, cost reduction, higher system capacity, and
massive device connectivity. The disadvantages of one this
generation will be over by other which could be 6G. 5G will
modernize the area of mobile telecommunication and wireless.
This work demonstrates how it will be the types 5G
applications. This initial design will allow us to experiment and
look far as the result and how will be effective the 6G.

CONCLUSIONS
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Anomauis. Memoio 00CHI0NHCEHHS HaoditiHocmi
menexomyHikayiunux  cucmem (TKC) € npoeHozyeanHs
OCHOBHUX XAPAKMEPUCMUK, iX QYHKYIOHYBAHHA NPU NEGHUX
6apIAHMAX CMPYKMYPHO-MONONO2IYHOI NoOY008U [ pI3HUX
yMOo8 eKxcnayamayii. Ipu Ybomy MOXHCYMb
suUKoOpucmogysamucs pisui memoou oyinku. OcHoena eumoza
— MOJCIUBICMb OMPUMAHHA YUCTEHHUX 3HAYEHb NOKA3HUKIB
Haoitinocmi.

Knrwuogi cnoea: oyinka, nadiinicmos, ananiz, memoo.

. Bcrvn
Jlo TemepilmHROTO Yacy MaTeMaTHYHa Teopis HaIiifHOCTI
HAaKOIMYMJIA  JIOCTATHBO TEOPETHYHOro 1  (haKTUYHOIO
MaTepiamy, o0 TapaHTyBaTH, INO 3agadi OOYHCIICHHS

MOKA3HUKIB HAJIHHOCTI CHCTEM 3 PO3BUHCHOIO CTPYKTYPOIO B
Maci cBOI MaroTh KOMOIHATOPHY CKJIAIHICTh, TOOTO, SKIIO
BUKOPHCTOBYBATH TEPMIHH TeOpii CKJIAJHOCTI aJTOPHUTMIB, €
NP-paxxkumu [1]. Cuctemu TKC ciin BiZHECTH IO CHUCTEM 3
PO3BUHEHOIO CTPYKTYPOIO, Ma€eMO Ha YyBa3l CTPYKTypH
PO3paxyHKy MTOKa3HHKIB HaTIHHOCTI. OCHOBHOIO
NPUHLUIIOBOIO MPUYUHOIO CKIAIHOCTI 3aBJaHb PO3PaXyHKY
MOKA3HHUKIB HAaJIMHOCTI € Te, MO IeHd PO3paxyHOK BHUMAarae
nepepaxyBaHHSA BCIX €JIEMEHTIB, IO BXOAATH B CTPYKTYpY
TKC 3 6e3mivi. OCKiTbKA TOYHHH aHANITHYHHN PO3PaXyHOK
MOKA3HUKIB HAAIHHOCI CHCTEM 3 PO3BHHEHOIO CTPYKYTPOIO 1 3
BEJIMKMM  YHCJIOM €JEMEHTIB INpPaKTHYHO HEMOKIIMBHH,
BIAIOTHCS 10 HAOIIDKEHOTO OLIHIOBAHHS LIUX MMOKA3HUKIB.

[l.  METOJIU OLIHKY HANITHOCTI TEJEKOMYHIKALIIMHUX

CUCTEM

Cepen BiTOMHX HaHOLIBII TOMYISIPHAMH € Taki MOZENI
nmociimkennas Hagiaocti TKC:

- rpa¢oBa, siIKa BHKOPUCTOBYETHCS TPU PO3paxyHKaX Ha
eTarnax MpOeKTYBaHHS Ta TUIAHyBAaHHS,

- MojeNb, sKa cama ceOe JIarHOCTye, NMPH BHKOPUCTAHHI
SIKO1 3MEHIITYETHCSI 00CAT CITy’KOOBOTO Tpadiky.

Meton CTaTUCTHYHOTO MO/ICITIOBaHHS MOXKHA
BUKOPHCTOBYBATH SIK 3aci0 JUIS MepeBipKH i OMIHKKA TOYHOCTI
3allPOTIOHOBAHUX HAONMKEHUX aHANITHYHHX MeToniB. lle
MOB'SI3aHO 3 THM, IO IS CKIaJHUX CTPYKTyp cydacHux TKC
TOYHI aHANITUYHI METOIW TPH3BOIATH IO TaKUX TPOMI3IKHX
BUpa3iB, 1[0 MPAKTUYHE 3aCTOCYBAaHHS iX CTa€ HEMOXKJIHBUM.
Tomy, 3 ogHOTO OOKY, PO3BHBAIOTHCSI HAOIMKEHI aHATITUYHI
METOMH, JJIS AKX 3aBXKIH € aKTyaJbHUM IMUTAHHS MPO OLIHKY
TOYHOCTI HAOJIMIKEHHS, a 3 1HIIOro - JJisg 0ararboX CHCTEM Ha
eTanax MPOCKTYBaHHSI METOJ CTATHCTHYHOTO MOJICITIOBAHHS
BUSIBIIAETHCA €IWHUM IOCTYITHAM METOJOM. SIKIIO 3iCTaBUTH
Taki metoau ouinku HamiiHocTi TKC, sk MeToa MiHIMaIbHHX
NUIAXIB 1 MiHIMaJIbHHUX TIEPETHHIB 3 METOJOM CTAaTHCTHYIHOTO
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MOJIEJIIOBaHHS, TO MOJKHA CKa3aTH, IO iX CIIUIBHHNA HEHOJIK
T0JIATae B TOMY, 11O BIJMOBIIHO MPH BEJMKIN KiJIBKOCTI YHCIIa
MIEPETHHIB OOYMCIICHHS HAIIMHOCTI CTa€ TPYIOMICTKHM. A,
HAIPUKIAJ, TONOJOTIYHWN METO] OWIHKHA HAIIMHOCTI TaKUM
HEJOJIKOM HE BOJIOZiE. Y HBOrO Taki OCOOJHMBOCTI SIK
BIICYTHICTh OOMEXEHh HAa BUIJIAN CTPYKTYpHOI CXeMH 1
NPOCTOTa OOYMCIIOBAIBHHMX aIrOpUTMIB. barato mnpaxkTuyHi
3aBIaHHA OonTHMIi3arii HagidHocTi, moB's3aHi 3 TKC, MoxyTh
OyTM TpeACTaBieHI y BHIJSIOI  MepexeBoi  MoJeli.
3amponoHOBaHO ormiHroBaTy HagiiHicTh TKC 1o amapaTHiil Ta
OpOrpaMHiil YacTHHAM, PO3IIIAAI0YM TX HE3aJC)KHO OJUH Bij
omHoro. Jlns omiHku HaxifHOCTI amapartHoi dactuan TKC Ha
OCHOBI METOJLY i3oMopdizmy 3aIpOIIOHOBAHO
BUKOPUCTOBYBATH METOIN PO3paxyHKy HagidHOCTI
SJIEKTPOHHUX  3aco0iB:  NpHONM3HMH,  OpIEHTOBHUHA 1
OCTATOYHHI. BusnaueHo obuacri BUKOPHCTAaHHS
BUINEBKA3aHUX METOMIB 1 OCOOJMBOCTI 3aCTOCYBaHHS IO
po3paxynky amapatHoi uwactuHm TKC. Ouinky HamiifHOCTI
NPOrpaMHUX 3aC00iB JOIILHO MPOBOJAUTH THMH K METOJAMH 1
3 3aCTOCYBaHHAM TaKHX J>X€ MOKa3HHWKIB, IO 1 amapaTHOi
yactuHu. binbmiicts peanbhux TKC, mo 3abe3nedyroTh
iHpOpMaLiitHuH OOMiH M BEJHKHM YHCIIOM TSPUTOPIAITBEHO
PO3HECEHHX MYHKTIB, Ma€ JIy)e CKIagHy CTPYKTYpy. 3B'SI30K
MDK OKpPEeMHMH WYyHKTaMH iHpoOpMamiifHol Mepexi Moxe
3niiicHIOBaTHCS 3a 0araTbMa MOXKJIMBUX LUISIXIB, BKJIIOYAIOYH
TpaH3UT Mo IimoMy psimy nyHKTiB. CyBopuii aHamiz TKC 3
JIOBUIBHOIO CTPYKTYPOIO, MO CYTi, MOXKIHBHNA JIHIIE METOIOM
mpsiMoro Tiepedopy. KoxkeH cTaH aHami3yeThes Y BiAMIOBITHOCTI
JI0 0OpaHOTO KPHUTEPiI0 MPaIe3aTHOCTI, 1[0 caMo o Ccobi
JOCTaTHBO CKiIagHo. Jlo TOro » HaBiTh BiJHOCHO IPOCTi
peasbHi CHCTEMHM 3 4YHCIOM €JEeMEHTIB (KaHaliB 3B'SI3Ky 1
myHKTiB) Omm3pko 30-40 Tpu3BOAATH [0 HEOOXiTHOCTI
mepe0opy MiTBHOHIB CTaHIB.

Meroau ouinku HaxiiiHocti TKC opienToBani Ha
CTPYKTYpPH HEBEIMKOro Macuitaly, a He JUIsl TAKUX BEJUKHX SIK
TKC. T'ommoBHUM HENOJNIKOM [UX METOMIB € Te, W0 MpH
30LIBIICHH] PO3MIPHOCTI MEpeXi 30UIBIIYETHCS 1 TPOMI3IKICTD
obuuciens, BuHUKaOTH NP-moBHI 3amaui. [{ns pospaxyHKy
HaJliIHHOCTI MepeX Takoro mMacmrady HEOOXiTHO IIEPEXOIUTH 3
MPSAMUX METOJIIB PO3PaxyHKy HQMIMHOCTI A0 HAOIMKEHOT
OLIIHKY HaJIHOCTI BCI€T CTPYKTYpH.

BucHOBKU
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Anomauisn. 3anpononosano  arcopumm  8UAGLEHHA
8MOPEHEHb  3ACHOBAHULL HA  CINAMUCMUYHUX —Memooax
ananizy anomaniu. Ilepesazoro aneopummy € pamne
BUSIG/ICHHSL GMOPSHEHb, 3 PAXYHOK WGUOKO20 OOYUCIEHHS
eHmpOonii i3 3ACMOCYBAHHAM Memody pPYyXOM020 6IKHA.
3anpononosanuii arcopumm 610 NPOSPAMHO Peaniz08aHO
ma npoeedeHo eKCNepUMEeHmuU Ha MeCcmoux OAaHux, SKi
0y10 63amMo 3 damacemis.

Knrouosi cnoea: cucmemu 6usAgneHHS 8MOPSHEHb, AMAKU,
EeHMPONis, AHANI3 AHOMANIN, mpaix.
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[TocriitHe 301IBIIICHHST BUKOPUCTAHHS MEPEXKEBOT 3B'I3KY
B OCTaHHI pOKH TIPH3BENO HO0 3OUIBIICHHS PHU3UKY
KOMITpOMETaITi1 iHdopmarii. Metonu BTOPTHEHb
PO3BHBAIOTBCS 1 CTalOTh OimbIl BUTOHYeHHMH. OTXe,
KJIaCU4YHI CHUCTEMH BHSBJICHHS BTOPIHEHb IOKa3yIOTh
3HIDKCHHS MPOJYKTUBHOCTI IIPH BUSBIICHHI HOBUX aTak. [1]

CucreMy BUSBJICHHS BTOPTHEHb KIaCH(IKYIOThCS 3a
METOAWKAaMH  aHalli3y Ha  CHTHATYpHI, CTaTUCTHYHI
(anomanbhi) 1 TiOpuaHi. CTaTHCTHYHI METOIU CTBOPIOIOTH
CTaTHCTHYHY MOJIEIIb, 110 ONHMCYE HOPMaJIbHUI MepeXeBHH

Tpadik, 1 iAeHTU(IKYIOTh  Oylnb-Ky  HEHOpPMAaJbHY
NOBE/IHKY, 110 BIAXWIAETbCS Big Mojeni. OCHOBHOIO
npoOJeMO0  aHOMAJIBHUX METOMIB € CKJIAJHICTh B

HaJIallTyBaHHI 1 BEJIMKa KUIbKICTh XMOHOTIO3UTHBHUX TPHBOT
B pa3i HEKOpeKTHO 3ajaHux mpaswi [2]. Y paniii pob6oti
OCHOBHAa YyBara NPHUIUIETBCS CHUCTEMaM  BHSBIICHHS
BTOPTHEHb Ha OCHOBI aHOMaJIil, 30KpeMa, MO0 BUSBICHHS
MEpEKEBHX aTak.

CraTUCTUYHI METOJY BUSIBJICHHS aHOMATid CTBODIOIOTH
CTaTUCTUYHY MOJEb, 10 ONUCYE€ HOPMaJIbHUM MEpEKEBUH
Tpadik Ta HOBEIIHKY Mepexi, 1 iIeHTU]IKYIOTh Oyab-sKy
HEHOPMaJIbHY MOBEJIHKY, IO BiIXWIAEThCA Bix Monemi. Ha
BIIMiHYy BiJl CHUTHATYPHHX METOJiB, METOIM Ha OCHOBI
aHOMaJIii MalOTh Ty IEpeBary, 0 BOHH MOXYTh BUSBISTH
aTaku 3 HyJbOBHM JIHEM, TaK SK HOBI aTakd MOXYTb OyTH
BUSBIIEHI, SK TUIBKM BOHH BimOyayThes. (OCHOBHOIO
npoOJIEeMOI0 METOJIIB HAa OCHOBI aHOMAJIH € CKIAIHICTh B
HaJIAIITYBaHHI 1 BENMKA KUTBKICTh XHOHOTIO3UTHBHUX TPUBOT
B pa3i HEKOPEKTHO 3agaHuxX mpaBwi [2]. Y naHiil poboTi
OCHOBHa YyBara TMPUAUISETbCS CHUCTEeMaM Ha OCHOBI
CTaTHCTHUYHOTO BHSBJIICHHS aHOMaJlil, 30KpeMa, IIOJO0
BusiBiieHHst DDOS arak.

Il.  CTATUCTHUYHMIT METOJ] BUSBJIEHHS DDOS ATAK

V 3B’S3Ky 3 IIUM 3alpPONOHOBAHO aJTOPHUTM BUSIBJICHHS
Ta 3axucty Big DDoS arak (takux sixk UDP-flood, noTtokis
TCP SYN, Ping of Death arak ta HTTP flood).
3anponoHOBAHUN aJTOPUTM  30CEPEIDKYETHCS HAa TPHOX
BOXJIMBUX YaCTHHAX, a caMe BHUABJIEHHI, 3aXHCTI 1
MOBIIOMJICHHI TIPO Hamajgu. 3ampOIOHOBAHUM aNrOpUTM

(1]

(2]

(3]
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BUSIBJICHHSI Oysae mepeBipsATH BXimHud Tpadik, Oyap TO
Tpadgix DDoS abo 3BuuaitHmii Tpadik. SKmO BXigHHHA
tpadik € DDoS-TpadikoM, TO 3anpOrNOHOBaHUN aITrOPUTM
BUsBJICHHS Oyne Bu3HauaT Tunu DDoS-aTak, Taki sk UDP-
flood, motokie TCP SYN, Ping of Death ta HTTP flood,
3aCHOBaHI Ha MOBEIiHNI aTaku. Ham anroput™ BUSBICHHS
BTOPTHEHb BHUMIPIOE CTATUCTHYHI BJIIACTHBOCTI KOHKPETHUX
MOJNIB B 3arojloBKax mHakeTiB. Hampukman, SKmio AeTeKTop
3axomioe 1000 mociifOBHUX MakeTiB B TOYLI IMPUHTY i
00YHCITIOE YaCTOTY 3YCTpivi KOXKHOI yHikanbHOI [P-agpecu
mkepena B nux 1000 makerax, To AeTekTop Oyae MaTH
MOJIETb PO3NOALTY afapecu mxepena. [lonanpmi o6uncIeHHs
3 UM PO3IOIITIOM J03BOJISIFOTH BUMIPSTH BUIIAJKOBICTh 200
OTHOPIIHICTH aJIpec, a TAKOXK «TO0OPOTHICTBY» PO3MOLILTY IO
BITHONICHHIO JO  MOMEpenHiX  BUMiproBaHb. Jlami
3aCTOCOBYETHCSI YMOBHA  CHTpOIiS ANl BHSBJICHHS
BiIMIHHOCTEd MDK pO3MOJINIOM KJAaciB TMakKeTiB B
NOTOYHOMY Tpadiky B TOpPIBHAHHI 3  PO3MOJIIIOM,
3HalZCHUM B Pe3yIbTaTi METOLY MAaKCUMYMYy. [2]

Entponis Tpadiky 3amexuTh Binx IMOBIpHOCTEH P,
HOSBM  MAKeTiB  i-TO nepeznadi

TNy 0Opd  1X

n o . .
H =—Zi:1 p;log, p; , ne P; — UMOBIPHICTb IIOSIBU IAKETY
i-ro Tumy, sika MOXe BUCTymaTH iforo gacrororo f, =n,/N;

N, — KUIBKICTh HAKeTiB i-ro THIy; N — 3arajbHa KiJbKICTb

nmakeTiB Tpadiky. s 30LMBOICHHS MIBHIKOCTI OOYHCICHD
EHTPOIIi BUKOPUCTOBYBABCSI METO/I PyXOMOT'O BiKHA.

SIKIO KifBbKICTh OTPUMAHUX IAKETiB HIXKYE 3HAYCHHS
edrponii B 0.3, maker aBTOMAaTUYHO BUJAAISETHCS 3a
JIOTIOMOTOI0 ~ QJITOPUTMY  3aXHCTy. AJTOPHTM 3aXHCTY
3a0e3MeunuTh MOJKIIMBICTh MPOXO/PKEHHS B MEPEXi TUIBKU
JIETITUMHOTO Tpadiky.

Jns aHamizy poOOTH 3alpOIIOHOBAHOTO AITOPUTMY
MIPOBOAMBCS aHaui3 Tpadiky 3 paracety [3]. Jaracer micTuB
HopManeHUH Tpadik ta ataku DDoS, UDP-flood, moTokis
TCP SYN, Ping of Death Ta HTTP flood.

I1l.  BHUCHOBKUA

3anpomnoOHOBaHUN alTOPUTM BUSIBICHHS BTOPTHEHb Ha
OCHOBI CTATUCTHYHHX METOJIB aHANI3y aHOMAil IOKa3aB
BHCOKI 3HaY€HHsI TOYHOCTI BUSIBJICHHS arak (Oym3bko 94%)
Ta HU3bKI 3HAYEHHS MOMHIIKOBOTO TMO3UTHBHOTO TMOKa3HHKA
(6mu3pko 16%).
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Orusi 3MiH Ta Mpo0OaeMu mporpaMmyBaHHS Ha Python
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Anomauia. Poszensioacmocs Python sk moéa npocpamyeéanws, i
aKmyanvHicme Ha OAHUNl MOMeHm ma npodiemu, 3 AKUMU
3ycmpiuaromecs  nouyamkieyi  ma  00ceioueHi - cneyianicmi.

Posensioarombcs memoou noxkpawjeHHss HanuCanHs ma KOMRIIAYIl

K00y. Busnauaecmuca die3oamuicmo ma akmyanvHicms yici mosu
cyuacnomy ceimi. IInanu po3poOHUKi6 Ha NOOANbULL OHOBLEHHS.

Knrwuosi cnosa: Python, npoepamysanns, Jupyter, Visual Studio,
Just-in-time (JIT).

l. BcTyil. IIOCTAHOBKA 3ABJJAHHS

Mosa mnporpamyBanus Python, pospobka sikoi Oyna
3akiHueHa B 1991 pomi, Ha AyMKy OaraThOX CIICIIaliCTiB
SBJIIE€ COOOI0 OJTHY 3 HAaWKpAIMX Ta HOMYJISIPHUX MOB, CTaja
0COOJIMBO MOMYJISIPHOIO B OCTaHHI POKHU JJIsl CTBOPEHHS BEO-
CaTiB 3 BUKOPHUCTAHHAM X YHUCIICHHUX BeO-(PpeHMBOPKIB.

Python - me 3 peui: moBa, craHmapTHa O6i0mioTeka i
MexaHi3M BuKOHaHHs. Python, #iMoBipHO, HaimpocTimmit
croci0 3podutH 10-HeOy b HaiiOmKuuM dacoM. | B Harmi
IHI HOro NOMYIAPHICT TaKOX 3pocia, € KidbKa TOHH
6i6miorek. sk ast Big Data, Tak i /151 MAIIUHHOTO HABYAHHS
[1]. OcranniM yacom Bce Oinbliie CIIPHUX 3alMTAHb MO0
aKTyaJIbHOCT] Ii€l MOBH Ta YM € IONAJBLINI PO3BUTOK i
YIOOCKOHAJICHHS i MeXaHi3MiB. 3aBOaHHAM POOOTH € OTJIs
HalBaXJIMBINIMX acmekTiB poboTu 3 Python, 3miH, siki Gymu
BIIPOBA/KCHI 3a OCTAHHI POKM Ta METOMIIB ITOKpAIICHHS
HAIMCaHHS Ta KOMITUIAIIT KOJy.

Il.  BuPHIEHHA [TPOBJIEMU TA PE3VJILTATU

Python icuye Bxe 25 POKIB, aJie HafOUIBII BAXKTHBOKO 3
yCiX neperBopeHb Oyia 3MiHa camoro MPOLECY PO3BHTKY
MOBM 1 T@epexig Ha OUIBII MPO30PHH IpoLec HOro
crBopenns. Python 3.0 6yma pospoGiieHa 3aaist yCyHEHHS
(dbyHIaMEHTaTbHUX HEIOMIKIB y MOBI. OMHIEIO 3 BiIUyTHUX
3MiH € BiICYTHICTb y Bepcii 3.x omeparopa print, mpoGiemu 3
BHUKOHAHHSM CTaporo Koy, JiHCHO, MOXXYTb BHHHKHYTH.

B mepumx aBox Bepcisax (3.0, 3.1) BUHUK psi cepiio3HIX
NOMUIIOK i mpobiieM 3 Gesmekoro. Python 3.3 6y mepmm
BUITYCKOM cepii 3.X, 0 BKITFOYAE MIBHIKI JECATKOBI THITH,
virtualenv B sikocti ocHOBHOI (DYHKINT 1 MIATPUMKY HaKeTy
npocropy imeH [5].

EdextuBHuit mian mepexoay crapoi 6a3u xoxais B Python
3 CympoBOIKYE CTBOPEHHS HaJIilfHUX IHCTPYMEHTIB i
JIOTIOMDKHHMX 3ac00iB, IO MOJIETHIIYIOTH IPOIEC HEPEeXoy.
Jlo umcma TakWX 1HCTPYMEHTIB BiTHOCSTBCS HACTYIIHI:
KOHBepTOp KofiB 2 0 3, HalfocTanHimmi Bumyck Python 2.x
(six miHiMyM 2.6), a TakoX 30BHIIIHINA iHcTpyMeHT 3 10 2 i
6ibmiotexa SiX [2].

3apas3, koau CPython snaxoaurscs Ha GitHub, o mosxe
O3HAYaTH JIMIIE OJIHE, CIIIJIBHOTA cliepedaeThest npo GyHKIil
CUCTEMH BIJICTeXKCHHS MPOOJieM abo, M0 O3HaYae, MO BCE
Ginpire sroged  migHiMaroTe pull-3amuTH, BUMPaBISIOTH
MOMMJIKH 1 TOKPAIIYIOTh MiATPUMKY miardopmu Python.

Posumpenns Python ms penakropa koay Visual Studio
oTpumaB Jeski HOBI (QyHKmii Jupyter B TrpynHeBOMY
BHITyCKY. Y HOBOMY BHITyCKY po3uupenns Python ms Kozy
Visual Studio pospo6ruku Python tenep marots HOBI omuii
st exenopty aitnis Python y Burmisai 61okHoTIB JUpyter.
Hosa Bepcis Takok BKITIOYae B ceOe BigmaleHy MiATPUMKY
Jupyter [4].

MeToau NOKpAIICHHS HATMCAHHSI Ta KOMIIUISIIT KOAY:

(1]

[2]
(3]
(4]

(5]
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- BIIPOBA/DKCHHS IHCTPYMEHTIB [UIA TOJICTIICHHS
ynakyBaHHs1 Python ta kommisinii fioro B exe;
- BukopuctoBytoun PyOpenCL i GararomporiecopHy
6ibmioTexy B 3.6 (i HIXKYE), MOXKIMBE BHKOPHCTaHHS MiIli
00po0Oku Ha GPU mnst BUCOKOMapaneabHUX 004nCIeHb. J[is
Python, mo6 3akpinuTu cBoro mosumiro sik Data Science,
MampHHOTO HaB4yaHHA King, BOymoBaHa migTpHMKa
napanensHoi 00podku Ha GPU Oyma 6 4ymoBoio;
- NumbaPro, skuii BukopucToBye oOkpemuii JIT-
JIBIDKOK JIJIsI KOMITUISIIIIT B Tapalie/ibHi HATHBHI MOTOKH, ajic
BiH cremupivanit ms NumPy. Ilopsm 3 miarpumkoro
PEP523 (JIT) BOymoBaHuii MOIyJNb KOMIUTALIT MOXe
BukopuctoByBatu CPython st nmapanenbHOro BUKOHAHHS B
rpadivHUX IpoIecopax;
- Mypy nparHe o0'emHaTn nepeBaru AuHaMiHOT (200
«KA4MHOI») THII3alii Ta CTATHYHOI THII3ALLi, SIKi MOXKIHBO
BTiuTH B Python 4.0, ockinbku Bee OLbIie 1 OUIbIIE JaHUX,
cnoxuBaHux 3 coyk0 REST B JSON, Ttaki 6i0mioreku, sk
cxeMa, MOXKYTh OyTH HAaJ3BHYAHO KOPHCHI MPH IIepeBipIi
BBeJIeHHs JaHux [5].
I1l.  BUCHOBKU

[eprm 3a Bce, HIYOTO HE 3MIHWIOCS B MPOLEC MPOTO3UIIiL
mopo mominmends Python pospobrukamu - Bce 1mie
MPOIOHYIOTHCS 3BOPOTHBO CYMICHI 3MIHM 3 JOJaBaHHIM
HOBHX MOJYJiB (Hampukmam asyncio) i MoBHHX (YHKIIi#
(nanpuxnan yield from) st po3umiMpeHHsS MOKIHUBOCTEH,
JocTynHux Ui gomatkis Python. 3romom Python 3 Gyme
MPOJIOBXKYBaTH BHIlepekaT Python 2 mo MOMIHBOCTSIM,
SKi BIH TPOMOHYE 3a 3aMOBYYBAHHSAM, HaBITh SKIIO
kopuctyBaui Python 2 wmaroth mocTym 10 eKBiBaJeHTHHX
MOXITUBOCTEH uepe3 CTOPOHHI MoAyni abo OeknmopTu 3
Python 3 [3]. Konkypyroui peamizamii Ta pO3MIHpEHHS
IHTepIpeTaTopa TAaKOX IPOJOBXKATH IOCHIDKYBAaTH Pi3HI
crnocobu mouinmenas Python, Bximowaroum IOCiKEHHS
PyPy remnepanii JIT-kommissitopiB 1 mam'saTi TpaH3aKIiii
MPOrpaMHOTO  3a0€3MeYeHHs, a TaKoX  JOCIIJDKEHHS
CIIBTOBapHCTBA ,I[OCJ'II,I[HI/IKIB i masux B oOmacti
POrpaMyBaHHs!, OPIEHTOBAHOTO Ha MACHBH, SIKC B TOBHIH
Mipi BUKOPUCTOBYE TPONOHOBAHI MOXJIMBOCTI BEKTOPHU3ALIil
Cy4acHHMH, rpadiyHUMH mporecopamu. OYiKyeTbes, WO 3
4acoM IMOKPAIIUTECs iHTErpauis 3 IHIHUMH CePeIOBHIIAMK
BUKOHAHHS BipTyansHnx mammu (Takumu sk JVM i CLR),
0cO0IMBO 3 ypaxyBaHHAM TOTO, 110 Python BipoBamkyeThCs
B OCBITHIi CEKTOp, MO0 MOXE 3pOOHUTH HOro me OLIBII
NOMYJISIPHUM B SIKOCTI BOYJOBaHOI MOBH CLEHapiiB y
BEJIMKHUX JOJaTKax, IO MPAIO0Th B IIUX cepeaoBumiax [3].

B Python 4 He noBuHHO OyTH Takol * BeIMYE3HOI
KIJIBKOCTI KPUTHYHUX 3MiH, SIK B 3, aje i 3MiHM OymyTh
HeoOXimHi it mpocyBanus Python B maitOyTHE.
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