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Abstract. The study aimed to develop a theoretical-analytical model for the interpretation of atypical digital user
traces in learning management systems, covering capabilities of machine learning, structure of LMS logs, and
the limits of pedagogical interpretation of algorithmic signals. The methodological framework encompassed an
analysis of standards and specifications for digital learning environments, event-based descriptions of learning
activity, the quality of software systems, information security, privacy, and decision-making based on artificial
intelligence. The study utilised theoretical analysis, a classification approach, feature-based generalisation,
comparative analysis, structural-logical modelling and critical generalisation. The study established that users’
digital traces are not a homogeneous array of technical records, but reflect temporal, navigational, resource-
related, task-related, testing, communicative and technical interactions with the learning environment. The
study demonstrated that anomalies may manifest as temporal, navigational, resource-related, task-related, test-
related, communicative, technical and mixed deviations. The study determined that machine analysis requires
the transformation of activity logs into features related to login frequency, session duration, transition sequences,
task completion, test attempts, communicative activity and technical access parameters. The study established
that the choice of machine learning methods depends on the type of anomaly, the availability of labelled data,
the structure of events, and the need for interpretability. The sequence of steps from activity logs to data cleaning,
refinement of the context of learning resources, feature extraction, determination of a typical profile, selection of
an algorithmic approach, detection of an anomaly signal, and its pedagogical or administrative interpretation is
demonstrated. The study also argued that an anomaly signal cannot automatically be interpreted as evidence of
a violation, as its significance depends on data quality, user history, course structure, technical access conditions,
and human verification. The practical significance of the results includes possible use of the proposed scheme
to build systems for analytical support of learning, where an anomalous signal is considered as a basis for
contextual verification
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INTRODUCTION

The research relevance is determined by the fact that
Learning Management Systems (LMS) have become
a vital digital environment for organising the educa-
tional process, in which learning outcomes and digital
traces of user behaviour are recorded: logins to the sys-
tem, session duration, viewing of materials, sequence of
transitions, completion of tasks, test activity and time

intervals between actions. Such data has traditionally
been used to assess activity or predict success, how-
ever, with the growing volume of LMS logs, the task
of detecting anomalies in user behaviour is becoming
increasingly relevant. This refers to atypical temporal,
sequential, task-related and communicative patterns,
which may indicate a risk of academic failure,automated
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activity, academic dishonesty, loss of engagement, or
technical glitches. In this context, Machine Learning
(ML) serves as the theoretical and algorithmic founda-
tion for building behavioural profiling models, detect-
ing deviations and generating interpretable signals. At
the same time, an anomaly in an educational environ-
ment is not always a negative phenomenon, as it may
reflect an individual learning trajectory,a change in the
user’s strategy, or technical access conditions. There-
fore, detection of anomalies in the behaviour of LMS
users requires not only algorithmic analysis of logs, but
also a theoretical distinction between types of anom-
alies, indicators of digital behaviour and the limits of
pedagogical interpretation of the results.

The study by M. Tsiutsiura & A. Kovalenko (2024)
examined the evaluation of anomaly detection algo-
rithms using machine learning methods. The study em-
phasised that the effectiveness of anomaly detection
depends on the choice of algorithm, the quality of the
input data, and the model’s ability to distinguish atypi-
cal objects from normal observations. M. Lakhno (2026)
analysed hybrid methods for processing digital traces
to detect atypical behaviour in information and educa-
tion systems. In this work, users’ digital traces are con-
sidered as sequences of actions that can be used for
machine analysis of behavioural deviations. T. Guo et
al. (2022) systematised educational anomaly analytics
through its characteristics, methods and challenges of
its application. In the paper, an anomaly is presented
not merely as a statistical outlier, but as a multi-level
phenomenon linked to behaviour, data, learning out-
comes and the characteristics of the digital educational
environment. L. Jiang & N. Bosch (2022) investigated
the detection of anomalies in students’ online learn-
ing activity using self-supervised machine learning.The
authors have shown that this approach is suitable for
analysing behavioural sequences in situations where
pre-labelled data on normal and abnormal activity is
limited or absent. J.R. Rico-Juan et al. (2024) analysed
the relationship between LMS usage profiles, student
personality traits and learning outcomes using machine
learning methods. The study highlights that a user’s in-
teraction profile with the LMS can be used as a source
of indicators for assessing learning behaviour and pre-
dicting its outcomes.

A. Hernandez-Garcia et al. (2024) investigated the
relationship between LMS interactions and academic
performance using the Learning Cycle approach. Re-
sults showed that individual digital actions should be
interpreted not in isolation, but in relation to the logic
of the learning cycle. M. Winter et al. (2024) examined
behavioural trace data in an online learning environ-
ment as indicators of student engagement. The study
demonstrated that digital traces are context-depend-
ent, as the same number or frequency of actions may
reflect learning activity differently depending on the
course structure and the way the user interacts with
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the materials. T-T. Goh (2026) investigated LMS log an-
alytics through the role of consistency and continuity
of behavioural engagement in academic success. In
the study, regularity, repetition and consistency of ac-
tivity are considered as substantial characteristics of
digital behaviour, which can be used to form a user’s
behavioural profile. L. Aunimo et al. (2025) combined
LMS data with the student register to analyse the fac-
tors influencing the duration of study. This approach
demonstrates that interpretation of LMS data may
require comparing the platform’s internal logs with
broader educational indicators, in particular academic
status and learning pace. M. Khan et al. (2023) used
machine learning models to predict student success
based on LMS activity logs. The study confirmed that
LMS activity logs can be converted into a set of fea-
tures for building predictive and classification mod-
els in a digital learning environment. A synthesis of
the cited sources provides grounds for identifying a
research niche.

Existing studies examine general anomaly detec-
tion algorithms, educational anomaly analytics, or the
prediction of academic success, engagement and the
risk of failure based on LMS data. At the same time,
there is insufficient systematic integration of theoreti-
cal explanations of behavioural anomalies among LMS
users with the classification of digital traces, the de-
scription of atypical activity, the selection of ML meth-
od sets, and the definition of the limits of interpretation
of algorithmic results. Furthermore, an anomaly in an
LMS should not automatically be equated with a vio-
lation, as it may be the result of an individual learn-
ing trajectory, technical access conditions, a change
in educational strategy, or the specific features of the
course organisation. The study aimed to develop a the-
oretical-analytical framework for interpreting atypical
digital traces of LMS users, incorporating the structure
of learning logs, the capabilities of machine learning
methods, and the limitations of pedagogical and ad-
ministrative interpretation of algorithmic signals. To
achieve this aim, the following tasks have been identi-
fied: to reveal the essence of the LMS as a source of be-
havioural educational data; to systematise the types of
anomalies and indicators that can be used for machine
analysis of LMS logs; to summarise the capabilities of
the main groups of ML approaches and to formulate a
theoretical framework for interpreting anomalies in a
digital learning environment.

MATERIALS AND METHODS

The research was based on international standards,
technical specifications and software documentation
governing the presentation of educational data, the
quality of software systems, information security, user
privacy, as well as approaches to the management of
artificial intelligence systems and the detection of
anomalies in data. To interpret LMS environments as
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structured digital platforms, the ISO/IEC 40180:2017
standard (2017) is used, which defines general princi-
ples for the description, management and evaluation
of e-learning systems. It was used to formalise LMS as
an environment for collecting and organising digital
traces of learning activity. To unify the description of
learning resources and ensure the correct interpreta-
tion of metadata, ISO/IEC 19788-1:2024 (2024) was
applied, which defines the structure of metadata for
learning objects. This covered the context in which
users’ digital traces are generated. To model learning
activity as a sequence of events, the Calliper Analyt-
ics specifications (1EdTech Consortium, Inc., n.d.) and
IEEE 9274.1.1-2023 (2023) were used. These were
used as they provide an event-based model for record-
ing user interactions with the learning environment,
which was substantial for analysing temporal and be-
havioural anomalies.

Quality requirements for software systems within
which anomaly detection modules may be implement-
ed are based on ISO/IEC 25010:2023 (2023). This de-
fines reliability, performance and security characteris-
tics for LMS analytical components. Issues regarding
the protection of LMS logs and user privacy are regu-
lated by the standards 1SO/IEC 27001:2022 (2022) and
ISO/IEC 29100:2024 (2024), which define the princi-
ples of information security management, data mini-
misation, access control and the pseudonymisation of
behavioural records. Their use is determined by the
need for the ethical and secure processing of educa-
tional data. Management requirements for artificial
intelligence systems were addressed following 1SO/
IEC 42001:2023 (2023), which identified principles for
the responsible use of Al/ML models in the context of
educational analytics. To distinguish between anoma-
ly detection tasks, official documentation from Scikit-
Learn Developers (n.d.) on novelty detection and outlier
detection, which defines the differences between the
detection of new, anomalous and statistically rare ob-
servations in the data, was used.

Theoretical analysis was applied to interpret the
digital traces of LMS users as a multi-level source of
behavioural data. LMS logs were considered as a set
of events reflecting the user’s temporal, navigation-
al, performance-related, testing, communicative and
technical interactions with the learning environment.
Symbolic generalisation was used to identify param-
eters suitable for machine analysis, in particular: the
frequency of logins to the system, the duration and
variability of sessions, intervals between actions, se-
quence of transitions, number of material views, pro-
portion of completed tasks, test activity and level of
communication. A classification approach was applied
to develop a typology of anomalies in LMS data based
on the following criteria: source of deviation, type of
digital trace, nature of the disruption to the event se-
quence, temporal or outcome parameter, as well as the

connection to learning resources or technical condi-
tions. The following anomalies were identified: tem-
poral, navigational, resource-related, task performance
anomalies, test-related, communicative, technical, and
mixed anomalies.

A comparative analysis was used to match groups
of machine learning methods with types of anoma-
lies. The study examined supervised, unsupervised,
semi-supervised, and self-supervised approaches, as
well as clustering, outlier detection, isolation-based
methods, one-class classification, autoencoders and se-
quence models based on criteria such as data labelling
requirements, feature type, ability to handle time se-
ries, and the interpretability of results. Structural-log-
ical modelling was applied to construct the process
of detecting anomalies in LMS data as a sequence of
stages: log collection, data cleaning, normalisation of
timestamps, feature extraction, construction of a be-
haviour profile, application of ML models, detection of
anomalous signals and their subsequent interpretation.
Critical generalisation is used to define the limits of
interpreting the results of algorithmic anomaly detec-
tion, since atypical behaviour may be caused not only
by deviations, but also by individual learning trajecto-
ries, technical access conditions, changes in interaction
strategies or the specific features of the organisation of
the learning process.

RESULTS

LMS users’ digital footprints

as a source of behavioural data

An analysis of the digital footprints of LMS users has
revealed that their analytical value is determined not
only by the fact that an event has been recorded, but
also by the source of its formation, the type of action,
the connection to the learning resource, time param-
eters, position in the course sequence and the ability
to detect atypical activity. Based on an event-based
description of learning activity, metadata of learning
resources and technical parameters of interaction with
the platform, digital traces were grouped by origin,
function and potential value for machine analysis. This
comparison showed that LMS logs do not form a homo-
geneous array of technical records, but reflect different
levels of learning behaviour in a digital environment.
Some sets of traces record the temporal organisation
of activity; others - navigation within the course, in-
teraction with learning resources, task completion, test
behaviour, communicative participation or technical
access conditions. Consequently, LMS digital traces
should be viewed not as isolated events, but as interre-
lated behavioural indicators, the analytical significance
of which depends on the type of action, the learning
object, the timestamp, the sequence of interactions,and
the course context. Generalised groups of LMS user dig-
ital traces and their analytical interpretation are pre-
sented in Table 1.
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Table 1. Groups of digital footprints left by LMS users and their analytical interpretation

Digital

footprints Examples of LMS events

Key fixing parameters

Potential value for anomaly detection

Login, logout, session start
and end, pauses
between actions

Traces of time

Timestamp, session duration,
interval between events,
circadian rhythm of activity

Can detect sessions that are too short
or excessively long, night-time activity,
sudden changes in rhythm, or prolonged
breaks

Navigating between modules,
opening pages, returning
to resources, skipping course
elements

Navigation
tracks

Sequence of events, user
journey, number of clicks,
frequency of the journey

Can detect erratic navigation, the
bypassing of key resources, or unusually
rapid completion of sections

Viewing lectures, opening
files, downloading materials,
revisiting itaems

Resource traces

Type of learning resource,
number of views, engagement
time, access status

May indicate a superficial reading, a sharp
decline in interest, or excessive repetition
of the same actions

Viewing the assignment,

Evidence of task starting completion,

Status, start and end times,
number of edits, adherence

These features can detect bulk uploading
of answers, delayed activity, or completion

of answer, end of the attempt,
score achieved

completion uploading the answer, editing, ’ without prior engagement
B to deadlines ] ?
submitting work with the material
Can flag instances where a test
S:gr; Ofuter;ii(tﬁftc’ﬁ;;w:r Trial number, response time, is completed too quickly, an unusually
Test marks q ’ 9 test duration, result, pattern high number of attempts, a sudden

of response changes

improvement in results, or same answers
are given repeatedly

Forum posts, replies,

comments, messages,

participation in group
discussions

Communicative
traces

Type of communicative event,
frequency of interaction,
addressee, response time

May indicate social isolation, sharp decline
in communication, excessive activity,
or a mismatch between academic and
social engagement

Device changes, IP address
changes, repeated requests,
access errors, session
interruptions

Technical traces

Device/IP metadata, error
code, session stability, request
repeatability

Can differentiate between behavioural
anomalies and technical glitches, unstable
connections or automated requests

Source: ompiled by the author based on ISO/IEC 40180:2017 (2017), IEEE 9274.1.1-2023 (2023), ISO/IEC 19788-1:2024 (2024),

1EdTech Consortium, Inc. (n.d.)

An analysis of Table 1 showed that LMS digital
traces perform various analytical functions in detect-
ing anomalous behaviour. Their value is determined not
only by the number of recorded events, but also by the
combination of event type, timestamp, learning object,
execution status and location of action within the over-
all sequence of interactions. Temporal traces form an
impression of the rhythm and consistency of activity,
navigational - regarding the course route, resource trac-
es - regarding the depth of engagement with content,
task completion traces - regarding the organisation of
independent work, assessment - regarding the nature
of assessment activities, communication - regarding
the level of educational interaction, and technical -
regarding the conditions of access to the system. This
means that a potential anomaly should be identified
not by a single log entry, but by a deviation in the re-
lationship between several parameters: session du-
ration, sequence of events, resource type, interaction
frequency, action outcome, and technical context. This
approach makes it possible to avoid oversimplified in-
terpretations of LMS logs. For example, a short session
in itself is not sufficient grounds for concluding that
activity is superficial, as it may be related to revisiting
a resource that has already been processed, a technical
interruption, or the deliberate execution of a specific
action. Similarly, a high frequency of test attempts may
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indicate both self-assessment during learning and a
risky pattern of passing the test.

The analytical significance of the groups of digital
traces presented is determined by their connection to
various aspects of the user’s learning behaviour in the
LMS. Following ISO/IEC 40180:2017 (2017), the quality
of a digital learning environment is linked not only to
the availability of resources, but also with the organ-
isation of access, support for interaction and the pos-
sibility of analytical monitoring of learning. Therefore,
time traces reflect the regularity, intensity and tempo-
ral organisation of learning activities, whilst naviga-
tion traces characterise the logic of course progression
and adherence to the intended learning trajectory. Re-
source traces acquire analytical significance in connec-
tion with the metadata of learning objects, since the
number of views, reopening of material or access sta-
tus must be interpreted covering the type of resource,
its function and its place within the course structure
(ISO/IEC 19788-1:2024, 2024).

Task execution traces and test traces show the re-
lationship between user activity, the completion of
learning activities and the result of an assessment or
self-assessment task. It is advisable to analyse them
as event records, in which the agent, type of interac-
tion, learning object, timestamp, context and outcome
of the event are key (1EdTech Consortium, Inc., n.d.;
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[EEE 9274.1.1-2023, 2023). Communicative traces re-
flect the user’s social and learning-communicative
engagement, including the frequency of responses,
participation in forums and the nature of interaction
with other course participants. Technical traces record
the conditions of access to the LMS, session stability,
changes in device or IP address and access errors, which
distinguish actual behavioural deviations from techni-
cal glitches. Thus, LMS digital traces acquire the signifi-
cance of behavioural data only when analysed as event
sequences, linked to the educational context, rather
than as isolated technical records.

Classification criteria and types

of anomalies in LMS user behaviour

Classification of behavioural anomalies in the LMS
showed that these anomalies cannot be reduced to a
single type of “atypical activity”, but are formed at var-
ious levels of the user’s digital interaction with the
learning environment. Their manifestation depends on

the group of events in which the deviation occurs: in
the temporal structure of activity, the course progres-
sion path, work with learning resources, task comple-
tion, test behaviour, communication, or technical ac-
cess parameters. For this reason, an anomaly should
be considered not merely as a deviation in the value
of an individual metric, but also in terms of the nature
of the disruption to the expected sequence of events,
frequency of interactions, duration of actions, effective-
ness or technical context. The typology of anomalies
made it possible to distinguish the main manifesta-
tions of atypical activity among LMS users according to
groups of digital traces: temporal, navigation, resource,
task completion, test, communication, technical and
mixed. This is relevant for the further application of ML
methods, as different types of anomalies require differ-
ent features, varying depths of contextual analysis, and
varying levels of pedagogical validation. A generalised
typology of behavioural anomalies among LMS users is
presented in Table 2.

Table 2. Typology of behavioural anomalies among LMS users

Type of anomaly

Manifestation in LMS events

Possible analytical signal

Temporal anomaly

Unusual session duration, night-time activity, abrupt
interruptions, sudden spikes or drops in activity

Deviations from the usual rhythm
of academic work, changes in the frequency
of engagement with the course

Navigation
anomaly

Inconsistent unlocking of modules, skipping of key
resources, chaotic transitions, and unusually rapid
progression through sections

Deviations from the expected navigation path
and the logic of the learning trajectory

Resource anomaly

Failure to review required materials, excessive
repetition of the same findings, and a sharp decline
in the use of resources

Discrepancy between access to learning content
and the expected level of engagement
within the course

Anomaly in task
completion

Large volume of tasks in a short space of time,
completion without prior engagement, a sudden
change in presentation style

An atypical completion pattern, or a breakdown
in the link between preparatory activity
and the outcome

Test anomaly

Completing the test too quickly, an unusually high
number of attempts, a repetitive pattern of answers,
a sudden improvement in the result

Deviations in assessment attempts, response
times, number of attempts or trends in results

Communication
disorder

Sudden drop-in forum activity, an excessive number
of posts, generic replies, sudden change
in communication style

Discrepancy between communication events
and the typical level
of socio-educational participation

Technical anomaly

Frequent connection errors, changes to the device
or IP (Internet Protocol), repeated requests, session
interruptions, and unfinished actions

Atypical device/IP metadata pattern or signs
of unstable interaction with the system

Mixed anomaly

Combination of time, navigation, test,
performance and technical deviations

Complex outlier signal that occurs simultaneously
across several groups of LMS events

Source: compiled by the author based on IEEE 9274.1.1-2023 (2023), 1EdTech Consortium, Inc. (n.d.), Scikit-Learn Developers (n.d.)

Analysis of Table 2 showed that behavioural anom-
alies in the LMS are of varying nature and cannot be
reduced to a single activity indicator. Temporal anom-
alies indicate a change in the rhythm of learning, nav-
igational - deviations from the expected course route,
resource - atypical interaction with learning objects,
task performance anomalies - disruption of the link
between preparatory activity and the presentation
of results, testing — characteristics of assessment or
self-assessment activity, communicative — changes in
socio-educational participation, technical - conditions

of access and system stability. Mixed anomalies are
more complex to analyse, as they combine several
types of deviations and require not only algorithmic
detection, but also contextual verification. This ap-
proach is consistent with the event-driven logic of
Calliper Analytics (LEdTech Consortium, Inc., n.d.) and
IEEE 9274.1.1-2023 (2023), according to which learning
activity is described in terms of user action, learning
object, timestamp, context, and interaction outcome.
Limitations in the interpretation of anomalies are
related to the fact that an atypical LMS event does not
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always have the same pedagogical or administrative
significance. A time anomaly may be due to an individ-
ual schedule, technical issues, time zone differences, or
last-minute preparations for a deadline. A navigation
anomaly does not always indicate a problem, as the
user may be returning to familiar material or working
through the course selectively. A resource anomaly may
be linked to the use of offline materials, pre-down-
loading of files, or alternative sources of preparation.
An anomaly in task completion requires verification of
deadlines, task structure, permitted attempts, and the
possibility of group or deferred completion. A testing
anomaly is not automatic proof of academic miscon-
duct, as it may be the result of practice, retakes, or prior
knowledge of the material.

A communicative anomaly depends on the course
format, the role of forums in learning, the lecturer’s
requirements, and individual participation style. Tech-
nical anomalies require distinguishing between a mal-
function, an unstable connection, or a change of device
and actual behavioural deviation. A mixed anomaly
carries the greatest risk of misinterpretation if it is
not considered in the context of the course, the user’s
history and the quality of the LMS logs. The resulting
typology confirms that the identification of anomalies
in the LMS should not be based on the “normal-ab-
normal” principle, but on the principle of determining
the nature of the deviation and its possible origin. For
example, completing a test too quickly may be a sign
of risky behaviour, but without considering the number
of previous attempts, the difficulty of the test, prepa-
ration time and the user’s activity history, it does not
provide sufficient grounds for an unambiguous conclu-
sion. In this sense, the Scikit-Learn Developers (n.d.) on
detecting outliers and anomalies highlight the distinc-
tion between a statistically atypical observation and

Yanishevskyi

its meaningful interpretation. Therefore, the anomaly
typology serves as an intermediary between event-
based LMS logs and the selection of appropriate ML
approaches: it determines which groups of features
should be formed, which algorithmic methods may be
appropriate, and which constraints must be addressed
when interpreting the results.

Compilation of a feature set of LMS logs

for machine-based analysis of anomalous behaviour
Analysis of LMS logs suitable for machine-based anal-
ysis of anomalous behaviour has shown that deviations
in user activity are not determined by the mere occur-
rence of an event, but manifest themselves through
changes in its parameters: frequency, duration, se-
quence, effectiveness and connection to the learning
object. Therefore, to detect atypical activity, it is not
sufficient to consider only the number of logins or the
overall level of activity within the course. The feature
set should encompass temporal, navigational, resource,
task completion, test, communicative, technical and
composite parameters, which together form the be-
havioural profile of an LMS user. In machine analysis,
such features serve as an intermediate level between
raw LMS events and algorithmic anomaly detection. An
event records what the user has done,whereas a feature
reflects how this action relates to the typical learning
rhythm, course structure, expected sequence of interac-
tions and the user’s previous behaviour. Therefore, iden-
tical events may have different analytical significance
depending on the context: for example, reopening a
learning resource may indicate either in-depth study of
the material, difficulties in interpretation, or automat-
ed repetition of actions. The main features of LMS logs
suitable for machine analysis of anomalous behaviour
are presented in Table 3.

Table 3. Features of LMS logs for machine-based analysis of anomalous behaviour

Group of

characteristics Specific indicators for analysis

Source of formation
in LMS logs

Analytical significance
for ML analysis

Frequency of logins, average
and maximum session duration, time
between actions, daily distribution
of activity

Temporal markers

duration, intervals between

Timestamp, session . .
P, Determine the pace, consistency

LMS events and timing of learning activities

Number of clicks, order in which
modules are opened, route repetition,
frequency of returns
to previous pages

Navigational
landmarks

Event sequence, navigation

ILllustrate the logic of the course

progression and how the user’s

actions align with the structure
of the learning pathway

path, transitions between
learning objects

Number of page views, time spent
on the site, download frequency,
and repeat visits

Resource-related
characteristics

Learning object metadata,
resource access event,
access status

Reflect the intensity
and depth of engagement
with the learning content

Task start time, response submission
time, number of edits, deadline
compliance, completion status

Indications of task
completion

Describe characteristics
of independent study and the
relationship between preparatory
work and the outcome

Assignment event,
completion status,
submission timestamp

Number of attempts, test duration,
response time, changes to answers,
score trends

Test criteria

Assessment attempt,
response time, score
change, answer pattern

Used for analysis
of user behaviour in control
and self-assessment activities
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Continued Table 3.
Group of e s . Source of formation Analytical significance
characteristics Specific indicators for analysis in LMS logs for ML analysis

Number of messages, response rate,

Communicative ; o
response time, participation

forum post, reply event,

Reflect level of social

Communication event, .
and academic engagement

requests, access errors, session

characteristics interruptions, unfinished actions

features . . and interaction with other
in forums, targeted engagement message timestamp L
course participants
. . Incorproate technical context
Technical Device type, IP changes, repeated Device/IP metadata, error of interaction with the LMS and

event, request pattern,

2 =1 . distinguish it from behavioural
session interruption

manifestations

Combination of frequency, duration,
sequence, effectiveness
and technical context

Complex features

combined event sequences,

Create a multidimensional
behavioural profile to identify
complex behavioural issues

Aggregated LMS logs,

user profile

Source: compiled by the author based on IEEE 9274.1.1-2023 (2023), ISO/IEC 19788-1:2024 (2024), 1EdTech Consortium, Inc. (n.d.),

Scikit-Learn Developers (n.d.)

An analysis of Table 3 showed that features for the
machine analysis of LMS logs should be derived not
only from quantitative indicators of activity, but from
a combination of event-based, temporal, contextual
and outcome-based parameters. Temporal and nav-
igational features can describe the rhythm and route
of learning behaviour, resource and task-related - the
nature of work with learning objects, test - the specif-
ics of assessment activity, communicative - socio-ed-
ucational participation, and technical - conditions of
access to the system. Comprehensive indicators are of
the greatest importance for detecting complex anom-
alies, as it is precisely the combination of several de-
viations that categorise a random atypical action from
a persistent behavioural pattern. This approach to the
feature-based description of LMS logs clarifies the link
between the digital footprint and algorithmic analysis.
Araw log entry records only the fact of an event, where-
as a feature transforms this event into a measurable
parameter, suitable for comparison with an individual,
group, or course profile. Therefore, the quality of fea-
tures directly influences the ability of ML methods to
detect anomalies without oversimplified or erroneous
interpretation. For example, a high number of views of
the material may be an indicator of interest, difficulties
in comprehension or automated repetition of actions;

therefore, it only acquires analytical significance in con-
junction with session duration, the sequence of transi-
tions, the outcome of the task, and the overall context
of the course.

Suitability of machine learning methods

for detecting different types of anomalies

A comparison of groups of ML methods based on their
suitability for detecting anomalies in the behaviour
of LMS users showed that no single approach can be
considered universal for all types of behavioural de-
viations. The effectiveness of the method depends on
the presence or absence of labelled data, the nature
of LMS logs, the type of anomaly, the temporal or se-
quential structure of events, requirements for interpret-
ability and the acceptable level of false positives. Con-
sequently, supervised learning is best suited to known
and labelled instances of atypical behaviour, unsuper-
vised learning to the detection of hidden outliers and
non-standard activity clusters, semi-supervised learn-
ing to the construction of a normal behaviour profile,
self-supervised learning to the analysis of sequences
of training actions, and autoencoders and sequence
models with complex multidimensional or temporal
patterns. A generalised comparison of groups of ML
methods is presented in Table 4.

Table 4. Suitability of machine learning methods for detecting anomalies in the behaviour of LMS users

technical aspects or risk

Grl::gfh%?:"' Need for data structuring Most suitable types of anomalies Analytical advantages
. Can be used to create classifiers
Supervised Requires pre-defined examples reg]c(i)r\w/vntg?cgglnoura(lar?‘g::s;rr]m.c‘ce for predefined types of anomalies
learning of normal and abnormal behaviour 9 9.p > | and evaluate recognition quality

using formal metrics

Unsupervised

No pre-structuring required

Unknown temporal, navigational,
resource-related and mixed

Can detect hidden clusters
of atypical activity, outliers and

learning anomalies non-standard behavioural patterns
susgrrcil;ed Primarily uses data Deviation from the individual or itrjwlcg?r?éfo?sr sgtsueast;relsra\:\;re]ec;?
learning on normal behaviour group profile of normal activity insufficiently documented
Self_— Does pot.reqU|re full m;im.ual Sequential, navigational, temporal Effective for gnal_ysmg event
supervised labelling; generates training and mixed anomalies sequences, navigation paths and
learning signals directly from the data complex behavioural trajectories
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Continued Table 4.
G';:';fh%fdr;m' Need for data structuring Most suitable types of anomalies Analytical advantages
Group differences in activity, Can identify behavioural groups
Clustering No pre-structuring required varying course completion and users who do not belong
patterns, and atypical user clusters to typical clusters
Outlier Usually requires no markup Isolated or rare ﬁeY'af'O”g Specifically designed to identify
detection or uses minimal information in time, test, technical an outliers in multidimensional data
about the standard resource characteristics
perform well with
Isolation- Unusual combinations multidimensional data and can
based Do not require marking of characteristics, atypical identify objects that can be easily
methods technical or mixed patterns distinguished from the bulk
of the observations
Can define the boundaries
One-class Requires data describing Deviations from the typical user, of normal behaviour and record
classification | predominantly normal behaviour group or course profile observations outside those
boundaries
Require a sufficient amount Complex multidimensional, . |dentify anomalies _due
- to increased reconstruction error,
Autoencoders of data to train the model performance-based, test-based A o
. . - . which is beneficial in complex
to recognise typical patterns and mixed anomalies .
behavioural profiles
Sequence Consistent LMS logs and Temporal, navigational, testing Can be used to analyse not only
q a sufficient number and communication anomalies events, but also the place in the
models . . , . :
of events are required related to the sequence of actions user’s behavioural trajectory

Source: compiled by the author based on ISO/IEC 25010:2023 (2023), ISO/IEC 42001:2023 (2023), Scikit-Learn Developers (n.d.)

An analysis of Table 4 showed that the choice of
ML method for detecting anomalies in the LMS should
not be determined by the general popularity of the al-
gorithm, but by the compatibility between the type of
anomaly, the data structure, the presence of labels, the
quality of features and the requirements for interpret-
ing the result. Teacher-guided training methods are
suitable for known and formalised deviation scenarios,
however they are of limited use for new or rare anom-
alies, require high-quality labelling and may reproduce
errors from previous interpretations. Unsupervised
learning methods, clustering, outlier detection and iso-
lation-based methods are better suited to the task of
identifying unknown anomalies; however they require
additional contextual interpretation, since statistical
unusualness,a small cluster or the distance of an object
in the feature space do not always have pedagogical or
administrative significance.

The Scikit-Learn Developers (n.d.) on novelty and
outlier detection provides grounds for distinguish-
ing between the technical detection of atypical ob-
servations and the subsequent interpretation of their
meaning. Semi-supervised learning and single-class
classification can be used to establish the bounda-
ries of normal user behaviour, a group or a course, but
their quality depends on the correctness of the defini-
tion of “normal”. A change in the course structure, the
teaching strategy or an individual’s pace of work may
be mistakenly perceived as an anomaly if the model
does not incorporate the context of educational in-
teraction. Self-supervised learning, autoencoders and
sequence models are suitable for complex sequential
and multidimensional LMS logs, however they require a
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sufficient volume of high-quality data, accurate record-
ing of event sequences and additional explanation of the
causes of abnormal signals. ISO/IEC 25010:2023 (2023)
focuses the analysis on the quality of the software sys-
tem, in particular on reliability, usability, security and
maintainability. ISO/IEC 42001:2023 (2023) establishes
a management framework for Al/ ML solutions, in which
controllability, accountability, transparency and risk as-
sessment are key.

The comparison confirmed that the detection of
anomalies in the behaviour of LMS users should be
based on a context-dependent choice of algorithmic
approach. For temporal and navigational deviations,
methods capable of working with sequences, activity
patterns and the order of actions are substantial. For
test and task performance anomalies, methods that
take into account the combination of time, number of
attempts, the dynamics of results, and the relationship
between preparatory activity and task performance are
suitable. For technical and mixed anomalies, approach-
es for detecting outliers in multidimensional features
are suitable, but their results must be verified taking
into account the quality of LMS logs, session stabili-
ty, technical access conditions and course structure.
Therefore, the ML method in LMS analytics should not
serve as a final decision-making tool, but rather serve
as a tool for identifying an anomaly that subsequently
requires pedagogical or administrative review.

Sequence of the algorithmic detection

of anomalies in LMS user behaviour

A review of the stages involved in working with LMS
behavioural data has shown that anomaly detection is
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not simply a matter of directly applying an ML algo-
rithm to the event log. The effectiveness of such a pro-
cess is determined by a sequential transition from the
initial recording of learning activity to the formation
of an interpreted anomaly signal. At the initial level,
LMS logs contain events such as logins, resource views,
transitions between modules, task completion, test at-
tempts, communicative interaction, and technical ac-
cess. However, these records vary in completeness, tem-
poral structure, event density and dependence on the
context of the learning resource, therefore before algo-
rithmic analysis they require cleaning, normalisation of
timestamps, removal of duplicates and alignment with
course metadata. The study established that it is the
feature extraction stage that transforms the technical

log into a behavioural profile: login frequency, session
duration, intervals between actions, sequence of transi-
tions, number of test attempts, task completion status
and communicative activity acquire analytical signifi-
cance only in relation to an individual or group user
profile. The subsequent choice of ML method depends
on the type of anomaly, the presence of annotations,
the structure of features, and the need for interpretabil-
ity of the result. Therefore, the detection of anomalies
in an LMS should be structured as a multi-stage pro-
cess, in which the algorithmic signal is not a conclusion
but an interim result requiring pedagogical or admin-
istrative verification. A generalised structural-logical
diagram of anomaly detection in LMS user behaviour
using ML is shown in Figure 1.

1. LMS logs of users
actor-verb-object, timestamp,
learning object, context
1

v
2. Cleaning and normalisation elimination
of duplication, completeness, timestamp
normalisation
[}

v

v

3. Context of resources and events

resource type, place in the course,
deadlines, trajectory

4. Development of characteristics
frequency, duration, sequence,

completion, s&ore, device/IP

5. Typical profile individ ual
or group quota of pace,
route, activity

v v

v

6a. Data with markup
supervised learning

6b. Unknown deviations
unsupervised, outlier detection,
one-class classification

6c. Event sequences
self-supervised, autoencoders,
sequence models

v
7. Anomalous signal
outlier/novelty signal by

deviation type
v

8. Results interpretation
course context, user history,
privacy, human-in-the-L oop

Figure 1. Structural-logical diagram for detecting anomalies in the behaviour
of LMS users using machine learning
Source: compiled by the author based on ISO/IEC 40180:2017 (2017), ISO/IEC 27001:2022 (2022), IEEE 9274.1.1-2023 (2023),
ISO/IEC 25010:2023 (2023), 1ISO/IEC 42001:2023 (2023), ISO/IEC 29100:2024 (2024), ISO/IEC 19788-1:2024 (2024), 1EdTech

Consortium, Inc. (n.d.)

Diagram shown in Figure 1 illustrates the sequence
of steps involved in converting raw LMS logs into an in-
terpreted anomaly signal. Initially, events such as logins,
resource views, module transitions, task execution, test
attempts, communication and technical access are fil-
tered, normalised and aligned with the course context.
This makes it possible to filter out incomplete records,
duplicates, technical glitches and incorrect timestamps
from behavioural manifestations suitable for further
analysis. In the next stage, event records are convert-
ed into indicators of behavioural activity: frequency

of actions, session duration, sequence of transitions,
task completion status, performance trends and device
metadata or IP addresses. Based on these features, an
individual or group profile is formed, against which
deviations are assessed. The choice of ML method de-
pends on the type of anomaly, the data structure, the
availability of labelling, and the need for interpretabil-
ity of the result. The result of algorithmic processing is
a signal of atypicality or novelty, which cannot auto-
matically be interpreted as evidence of a breach, failure
or academic misconduct. It must be assessed based on
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the course structure, user history, log quality, technical
access conditions and privacy requirements. Therefore,
the accuracy of anomaly detection in the LMS is deter-
mined not only by the choice of ML algorithm, but also
by the completeness of the data, the quality of pre-pro-
cessing, the relevance of features, and human verifica-
tion of the algorithmic signal.

Limits of interpreting algorithmically

detected anomalies

An assessment of the interpretability of algorithmical-
ly detected anomalies has shown that the results of
ML analysis in LMS cannot be regarded as sufficient

Yanishevskyi

evidence of a violation, academic misconduct or a
user’s academic failure. An anomaly signal detects a
deviation from the expected profile, but does not ex-
plain the cause of this deviation without taking into
account the course context, the quality of LMS logs,
technical access conditions, the user’s previous history
and the pedagogical context. Therefore, interpretation
of anomalies must be based on criteria that distin-
guish statistical atypicality from pedagogically signif-
icant risk, technical failure or an acceptable individual
learning trajectory. Generalised criteria for interpreting
algorithmically detected anomalies in the LMS are pre-
sented in Table 5.

Table 5. Criteria for interpreting algorithmically detected anomalies in the LMS

Interpretation

Analytical significance Risk of misinterpretation Verification method

criterion
. Incomplete records may provide Checking for missed events,
Determines whether enough - . . - . Lo .
Completeness events have been recorded a false impression of inactivity, |duplicates,technical interruptions
of LMS logs a sudden change in activity, or and the accuracy of session

to assess a behavioural pattern

the omission of learning stages recordings

Shows how accurately the
timestamp, event type, user
identifier, learning object and
completion status have been
recorded

Can interpret the activity

Incorrect timestamps or
identification errors can turn
a technical glitch into
a “behavioural” anomaly

Normalisation of timestamps,
verification of event formats,
comparison with course metadata

Data quality
and consistency

Brief interaction with a simple Mapping the event to the

Conte>§t .followmg type of mater.la.l, or re-visited resource may resource type, its function,
of educational its complexity, whether it is . - .
. s be mistakenly perceived as complexity and the sequence
resource compulsory, and its place within

superficial learning of the course

the course

Atypical behaviour for the group
may be consistent and normal
for a particular user

Analysis of previous sessions,
usual work routine, individual
pace and track record

Comparison with the group’s
aggregated patterns, but without
automatically equating deviations

with violations

Analysis of signal recurrence
across different sessions,
modules, task types or time
periods

Verification of device/IP
metadata, access errors, session
stability and the recurrence
of technical faults

Anonymisation or
pseudonymisation of records,
restriction of access, data
minimisation and specification
of the purpose of processing

Use of interpretable features,
explanation of parameter
contributions, and human

User’s personal
story

Can compare current activity with
previous personal profile

Can determine whether a user
deviates from the typical patterns
of a group or course

Group “norm” may not be relevant
to users with a different pace,
schedule or learning strategy

Group or course
profile

Distinguishes a single random
event from a consistent
behavioural pattern

One-off anomaly may be the
result of chance, a technical error
or situational activity

Frequency of the
abnormal signal

Verifies whether the issue
is related to the device, network,
browser, IP changes
Or access errors

Session interruptions, repeated
requests or a change of device
may be mistakenly interpreted as
risky behaviour

Excessive data collection or
data granularity may violate the
principles of data minimisation,

purpose limitation and
confidentiality

Technical access
requirements

Defines the limits of permissible
use of users’ behavioural data

Privacy and
access control

Indicates whether it is possible
to determine which factors
contributed to the detection

Interpretability
of an algorithmic

Opaque ML result may cause an
unfounded educational

signal of the anomaly or administrative decision signal verification
’ Ensures final alignment of the ' Automatgd depsnon made Reylew by a lectgrer,
uman algorithmic signal with without verification could cause administrator or designated
verification 9 false accusations or inappropriate | person, covering the context of

the educational context

intervention the course and the user’s history

Source: compiled by the author based on ISO/IEC 27001:2022 (2022), ISO/IEC 42001:2023 (2023), ISO/IEC 25010:2023 (2023),
ISO/IEC 29100:2024 (2024)
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An analysis of Table 5 showed that the limits of in-
terpretation of algorithmically detected anomalies are
determined not only by the properties of the ML meth-
od, but also by data quality, the context of the training
resource, the stability of the behavioural profile, tech-
nical access conditions, and rules for handling personal
and behavioural data. At the data level, critical factors
include the completeness of LMS logs, the accuracy of
timestamps, the consistency of event records and the
presence of metadata for learning objects. At the inter-
pretation level, the key factors are the repeatability of
an anomalous signal, the comparison of individual and
group profiles, the explainability of the result, and hu-
man verification. At the data management level, privacy,
access control, data minimisation, and preventing auto-
mated decision-making without contextual verification
remain substantial.

Thus, an anomaly detected algorithmically in the
LMS has the status of an indicator of atypical behaviour,
rather than a definitive conclusion about user behav-
iour. The same signal may have different meanings de-
pending on the course structure, the complexity of the
learning resource, the user’s previous activity, technical
operating conditions, and the organisation of the edu-
cational process. For example, completing a test quickly
may indicate a suspicious pattern, but it may also be the
result of a repeat attempt, good preparation or the sim-
plicity of the task; a sudden change in IP address may
be a technical feature of the connection, rather than a
sign of a breach. Therefore, the correct interpretation
of anomalies requires a combination of algorithmic
signals, contextual data, and human-in-the-loop veri-
fication, in which the final value of the deviation is de-
termined not automatically, but by verifying its causes,
repeatability and pedagogical relevance.

DISCUSSION

The results obtained showed that the detection of
anomalies in the behaviour of users of learning man-
agement systems did not amount to automatic predic-
tion of academic performance or a formal search for
statistical outliers, but depended on the sequential re-
lationship between digital traces, indicators, the type of
behavioural deviation, a set of machine learning meth-
ods, and contextual interpretation of the signal. In the
meta-analysis by K. Fahd et al. (2022), the application
of machine learning in higher education was associat-
ed with the assessment of academic performance, the
risk of failure, and student dropout. This was consistent
with the findings in that user activity logs were consid-
ered as a source of early analytical signals, but at the
same time the results clarified a broader interpretation:
an anomaly in the learning management system did
not necessarily imply low academic performance or a
risk of expulsion, but could reflect technical access con-
ditions, a change in learning strategy or an individual
pace of work.

M. Adnan et al. (2021) conducted identification of
at-risk students at various stages of the course, which
highlighted the significance of early intervention based
on partial data regarding academic engagement. This
was consistent with the conclusion regarding the im-
portance of temporal features, session duration, inter-
vals between actions and changes in activity patterns,
however the findings emphasised that an early signal
should undergo a contextual review before any ped-
agogical or administrative decision. In the study by
A. Gonzalez-Nucamendi et al. (2023), predictive analyt-
ics was used to identify students at risk of dropping out,
due to the link between academic performance and be-
havioural data. This approach aligned with a typology
of anomalies, where performance and task deviations
were considered as potential risk signals; however, the
results did not equate these signals with a definitive
conclusion regarding the user’s failure. In the study by
M.N. Alsubaie (2023), the prediction of student success
on an online platform was linked to improving the qual-
ity of digital training and the use of machine learning
to support management decisions. This was consistent
with the view that the analytical component in an ed-
ucational environment should be assessed not only on
the basis of its ability to identify deviations, but also on
the quality of the software system, the validity of the
features,and the suitability of the results for education-
al interpretation. N. Abuzinadah et al. (2023) examined
the use of convolutional features and machine learn-
ing to predict academic performance based on Moodle
data. This was consistent with findings regarding the
need to transform raw activity logs into a feature space,
where significance was attached not only to individual
events, but also their frequency, duration, sequence, ef-
fectiveness and connection to the learning object.

In the study by C. Thangavel et al. (2024), student
activity in Moodle was assessed using machine learn-
ing as an indicator of engagement in the learning pro-
cess. The results obtained were partly consistent with
this approach, but clarified that activity alone could not
be a sufficient explanation for user behaviour, since a
high or low frequency of actions could have different
meanings depending on the course structure, the type
of task, the user’s previous history and technical access
conditions. In the study by M. Yagci (2022), education-
al data analytics was used to predict academic perfor-
mance using various machine learning algorithms. This
was consistent with the comparative matrix of method
groups obtained, which showed that the choice of al-
gorithmic approach should depend not on its general
popularity, but on the type of anomaly, the data struc-
ture, the presence of annotations and the requirements
for the interpretability of the result.S. Dass et al. (2021)
predicted dropout rates in a self-directed massive open
online course using a random forest model. This was
consistent with the finding regarding the importance
of time and resource characteristics in environments
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where the user regulates the pace of the course them-
selves, but at the same time the results demonstrated
the need to distinguish an acceptable individual trajec-
tory from a genuinely risky or anomalous pattern.
Particularly relevant to the findings were studies in
which learning behaviour was examined through Moo-
dle logs, sequences of events, and the temporal dimen-
sion of interaction. K. Dobashi et al. (2022) classified
learning patterns based on Moodle logs and visualised
browsing processes using a time-cross-sectional rep-
resentation. This was consistent with findings where
navigational, temporal and resource traces were pre-
sented as interrelated elements of a behavioural profile,
rather than as isolated log events. D. Rotelli & A. Mon-
reale (2023) analysed the processing and interpretation
of Moodle logs, considering their temporal dimension.
This approach directly corresponded to the conclusion
reached regarding the need to normalise timestamps,
verify the completeness of records, account for intervals
between actions, and avoid simplistic interpretations of
short or interrupted sessions. M.R. Borna et al. (2024)
investigated click data using artificial intelligence to
predict academic success and assess learning. This
was consistent with the definition of digital traces as
event sequences, in which clickstream behaviour only
acquired analytical significance after being correlat-
ed with the type of learning resource, the sequence of
transitions, and the outcome of the action. C. Kaensar
& W. Wongnin (2023) analysed and predicted student
performance based on Moodle log data using machine
learning methods. This was consistent with the findings
regarding features for the machine analysis of activity
logs, but the established results broadened the focus
from predicting student success to identifying various
types of anomalies: temporal, navigational, resource-re-
lated, test-related, communicative, technical and mixed.
H.A. Althibyani (2024) conducted a comprehensive
analysis of predicting student success in massive open
online courses using machine learning models. This
approach was consistent with the conclusion regard-
ing the significance of digital behaviour in large online
environments, but the results highlighted that, in the
case of anomalies, it was not only predictive metrics
that were substantial, but also the interpretability of
the signal, the repeatability of the deviation, and the
possibility of human verification. D. Vergara et al. (2024)
demonstrated in a bibliometric review the growing role
of artificial intelligence in learning management sys-
tems. This was consistent with the conclusion that ana-
lytical solutions in such systems should be viewed not
merely as computational tools, but as components of
a digital educational environment requiring manage-
ment of quality, privacy and interpretative accountabili-
ty. P.Ngulube & M.M. Ncube (2025) considered learning
analytics as a means of improving the user experience
in learning management systems. This was consistent
with the findings regarding the limits of interpreting
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anomalies, as the algorithmically detected signal was
not to be used as a basis for punitive or automated dis-
ciplinary action, but rather to support a more accurate
interpretation of user behaviour within the learning en-
vironment.H.Li & Z.Liu (2025) analysed student behav-
jour and academic performance within an intelligent
educational system based on multi-source data. This
was consistent with the conclusion that interpreting an
anomaly signal required comparing activity logs with
the user’s individual history, group profile, course con-
text, and technical access parameters.Y. Liu et al. (2023)
predicted student performance using clickstream data
and machine learning. This confirmed the importance
of event and navigation features; however, the results
clarified that clickstream data could not be interpreted
solely as a quantitative measure of activity, as the se-
quence of actions, route repetition, and deviations from
the expected trajectory were no less significant than
the number of clicks itself.

B.Alnasyan et al. (2024) demonstrated in a system-
atic review the potential of deep learning techniques
for predicting success in virtual learning environ-
ments. This was consistent with the results obtained
for autoencoders and sequence models, which were
identified as promising for complex multidimensional
or sequential activity logs, but at the same time such
methods exacerbated the problem of interpretabili-
ty and the risk of opaque pedagogical interpretation.
M. Riestra-Gonzalez et al. (2021) analysed massive
learning management system logs for early prediction
of academic performance regardless of the course. This
was consistent with the conclusion regarding the im-
portance of log completeness, event aggregation and
the construction of a group or course profile, but the
results also highlighted that generalising the profile
required caution, as the group norm might be irrele-
vant to a user with an individual pace or a non-standard
learning strategy. M.M. Tamada et al. (2021) predicted
student success based on Moodle logs within an en-
gineering education context. This was consistent with
the conclusion regarding the suitability of Moodle logs
for machine analysis; however, the established typol-
ogy of anomalies showed that the same logs can be
used not only for predicting results, but also to detect
atypical temporal, navigational, testing, communicative
and technical patterns.

A comparison with cited studies demonstrated that
the results obtained supported the current trend of
moving away from simple prediction of academic per-
formance towards a broader analysis of users’ digital
behaviour in learning environments. In the studies ex-
amined, activity logs, Moodle data, clickstream events,
engagement metrics and machine learning models
were most frequently used to predict academic perfor-
mance, the risk of leaving education or learning activity.
In this context the results obtained highlighted another
area of application for such data: detecting anomalies
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required not only the construction of a predictive mod-
el, but also a typology of deviations, a feature-based
description of logs, the selection of a set of methods ac-
cording to the type of anomaly and mandatory contex-
tual interpretation. Therefore, the detection of anoma-
lies in the behaviour of users of learning management
systems should be regarded as a multi-level process,
in which machine learning detects a signal of atypical
behaviour, and its significance is determined by data
quality, course structure, user history, technical access
conditions, privacy and human verification.

CONCLUSIONS

As part of this study, a theoretical framework has been
developed for an approach to detecting anomalies in
the behaviour of LMS users using machine learning,
based on the comparison of digital traces, types of be-
havioural deviations, LMS features - logs, ML groups -
methods and criteria for interpreting algorithmically
detected signals. The study demonstrated that LMS
digital traces are not a homogeneous array of technical
records, but reflect temporal, navigational, resource-re-
lated, task-related, test, communicative and technical
interactions of the user with the digital educational en-
vironment. Their analytical significance is determined
not by a single event, but by the relationship between
the type of action, the timestamp, the learning object,
the completion status, the sequence of interactions
and the course context. This typology established that
anomalies in an LMS can manifest as temporal, naviga-
tional, resource-related, task-related, test-related, com-
municative, technical, and mixed deviations, and none
of these manifestations should automatically be equat-
ed with misconduct or academic dishonesty. The study
determined that machine analysis of LMS logs requires
the conversion of events into features that encompass
the frequency of logins, session duration, intervals be-
tween actions, sequence of transitions, number of re-
source views, task completion status, test attempts, per-
formance trends, communication activity and technical
access parameters.
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Yanishevskyi

BuaBneHHA aHOManin y noseaiHui kopucrtysadis LMS
3aco6aMM MaLLMHHOIO HaBYaHHA

Bitanin fHiweBcbKnit

AcnipaHT

MNpuBaTHMI BULLMI HaBYaNbHUI 3aKNnag «EBPONENCbKUI YHIBEPCUTET»
03115, 6ynbe. Akagemika BepHaacbkoro, 16B, M. Kuis, YkpaiHa
https://orcid.org/0009-0001-5774-4778

AHoTauig. MeTot focnigxeHHs 6yno po3pobuTi TeOpeTUKO-aHaNiTUYHY MOAENb iHTepnpeTaLii HETUNOBKUX LUPPOBUX
CNiAiB KOPUCTYBAYiB Yy CUCTEMAX YNPABAiHHA HABYAHHAM i3 YpaXyBaHHAM MOXIUBOCTEN MALUMHHOIO HAaBYAHHS,
CTpyKTYypu LMS-noriB i Mex nenaroriyHoro TAyMayeHHs anropuTMiyHUX curHanie. MetogonoriyHa 6asa oxonntoBana
aHani3 cTaHaApTIB | cneumndikauii LMdpoOBOro HaBY4aNbLHOMO CeEpefoBULLA, MOAIEBOrO OMMUCY HAaBYaNbHOI aKTUBHOCTI,
SKOCTi MPOrpaMHMUX CUCTEM, iIHPOopMaLifiHOT Be3nekun, NPUBATHOCTI Ta YNPaB/iHHS PilUEHHSMMU HA OCHOBI LUTYYHOrO
iHTenekTy. Y focnifXeHHi BUKOPUCTAHO TEOPETUYHMIM aHani3, KnacndikaLinHWiM Nigxin, 03HAKOBE y3arafibHEHHS,
NOPIBHANIbHUI aHaNi3, CTPYKTYPHO-N0TiYHE MOAENIOBAHHSA Ta KPUTUYHE y3arasbHEHHS. Y pe3ynbTaTi BCTAHOBNEHO,
WO uUMbPOBI CiAM KOPUCTYBAYiB He € OAHOPIAHMM MAaCMBOM TEXHIYHMX 3aMUCIB, @ BiA0OpaxaroTb YaCOBY, HABIraLiiHy,
pecypcHy, 3aBAAHHEBY, TECTOBY, KOMYHIKaTUBHY ¥ TEXHIYHY B3aEMOAII0 3 HaBYaIbHUM cepeaoBuLLEeM. NokasaHo, Wwo
aHoManii MOXyTb NPOSABAATUCS SK YaCOBI, HAaBiraLUilHi, pecypcHi, 3aBAAHHEBI, TECTOBI, KOMYHIKAaTUBHI, TEXHIYHI Ta
3MiLaHi BiaxuneHHs. Bu3HaveHo, WO MaWMHHMI aHani3 noTpebye NepeTBOPEHHS XXYPHaiB akTUBHOCTI Ha O3HaKM,
MOBI3aHi 3 YaCTOTOK BXOLIB, TPMBANICTHO CECiM, MOCNIAOBHICTIO MEPEXOLIB, BUKOHAHHSM 3aBAaHb, TECTOBUMM CNpobamu,
KOMYHIiKaTMBHOI aKTMBHICTIO Ta TEXHIYHMMM NapameTpamm focTyny. BctaHoBneHo, Wwo BMbip rpyny METOA B MaLIMHHOMO
HaBYaHHS 3a71€XM1Tb Bif, TUMY aHOMaNii, HASBHOCTI PO3MiYeHUX AAHWX, CTPYKTYPU NOAIN i noTpebu B iHTepnpeToBaHOCTI.
MokasaHo NOCNifOBHICTb NEepexoay Bif XXYPHaNiB aKTUBHOCTI A0 OYMLLEHHS AAHWUX, YTOYHEHHS KOHTEKCTY HaBYaNbHUX
pecypciB, ©OpMyBaHHS 03HaK, BU3HA4YEHHS TUNOBOIO Npodinto, BUGOpY anropuTMiYHOrO Nigxoay, Gikcawii aHoManbHoro
CUrHany Ta Moro negaroriyHoi abo agMiHicTpaTMBHOI iHTepripeTaLii. OkpeMo 06rpyHTOBAHO, WO aHOMaNbHUI CUTHAN He
MOXe aBTOMaTUYHO TPAKTYBaTUCA K AOKA3 NOPYLUEHHS, OCKINIbKU MOr0 3HAYEHHS 3aNeXuTb Bif AKOCTI AaHMX, iCcTOpii
KOpUCTYyBaya, CTPYKTYpU KypCY, TEXHIYHMX YMOB JOCTYNY Ta NOACbKOI nepeBipku. [pakTMyHa 3HaUMMICTb pe3ynbTaTie
NONSra€e y MOXAMBOCTI BUKOPUCTAHHS 3aNpoONOHOBAHOI CXeMM ANig No6yA0BM CUCTEM aHANITUYHOIO CynpoBoay
HaBYaHH$, e aHOMaNbHWUI CUTHAN PO3MNAAAETLCS AK NiACTAaBA AN KOHTEKCTHOI NepeBipKu

Kntouosi cnoBa: undposi cnigu; TpMBanicTb cecii; METOAM HA OCHOBI i3019LiT; BUSIBEHHS HETUMNOBUX CNOCTEPEXKEHD;
MoZeni NocnigoBHOCTEN
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