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Abstract. Smart contracts are a key component of blockchain systems, but their immutability after deployment
imposes increased requirements for correctness and security. This necessitates the use of formal methods capable
of providing mathematically sound verification of contracts at the design stage. The objective of this study was
to provide a theoretical substantiation and systematisation of algebraic semantics as a formal foundation for the
specification and verification of smart contracts, as well as to demonstrate its capabilities through a comparative
analysis with alternative semantic approaches and a practical illustration of its application through the construction
and analysis of a formal model.Arange of theoretical methods was employed during the work, including a systematic
literature review and a comparative analysis of operational, denotational, axiomatic and algebraic semantics. The
practical significance of the approach was illustrated through the formalisation of the properties of a crowdfunding
contract within the Insertion Modelling System. As a result of the research, a formal algebraic model of a smart
contract was constructed, within which the states, transitions and invariants of the system were defined. The
feasibility of formalising safety conditions and goal states was demonstrated. Specifically, the reachability of the
goal state (successful fundraising) was confirmed and verified through the analysis of a generated execution trace
fragment. Furthermore, an example of the successful detection of a deadlock in the contract model was provided.
This, in turn, enables the systematic identification of complex behavioural vulnerabilities and the prevention of
logical errors during the conceptual design phase. The findings confirm the effectiveness of the algebraic approach
to formal verification and demonstrate its suitability for the early detection of logical errors and the enhancement
of smart contract reliability
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INTRODUCTION

The development of blockchain technologies has led
to the emergence of a new tool for organising digital
interactions: smart contracts. Smart contracts are dig-
ital agreements that are automatically executed upon
the occurrence of predefined conditions. They are
written as code and stored on the blockchain, which
makes them transparent, secure, and immutable. Mod-
ern blockchain systems widely use smart contracts to
automate business logic, manage digital assets, and

ensure transparent interactions among participants in
decentralised systems. Their popularity stems from the
ability to automate transactions without intermediar-
ies. However, errors in smart contract code can lead to
significant financial losses. The complex logic of such
contracts and the impossibility of modifying them after
deployment create a high risk of vulnerabilities. There-
fore, the correctness of smart contract operation is cru-
cial, as errors in the code can result in financial losses,
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disruption of business process logic, and a reduction
in platform trust. In this context, the issue of ensuring
smart contract reliability and security becomes particu-
larly relevant. Because errors in decentralised systems
cannot be fixed with regular updates, traditional test-
ing is often insufficient. Standard methods cannot test
every possible scenario, nor can they clearly define how
a system will behave. These features necessitate the
application of more rigorous and formal approaches
that allow for the mathematically proven correctness of
contracts at the design stage.

Consequently, formal modelling and verification
methods have emerged as a critical solution. These
methods enable the construction of precise mathe-
matical models of smart contracts logic, analyse their
behaviour, and identify potential vulnerabilities before
deployment. According to P. Tolmach et al. (2021), for-
mal methods provide mathematical rigor that estab-
lishes functional correctness and guarantees safety
properties such as deadlock-freedom, atomicity, sin-
gle-entrancy, and liquidity. The use of such methods is
currently considered key to enhancing the security, reli-
ability, and trust in smart contracts. Various formal ver-
ification techniques are applied across different stages
of smart contract development. Providing a founda-
tional taxonomy, P. Tolmach et al. (2021) classify formal
modelling into contract-level and program-level ap-
proaches. They distinguish between four primary meth-
odologies: theorem proving for infinite-state reasoning
using proof assistants like Coq, Isabelle/HOL, and Agda;
symbolic execution for detecting vulnerable path pat-
terns in control-flow graphs (CFGs); model checking
for exploring finite system states; and program verifi-
cation, which translates source code into intermediate
languages like Boogie or F* to perform deductive rea-
soning and data-flow analysis.

Addressing practical verification,M.Xiao et al.(2024)
advocate for an advanced hybrid auditing method that
combines static analysis using the ACL2 tool, dynamic
simulation via an Ethereum simulator, and formal veri-
fication. This formal component employs model check-
ing tools like SPIN and NuSMYV, alongside Promela and
Linear Temporal Logic (LTL), to systematically verify
properties by exploring all possible system states. Simi-
larly applying model checking, R. Xie et al. (2024) utilise
the PRISM tool to explore finite states and verify proba-
bility models specifically for game-theory-based supply
chain smart contracts. In the realm of theorem proving,
T. Ferariu et al. (2025) demonstrate the use of the Agda
proof assistant to model state transition systems and
formally prove generalised properties, such as Validity,
Liquidity, and Fidelity, for UTxO-based smart contracts.
Furthermore, R. Davila et al. (2025) propose the use of
Description Logic (DL) specifically for the design stage,
utilising concepts, roles, and individuals to mathemati-
cally verify the logical correctness and consistency of a
contract’s rules.
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Much of the recent research prioritises practical
vulnerability scanning and tool-assisted verification,
while comparatively less attention has been paid to
the development of rigorous, compositional, and math-
ematically uniform semantic frameworks. M. Krichen et
al. (2022) point out that without unified semantic
foundations and precise formal specifications, it is dif-
ficult to abstract smart contract behaviour away from
low-level implementation details. To address this gap,
formal semantic approaches are highly valuable. These
approaches allow smart contracts to be represented as
strictly mathematical models, ensuring clarity, compos-
ability, and the ability to prove correctness across all
levels of abstraction. Formal semantics provide a pre-
cise and unambiguous definition of the behaviour of
program constructs, which is key to understanding and
verifying smart contracts. The aim of this article was
to systematise and theoretically substantiate algebraic
semantics as a framework for the formalisation and ver-
ification of smart contracts, achieved through: a com-
parative analysis of four formal semantic paradigms
and their applicability to smart contract specification;
and illustrative formal specifications constructed using
the Insertion Modelling System (IMS). The proposed
approach demonstrated how algebraic semantics can
ensure precision and unambiguity in smart contract
specification and contribute to improving the reliability
and security of decentralised systems.

MATERIALS AND METHODS

This study was based on a set of theoretical research
methods used to analyse formal semantic approaches
for the specification and verification of smart contracts
in blockchain systems. The methodology included a lit-
erature review, comparative analysis, and formal mod-
elling using algebraic approach within the IMS. At the
first stage, a literature review was conducted to iden-
tify modern approaches to smart contract verification.
Scientific publications from Scopus and Web of Science
databases were used, as well as conference papers in
the fields of formal methods and distributed systems.
Special attention was given to works representing key
semantic approaches: operational semantics (Jiao et
al.,2020; Liu et al., 2024; Xu et al., 2025), denotational
semantics (Marmsoler & Brucker, 2024), and axiomat-
ic semantics (Dharanikota et al., 2021; Alhabardi et
al., 2022). The selection criteria required that each
source either: introduces or extends a formal semantic
framework applicable to smart contracts, or demon-
strates a concrete tool or case study implementing such
a framework on a blockchain platform.

In the second stage, the study used a comparative
analysis method. An evaluation structure was created
to compare four semantic approaches: operational, de-
notational, axiomatic, and algebraic. The comparison
included several aspects: the core formal framework
used in each approach, primary application goal in
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the context of smart contracts, the representative ver-
ification tools, and typical verification use cases. Each
semantic approach was evaluated according to these
criteria based on information from the reviewed liter-
ature. These specific criteria were selected to estab-
lish a clear mapping between theoretical formalisms
and their practical relevance, allowing for an objective
assessment of how well each paradigm serves smart
contract developers and security auditors. This meth-
od helped to compare the strengths and limitations of
each approach in a structured way.

The next stage involved formal modelling to
demonstrate the use of algebraic semantics. To illus-
trate the practical applicability of the proposed ap-
proach, several illustrative specifications of smart con-
tract behaviour were developed using the Insertion
Modelling System. IMS is an environment for model-
ling and analysing the behaviour of distributed, mul-
ti-component, and multi-agent systems, enabling the
formal specification of agents, environments, and their
multi-level interactions (Letichevsky et al., 2016). With-
in IMS, an agent is represented as a labelled transition
system whose states are defined up to bisimulation or
trace equivalence. The key characteristic of an agent is
its ability to change its state in response to interactions
with the environment and other agents. The environ-
ment is treated as a specific type of agent that possess-
es an insertion function (Letychevskyi et al., 2019).

The formal description of system dynamics in IMS is
based on behaviour algebra, which serves as a mathe-
matical framework for specifying interactions between
agents and environments. Behaviour algebra is defined
as a two-sorted universal algebra <U, A>, where U de-
notes the set of behaviours and A denotes the set of ac-
tions. The behaviour algebra includes several basic op-
erations: prefixing (a-u), where an action a is followed
by behaviour u; nondeterministic choice (u+v), which is
associative, commutative, and idempotent; and paral-
lel (I[) and sequential (;) composition of behaviours. In
addition, three terminal constants are defined: A (suc-
cessful termination), O (deadlock), and L (divergence),
which represents partially defined behaviour or an in-
finite loop without observable actions (Letychevskyi et
al., 2019). IMS is aimed at symbolic modelling of sys-
tems with very large or infinite state spaces, supports
algebraic specifications of behaviour, and implements
specialised algorithms for reducing interleaving and
reachability checking, etc. Overall, the combination of
these methods - literature review, comparative analy-
sis, and formal modelling - provided both a theoretical
basis and a practical framework for studying algebraic
semantics in smart contract verification.

RESULTS AND DISCUSSION

Formalisation enables a smart contract to be repre-
sented within a mathematical or logical model, which
is a necessary prerequisite for robust automated

verification. In the practice of formalising programming
languages and smart contracts, three classes of seman-
tics are the most widespread and extensively studied:
operational, denotational, and axiomatic. Each offers
its own set of mathematical tools and approaches to
analysis and verification. The first result of this study is
a structured comparison of formal semantic paradigms
evaluated against criteria established in the Materials
and Methods section. A brief characterisation of each
paradigm is provided below to ground the comparative
evaluation. Operational semantics defines the meaning
of programs by describing the steps of their execution
on an abstract machine. It can be presented in the form
of small-step (structural operational semantics), which
describes individual transitions between states, or big-
step (natural semantics), which defines the correspond-
ence between the program and the final result of its
execution (Plotkin, 2004). This approach is widely used
for verification, modelling of programming languages,
and formalisation of smart contracts with tools such
as the K-framework. An important area of research is
the creation of executable operational semantics for
smart contract development languages. Another signif-
icant approach to formalisation is denotational seman-
tics, which defines the meaning of programs by map-
ping language constructs into mathematical objects
(e.g., domains, functions) (Stoy, 1986). This approach
separates the program from its execution process and
allows for the abstract analysis of program properties.
In the context of smart contracts, denotational ap-
proaches are less common than operational ones, yet
they appear in works aiming to provide a rigorous log-
ical-mathematical characterisation of contract behav-
iour independently of the execution mechanism.

Axiomatic semantics defines the meaning of pro-
grams through a system of logical statements about
their behaviour (Winskel, 1993). This approach focus-
es on the logical relationships between preconditions
(conditions that must be true before execution) and
postconditions (conditions that will be true after exe-
cution). The most common form is the Hoare triple {P}
S{Q}, which states that if precondition {P} is true when
program S is run and S is terminated, then postcondi-
tion {Q} will be true. This method enables the proof of
programme correctness with respect to specifications
and is widely used in the verification of safety-critical
systems. This approach enables formal proofs that a
programme satisfies given specifications without re-
quiring its actual execution.

One of the approaches to the formalisation and
modelling of smart contracts is algebraic semantics,
which employs algebraic structures to describe the be-
haviour of software artefacts (Ghezzi et al., 2003). Alge-
braic semantics relies on the use of algebraic structures
for the formal description, specification, and analysis
of program behaviour. Its theoretical foundations were
established in the works (Goguen et al., 1977) on initial
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algebra. The algebraic approach was initially applied
to the formalisation of abstract data types and pro-
gramming languages, where language constructs are
represented as terms over a signature, and properties
are defined via equations (Ehrig & Mahr, 1985). These
foundational contributions established the principle
that a software system can be fully characterised by
a set of sorts (data types), operations over those sorts,
and equational axioms governing their behaviour. It is
a principle that proves directly applicable to the do-
main of smart contracts, where state, transitions, and
invariants can each be expressed in exactly these
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terms. This approach was later generalised within the
framework of rewriting logic, which enables the mod-
elling of parallelism, nondeterminism, and complex
programme dynamics.

Applying the multi-criteria evaluation, the four pri-
mary semantic paradigms were analysed to determine
their efficacy in smart contract verification. The eval-
uation synthesises the foundational ideas with their
practical utility, specifically highlighting how available
tool support and typical use cases align with the over-
arching application goals of each paradigm. The result
of this comparative analysis is structured in Table 1.

Table 1. Comparison of semantic approaches for smart contract formalisation

Axiomatic semantics

Algebraic semantics

Formalises behaviour
using logical assertions
(preconditions,
postconditions) and uses
proof rules to deduce
correctness (Hoare Triples:

{PrC{Q}

Describes the system
using algebraic
specifications: sorts,
operations, equations,
and rewriting rules

Proof of logical
correctness of programs
through formal
specifications, ensuring
compliance with pre-/
postconditions for safety
and functional soundness

Formalisation of state
transition logic of smart
contract protocols,
executable models
for validation, symbolic
analysis via rewriting

Why3, F*

Maude, IMS, CafeOB]J

Proof of invariants
(e.g., balance
preservation), access
control, absence of integer
overflows, absence of
re-entrancy under given
preconditions, modular
verification

Modelling of protocols/
state-transition rules,
equivalence checking,
symbolic execution via
rewriting; verification of
code compliance with
functional requirements
through goal state

Operational semantics Denotational semantics
Maps a program
to mathematical
Describes program objects (functions,
. execution via a sequence domains), providing an
Core idea . .
of transitions abstract mathematical
between states interpretation
without simulating
execution steps
Simulation and analysis .
. - Formal analysis and
of runtime behaviour roperty-proof. such
Application | to detect execution errors property-proof,
: . as function correctness,
goal and verify functional . .
independent of execution
correctness at the .
. . details
implementation level
Pri
rimary K-framework, Coq Isabelle/HOL, HOL4, Coq
tools
A is of low- .
naly§|s of low-level High-level correctness
behaviour: reentrancy, I
. proofs, formalisation
exceptions, models of
. of language fragments
. concurrent/simultaneous .
Typical Use : and compiler correctness,
execution, gas-
cases . proofs of programme
management semantics. .
. equivalence and
Useful for virtual- -
- L non-interference at an
machine-level auditing
. . . abstract level
and runtime verification

reachability analysis

Source: compiled by the author based on E. Hildenbrandt et al. (2018), S. Dharanikota et al. (2021), F.F. Alhabardi et al. (2022),
M. Bartoletti et al. (2022), O. Letychevskyi et al. (2023), V. Koutavas et al. (2024), D. Marmsoler & A.D. Brucker (2024),

V. Peschanenko et al. (2025),Z. Xu et al. (2025)

The analytical results presented in the table re-
veal a clear functional differentiation among the para-
digms. The analysis demonstrates that each approach
occupies a distinct niche in the landscape of smart
contract verification. Operational semantics excels at
low-level, execution-faithful modelling and is well
suited to virtual-machine-level auditing. Denotation-
al semantics provides the mathematical foundations
for mechanised theorem proving, as demonstrated
by tools such as Isabelle/HOL. Axiomatic semantics,
meanwhile, enables scalable contract-level reason-
ing through Hoare-style pre- and postcondition an-
notations and automated SMT-based verification. In
contrast to these approaches, algebraic semantics
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achieves a distinctive combination: it provides an al-
gebraic specification of system states and transitions,
and, when combined with executable frameworks,
supports symbolic execution and reachability-based
verification without relying on manual, code-level an-
notations. On the basis of this comparison, the present
study proceeds with algebraic semantics as the primary
framework for the formal specification and verification
of smart contracts. The second result of this study con-
cerns the practical application of algebraic semantics
to smart contract verification. To demonstrate this, a
formal algebraic model of a crowdfunding smart con-
tract was constructed and analysed using the Insertion
Modelling System.
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One of the primary challenges in smart contract de-
velopment is the ambiguity of logic description, which
is often presented in natural language. This creates a
significant risk of logical errors during implementation
and complicates the verification of contract properties.
A central practical advantage of the algebraic approach
is that it eliminates these ambiguities by enabling
mathematically precise specifications. The behaviour
of smart contracts is determined by state changes in
response to function calls, and algebraic semantics
describes these transitions as operations on algebraic
structures. In the Insertion Modelling System, a smart
contract can be represented as an agent with attributes,
which in turn will reflect the global state variables of
the smart contract. Furthermore, other entities that in-
teract with the contract and modify its attributes (such
as users or external addresses) can also be modelled as
distinct agents. To illustrate these theoretical concepts
throughout the subsequent analysis, a crowdfunding
smart contract is used as a running example. In the
IMS syntax, this contract can be formally defined as an
agent with the following attributes:

Contract:obj (

fundingGoal: int, // The minimum amount of
tokens required to unlock withdrawals

totalRaised: int, // The cumulative balance
of all contributed tokens
deadline: int, // The timestamp when the

fundraising period officially closes

fundsWithdrawn: Boolean, //Aflagindicating
if the funds have already been moved

balance: int // The current token balance of
the smart contract

)

The values of agent attributes can be modified
through actions. In the IMS, actions describe the op-
erations that agents can perform to alter their attrib-
utes. Each agent action defines a basic protocol, which
is a Hoare triple o« =< P> 3, where a is a precondition
that defines the state when the protocol can be ap-
plied, B is a postcondition that defines the transition
of the system to a new state, and P is a process that
illustrates this transition (Letychevskyi et al., 2019). In
the proposed crowdfunding smart contract model, two
primary actions are defined. The contributeToken action
represents the process of transferring funds to the con-
tract, capturing the accumulation of contributions from
participants. The withdrawFunds action models the
transfer of the collected funds to the project owner. For
example, the withdrawFunds function can be formally

represented as an action in the IMS syntax as follows:
withdrawFunds (amount) = (
(totalRaised >= fundingGoal &&
! fundsWithdrawn) ->
<‘withdrawal of funds’>
fundsWithdrawn == 1;
contract.balance =
amount;
user.balance = user.balance +

contract.balance -

amount

This action is mathematically represented as a for-
mal transition between two states (S, S,).

S, — withdrawFunds (amount) —» S,

In this case, S, is the contract state before the ope
ration’s execution (e.g., user balances before the opera-
tion), and S, denotes the new state following execution
(e.g., updated user balances and a locked withdrawal
flag). By formalising each contract action as an algebra-
ic expression with a precisely defined effect on system
state, the model eliminates the ambiguity inherent in
textual specifications. This provides the foundation for
all subsequent verification steps described below. In the
context of smart contracts, it is essential not only to
provide a formal description of system behaviour but
also to specify constraints that guarantee its safe execu-
tion. Such constraints are formalised as invariants (safe-
ty conditions) and goal states, which define the correct
functioning logic of the contract. Safety conditions de-
scribe the invariants of a system that must remain true
in all reachable states of the model.Violation of at least
one of these conditions means that the system has en-
tered an unsafe state, i.e., something has happened that
contradicts the requirements for correctness or safety.
In formal models of smart contracts, these properties
can reflect aspects such as balance preservation, con-
stancy of the total number of tokens, etc. For example,
in a smart-contract model that uses accounts to track
users’ balances, a fundamental safety condition requires
that no account may ever have a negative balance:

Vaccount: balances[account]20

In the syntax of the IMS, this can be
expressed as:

Forall (i:int) {0<i<=countAccount &&

listAccounts (i) .balance>=0

}

A violation of this invariant (for instance, if a bal-
ance becomes negative following a fund transfer oper-
ation) indicates the presence of a logical error or vul-
nerability (e.g., integer overflow/underflow, incorrect
state update, etc.). In traditional Solidity programming,
such conditions are checked via tests or static analysis,
which does not guarantee full coverage of all execution
scenarios. The algebraic approach allows for a mathe-
matical proof that any operation altering the balance
(e.g., transferring funds between accounts) preserves
this property. This guarantees behavioural consistency
regardless of the programming language. Goal states
define the desired or final configuration of the system in
which the specified conditions are met, or certain func-
tional goals are achieved. They are used for the formal
description of a system’s resultant behaviour. Achiev-
ing a goal state signifies the system’s transition to a
new mode of operation or the completion of a specific
phase of its lifecycle. In theoretical terms, a goal state
corresponds to the reachability property, which guar-
antees that within the model there exists at least one
sequence of transitions leading from an initial state to
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a desired (correct) result. For example, in a smart con-
tract for crowdfunding, the goal state can be defined as
achieving the desired amount of funds raised:
totalRaised >=fundingGoal

In the IMS, demonstrating that a goal state is
reached relies on dynamic verification techniques,
primarily through the generation of execution traces
using a concrete trace generator (CTG) or a symbolic
trace generator (STG). If the condition is met, the gen-
eration of that specific trace is immediately interrupt-
ed, the trace is recorded, and the system confirms the
goal has been successfully reached. This results in a
recorded trace that describes the exact path of transi-
tions and intermediate states through which the goal
state is achievable. For instance, for the crowdfunding
goal state, the concrete trace terminates exactly at the
moment the condition is satisfied, confirming that the
state is reachable:

text ' fundingGoalState detected’;

all: condition FINITE /*$

contract.totalRaised == 110 &&

contract. fundingGoal == 100 &&

contract.fundsWithdrawn == 0 &&

contract.balance == 110 &&

user.balance ==

Simultaneously, if the model allows continued exe-
cution, the system generates a separate SuccessfulTer-
mination trace that captures the complete execution
path of the contract. This trace can subsequently be
analysed to observe further system behaviour, such as
the execution of the withdrawFunds protocol. Once the
goal condition (totalRaised >=fundingGoal) is satisfied
and the fundsWithdrawn flag remains false, the pre-
condition for withdrawal is met, enabling the execution
of the corresponding basic protocol. The relevant frag-
ment of the trace can be represented as follows:

Userf#user,Contractf#contract:condition

BASIC PROTOCOL /*$withdrawFunds _user
(Userffuser) $*/;
contract.totalRaised == 110 &&
contract.fundingGoal == 100 &&
contract.fundsWithdrawn == 1 &&
contract.balance == 0 &&
user.balance == 110

As shown in the trace, once the goal condition is
satisfied, the system proceeds with the execution of
the withdrawFunds protocol. The trace explicitly cap-
tures the sequence of interactions between the user
and the contract, as well as the resulting state trans-
formation. The trace not only confirms the reachabil-
ity of the goal state but also provides a detailed and
verifiable account of the execution path leading to it.
The successful generation of a finite trace therefore
validates the feasibility of achieving the contract’s
primary functional objective within the defined mod-
el. In contrast to safety conditions, which restrict the
system from reaching forbidden or inconsistent states,
goal states specify the desirable outcomes that the
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system is expected to reach. Such a formal definition
makes it possible to prove that, for any sequence of
user actions, there exists a path in the state space that
leads to a goal state, which means that the system
satisfies the liveness property. A practical application
of this concept is demonstrated in the verification of
smart contracts generated by artificial intelligence
(Peschanenko et al., 2025). In this approach, functional
requirements are first defined as acceptance criteria
using the Gherkin language and then formalised as
goal states within the IMS. The verification process in-
volves using a depth-first search algorithm to prove
that the algebraic model of the generated Solidity
code inevitably reaches this goal state. Reaching the
goal state confirms that the Al-generated code strictly
adheres to the initial tokenomics specifications and
functions correctly.

Another advantage of employing the algebraic ap-
proach is the possibility of using symbolic modelling
(symbolic execution) methods. Symbolic modelling
allows for the analysis of operation execution not for
concrete values, but for symbolic variables that de-
scribe the set of possible system states. This approach
makes it possible to explore all potential sequences of
actions and interactions between participants, includ-
ing those that are difficult or impossible to reproduce
using traditional testing methods. Symbolic models
cover a much wider range of states and provide a more
reliable mechanism for controlling the correctness of
system behaviour than classical testing or static anal-
ysis tools. Specifically, the IMS supports two directions
of analysis: forward symbolic modelling, which in-
volves trace generation from an initial state to a sought
property (e.g., a goal state), and backward symbolic
modelling, which involves trace generation from a tar-
get property back to an initial state (Letychevskyi et
al., 2019). As illustrated in Figure 1, backward sym-
bolic modelling is particularly effective for detecting
safety violations: it determines whether a path can be
constructed backwards from an unsafe state (where
the invariant is violated) to an initial state. If such a
path exists, a vulnerability is confirmed; otherwise, if
no path can be constructed and the analysis results in
a deadlock, the system can be considered safe. When
combined with symbolic execution, the formal defini-
tions of Safety Conditions and Goal States provide a
rigorous framework for verification. Forward symbolic
modelling establishes the reachability of goal states
by generating execution traces from the initial state
until the goal condition is satisfied. Together, these
approaches ensure consistency between the contract’s
logic and its formal specification, enabling systematic
reasoning about both safety and correctness. Algebraic
semantics is also employed for the detection and pre-
vention of vulnerabilities that arise from errors in log-
ic or incorrect assumptions concerning the behaviour
of the environment. Specifically, algebraic semantics
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enables the analysis of behavioural vulnerabilities that
manifest only during the execution of a sequence of
operations or through the interaction of multiple sys-
tem entities. Such vulnerabilities are difficult to detect
via traditional testing; however, within the IMS, they

(a) Forward Symbolic Modelling

can be formally specified and verified at the level of
execution traces (trace-level analysis). The algebraic
approach supports the verification of system prop-
erties across execution traces rather than restricting
analysis to single operations.

S action1 actionz . S v Property reachable:
o F——»( 2 ——2»( % P >/ 25 N\ ; :
Initial State Sought-for property valid path exists

Direction: S ) (initial state)

(b) Backward Symbolic Modelling
‘liII"
)
Initial state

‘ Vulnerability exists:

backward trace to valid state

Direction: S o (Initial state) <&

P Sg (Goal State)

action, action, action S
4_ ece ‘ v
Unsafe state
(invariant violated)
\\
Deadlock .
no predecessor found

v Safety verified:
S, unreachable from S|

S, (Safety violation state)

Figure 1. Forward and Backward Symbolic Modelling in the IMS
Source: created by the author based on O. Letychevskyi et al. (2019).

Among such vulnerabilities are Trace-level safe-
ty/liveness failures - violations of safety or liveness
properties that occur within a sequence of states.
Typical examples include deadlock (a state in which
no further actions are possible) or double-spending,
where the same transaction affects the system state
more than once, thereby breaking the balance-pres-
ervation invariant (Letychevskyi et al., 2019). To
demonstrate this analytical capability in practice, a
deadlock vulnerability within the crowdfunding smart
contract model was examined. Specifically, consid-
ered a concrete trace fragment in which the system
reaches a state where no basic protocol is applicable.
In this specific scenario, the operational deadline has
passed, meaning further contributions are no longer
allowed. Simultaneously, the total amount collected
(totalRaised) remains below the required fundingGoal,
meaning the withdrawal of funds is prohibited. Be-
cause no refund function exists within the contract’s
architecture, there is no alternative protocol available.
As a result, the preconditions of all available proto-
cols-such as contributeTokens and withdrawFunds-
evaluate to false. The corresponding trace fragment
explicitly captures this situation by stopping at a ter-
minal state marked as a deadlock:

text ‘deadlock detected’;

all: condition FINITE /*$

timestamp == 30 &&
contract.deadline == 30 &&
contract.fundingGoal == 100 &&
contract.totalRaised == 45 &¢&
contract.fundsWithdrawn == 0 &&
contract.balance == 45 &&
user.balance == 0 $*/;

Thus, the analysis demonstrates that the smart
contract contains a deadlock state where accumulated
funds are permanently locked, and no further actions
can be executed. This situation reflects a violation of
liveness properties, as the system is unable to progress
to any meaningful terminal state, such as successful
fund withdrawal or refund distribution. From a prac-
tical perspective, such behaviour is undesirable, as it
results in the loss of asset accessibility and inevitably
leads to permanent financial loss for the contributors.
Furthermore, identifying this deadlock through formal
modelling emphasises the need to include alternative
protocols - such as refund mechanisms - to ensure
completeness of the system and guarantee that at least
one valid transition is available in every reachable state.

While deadlock analysis ensures the system’s op-
erational continuity (liveness), formal trace-level verifi-
cation is also essential for defending against malicious
manipulations. To this end, the methodology facilitates
the detection of “strategy-based attacks”, such as dou-
ble-spending. In these scenarios, an attacker deliber-
ately manipulates the execution order of actions or
environmental conditions to gain an advantage. The
algebraic approach allows for the modelling of such
scenarios as sets of alternative transitions within the
state space, and for proving that no strategy can lead to
a violation of the specified invariants. Another impor-
tant issue is ensuring the correctness and consistency
of smart contract behaviour across different platforms
(Ethereum, Algorand, Cardano). Since blockchain eco-
systems rely on different programming languages - So-
lidity, Plutus, Rust - and in this case, there is a need for
a unified basis for specifications.
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In this context, algebraic semantics is an effective
tool for formal modelling of contract behaviour, as
well as a basis for creating universal models that are
independent of the specific implementation language.
Formal contract models created as algebraic specifica-
tions provide a platform-independent formal basis that
can, in principle, support code generation for various
blockchain platforms, ensuring consistency between
the formal specification and the implementation. The
capacity for automatic code generation based on for-
mal models facilitates a “correct-by-construction” meth-
odology (Kourie & Watson, 2012), reducing reliance on
post-deployment patching. Unlike traditional develop-
ment cycles, where code is written manually and subse-
quently tested for errors, this approach ensures that the
implementation is derived directly from a verified mod-
el. Consequently, the resulting smart contracts inherit
the mathematically proven properties of the algebraic
specification, such as safety invariants and functional
correctness, thereby eliminating human error during
the coding phase.

The obtained results demonstrate that the algebra-
ic approach provides a practically applicable framework
for the formal verification of smart contracts. The de-
veloped crowdfunding smart contract model confirmed
that algebraic specifications enable the precise defi-
nition of system behaviour, the formalisation of safety
conditions and goal states with trace-based confirma-
tion of reachability, and trace-level detection of a dead-
lock vulnerability. Furthermore, the formalisation of
constraints and system invariants provides a rigorous
basis for reasoning about correctness, while symbolic
modelling within the IMS supports systematic explo-
ration of the state space and the verification of both
safety and liveness properties. The obtained results can
be meaningfully interpreted in the broader context of
contemporary research on formal methods for smart
contract verification. Over the past several years, signif-
icant attention has been devoted to the development
of operational, denotational, and axiomatic semantic
frameworks, each addressing different aspects of cor-
rectness, security, and formal reasoning.

A significant body of recent research focuses on
operational semantics in order to achieve execution
accuracy and equivalence. For example, V. Koutavas et
al. (2024) formalised the big-step and small-step se-
mantics of the Yul intermediate language, proving op-
erational equivalence and successfully implementing
an interpreter with correct optimisations to enhance
Ethereum’s underlying security. Similarly, Z. Xu et
al.(2025) introduced a structural operational semantics
for Crystality,a smart contract language tailored for par-
allel EVMs. Formalised in the Coq theorem prover, their
model verifies the correctness of token-transfer func-
tions, specifically targeting concurrency and state-par-
titioning properties. In addition, Y. Liu et al. (2024)
proposed PropertyGPT, an LLM-driven verification
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framework that verifies generated properties against
a small-step operational semantics of Solidity (KSo-
lidity), checking invariants and pre/postconditions by
exploring reachable contract states and using SMT
solving. These results are consistent with the conclu-
sions of the present study regarding the importance of
formal semantics for ensuring correctness across dif-
ferent abstraction layers. However, the findings also in-
dicate a methodological distinction. While operational
semantics provides high fidelity with respect to execu-
tion behaviour, it is often closely aligned with specific
virtual machines or execution environments. Its step-
by-step nature makes high-level property specification
less direct and often more complex compared to more
abstract semantic frameworks. In turn, the algebraic
approach based on the IMS emphasises abstraction
from implementation details. By modelling smart con-
tract logic through algebraic structures-states, oper-
ations, and invariants-it becomes possible to reason
about behaviour independently of a particular plat-
form. This supports the construction of reusable and
parameterised models that can be adapted to different
blockchain systems.

Denotational approaches, on the other hand, pri-
oritise mathematical rigour and compositional reason-
ing. In particular, D. Marmsoler & A.D. Brucker (2024)
developed a comprehensive denotational semantics
framework for Solidity, formalised within the Isabelle/
HOL interactive theorem prover. Their research estab-
lished a logically consistent, executable model that
incorporates grammar-based fuzzing and symbolic
execution for the formal analysis and verification of
Ethereum smart contracts before deployment. Such
an approach provides strong mathematical rigour and
establishes the foundations for formally verifying the
correctness of Solidity contracts at the level of the
language’s logical constructs. These findings are gen-
erally consistent with the present study, particularly
regarding the importance of mechanised reasoning
for ensuring correctness. Nevertheless, deep embed-
ding into systems such as Isabelle/HOL often requires
substantial manual proof-writing effort and advanced
expertise in formal verification methods. In contrast,
the algebraic framework implemented in IMS allows
the modeller to specify system behaviour declarative-
ly in terms of basic protocols, after which the system
supports automated exploration of the state space
through execution trace generation. This suggests that
algebraic semantics may offer a more accessible entry
point for formal verification while preserving a suffi-
cient level of rigour.

Axiomatic semantics, heavily reliant on precon-
ditions and postconditions, represents another prev-
alent approach conceptually aligned with the one
proposed in this study. F.F. Alhabardi et al. (2022) ap-
plied Hoare triples and weakest preconditions to verify
Bitcoin Script in the Agda proof assistant. Their work
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successfully derives human-readable access-control
conditions for standard scripts, such as Pay to Pub-
lic Key Hash (P2PKH). Additionally, S. Dharanikota et
al. (2021) developed CELESTIAL, a framework that al-
lows developers to specify Hoare-style functional cor-
rectness properties for Solidity smart contracts and
formally verify them against an F* model of blockchain
semantics. The framework supports the verification of
invariants, state-machine transitions, and postcondi-
tions, enabling the detection of logical inconsisten-
cies and vulnerabilities, such as arithmetic overflows,
prior to deployment. These approaches demonstrate
that axiomatic reasoning can be effectively applied to
detect common vulnerabilities and ensure functional
correctness. The findings of the present study are con-
sistent with these results; however, the key difference
lies in the focus of verification. While axiomatic frame-
works primarily verify that a concrete implementation
satisfies explicitly defined correctness annotations,
the algebraic approach in IMS focuses on modelling
and analysing the overall state-transition logic of the
smart contract system. This makes the approach par-
ticularly suitable for identifying structural behavioural
vulnerabilities arising from smart contract design. By
supporting both high-level behavioural modelling pri-
or to implementation and the analysis of existing con-
tracts, the IMS environment enables a more systematic
exploration of protocol reliability.

The most direct points of comparison for the
present study, however, are found within the algebraic
paradigm itself. Building upon verification approach-
es implemented in the Maude framework (Bae et
al., 2022), research by M. Bartoletti et al. (2022) ap-
plied rewriting logic to formally verify the liquidity
of recursive Bitcoin contracts. In their framework,
high-level BitML contract behaviours are represented
through abstract operational semantics, after which
critical properties, such as the absence of permanent-
ly frozen funds, are verified using the Maude model
checker. Moreover, L. Bellomarini et al. (2024) recently
expanded upon this formal algebraic foundation to
incorporate complex strategic reasoning. By translat-
ing BitML specifications into concurrent game struc-
tures, they demonstrated how executable mathemat-
ical models can detect vulnerabilities stemming from
dishonest participant strategies via Alternating-time
Temporal Logic (Atl*) model checking. These studies
are consistent with the conclusions of the present
work and further demonstrate the effectiveness of
algebraic modelling for smart contract verification.
Just as M. Bartoletti et al. (2022) used abstract mod-
els to systematically verify contracts, the application
of the IMS demonstrated the practical value of al-
gebraic modelling for detecting complex behavioural
vulnerabilities before executing any code. Further-
more, the Insertion Modelling System provides prac-
tical advantages in terms of usability and scalability.

The agent-environment modelling paradigm allows
system behaviour to be specified through high-lev-
el abstractions, enabling comprehensive analysis of
all possible execution paths and component interac-
tions. This approach provides an effective framework
for ensuring protocol reliability and is particularly
suitable for identifying complex structural issues
such as deadlocks, invalid terminal states, and strat-
egy-based attacks.

CONCLUSIONS

This study demonstrated that algebraic semantics pro-
vides an effective formal framework for ensuring the
correctness and security of smart contracts. The ap-
plication of the IMS to a crowdfunding smart contract
produced several concrete verification results. First,
the algebraic specification of the contract, including
the formal definition of agent attributes, actions, and
state transitions, enabled the elimination of ambigu-
ities and provided a precise formal model of contract
behaviour. This model allowed the formal definition
of key properties, such as safety conditions (e.g., bal-
ance preservation) and reachability conditions defined
through goal states. Second, the study demonstrated
the effectiveness of trace-level verification within the
IMS. It was shown that the algebraic approach sup-
ports the analysis of behavioural properties across ex-
ecution traces rather than isolated operations. In the
crowdfunding contract, this made it possible to iden-
tify a deadlock scenario in which funds remain perma-
nently locked after the deadline due to the absence
of a refund mechanism. The generated execution trace
explicitly captured a terminal state in which no proto-
col was applicable, formally confirming the presence
of a design flaw.

These results demonstrate that the algebraic ap-
proach enables the detection of liveness violations
and behavioural vulnerabilities that are difficult to
identify using conventional testing or static analysis
techniques. In particular, the combination of alge-
braic specification with concrete and symbolic trace
analysis provides a systematic mechanism for explor-
ing the state space and reasoning about contract be-
haviour under different execution scenarios. Overall,
the findings confirm that algebraic semantics offers
a practically applicable approach to smart contract
verification, allowing correctness properties to be de-
fined, analysed, and validated. Future research will fo-
cus on the automatic generation of deployment-ready
smart contract code from formally verified algebraic
models created in the Insertion Modelling System. In
particular, further work will address the development
of a translator for transforming formal specifications
into executable smart contract implementations while
preserving their verified behavioural properties. Addi-
tional research will investigate adapting the trans-
lation process to different blockchain platforms and
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the reliability and security of blockchain systems. None.
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3acTocyBaHHS anre6paiyHoi ceMaHTUMKU Aana popmanisauii
Ta BepudiKaulii cMapT-KOHTpPaKTIB

Onbra KoHHoBa

AcnipaHt

XepCOHCbKUIM AepXXaBHUI YHiBepCUTET

73000, Byn. YHiBepcuTeTCbKa, 27, M. XepCoH, YKpaiHa
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AHoTauif. CMapT-KOHTPAKTU € KIOYOBUM KOMMOHEHTOM BNOKYENH-CUCTEM, NPOTE iX HE3MIHHICTb NiCNN PO3ropTaHHS
3YMOBJ/IIOE MiABULLEHI BUMOTM L0 KOPEKTHOCTI Ta 6e3neku. Lle BU3HauYae HeobXiaHICTb 3aCTOCyBaHHS GOpPManbHUX
MeTOofiB, 34aTHMX 3a6e3neunTn MaTeMaTMYHO O6I'PYHTOBAHY BepudiKaLlilo KOHTPAKTIB Ha eTamni MPOEKTYBaHHS.
MeToto faHOro AocnigKeHHs 6yno TeopeTuyHe 0BrpyHTYBaHHS Ta CUCTEMATM3aLif anrebpaivyHoi ceMaHTUKM 5K
dopmManbHOi 0CHOBM Ang cneuundikauii Ta BepudikaLii cMapT-KOHTPAKTIB, @ TaKOX AEMOHCTPaLis i1 MOXIMBOCTEN
LUASXOM NOPIBHSHHSA 3 aNbTEPHATUBHUMU CEMAHTUYHUMM NiAX0AaMM Ta NPAKTMYHOT iN0CTpauii ii 3acTocyBaHHS
Ha npuknaai NnobyaoBu Ta aHanisy popmanbHoi Mogeni. Y xoai po6oTu 6yno 3aCTOCOBAHO KOMIMIEKC TEOPETUUHUX
METOAiB, 30KpeMa CUCTEMHUI 0N NiTepaTypy Ta NOPIBHANBHUI aHani3 onepawiiHoi, AeHOTALIAHOI, aKCiOMaTUYHOT
Ta anrebpaivyHoi ceMaHTuKK. [IpakTMYHA 3HAYYLWLiCTb Niaxoay Byna NpointoCcTpoBaHa Yyepes GopmanisaLiio BAacTMBOCTEN
KOHTPAKTY KpayAdaHOUHIY B CUCTEMI iIHCEPLIMHOrO MoAeNtoBaHHS. Y pe3ynbtati AocnigpkeHHs 6yno nobynosaHo
dopManbHy anrebpaivyHy Moaenb CMapT-KOHTPAKTY, Y MeXaX KOi BU3HAYEHO CTaHU, Nepexoam Ta iHBapiaHTu
cuctemu. NpoaeMoHCTPOBAHO MOXIMBICTb popManisaLlii ymoB 6e3neku i LinboBUX CTaHIB KOHTPaKTy. 30Kpema,
6yno niaTBEpAXEHO OOCSHKHICTb LiIbOBOr0 CTaHy (ycniwHoro 36opy KowTiB), Wwo 6yno BepudikoBaHO Yepes aHani3
dparMeHTa 3reHepoBaHOI Tpacu BUKOHAHHA. KpiM Toro, HaBeaeHO NpUKAaL YyCAillHOro BUSABEHHS B3aEMHOIO
6nokyBaHHs (deadlock) y Mogeni koHTpakTy. Lle, y CBOKO Uepry, LO3BONISE CUCTEMATUYHO BUSIBASTU CKNIAAHI NOBEAiHKOBI
BPa3NIMBOCTI Ta 3an06irati NOriYHUM NOMUIKAM LLe Ha eTani KOHLEeNTyaNnbHOro NPOEKTYBaHHA. OTpUMaHi pe3ynstati
NiaTBEPOXYHOTb ePEeKTUBHICTb anrebpaiuHoro nigxoay A0 GopManbHOi Bepudikallii Ta 4EMOHCTPYTb MOro NpuaaTHICTb
[10 PaHHbOTO BMUSIBMIEHHS JIOTIYHUX MOMMAOK i NiABULLEHHS HAZLIMHOCTI CMapT-KOHTPAKTIB

KniouoBi cnoBa: 610K4eliH; AeLeHTpani3oBaHi 4oAaTku; dopManbHi MeToam; anrebpaivHi cneumdikauii; cucteMa
iHCepLiHOro MoaentoBaHHS
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