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Abstract. The relevance of the study is determined by the increasing complexity of contemporary distributed
environments, in which sensitive data passes through multiple nodes, communication channels, application
services, message brokers, and storage subsystems. Under such conditions, confidentiality assurance requires not
only the use of separate cryptographic mechanisms, but also a formalised assessment of cumulative confidentiality
risk along the entire data exchange route. The aim of the study was to develop a route-oriented mathematical
model for the quantitative assessment of confidentiality breach risk in distributed systems, taking into account
node compromise probability, channel interception probability, data sensitivity, and the effectiveness of security
mechanisms. The study employed methods of system analysis, mathematical modelling, and scenario-based
evaluation. The data exchange process was formalised as a sequence of stages, each of which was assigned a
local confidentiality breach risk and an adjusted risk considering the effectiveness of cryptographic protection,
access control, and monitoring. The proposed integral risk function made it possible to aggregate local risks along
the entire exchange route and determine the contribution of individual architectural elements to the cumulative
risk. According to the results of scenario-based modelling, the integral risk was 0.01405 for the baseline scenario,
0.00223 for the intermediate scenario, and 0.000196 for the comprehensive protection scenario. The transition
from the baseline scenario to the intermediate scenario reduced the integral risk by more than six times, whereas
the application of comprehensive protection ensured its reduction by more than seventy times. The analysis of
local risks showed that the client application and the data storage subsystem made the largest contribution to
cumulative risk in the baseline scenario. This substantiates the need to prioritise the strengthening of protection
measures at these stages of the exchange route. The practical significance of the obtained results lies in the
possibility of using the proposed model to compare alternative architectures of distributed systems, identify critical
stages of data exchange, and justify the selection of a set of security mechanisms

Keywords: data protection; exchange route; integral risk; local risk; access control; cryptographic protection;
security monitoring

INTRODUCTION
Distributed systems have become a technological basis  integration platforms, and inter-organisational infor-
for cloud services, microservice applications,enterprise  mation exchange. Their widespread adoption is driven
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by scalability, modularity, flexibility of deployment, and
fault tolerance. At the same time, these very properties
complicate confidentiality assurance, since sensitive
data is no longer processed within a single controlled
perimeter. Instead, it moves through client endpoints,
gateways, internal services, message brokers, storage
subsystems, and communication channels, each of
which may contribute to confidentiality exposure. Un-
der such conditions, confidentiality should be treated
not as a local property of an isolated component, but as
an integral characteristic of the entire end-to-end data
exchange route.

Contemporary studies increasingly address confi-
dentiality in distributed environments from the stand-
point of software architecture, data flow modelling, and
security-aware system design. S. Hahner et al. (2021)
showed that modelling data flow constraints improves
design-time confidentiality analysis by allowing securi-
ty requirements to be expressed in architectural terms.
S. Seifermann et al. (2022) demonstrated that the joint
representation of information flow restrictions and ac-
cess control conditions makes it possible to identify
confidentiality violations more effectively. Scientists
S.Schneider & R. Scandariato (2023) further confirmed
the practical value of security-rich data flow modelling
for distributed and microservice-based applications. At
the same time, broader studies on distributed infor-
mation systems emphasise that confidentiality assess-
ment should be considered within the wider context
of architectural heterogeneity, route complexity, and
interdependence of system components. A. Rahdari et
al. (2025) highlighted the need to assess privacy and
security mechanisms together with deployment con-
straints and scalability conditions in distributed cloud
computing. Researchers |. Chereja et al. (2025) showed
that privacy exposure may be assessed more systemat-
ically when propagation effects and vulnerability ex-
pansion are explicitly taken into account.

The Ukrainian research context also demonstrates
increasing attention to cybersecurity risk assessment
and secure data processing in distributed environments.
D. Palko et al. (2023) proposed a cyber risk modelling
approach for distributed information systems that takes
into account structural complexity, large-scale system
architecture, distributed metadata, and security metrics.
This approach is relevant to the present study because
it confirms the need to consider risk as a cumulative
and multi-factor characteristic of distributed systems
rather than as a property of isolated components. In
the context of secure data exchange and personal data
protection, V. Balatska et al. (2025) proposed a block-
chain-based approach to ensuring the reliability and
security of personal data in state register systems. This
study is relevant to the present research because it con-
siders confidentiality, integrity, controlled access, trace-
ability of operations, and protection against unauthor-
ised data modification as interconnected properties

of secure information exchange. At the same time, the
problem of compact route-oriented quantification of
confidentiality risk along the full data exchange path
remains insufficiently formalised.

Despite these advances, existing approaches do
not provide a sufficiently compact and interpretable
analytical mechanism for aggregating confidentiality
exposure along the full end-to-end route of distribut-
ed data exchange. Some studies are focused primarily
on architectural semantics, information flow consisten-
cy, or policy violations, whereas others address broader
cybersecurity or privacy risk without concentrating spe-
cifically on cumulative confidentiality loss during data
exchange. As a consequence, there remains a need for
a route-oriented analytical model that would integrate
route structure, local adverse event probabilities, data
sensitivity, and the cumulative mitigating effect of se-
curity controls within a single quantitative framework
suitable for comparative architectural assessment.
Therefore,an important scientific and practical task is to
develop a mathematical model for assessing confiden-
tiality threats during data exchange in distributed sys-
tems. The purpose of this study was to develop such a
model on the basis of route decomposition of distribut-
ed data exchange.To achieve this purpose, the following
objectives were defined: to formalise the route of data
exchange in a distributed system; to identify the key
parameters influencing confidentiality risk; to construct
an integral function for aggregating local confidential-
ity threats; and to evaluate the applicability of the pro-
posed model by means of scenario-based analysis.

MATERIALS AND METHODS

The study was based on a formal analytical approach to
assessing confidentiality threats during data exchange
in distributed systems. The methodological idea was to
represent data exchange not as a single event, but as a
sequence of interconnected stages, each of which con-
tributes to the overall confidentiality risk. Such a rep-
resentation makes it possible to assess confidentiality
loss along the full route of data movement while tak-
ing into account both the characteristics of individual
nodes and the properties of communication channels
between them. For the purposes of the study, the data
exchange route in a distributed system is represented
as an ordered set (1):

P={e,e,,..,e}, (1)
where e, denotes the i-th stage of data exchange. De-
pending on the architecture under consideration, a
stage may correspond to a client application, an API
gateway, an application service, a message broker, an
integration interface, or a storage subsystem. This rep-
resentation allows the analysis to be performed at the
level of the complete route rather than at the level of
isolated system elements.
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To describe confidentiality exposure at each stage,
a set of normalised parameters is introduced. The first
parameter, p,€[0.1], denotes the probability of compro-
mise of the node or service involved in stage e, The
second parameter, g,€[0.1], characterises the probabil-
ity of interception or unauthorised disclosure on the
communication channel associated with that stage.
Since confidentiality loss depends not only on the
probability of an adverse event but also on the value
of the exposed information, the model additionally in-
cludes a sensitivity coefficient w,€[0.1] which reflects
the relative confidentiality significance of the data pro-
cessed or transmitted at stage e, Under these assump-
tions, the baseline local confidentiality risk for stage e,
is defined as (2):

ri=w;-p;-q; 2)

This expression reflects the idea that confidentiality
loss becomes more probable when sensitive data is
handled by a vulnerable node and transmitted through
a channel with a non-negligible interception proba-
bility. Although the model is intentionally compact, it
captures the core relationship between data sensitivity,
local vulnerability, and channel-related exposure.

To take into account the effect of protection mech-
anisms, three additional coefficients are introduced.
The coefficient ¢€[0.1] characterises the effective-
ness of cryptographic protection a,€[0.1] characterises
the effectiveness of access control mechanisms; and
m€[0.1] reflects the effectiveness of monitoring and
audit measures. The adjusted local confidentiality risk
is therefore determined as (3):

™ =w-pi-q;- (1-¢;)(1-a,)(1-m;), (3)

where the normalised coefficients may be assigned on
the basis of expert assessment, organisational security
baselines, threat catalogs, or empirical telemetry ob-
tained from the analysed environment. Such calibra-
tion makes it possible to adapt the proposed model
to the specific architecture, data classification policy,
and operational conditions of the distributed system
under consideration. The integral confidentiality risk
for the entire exchange route is then defined as the
probability that at least one route stage results in con-
fidentiality loss (4):

R=1-[10,(1-r), (4)

where the product is calculated for all / from 1 to n.
This form of aggregation was chosen because it re-
flects the cumulative route-level nature of confiden-
tiality exposure in distributed interaction. Even if the
local risk at each individual stage is relatively small,
the total confidentiality risk may become significant
when data passes through multiple components and
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communication links. In order to identify the stages
that contribute most strongly to the overall confidenti-
ality exposure, the relative contribution of each stage
is calculated as (5):

.
Ti
‘;"L: 1 r}«’ (5)

(Si:

where the summation is calculated for all j from 1 to
n. The value of &, is used to rank the stages of the ex-
change route according to their contribution to the
cumulative confidentiality risk and, accordingly, to de-
termine the architectural elements that require priority
strengthening of protection measures. To improve the
interpretability of the obtained results, the calculated
integral confidentiality risk is additionally mapped to
qualitative risk levels (6):

L(R)e{low, moderate, high, critical}, (6)

where the qualitative interpretation of the obtained
values is defined as follows: L(R) = low for 0 R<0.01,
L(R) = moderate for 0.01 < R < 0.05, L(R) = high for
0.05<R<0.10,and L(R) =critical for R=20.10. This makes
it possible to use the model not only for numerical
comparison of alternative scenarios, but also for a more
explicit interpretation of the obtained results in the
context of architectural decision-making.

The applicability of the proposed model is evalu-
ated by means of scenario analysis. Three scenarios are
considered: a baseline scenario with weak protection,
an intermediate scenario with improved security con-
trols, and a comprehensive protection scenario char-
acterised by stronger cryptographic protection, stricter
access control, and more effective monitoring. For all
scenarios, the parameter values are normalised within
the interval [0.1], which makes the model suitable for
comparative analysis of alternative architectural solu-
tions. The resulting values of the integral confidentiali-
ty risk are further interpreted using the qualitative scale
defined by expression (6). Thus, the proposed methodo-
logical framework combines route-based formalisation
of data exchange, local confidentiality risk estimation,
integral aggregation of route risks, qualitative interpre-
tation of the obtained risk values, and scenario-based
comparison of protection levels. This makes it suitable
for analytical evaluation of confidentiality threats in
distributed systems at the design stage and for com-
paring alternative architectural configurations in terms
of confidentiality assurance.

RESULTS

To evaluate the proposed model, a representative dis-
tributed data exchange route consisting of five stages
was considered. The selected route reflects a typical
configuration of a distributed information system in
which sensitive data moves from a user-facing com-
ponent to intermediate processing and integration
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elements and then to a persistent storage subsystem.
This configuration was selected because it makes it
possible to demonstrate how confidentiality-related
risks accumulate along the full route of data movement
and how different levels of protection influence both
integral and stage-level risk values:

P={e, e, e;e, e,

where e, is a client application, e, is an API gateway, is
an application service, e, is a message broker, and e is
a data storage subsystem. The route stages were inter-
preted as functionally different elements of distributed
data exchange. The client application represents the
user-facing entry point of interaction with the system.
The API gateway performs routing, filtering, and access
mediation functions. The application service processes
business logic and may operate with sensitive data dur-
ing request execution.

The message broker supports asynchronous data
exchange between system components. The data stor-
age subsystem accumulates and preserves processed
information and therefore represents a critical point
from the standpoint of confidentiality assurance. Such
decomposition makes it possible to evaluate confiden-
tiality risk not only at the level of the whole system,
but also at the level of separate architectural stages.
For the analysed route, the sensitivity coefficients were
defined as:

w={0.9,0.8,0.7,0.9,1.0},
the probabilities of node compromise as:
p={0.08, 0.05, 0.06, 0.04, 0.07},

and the probabilities of interception on communication
channels as:

={0.10,0.08,0.07,0.06,0.09}.

The model was evaluated under three protection
scenarios. In the baseline scenario, the effectiveness
coefficients of security controls were set to ¢, =0.10,
a,=0.20, and m,=0.10. In the intermediate scenario,
the corresponding values were ¢, =0.65, a,= 0.55, and
m;=0.35.In the comprehensive protection scenario, the
values were increased to ¢;=0.85,a,=0.80,and m,=0.70.

The influence of these coefficients on the integral
confidentiality risk follows directly from the structure of
the adjusted local risk function. The coefficients , ai,and
mi describe the effectiveness of cryptographic protec-
tion, access control, and monitoring, respectively. Since
the residual local risk is multiplied by the factors (1 -c),
(1-a), and (1 -m), an increase in any of these coeffi-
cients decreases the remaining unmitigated part of the
risk at each route stage.

Cryptographic protection reduces the probability
that intercepted data can be disclosed in a meaning-
ful form. Access control decreases the probability of
unauthorised interaction with system components and
sensitive data. Monitoring reduces residual exposure by
increasing the probability of detecting abnormal activi-
ty, policy violations, or suspicious data exchange events.
Therefore, the simultaneous strengthening of all three
controls has a cumulative effect: it reduces local con-
fidentiality risks at individual stages and, consequent-
ly, decreases the integral confidentiality risk along the
entire data exchange route. This is important for con-
fidentiality assurance because sensitive data in distrib-
uted systems may be exposed not at one isolated point,
but through the accumulation of risks across multiple
nodes and communication channels. For the baseline
scenario, the selected values of the protection coeffi-
cients describe a configuration in which the protective
mechanisms are present but have limited effectiveness.
In this case, the model reflects a situation where en-
cryption, access control, and monitoring reduce confi-
dentiality exposure only partially. Therefore, the residu-
al risk remains relatively noticeable at several stages of
the route. This scenario was used as a reference point
for evaluating how the integral confidentiality risk
changes when the level of protection is increased.

The intermediate scenario represents a strength-
ened configuration of the same distributed data ex-
change route. In this case, the effectiveness of cryp-
tographic protection and access control was increased
considerably, while monitoring was also improved. This
scenario reflects a more mature security configuration
in which sensitive data is protected during transmis-
sion and processing, unauthorised access is more effec-
tively restricted, and suspicious activity is more likely
to be detected. The purpose of this scenario was to de-
termine whether partial but coordinated improvement
of several controls can significantly reduce the cumu-
lative confidentiality risk. The comprehensive protec-
tion scenario represents the highest level of security
maturity among the three analysed configurations. In
this scenario, cryptographic protection, access control,
and monitoring were modeled as strong and mutually
reinforcing mechanisms. Such a configuration corre-
sponds to a distributed system in which sensitive data
is protected both in transit and at rest, access to system
components is strictly controlled, and security monitor-
ing provides additional visibility into abnormal or un-
authorised operations. This scenario was used to eval-
uate the lowest residual confidentiality risk that can be
achieved under the selected model parameters.

The use of the same route structure and the same
baseline values of sensitivity, node compromise proba-
bility, and channel interception probability in all three
scenarios made it possible to isolate the influence of
security control effectiveness. Therefore, the differ-
ences between the calculated risk values are caused
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specifically by the change in the coefficients of cryp-
tographic protection, access control, and monitoring.
This makes the comparison methodologically consistent

and allows the effect of protection strengthening to be
interpreted directly. The calculated values of the inte-
gral confidentiality risk are presented in Table 1.

Table 1. Integral confidentiality risk values under different protection scenarios

Scenario C; a; m; R Risk level

Baseline scenario 0.10 0.20 0.10 0.01405 moderate
Intermediate scenario 0.65 0.55 0.35 0.00223 low
Comprehensive protection scenario 0.85 0.80 0.70 0.000196 low

Source: calculated by the authors

As shown in Table 1, the baseline configuration
corresponds to a moderate confidentiality risk level,
whereas both strengthened protection scenarios corre-
spond to a low risk level according to expression (6).
However, the numerical values show that the difference
between the scenarios is substantial even when two of
them belong to the same qualitative risk category. In
the baseline scenario, the integral confidentiality risk
is 0.01405. This value reflects the cumulative effect of
confidentiality exposure across the full route of data
exchange when cryptographic protection, access con-
trol, and monitoring have limited effectiveness. Under
such conditions, the presence of several route stages
increases the probability that confidentiality may be
compromised at least at one point of the exchange
process. In the intermediate scenario, the integral con-
fidentiality risk decreases to 0.00223. Compared with
the baseline scenario, this represents a reduction of
more than six times. This result demonstrates that even
partial but coordinated strengthening of cryptographic
protection, access control, and monitoring can substan-
tially reduce residual confidentiality exposure.

The reduction is achieved because the adjusted lo-
cal risk at each route stage is decreased by the higher
effectiveness of protection mechanisms.As a result, the
cumulative risk along the entire data exchange route
also decreases. This confirms that confidentiality as-
surance in distributed systems should be implement-
ed through a coordinated set of controls rather than
through isolated protective mechanisms. In the com-
prehensive protection scenario, the integral confidenti-
ality risk decreases further to 0.000196. Compared with
the baseline scenario, this means a reduction of more

than seventy times. Such a result indicates that the si-
multaneous strengthening of cryptographic protection,
access control, and monitoring produces a strong cu-
mulative mitigation effect. Although both the interme-
diate and comprehensive scenarios are classified as low
risk according to the qualitative scale, their numerical
values differ significantly. Therefore, the use of numer-
ical risk assessment is important because qualitative
categories alone may hide meaningful differences be-
tween alternative protection configurations.

The obtained results also show that the proposed
model is sensitive to changes in the effectiveness of
security controls. When the coefficients of cryptograph-
ic protection, access control, and monitoring increase,
the residual local risks decrease at each stage of the
exchange route, and this leads to a lower integral con-
fidentiality risk. This property makes the model suita-
ble for comparative analytical assessment of alterna-
tive protection configurations. In practical terms, the
model can be used to estimate how much the overall
confidentiality risk may decrease when an organization
improves encryption, strengthens access control, intro-
duces more effective monitoring, or combines these
measures within one protection strategy. To determine
which architectural stages contribute most strongly to
cumulative confidentiality exposure, the local adjusted
risks were calculated for all three protection scenarios.
This made it possible not only to compare the baseline,
intermediate, and comprehensive configurations at the
level of integral risk, but also to identify how the resid-
ual risk is distributed across the individual stages of
the data exchange route. The results of the stage-level
assessment are presented in Table 2.

Table 2. Stage-level adjusted confidentiality risks under different protection scenarios

Architectural . . . . Comprehensive . .
Stage element Baseline scenario Intermediate scenario protection scenario Relative contribution
e, Client application 0.004666 0.000737 0.0000648 0.330
e, API| gateway 0.002074 0.000328 0.0000288 0.147
ey Application service 0.001905 0.000301 0.0000265 0.135
e, Message broker 0.001400 0.000221 0.0000194 0.099
[ Data storage 0.004082 0.000645 0.0000567 0.289

Source: calculated by the authors

As shown in Table 2, the local adjusted risk values
decrease consistently when moving from the baseline

scenario to the intermediate and comprehensive pro-
tection scenarios. In the baseline scenario, the highest
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local adjusted risk is associated with the client appli-
cation, where the value reaches 0.004666. The second
most significant contribution is associated with the
data storage subsystem, where the local adjusted risk
is 0.004082. Together, these two stages account for ap-
proximately 61,9% of the total route-level contribution
to confidentiality risk. This indicates that confidentiality
exposure in the analysed route is concentrated primar-
ily at the user-facing entry point and at the stage of
persistent data accumulation.

The high contribution of the client application can
be explained by its direct interaction with users, exter-
nal requests, authentication procedures, and potential-
ly heterogeneous operating conditions. At this stage,
confidentiality may be affected by weak authentication,
compromised endpoints, insecure sessions, or unau-
thorised attempts to initiate data exchange. There-
fore, targeted measures at this stage should focus on
strengthening access control, secure session manage-
ment, endpoint hardening, strict validation of requests,
and monitoring of abnormal user activity. In terms of
the proposed model, these measures primarily increase
the effectiveness of access control and monitoring co-
efficients and therefore reduce the residual local risk at
the first stage of the route. The data storage subsystem
also demonstrates a high local adjusted risk because it
accumulates the most sensitive data and preserves it
over time. Even if transmission and intermediate pro-
cessing stages are sufficiently protected, unauthorised
access to storage, improper privilege management,
weak encryption at rest, or insufficient auditability of
database operations may lead to significant confiden-
tiality loss. For this reason, risk reduction at this stage
should prioritise encryption of stored data, strict role-
based access control, separation of privileges, secure
key management, database activity monitoring, and
integration of storage events with security monitoring
systems. These measures increase the effectiveness of
cryptographic protection, access control, and monitor-
ing at the storage stage and therefore reduce its contri-
bution to the integral confidentiality risk.

DISCUSSION

The obtained results support the idea that confidenti-
ality in distributed architectures should be analysed as
a property of data movement across the system rather
than as a characteristic of isolated components. This
interpretation is consistent with architecture-based ap-
proaches to confidentiality analysis developed in recent
years. S. Hahner et al. (2021) demonstrated that explicit
modelling of data flow constraints improves confidenti-
ality analysis at the design stage by expressing security
requirements in architectural terms. S. Seifermann et
al. (2022) showed that confidentiality violations can be
identified more effectivelywheninformation flowrestric-
tions are considered together with access control con-
ditions. S. Schneider & R. Scandariato (2023) confirmed

the practical importance of security-rich data flow dia-
grams for distributed and microservice-based applica-
tions. The results of the present study are consistent
with these approaches, since the proposed model also
relies on the decomposition of data movement into
separate route stages. However, unlike these works, the
proposed approach additionally provides quantitative
estimates of local and integral confidentiality risk.

The results also correspond to broader cybersecu-
rity risk modelling studies in distributed information
systems. D. Palko et al. (2023) emphasised that cyber
risk modelling in distributed systems should take into
account structural complexity, heterogeneity of subsys-
tems, distributed metadata, and the interaction of mul-
tiple security factors. The obtained values in the present
study confirm this position: the integral confidentiality
risk is formed not by one isolated component, but by
the cumulative contribution of several route stages.
A. Rahdari et al. (2025) also highlighted that privacy
and security mechanisms in distributed cloud com-
puting should be assessed together with deployment
constraints and scalability conditions. This is relevant
to the proposed model because the scenario-based
comparison demonstrates how different levels of cryp-
tographic protection, access control, and monitoring in-
fluence residual confidentiality exposure along the full
data exchange route. M. Zubair et al. (2024) designed an
access control mechanism for trusted data sharing in
a distributed data streaming system, emphasising fine-
grained policies, dynamic enforcement, transparency,
and confidentiality preservation. This is directly related
to the proposed model because access control is one of
the coefficients that reduces residual local risk at each
stage of the exchange route.

A separate group of studies focuses on privacy-pre-
serving and secure data sharing mechanisms. A. Balles-
teros-Rodriguez et al. (2024) analysed privacy-preserv-
ing computing services for encrypted and distributed
loT data streams, A. Odeh et al. (2024) considered priva-
cy-preserving data sharing in telehealth services, while
K. Li et al. (2025) and D. Zhu et al. (2025) summarised
broader approaches to secure and privacy-preserving
data sharing.Z. Yu et al. (2025) proposed a privacy-pre-
serving data sharing scheme with searchable encryp-
tion for health data space. I. Chereja et al. (2025) pro-
posed an approach to privacy exposure assessment
based on vulnerability expansion and propagation
effects. T. Bontekoe et al. (2025) analysed verifiability
for privacy-preserving computing on distributed data,
while S-Y. Kim et al. (2025) considered cross-com-
pany data sharing using distributed analytics. These
works emphasise that confidentiality and privacy risks
should be evaluated not only at the level of one data
processing operation, but also across the broader data
exchange environment. The proposed model devel-
ops this idea by introducing a compact route-oriented
risk function that makes it possible to aggregate local
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confidentiality risks and determine which stages con-
tribute most strongly to the final risk value.

The comparison with blockchain-oriented studies
is also important. K. Ansar et al. (2024) analysed block-
chain-based data breach detection and emphasised the
importance of integrity, traceability, and timely identi-
fication of security incidents. M.R. Hasan et al. (2023)
proposed a smart contract-based access control frame-
work for Internet of Things devices, which is relevant
to the present study because access control is one
of the key coefficients used to reduce residual con-
fidentiality risk at each route stage. J. Yu et al. (2024)
proposed a secure and verifiable blockchain-based
framework for personal data validation. H. Tian &
G. Huang (2024) considered a distributed secure stor-
age framework for Industrial Internet of Things data
based on blockchain, while W.Tong et al. (2024) focused
on blockchain-based data sharing and privacy pro-
tection in Industrial Internet of Things environments.
These studies demonstrate the relevance of distribut-
ed mechanisms for improving trust, auditability, access
control, and resistance to unauthorised data modifi-
cation. However, most of them focus primarily on the
design of specific protection architectures or mech-
anisms. In contrast, the present study focuses on the
analytical assessment of confidentiality risk along the
route of data exchange and can therefore be used be-
fore selecting a specific technological implementation.

Thus, the proposed model complements existing
studies in three main ways. First, it connects confidenti-
ality assessment with the full route of data movement
rather than with a single component or isolated pro-
tection mechanism. Second, it combines node com-
promise probability, channel interception probability,
data sensitivity, and the effectiveness of cryptographic
protection, access control, and monitoring within one
analytical framework. Third, it provides both integral
and stage-level results, which makes it possible not
only to compare protection scenarios, but also to iden-
tify where targeted security improvements should be
introduced first. This is why the model can be used as a
design-stage analytical tool for comparing alternative
distributed architectures and selecting priority confi-
dentiality protection measures. When interpreting the
obtained results, several limitations of the proposed
model should be taken into account. First, the model
assumes relative independence of local confidentiali-
ty-related events at different stages of the exchange
route, whereas real distributed systems may exhibit
correlated failures, cascading exposures, or dependen-
cies caused by shared infrastructure. Second, the nor-
malised coefficients used in the model are intended
primarily for comparative analytical evaluation rather
than for exact prediction of incident probability in a
particular operational environment. Third, the assign-
ment of parameter values requires expert judgment or
empirical calibration. Therefore, the calculated values
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should be interpreted as structured comparative indi-
cators for architectural decision-making rather than as
deterministic forecasts.

CONCLUSIONS

The study developed a route-oriented mathematical
model for assessing confidentiality threats during data
exchange in distributed systems. The proposed ap-
proach represents the exchange route as a sequence
of interconnected stages and evaluates confidenti-
ality risk by combining node compromise probability,
channel interception probability, data sensitivity, and
the mitigating effect of cryptographic protection, ac-
cess control, and monitoring. This made it possible to
assess confidentiality not as a property of an isolated
component, but as a cumulative characteristic of the
entire data exchange route. The scenario-based evalu-
ation showed that the integral confidentiality risk was
0.01405 in the baseline scenario, 0.00223 in the in-
termediate scenario, and 0.000196 in the comprehen-
sive protection scenario. Thus, the transition from the
baseline scenario to the intermediate scenario reduced
the calculated risk by more than six times, while the
comprehensive protection scenario reduced it by more
than seventy times. These values confirm that the si-
multaneous strengthening of cryptographic protection,
access control, and monitoring substantially decreases
residual confidentiality exposure along the full route
of data movement.

The stage-level analysis showed that in the base-
line scenario the highest local adjusted risk was as-
sociated with the client application, where the value
was 0.004666, and with the data storage subsystem,
where the value was 0.004082. In the intermediate
scenario, the corresponding local risks decreased to
0.000737 for the client application and 0.000645 for
the data storage subsystem. In the comprehensive
protection scenario, these values decreased further to
0.0000648 and 0.0000567, respectively. Therefore, the
client application and data storage subsystem remain
the priority stages for targeted confidentiality protec-
tion, even when the overall level of security controls
is strengthened.

The obtained results demonstrate that the pro-
posed model can be used for comparative assessment
of alternative protection scenarios and for identify-
ing the stages of a distributed data exchange route
that require priority strengthening. In practical terms,
the greatest reduction of confidentiality risk may be
achieved by improving access control, secure ses-
sion management, endpoint protection, encryption of
stored data, secure key management, and monitoring
of database and user activity at the most risk-contrib-
uting stages. Further research may be directed toward
extending the model by incorporating dependencies
between route stages, dynamic adaptation of trust
levels, sensitivity analysis of model parameters, and
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empirical calibration of coefficients based on teleme- FUNDING

try obtained from real distributed environments. None.
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MopaenioBaHHSA 3arpo3 KoH$iaeHWinHoCTI
nig Yac o6MiHy AaHMMM B PO3MNOAiINeHUX cucteMax

Hazapin Omutpis

AcnipaHT
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Bonoaummp KouyH

KaHanpaT TeXHIYHMX HayK, OOLEHT

[MpuBaTHMI BULWMIM HABYANbHUI 3aKNag, «EBPONENCbKUIA YHIBEPCUTETY
03115, 6ynbe. Akagemika BepHaacbkoro, 16B, M. Kuig, YkpaiHa
https://orcid.org/0000-0003-2363-8157

AHoTauif. AKTyanbHiCTb LOCNIAKEHHS 3yMOB/IEHA 3POCTaHHSAM CKNAAHOCTI Cy4aCHMX PO3MOAINEeHUX CepeaoBULL, Y
SKUX YYTAMBI AaHi NPOXOAATb Yepe3 MHOXMHY BY3/iB, KaHaniB 3B'3Ky, NPMKNaAHUX CepBiciB, bpokepiB NOBiAOMNEHD
i nincucteM 36epiraHHs. 3a Taknx yMoB 3abe3neyeHHs KOHdigeHLiMHOCTIi noTpebye He nuLie 3acToCyBaHHS OKPEMMUX
KpuntorpadivyHnx MexaHi3mis, a M1 GopmManizoBaHOro OLiHIOBAHHSA CYKYMHOMO pU3MKY BTPaTH KOH@IAEeHLIMHOCTI Ha
BCbOMY MapLupyTi 06MiHy JaHMMKU. MeTolo AocnimKeHHsa 6yno nobyayBaT MapLIpyTHO-OpiEHTOBAHY MateMaTUYHy
Mofenb KiNbKiCHOIO OLiHIOBaHHA pU3MKY MOPYLWEHHS KOHDIAEHLIMHOCTI B pO3MOAINEHUX CUCTEMAX 3 YPaXYBaHHAM
iMOBIpHOCTI KOMNpoMeTaLii By3/iB, IMOBIpHOCTI NepexonieHHsa B KaHanax nepeaaBaHHs, YyTAUBOCTI AaHMX Ta
edeKTMBHOCTI MexaHi3MiB 3axucTy.Y poboTi BUKOPUCTAHO METOAM CUCTEMHOIO aHasi3y, MaTeMaTUYHOrO MOAENIOBAHHS
Ta CLEHAPHOrO oLuiHIoBaHHS. Mpouec 06MiHy aaHUMK Byno hopMani3oBaHo K NOCNILOBHICTb €TaniB, 415 KOXHOIo
3 9KMX BU3HAYEHO NOKANbHUIM PU3UK NOPYLUEHHS KOHQIAEHUIMHOCTI Ta CKOPUTOBaHUIM PU3KK 3 YpaxyBaHHAM
e(eKTUBHOCTI KpUNTOrpadivyHOro 3axmncTy, KOHTPOSIKO LOCTYMNY M MOHITOPUHTY. 3aNpONOHOBAHA iHTerpanbHa QyHKLiN
pY3KKy Aana 3MOry arperyBatu 0KalbHi pU3MKM B340BX YCbOro MapLipyTy 06MiHy Ta BUSHAUMTHU BHECOK OKPEMMX
apXIiTEKTYPHUX €NIEMEHTIB Y CYKYMHWUI PU3KK. 3@ pe3ynbTaTamMu CLEHapHOro MOLEN0BAHHS BCTAHOBMIEHO, WO AN
6a30B0ro cueHapito iHTerpanbHuii pusmk ctaHoesus 0,01405, ana npomixHoro cueHapito — 0,00223, a pna cueHapito
KomnnekcHoro 3axucty - 0,000196. Mepexig, Bia 6a30B0ro L0 NPOMIXKHOIO CLEHAPI0 3MEHLUMB iHTErPanbHUIA PU3UK
6iNnblL HiX Y WiCTb pa3iB, TOAI SIK 3aCTOCYBaHHS KOMMIEKCHOIO 3aXMCTy 3a6e3neymio Moro 3HMXeHHS Binbl HiX y
cimMpecsT pasiB. AHani3 NoKanbHMUX PU3MKIB MOKA3aB, WO HAMBINbLLIMIA BHECOK Y CYKYMHMI pu3MK y 6a30BOMY cLeHapii
($opMyBanu KNiEHTCbKMIA 3aCTOCYHOK i nifcucTeMa 36epiraHHs aaHux. Lle o6rpyHTOBYE A0LINbHICTE NPiIOPUTETHOIO
MOCUAEHHS 3aXMCTY CaMe Ha LUMX eTanax MappyTty o6MiHy. [pakTMyHe 3HaYeHHs OTPMMaHUX pe3ynbTaTiB Nonsrae
Y MOXAUBOCTI BUKOPUCTAHHS 3anponoHOBaHOI MoAeni AN NOPiBHAHHSA aNbTePHAaTUBHUX apXiTEKTYP PO3MOAiNeHUX
CUCTEM, BU3HAYEHHS KPUTUYHUX AiNSIHOK 0OMiHY AaHMMM Ta 0BrpyHTYBaHHS BUBOPY KOMMIEKCY 3aXMCHUX MEXaHI3MiB

KniouoBi cnoBa: 3axucT AaHWX; MaplwpyT OOMiHy; iHTerpanbHWiA pU3MK; NIOKANbHUI PU3KK; KOHTPOAb AOCTyny;
KpunTorpadiyHMii 3aXMCT; MOHITOPUHT Be3neku
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