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Abstract. Decisions about protected data-processing software in banks, payment services, public registries,
and social-service platforms require indicators whose meaning and role can be traced; a simple list of quality
properties does not provide this basis. The study aimed to develop a qualimetric taxonomy and a machine-
readable indicator contract that prepare heterogeneous evidence for scenario-specific quality assessment. The
study used structured document analysis of software-quality standards, metrological guidance, qualimetric
research, and recent protected-processing studies, followed by rule-based consolidation of candidate properties,
two illustrative scenario walkthroughs, and fifteen focused software tests. The analysis distinguished five
evaluation objects and produced seven indicator groups: functional suitability, resource efficiency, reliability,
security and trust, compatibility, maintainability, and socio-organisational impact. Each indicator was represented
by an eight-field passport recording its purpose, operational definition, unit, direction of improvement, source
and acquisition method, uncertainty, decision role, and missing-evidence rule; the passport was separated from
scenario-specific normalisation, thresholds, weights, policy source, and version. Three roles separated mandatory
conditions, comparison objectives, and diagnostic information; Know Your Customer and Payment Verification
scenarios showed that processing time can be a comparison objective in one service and a mandatory deadline in
another. Fifteen verification cases covered schema validity, numerical values, normalisation, constraints, missing
evidence, reproducibility, and transfer to the evaluator, while a completed processing-time passport demonstrated
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how evidence semantics remain traceable before aggregation. The structure can be used by software developers,
evaluators, procurement teams, and service owners to prepare traceable inputs for admissibility checks, composite
evaluation, and multi-criteria selection without treating missing or incomparable evidence as favourable

Keywords: quality assessment; indicator passport; traceability; decision role; uncertainty; machine-readable

data contract

INTRODUCTION

Protected digital services in socio-economic systems are
evaluated through several properties at once. An iden-
tity-related service must return the correct result, limit
disclosure, respond within an acceptable time,and leave
evidence for review. A payment service faces similar
properties, but their decision roles can differ. Without an
explicit definition of the evaluation object, acquisition
procedure, unit, and missing-evidence rule, a precise
numerical value can still support the wrong conclusion.

J. Ernstberger et al. (2024) developed zk-Bench to
compare proving frameworks under controlled work-
loads, whereas M. El-Hajj & B. Oude Roelink (2024)
demonstrated that practical efficiency differs across
proof families and implementations. These studies
provide resource evidence, but they do not determine
whether a value is a mandatory condition,a comparison
objective, or diagnostic information in a specific service.
W. Law (2025) proposed zkSDK to select a zero-knowl-
edge backend from execution traces.J.Liang et al.(2025)
separately showed that research results remain dif-
ficult to transfer into practice when implementations
and workloads are reported under different conditions.
Together, these studies indicate that automated selec-
tion requires not only values but also a record of their
meaning, provenance, and decision role.

S. Chaliasos et al. (2024) showed that implemen-
tation vulnerabilities and security assumptions cannot
be inferred from performance alone. D. Bui et al. (2025)
and Z. Ye et al. (2025) demonstrated that circuit trans-
formation and resource-allocation mechanisms change
the context in which computational evidence is pro-
duced. Their results support keeping security, resource,
and execution-context indicators distinct before any
aggregate assessment is calculated. O. Cherniak et
al. (2022) used qualimetric dependencies to evaluate
labour-safety indicators, while Y. Rudyk et al. (2024) ap-
plied information technologies and safety indexes to
critical-infrastructure quality assessment. These works
confirm that heterogeneous evidence can support so-
cio-economic decisions, but they do not provide a ma-
chine-readable contract that separates the meaning of
protected-processing evidence from the rules of a par-
ticular decision scenario.

An organisational quality perspective extends the
assessment beyond an individual software compo-
nent. In socio-economic information systems, a tech-
nical choice affects service continuity, accountability,
accessibility, cost, and organisational oversight. The
unresolved problem is therefore a traceable bridge

from a stakeholder requirement to an operational in-
dicator, supporting evidence, uncertainty statement,
and scenario-specific role. The object of the study was
the process of evaluating the quality of protected data
processing in socio-economic information systems.
The subject was the structure of quality-indicator re-
cords, their classification, and the rules that connect
evidence with admissibility and preference. According-
ly, the study aimed to develop a taxonomy of quality
indicators for protected data processing and to verify
that its records could be processed consistently in sce-
nario-specific qualimetric assessment. Three tasks were
set: to formalise the sources and transformation rules
used to construct the taxonomy; to separate the indi-
cator passport from scenario-specific rules and define
their decision roles; and to verify the machine-readable
contract through predefined software cases and two il-
lustrative scenarios.

MATERIALS AND METHODS

The study combined structured document analysis,
rule-based taxonomy construction, scenario walk-
throughs, and software verification. The source corpus
comprised the standards, metrological guides, quali-
metric works, and protected-processing studies cited in
the article. Standards and foundational guides were re-
tained for definitions; recent research was used to rep-
resent current implementation, security, and resource
contexts. The unit of analysis was a statement that con-
nected a quality property with at least one of four ele-
ments: an evaluation object, an acquisition procedure,
an uncertainty description, or a decision use. Candidate
statements were coded by source type and compared
by object, meaning, unit, acquisition conditions, and de-
cision role. The structured analysis was therefore used
as a separate method: it produced an auditable map-
ping from source statements to candidate indicators
rather than serving only as a narrative literature review.

Candidate properties were transformed into the
taxonomy through six rules:

1.Aproperty was retained only when its assessment
object and purpose could be identified; a broad label
such as performance required an observable quantity,
workload, and unit.

2. Every candidate received one primary object: in-
put data, processing activity, software implementation,
cryptographic mechanism, or decision output.

3. Synonyms were consolidated only when
their objects and acquisition procedures matched;
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identical labels were separated when they referred to
different objects.

4. Candidates were mapped to one primary quality
group according to the question answered by the evi-
dence; cross-cutting relationships remained explanato-
ry notes rather than duplicate indicators.

5.Each indicator received a decision role and a rule
for missing or incomparable evidence.

6.The resulting structure was checked in Know Your
Customer and Payment Verification scenarios to deter-
mine whether one passport could support different
roles without transferring a scenario-specific threshold
or weight.

The two scenarios were selected because both
process protected information but impose different
operational priorities. Customer-identity verification
can use processing time as a comparison objective
after correctness and disclosure requirements have
been met. Payment verification can treat the same
clearly defined time quantity as a mandatory dead-
line. This contrast tests the central design require-
ment: evidence semantics must remain stable when
its decision role changes. Software verification was
organised as fifteen focused cases, with one case as-
signed to each high-risk rule or boundary condition in
the machine-readable contract. The cases covered five
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areas: schema and numerical validation; admissibility
and missing evidence; normalisation and uncertain-
ty handling; ranking, sensitivity, and reproducibility;
and regression of the two stored synthetic scenario
reports. The implementation used Python’s unit test
framework, JSON Schema Draft 2020-12, and the
pinned jsonschema 4.26.0 validator. A case passed
only when the actual status, rejection message, nu-
merical boundary, or serialised report exactly matched
the predefined expectation. Repeated evaluations also
had to produce identical output, and the regenerated
scenario reports had to match their stored versions.
This procedure checked software semantics and trace-
ability; it did not evaluate a real institution or infer
domain thresholds and weights.

RESULTS AND DISCUSSION

The structured analysis produced three successive out-
puts. First, it separated five evaluation objects that had
previously been hidden inside broad quality labels: in-
put data, processing activity, software implementation,
cryptographic mechanism, and decision output. Second,
the six transformation rules consolidated the candidate
properties into seven top-level groups. Third, every re-
tained indicator received the eight-field passport pre-
sented in Table 1.

Table 1. Core fields of an indicator passport

Passport field Question answered

Example of the required clarification

Evaluation object

and purpose it matter?

What is being evaluated, and why does

Complete request, processing stage, software
component, or decision output

Operational

What exactly is observed or calculated?

Start and end events, workload, population,

acquisition method

definition or documentary criterion
Unit How is the result expressed? Seconds, bytes, proportion, count, or an explicitly
defined ordinal scale
Direction of Does a larger or smaller value represent Lower processing time; higher
improvement better quality? successful-completion rate
Source and Experiment, prediction, document, or structured

Where does the value come from?

expert judgement

Uncertainty

How precise and stable is the value?

Standard uncertainty, interval, model assumptions,
or stated absence of a probabilistic estimate

Decision role

How is the indicator used in this scenario?

Critical condition, comparison objective,
or diagnostic information

Missing-evidence
handling

or incomparable?

What happens when the value is absent

Stop the relevant comparison; do not replace
the value with zero

Source: developed by the authors

The rules resolved three recurrent ambiguity pat-
terns without requiring an aggregate score: the same
label applied to different objects, different labels ap-
plied to the same object,and an indicator used without
a declared decision role. As a result, complete request
time remained distinct from the time of one cryp-
tographic stage, while synonymous indicators were
combined only when their objects and acquisition
procedures matched. Table 1 summarises the result-
ing passport. Its fields make the meaning, source, and
treatment of each value explicit before normalisation
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or weighting. The analysis also showed that evidence
types require different uncertainty statements. Re-
peated observations may support a standard uncer-
tainty or interval; predictions retain model assump-
tions and prediction error; documentary evidence
identifies its authoritative source; and structured
expert judgement records its scale and elicitation
procedure. The passport preserves these distinctions
instead of forcing all evidence into one generic field.
The seven groups obtained from the structured anal-
ysis are shown in Table 2. Five groups retain central
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software-quality questions, security is extended to
security and trust, and socio-organisational impact

represents explainability, accessibility, discrimination
risk, accountability, and oversight.

Table 2. Top-level indicator groups

Indicator group What it describes

Typical examples Possible decision role

Whether the processing performs the
required function correctly
and completely

Functional
suitability

Critical condition
or comparison objective

Correctness, rule coverage,
successful verification

Resource efficiency | Resources required to deliver the result

Critical condition,
comparison objective,
or diagnostic information

Time, memory,
throughput, energy

Ability to deliver stable service

Reliability and recover from faults

Critical condition
or comparison objective

Stability, fault tolerance,
recoverability

Protection properties and assumptions

Security and trust on which they depend

Confidentiality, integrity,

trust assumptions Usually a critical condition

Compatibility Ability to exchange data and operate

Interoperability, data Critical condition

with surrounding components portability or comparison objective
Maintainabilit Effort required to analyse, test, modify, Testability, analysability, Comparison objective
Y and support the component modifiability or diagnostic information

Socio-

organisational Effects on users, staff, governance,
] and oversight
Impact

Explainability, accessibility,
discrimination risk,
accountability

Critical condition or
comparison objective

Source: developed by the authors

The resulting data contract contained two linked
layers. The first layer preserved the evidence passport.
The second layer stored the scenario identifier and ver-
sion, normalisation parameters, admissibility threshold,
comparison weight, and responsible policy source. This
separation retained one compatible evidence record
when only a policy threshold changed, while a different
workload or observation boundary required a revised
passport. Three decision roles were obtained from this
separation. A critical condition determined admission; a

comparison objective distinguished admissible alterna-
tives; and diagnostic information explained behaviour
without affecting order. Missing evidence was handled
according to the declared role: an unresolved critical
condition prevented admission, an unavailable com-
parison objective stopped the affected comparison, and
optional diagnostic information remained visibly una-
vailable. The obtained outcomes corresponded to the
expected results across the tested cases. A summary of
the verification results is presented in Table 3.

Table 3. Software verification results

Verification area | Cases Conditions covered Observed result
Weight sum, unknown fields, type-safe equality . . .
Schema and . ) All five invalid or boundary inputs produced
numerical validation > thresholds,_ﬁnlte numbers, and pinned the predefined validation response
validator dependency
. Non-compensatory mandatory failure, All three cases preserved pass, violation,
Admissibility and 3 - : d missi . lusi d missi i
missing evidence uncertainty-aware constraint, and missing inconclusive, and missing-evidence
value/provenance semantics
Normalisation and 2 Four normalisation forms and Normalized values remained bounded and
uncertainty seedednon-zero uncertainty repeated uncertainty output was identical
. Weight-induced reversal, tie reporting,
Ranklng~ a.n.d 4 identifier-stable sub streams, and byte-stable All fpur cases matched the predeﬁned
reproducibility T rankings, ties, and repeatability checks
serialisation
. . Regeneration of the stored KYC Both regenerated reports matched their
Scenario regression 1 and Payment Verification reports stored versions; 15 of 15 cases passed in total

Note: KYC - Know Your Customer
Source: developed by the authors

The verification results confirmed the declared soft-
ware behaviour in all fifteen predefined cases. Invalid
weights, unknown keys, incompatible threshold types,
and non-finite values were rejected. Mandatory viola-
tions could not be compensated by favourable secondary
indicators. Inconclusive uncertainty intervals remained

distinct from demonstrated violations, ties remained dis-
tinct from reversals, and repeated evaluations preserved
byte-identical output. The practical effect of the contract
was examined in two illustrative protected-processing
scenarios. Table 4 reports the scenario-dependent roles
rather than performance values of real institutions.
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Table 4. Scenario-dependent roles of selected indicators

Indicator or rule KYC

Payment verification

Practical meaning

Correctness of the

Critical condition
result

Critical condition

An incorrect alternative is not admitted
to comparison

Processing time Comparison objective

Critical deadline

The same experimentally obtained quantity may
express a preference or a mandatory requirement

Memory use Comparison objective

Comparison objective

Lower resource use improves the comparison
after admission

Auditability Diagnostic information

Comparison objective

Its influence depends on the purpose
of the service

Missing mandatory

evidence Stops admission

Stops admission

Absence is reported and is not replaced
by a favourable value

Source: developed by the authors

The scenarios produced the expected role change
without changing the meaning of the underlying evi-
dence.Processing time remained a comparison objective
for KYC after mandatory requirements had been met, but
became a critical deadline for Payment Verification. Cor-
rectness and missing mandatory evidence retained their

non-compensatory role in both scenarios, while audit-
ability changed from diagnostic information to a com-
parison objective. Table 5 gives a completed illustrative
passport for the KYC processing-time indicator. It de-
scribes a reusable evidence record without inventing a
measured value or a real institutional threshold.

Table 5. Completed illustrative passport for KYC processing time

Passport field Completed illustrative record for processing time
Evaluation object and Complete KYC request; compare the responsiveness of otherwise admissible
purpose software alternatives

Operational definition

Elapsed interval from acceptance of a declared request to return of the decision
under the same workload and start/end events

Unit

Milliseconds

Direction of improvement

Lower is better

Source and acquisition
method

Repeated clock observations in a declared test run; the run and workload identifier

accompany the result

Uncertainty

Report the available standard uncertainty or interval; explicitly state when no probabilistic

estimate is available

Decision role

Comparison objective in the KYC scenario; the role is stored in the scenario-rules record

Missing-evidence handling

Stop the affected comparison and report insufficient evidence; do not substitute zero

Source: developed by the authors

The obtained results can first be considered in rela-
tion to the existing software-quality standards. ISO/IEC
25010:2023 (2023) defines a product-quality model,
and ISO/IEC 25023:2016 (2016) provides measures for
evaluating its characteristics. E.800 (2008) supplies a
service-quality vocabulary, while ISO 9000:2026 (2026)
connects quality with the fulfilment of requirements.
In comparison with these approaches, the proposed
taxonomy provides an additional level of specification:
these documents define categories and terms but do
not prescribe one record that binds an indicator to an
evaluation object, evidence source, uncertainty state-
ment, and scenario rule. The result also extends the
metrological discipline represented by VIM and GUM
(JCGM 100:2008(E), 2008; JCGM 200:2012,2012). Those
guides require clear quantities, procedures, and uncer-
tainty information. The proposed contract carries that
discipline into a mixed-evidence software decision
and adds the scenario layer needed to distinguish an
empirically obtained property from a policy thresh-
old or weight. A. Motalo et al. (2017) applied the same
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discipline to qualimetry, which is particularly relevant
when experimental, predicted, documentary, and ex-
pert-derived evidence is used in one assessment.
Compared with the general qualimetric framework
of OECD/European Union/EC-JRC (2008), the present
method acts one stage earlier. The OECD/JRC handbook
(OECD/European Union/EC-JRC, 2008) required indica-
tor selection, data treatment, normalisation, weighting,
and aggregation to follow an explicit theoretical frame-
work. Their approaches explain normalisation, weight-
ing, and aggregation; the passport checks whether the
inputs have compatible meanings before those opera-
tions. This reduces the risk that a mathematically cor-
rect aggregate is constructed from different workloads,
observation boundaries, or evidence types.
Benchmark-oriented tools provide another com-
plementary layer. G. Kadianakis & M. Orru (2023) esti-
mate cryptographic-operation costs, while A.R. Block et
al. (2021), J. Bootle et al. (2022), and A. Golovnev et
al. (2023) expose different time-space relationships.
B. Chen et al. (2023) similarly changed the relationship
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between circuit size and prover cost through a line-
ar-time design.T. Liu et al. (2024) distributed proof gen-
eration, S. Fu & G. Gong (2022) reduced verifier costs,
H. Masip-Ardevol et al. (2024) extended transparent ar-
guments, and A. Zapico et al. (2022) optimised lookup
processing. J. Groth (2016) established protocol-lev-
el succinctness properties, whereas O. Kuznetsov et
al. (2026) supplied implementation-oriented perfor-
mance evidence. These studies address different lay-
ers and further demonstrate why the evaluated stage,
workload, and resource boundary need to be explicitly
identified. B. Steiner et al. (2023), although working in
a different application domain, similarly demonstrated
the importance of an operationally defined resource
boundary when assessing memory use. The taxonomy
does not replace these values. It records what each val-
ue describes and prevents complete service time, one
internal stage, and a protocol-level property from being
treated as interchangeable.

The five-object structure and seven groups explain
why the result is more than a checklist. A checklist
can state that time, security, and explainability mat-
ter, but it does not show whether time refers to a re-
quest or an operation, whether security is a mandatory
condition, or whether unavailable evidence stops the
decision. The two-layer contract makes these distinc-
tions executable and traceable. The scientific contri-
bution follows from this comparison. Existing quality
models define characteristics, metrological guidance
defines evidence discipline, benchmark studies sup-
ply technical observations, and qualimetric methods
support aggregation. The improved applied method
links these layers through one eight-field passport,
a separate scenario-rules record, and three decision
roles before aggregation. The novelty is therefore
the operational connection between stakeholder re-
quirement, indicator meaning, evidence provenance,
uncertainty statement, and scenario rule, not a new
aggregate-score formula. The scope remains formal
and software-oriented. The fifteen tests establish
internal consistency of the machine-readable con-
tract and the two scenarios demonstrate its use, but
they do not rank real institutions or approve domain
thresholds and weights. This boundary preserves the
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AHoTauigq. PilweHHs wono nporpaMHMx 3acobiB 3axXMLL,EHOro ONpaLloBaHHS AaHUX Y BaHKax, NNaTixXHUX cepBicax,
[epXaBHUX peecTpax i nnaTtpopmax couianbHUX NOCAYr NOTPeOYOTb NMOKA3HUKIB, 3HAYEHHS Ta PO/b AKUX MOXHA
NPOCTEXUTU; NPOCTUI Nepenik BNAaCTUBOCTEN IKOCTi He CTBOPHE Takoi OCHOBM. MeTo focnigxeHHs Byno
po3pobUTU KBANIMETPUYHY TAKCOHOMIO T3 MAWMHOUYUTHUIMN KOHTPAKT NMOKA3HMKIB, WO rOTYOTb Pi3HOPiIAHI AaHi
[N9 CLLeHapHOro OLLiHIOBAHHS SIKOCTi. 3aCTOCOBAHO CTPYKTYPOBAHWUIM aHani3 LOKYMEHTIB 3i CTaHAapTaMM SIKOCTI
nporpamMHoro 3abesnevyeHHs, METPONOTIYHUMIN HACTAHOBAMU, KBAIMETPUUHUMM AOCNIIKEHHAMMU i CYyHaCHUMMU
npausaMu i3 3aXMLLEHOro0 ONpaLoBaAHHS AAHUX, MiCNsS YOro BUKOHAHO ¢opMani3oBaHe 06 €aHAaHHS BNAaCTUBOCTEN,
[1Ba iNOCTPaTUBHI CLLEHAPHI MPOXOAM Ta MATHAAUSTD LiiNbOBUX NPOrpaMHUX TeCTiB. AHani3 po3MexyBaB N'aTb 0OEKTIB
OLiHIOBaHHA Ta chOpPMYBaAB CiM rpyn NMOKA3HMKIB: PYHKLIOHANbHY NPUAATHICTb, pecypcHY edeKTUBHICTb, HAAINHICTb,
6e3neky i LOBipY, CYMiCHICTb, CyNMPOBOMAXKYBAHICTb Ta COLLiaNbHO-0praHisaLiinHuii BAnBe. KOXHUIA NOKa3HUK NOAAHO
BOCbMMMO/IbOBMM MACNOPTOM i3 METO, ONepaLiMnHUM BU3HAYEHHSIM, OAMHULLEID, HAMPSIMOM MONIMLWEHHS, L)XKEPENoM i
CNoCcob6OM OTPUMaHHS, HEBM3HAUYEHICTHO, PONI/IKO B Pill€HHI Ta NPaBUIOM BiACYTHIX AaHMX; NAacNopT BiLOKPEM/IEHO Bif
CLEeHapHUX NapaMeTpiB HOPMYBAHHSA, MOPOTiB, Bar, A)kepena noniTMku Ta Bepcii. Tpu poni po3mexysanu 060BI3KOBI
YMOBMU, KpUTEpIii NOPIBHSAHHA i AiarHOCTMYHY iHbOpMauito; cueHapii nepeBipku Ki€HTa Ta NaaTexy nokasanu,
LLLO0 Yac OMnpauoBaHHS MOXe OYTU KpUTEPIiEM MOPIBHAIHHA B OAHOMY CEPBiCi Ta 000BI3KOBUM CTPOKOM B iHLLIOMY.
[MaTHapLUATE NPOrpaMHUX BUNAAKIB OXOMUAU KOPEKTHICTb CXEMU, YNCIOBUX 3HAYEHb, HOPMYBAHHS 1 0OMeXeHb,
pob60oTy 3 BiACYTHIMU AaHWMMU, BiATBOPIOBAHICTb i NepefaBaHHs A0 3acoby OLiHIOBAHHS, @ 3aNOBHEHUI NAacNopT Yacy
MoKa3aB, 9K 3MiCT LOKa30BUX JaHUX 30epiraeTbcs Ao arperyBaHHs. CTpyKTypy MOXYTb BUKOPUCTOBYBATU PO3POOHMKM,
OLiHIOBaui, 3aKyniBenbHi NiApO3A4inu Ta BNACHUKU CEPBICIB A5 NiATOTOBKM NPOCTEXYBAHMUX BXiAHUX AAHUX A0
nepeBipKM AOMYCTUMOCTI, KOMMJIEKCHOrO OLLiHIOBaHHA i 6aratokpuTepianbHoro Bubopy 6e3 noaaHHs BiACYTHiX abo
HENOPiBHIOBAHMX AAHUX SIK CNPUATANBUX

KniouoBi cnoBa: OLiHIOBaHHA SKOCTi; MacrnopT MOKa3HMKA; MPOCTEXYBaHICTb; PONb Y PilleHHi; HEBU3HAYEHICTb;
MaLUMHOYUTHUI KOHTPAKT AAaHUX
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