BULLETIN of Cherkasy State Technological University

Journal homepage: https:/bulletin-chstu.com.ua/en Vol. 31 No. 3. 2026

UDC 004.052.2:519.17
DOI: 10.62660/bcstu/3.2026.141

Method for integral assessment of incident criticality
using causal graphs of service dependencies

Daniil Pylypenko’

Postgraduate Student

Lutsk National Technical University
43018, 75 Lvivska Str., Lutsk, Ukraine
https://orcid.org/0009-0004-4404-4715

Abstract. The relevance of the study is explained by the need to improve the accuracy of response prioritisation
as digital infrastructures become more complex, since component interdependence and cascading propagation of
failures can substantially increase the scale of adverse consequences. The study aimed to develop an approach for
justified ranking of incidents by criticality, taking account of service interdependence and the scale of potential
consequences. The methodological basis comprised system analysis, abstraction, formalisation, graph modelling,
and conceptual modelling, which were used to examine service dependencies and substantiate an approach to
assessing incident criticality in complex information systems. The study established that traditional approaches to
incident criticality assessment are locally oriented and do not account for inter-service dependencies, cascading
effects, or the architectural context of modern service-oriented information systems. As a result, systemic
consequences can be underestimated. Incident criticality was substantiated as an integral characteristic that
depends not only on the direct technical impact, but also on the structural importance of the affected service and
the way impact propagates through the dependency network. The combination of these factors provided a more
accurate representation of the actual level of systemic risk.A graph model of service infrastructure and a conceptual
approach to integral criticality assessment were proposed, combining technical, structural, cascading, and business
indicators through multilevel aggregation. Accounting for cascading effects and the structural importance of
services was necessary for accurate incident assessment, as it allowed both direct and indirect consequences
to be considered and the potential for local failures to develop into systemic disruptions to be determined. The
results can be used by cybersecurity specialists, information-system architects, and analysts at incident monitoring
centres in public and corporate IT infrastructures to improve the accuracy of incident prioritisation and systemic
risk assessme
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INTRODUCTION

The relevance of the study arose from the increasing
complexity of digital infrastructures, in which the op-
eration of individual services depends on numerous
interdependencies. Under these conditions, even local
disruptions can produce large adverse consequenc-
es through cascading propagation of impact between
system components. Traditional approaches to incident

assessment mainly examine the direct consequences of
events and give insufficient attention to the architec-
tural features of the service environment. This makes
response prioritisation less reliable and can lead to un-
derestimation of systemic risks. Approaches are there-
fore needed that account for the structure of relation-
ships between components of the digital ecosystem
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and for possible mechanisms through which adverse
impact may propagate when decisions on incident re-
sponse are made.

In Ukrainian scientific society, incident criticality
assessment and analysis of interdependencies between
information-system components are increasingly con-
sidered through system analysis, graph modelling, and
intelligent data processing.V.l. Pevnev (2026) examined
approaches to optimising integrated video-surveil-
lance systems using data-analysis methods to improve
monitoring and decision support. The reported results
supported the use of analytical models for prioritising
events in complex information environments, but crit-
icality assessment based on service dependencies was
outside the scope of that study. T. Savchenko et al.(2025)
proposed a systematic approach to cyber-threat analy-
sis based on risk models and graph structures for ex-
amining cyberattack and penetration-testing processes.
The authors reported that a graph representation of
relationships between network-infrastructure objects
made it possible to trace attack scenarios, identify the
most vulnerable nodes, and assess the potential con-
sequences of realised threats. Their conclusions sup-
ported the use of graph models for analysing complex
systemic interdependencies, providing a basis for fur-
ther development of methods for integral assessment
of incident criticality. M. Karpinsky et al. (2015) devel-
oped a method for detecting incidents and potential
crisis situations in information systems. The approach
was intended to identify hazardous events promptly by
analysing a set of indicators and assessing their level
of danger. The study underlined the value of formal-
ising incident-assessment processes for more effective
response, but concentrated on event detection rather
than on determining criticality by accounting for causal
dependencies between services.

Other publications gave increasing attention to
automation of incident-management processes and to
intelligent mechanisms for assigning priority. L. Anna-
data (2023) proposed an approach to incident handling
in a DevOps environment based on data from previous
events, their characteristics, and response outcomes.
Historical data on earlier incidents, including failure
types, frequency, resolution time, affected components,
and consequences for services, were used to deter-
mine criticality more accurately, improve event classi-
fication, and reduce response time through automated
prioritisation and better allocation of resources among
support teams. N. Chandu (2025) analysed the use of
artificial intelligence to improve incident detection,
classification, and resolution. The author argued that
machine-learning algorithms can rapidly determine
the importance of events, automate their categorisa-
tion, and support decisions during response. The results
supported the potential of intelligent approaches for
faster incident management. However, event criticali-
ty was still assessed mainly from the characteristics of

each event, without accounting for cascading impact on
related services and business processes.

A. Peralta et al. (2025) further reinforced inci-
dent-prioritisation methods by proposing a hybrid
mathematical model for dynamic priority assignment
based on fuzzy Q-learning and analysis of textual in-
cident descriptions. The approach combined adap-
tive-learning mechanisms with processing of unstruc-
tured data, allowing the priority level to be adjusted
automatically according to context and accumulated
experience. Experimental testing produced more ac-
curate incident rankings than traditional methods.
J. Beyza et al. (2020), in turn, examined the criticality
of interdependent power and gas-transmission systems
using complex-network methods and flow-distribution
analysis. Their modelling established that failures of in-
dividual nodes can propagate to connected subsystems,
creating cascading effects and substantially increasing
potential losses. These results supported accounting
for inter-system dependencies when assessing the crit-
icality of objects, since local disruptions can have much
wider consequences across the infrastructure. S. Das et
al. (2024) developed a related approach and proposed
a graph-learning method for failure-criticality analysis
to improve the functional safety of electronic and elec-
trical systems. The authors used graph neural-network
algorithms to identify components whose failure has
the greatest effect on overall system operability. Their
experiments found that a graph representation of de-
pendencies between elements identified critical failure
points more accurately than traditional approaches and
could also predict possible consequences of fault prop-
agation in complex technical environments.

The review of previous research established that
most existing approaches focused either on the char-
acteristics of individual incidents or on identifying crit-
ical nodes in technical and infrastructure networks. In-
tegral assessment of incident criticality in information
systems remained insufficiently examined when causal
dependencies between services were considered, even
though the impact of an incident can depend both on
its local characteristics and on the potential for con-
sequences to propagate through a network of inter-
connected components. General methodological ap-
proaches combining service-dependency analysis with
quantitative assessment of incident criticality in one
model were also lacking. The study therefore aimed
to improve the justification of response prioritisation
in complex information systems by accounting for re-
lationships between services and the potential propa-
gation of consequences. Two tasks were set: to analyse
existing approaches to incident criticality assessment,
service-dependency modelling, and response prioritisa-
tion in order to identify their advantages, limitations,
and unresolved aspects; and to form a system of criteria
for integral assessment of incident criticality based on
causal relationships between services and substantiate
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a mechanism for determining criticality with regard to
the potential propagation of consequences through an
interdependent service infrastructure.

MATERIALS AND METHODS

The study was theoretical-methodological and focused
on developing a formalised approach to incident crit-
icality assessment in complex service-oriented infor-
mation systems. The methodology combined system
analysis, theoretical and conceptual generalisation,
and graph modelling as complementary procedures.
The overall logic of the work centred on constructing
a conceptual model for integral assessment of incident
criticality by formalising causal dependencies between
services, defining an assessment-criteria system, devel-
oping a mechanism for incorporating cascading effects,
and substantiating an integral indicator capable of rep-
resenting the systemic impact of incidents in multilevel
digital infrastructures.

The materials of the study included generalised
models of service-oriented information systems, typi-
cal scenarios of incident occurrence and development,
structural schemes of inter-service dependencies, con-
ceptual models of incident management, and modelled
causal graphs of service relationships. The assessment
criteria were formed from analysis of research publica-
tions, regulatory and methodological approaches to in-
cident management, and current practices for criticality
assessment in complex digital infrastructures. Causal
graphs were constructed from typical service-depend-
ency structures. This made it possible to examine po-
tential paths of incident-impact propagation and mech-
anisms by which cascading effects arise in multilevel
information systems.

The study used a set of interrelated theoretical
methods, each with a separate functional role in devel-
oping the approach to incident criticality assessment.
System analysis was used to treat the service-oriented
information system as a complex multilevel structure
in which individual components are connected by func-
tional and technological dependencies. It supported
decomposition of the service environment, identifica-
tion of key infrastructure elements, examination of re-
lationships between services, and justification for con-
sidering possible systemic consequences in addition
to local incident characteristics. Abstraction was then
applied to separate the most relevant characteristics of
incidents and service dependencies from the particular
implementation of an information system. This method
defined general factors affecting incident criticality, in-
cluding the degree of service degradation, duration of
impact, structural importance of a component, poten-
tial for cascading propagation, and consequences for
business processes. These factors provided a general
basis for subsequent quantitative assessment. Formali-
sation converted the general characteristics into a sys-
tem of parameters, criteria, and calculation rules. The
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procedures for indicator normalisation, principles for
forming group indices, and rules for combining individ-
ual characteristics into an integral criticality assessment
were defined at this stage. Qualitative properties of
incidents were thereby represented as formalised var-
iables suitable for mathematical analysis. Graph mod-
elling was used to represent the structure of service de-
pendencies, with the information system expressed as a
directed weighted graph. Nodes represented individual
services or components, edges represented dependen-
cies between them, and edge weights characterised the
strength of functional influence. The graph model was
used to identify critical nodes, analyse direct and indi-
rect dependencies, assess paths of impact propagation,
and account for possible cascading effects. Multi-cri-
teria analysis was used for quantitative determination
of criticality, combining technical, structural, cascading,
and business characteristics of incidents in one inte-
gral indicator. Normalised parameters were aggregated,
partial indices were calculated, and the final criticality
assessment was formed with weights for the separate
criterion groups. Conceptual modelling was applied at
the final stage to integrate the outputs of the methods
into a single incident-criticality model that combined
description of the service infrastructure, dependency
analysis, assessment of cascading consequences, and
decision support.

In the study, a cascading effect was defined as prop-
agation of the adverse impact of an incident from the
initially affected service to other system components
through the network of service dependencies. Direct
impact referred to effects on services that depended
immediately on the affected node and were connected
to it by one graph edge. Indirect impact covered servic-
es at the second and subsequent dependency levels, to
which the adverse effect was transmitted through one
or more intermediate nodes. An attenuation coefficient
a,ranging from O to 1, was used to represent the reduc-
tion in impact strength as distance from the incident
source increased. Impact on a node at dependency level
k was calculated as the initial impact strength multi-
plied by a¥, representing the gradual decrease in the in-
tensity of cascading propagation. Propagation stopped
when the impact fell below threshold 3 or when subse-
quent nodes had no outgoing dependencies. Each node
was counted only once when several routes led to the
same service, which prevented double counting. Where
several propagation paths reached a node, the maxi-
mum resulting impact value was used in the calcula-
tion. This procedure gave a consistent estimate of the
scale of cascading incident propagation and prevented
artificial inflation of the integral criticality indicator.

The graph model was used to analyse routes of
incident-impact propagation, identify direct and indi-
rect dependencies between services, and assess poten-
tial cascading effects. Graph characteristics included
the number of dependent services, node reachability,
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centrality of a node within the dependency network,
depth of impact propagation, and lengths of routes
along which adverse impact was transmitted. Cyclic
links were treated as separate interdependency loops
that could increase the risk of cascading consequences.
Nodes with high centrality and a large number of de-
pendent services were treated as critical because their
failure could cause extensive disruption of the digital
infrastructure. Graph modelling therefore formalised
mechanisms of incident-impact propagation, assessed
the structural importance of services,and substantiated
inclusion of graph parameters in the integral criticali-
ty-assessment procedure.

An integral-assessment algorithm was applied to
determine the criticality of individual service-infra-
structure nodes, accounting for both local incident
characteristics and potential impact on the connected
service network. At the first stage, the information sys-
tem was represented as a directed causal graph G=(V,
E), where the node setV corresponded to individual ser-
vices or system components and the edge set E repre-
sented directed dependencies between them. Structur-
al and functional characteristics were determined for
each node: the number of dependent services, degree of
centrality, level of functional importance, and scale of
possible disruption. The integral node-criticality indica-
tor aggregated several assessment components: direct
incident impact on the service, number of connected
components, depth of consequence propagation, and
importance of the service to operation of the system
as a whole. Nodes with many dependent components
and substantial influence on critical processes conse-
quently received higher response priority. This moved
the assessment from treatment of an incident as an
isolated event to analysis of its systemic consequences.
A cascading process was identified when disruption of
one node caused a sequential decrease in availability
or degradation of related components. Formally, a cas-
cading effect was recorded when three conditions were
met: an active connection existed between the affected
node and a dependent service; the impact on the de-
pendent component exceeded a critical threshold; and
no automatic recovery or load-compensation mecha-
nism was available. If the impact propagated through
several dependency levels, the incident was classified
as a multilevel cascade.

Qualitative incident characteristics included in the
criteria system were converted into quantitative indi-
cators through normalisation so that integral assess-
ment could be performed. The parameters had different
measurement properties, including temporal charac-
teristics, degree of functional degradation, number of
dependencies, and scale of user impact. All indicators
were therefore converted to a common dimension-
less scale from O to 1, where O represented no or min-
imal impact and 1 represented the maximum critical
level. Four general assessment groups were formed:

technical component T, structural component S, cascad-
ing component C, and business component B. Technical
indicator T was determined from the level of service
degradation, incident duration, recovery complexity,
and potential security threat. Each parameter was as-
sessed on a five-point scale, where 1 represented minor
impact and 5 a critical disruption of service operation.
The values were then normalised using equation (1):

X - Xmin (1)

Xmax - Xmin

Xp =

where X, - the normalised indicator value, X - the
obtained score, and X, and X, - the minimum and
maximum values of the scale. Structural indicator S
was formed based on the number of dependent servic-
es, node centrality, position in the service-dependency
graph, and functional importance. The number of de-
pendencies and node centrality were determined from
the characteristics of the causal graph, after which the
resulting values were also converted to a range from 0
to 1.Higher S values corresponded to services on which
more system components depended. Cascading indica-
tor C was determined by analysing possible propaga-
tion of incident impact. The calculation included the
number of potentially affected nodes, propagation-path
length, and strength of dependencies between com-
ponents. C increased where disruption of one service
could cause secondary failures at several infrastructure
levels. Business indicator B described organisational
consequences of an incident and included impact on
key business processes, the number of users affected
by loss of service availability, and the level of opera-
tional losses. Each criterion was assessed by experts
on a scale from 1 to 5 and then normalised. Once all
parameters had been converted to a common scale, the
integral incident-criticality indicator was calculated as
a weighted sum of the general components (2):

K=w; T+w,S+w C+w, B, (2)

where K - the integral level of incident criticality; w, wq,
w,, and w, — weighting coefficients for the correspond-
ing criterion groups, with a sum of 1. The procedure
converted qualitative descriptions of incident charac-
teristics into a formal numerical assessment. This al-
lowed different incidents to be compared, their priority
to be determined, and both the local failure and poten-
tial systemic impact to be considered.

A classification scale was developed for practical
interpretation of the integral criticality indicator. All lo-
cal indicators had first been normalised to the interval
from O to 1, and the integral indicator also took val-
ues within [0;1]. The value range was therefore divided
uniformly for interpretation. The full interval [0;1] was
split into five equal subintervals with a width of 0.20,
each corresponding to a separate criticality level. This
provided an unambiguous interpretation of the results,
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simplified incident prioritisation, and allowed the same
classification criteria to be used regardless of the char-
acteristics of a particular information system. An inci-
dent was assigned to a criticality level according to the
value of the integral indicator IC.

RESULTS

Theoretical basis for integral assessment

of incident criticality

Traditional approaches to incident criticality assess-
ment are based mainly on local event characteristics,
such as the level of impact on an information asset,
the number of users affected by disruption of a ser-
vice, downtime, financial losses, or the extent to which
information-security requirements are breached. Al-
though these approaches are widely used in informa-
tion technology (IT) service-management systems and
security monitoring centres, their methodological ba-
sis largely treats an incident as an isolated event and
gives insufficient consideration to structural intercon-
nections between components of digital environments.
Incident criticality is therefore determined mainly from
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the immediate consequences of occurrence, while in-
direct effects and cascading mechanisms of impact
propagation remain insufficiently represented. Further
analysis linked this limitation to the evolution of infor-
mation systems from relatively autonomous software
and hardware complexes to multilevel service-ori-
ented architectures, where individual services form
a complex dependency network. Under these condi-
tions, operation of the final business process depends
not only on the state of one service, but also on the
reliability of the entire chain of interconnected com-
ponents. Disruption of even a secondary service can
consequently have disproportionately large effects
when that service contributes to critical higher-level
services. Traditional assessment methods that do not
account for service-infrastructure topology have limit-
ed capacity to represent the actual scale of potential
incident consequences (Leal et al., 2024). Theoretical
generalisation of existing approaches identified sev-
eral fundamental limitations that complicate objective
assessment of incident criticality in complex digital
ecosystems (Table 1).

Table 1. Main limitations of traditional approaches to incident criticality assessment

Limitation

Nature of the problem

Potential consequences

Localised assessment

Only the characteristics of an individual
incident are analysed

Underestimation of systemic consequences

Static criteria

Fixed impact indicators are used

Loss of adaptability to architectural changes

Service dependencies
ignored

Relationships between services
are not considered

Errors in priority determination

No cascading analysis

Indirect incident consequences are not assessed

Underestimation of criticality

Focus on individual assets

Analysis is performed at the resource level rather
than the service level

Incomplete representation
of business impact

Limited consideration

of system structure in calculations

Architectural characteristics are not included

Low assessment accuracy

Source: compiled by the author based on S. Ghosh et al. (2024), T. Liu & F. Liu (2025)

Analysis of the general limitations revealed that
traditional approaches to incident criticality assess-
ment do not adequately represent the complexity of
modern service-oriented systems because they focus
mainly on local event characteristics. Systemic con-
sequences arising from service interdependence and
cascading impact propagation can therefore remain
underestimated. A central limitation is that the struc-
tural organisation of the information infrastructure is
not incorporated, which reduces the reliability of in-
cident prioritisation. Insufficient attention to indirect
effects can also produce an assessment below the ac-
tual criticality of events in complex digital ecosystems.
The generalisation supported a shift towards models
in which inter-service dependencies and cascading ef-
fects are treated as determining factors of criticality.
These limitations arose from the absence of a mech-
anism for integrating structural information about
the service infrastructure into the criticality-assess-
ment procedure. In most existing models, an incident
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is treated as a source of direct impact on a particu-
lar service or resource, although the actual effect can
spread much further through networks of functional,
technological, and logical dependencies. From the
perspective of complex-systems theory, this produces
emergent effects in which the combined consequences
of a disruption exceed the simple sum of local effects
on individual components.

Thus, a transition from a resource-oriented to a
service-oriented paradigm of incident criticality assess-
ment was substantiated. The main feature of this ap-
proach was recognition that a service does not operate
in isolation, but within a dependency network where
its operability is determined by the state of other in-
terconnected services. Incident criticality should con-
sequently depend on both the characteristics of the
incident and the position of the affected service within
the overall structure of the digital ecosystem. Service
dependencies were conceptualised as directed causal
relationships between components of the information
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infrastructure. Within this approach, each service can si-
multaneously consume functionality provided by other
services and supply its own functions to higher-level
services. This creates a multilevel structure of interde-
pendencies in which disruption of one node can po-
tentially trigger a chain of degradation across adjacent
components (Fig. 1).

’ Incident ‘

v

’ Service S1 ‘

’ Business process ‘

Figure 1. General model of incident-impact
propagation through service dependencies
Source: compiled by the author based on P. Fang et al. (2022)

Analysis of the model established that incident
impact extends beyond the directly affected service
to related components at lower levels. As service de-
pendencies branch, the initial disruption develops into
a cascading effect that simultaneously covers several
services and ultimately affects execution of the busi-
ness process. Unlike traditional models, where assess-
ment ends at service S1, the proposed approach ex-
amines the entire impact-propagation path through to
final business processes. This mechanism accounts for
both direct and indirect consequences of an incident,
which is particularly relevant to modern distributed
digital platforms.

The theoretical review also defined basic principles
for an integral method of incident criticality assess-
ment. The first was structural dependence: the critical-
ity level is determined not only by incident properties,
but also by the position of the affected service in the
architecture of the information system. The second was
cascading impact, which requires possible propagation
of adverse consequences through the service-depend-
ency network to be considered. The third was integral
assessment, under which final criticality is formed by
combining technical, functional, architectural, and
business characteristics of an incident in one analyt-
ical indicator. The fourth principle was hierarchical

analysis, allowing the multilevel structure of modern
service ecosystems to be represented. Together, these
principles provided a theoretical basis for moving from
conventional local incident assessment to an integral
approach centred on analysis of causal graphs of ser-
vice dependencies (Raptaki et al., 2024). This concept
supports a more accurate determination of the actu-
al incident-criticality level and further formalisation
of mechanisms for incorporating cascading effects in
complex digital infrastructures.

Formalisation of causal relationships

between services and incidents

Effective assessment of incident criticality in digital
environments requires a formal representation of the
structure of interdependencies between services, be-
cause the nature of these relationships determines
the scale of adverse impact propagation and the lev-
el of potential risk to operation of the information
infrastructure. Traditional hierarchical models of in-
formation systems usually focus on organisational or
functional decomposition of components and do not
sufficiently represent the actual mechanisms through
which dependencies are transmitted between services.
The study therefore used a graph approach to formal-
ise the service ecosystem as a set of interconnected
objects and represent complex causal relationships
between them.

The service infrastructure was represented as a di-
rected graph , where set described the collection of
services, components, and business functions, while
set represented dependencies between them. A direct-
ed graph was used because most service relationships
are asymmetric: operation of one service may depend
on another without a reciprocal dependency. This
structure made it possible to trace directions of inci-
dent-impact propagation and identify critical nodes
through which many service interactions pass. In the
proposed model, each graph node represented a sep-
arate element of the service infrastructure involved in
creating, transmitting, or processing information. The
graph was not limited to software services and covered
all levels of the digital ecosystem, including hardware
resources, network infrastructure, application services,
and business processes. This provided a coherent rep-
resentation of the operating environment of the infor-
mation system and allowed incident effects to be con-
sidered at different architectural levels. Nodes were
classified by functional purpose to improve analytical
accuracy (Table 2).

Table 2. Typology of nodes in the causal graph of service dependencies

Node type Notation Characteristic
Infrastructure node N, Servers, network devices, data storage systems, and virtualisation platforms
System service N Databases, authentication services, and middleware components
Application service N, Business applications, web services, and APl components
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Continued Table 2.
Node type Notation Characteristic
Business service Ng Services directly related to implementation of business functions
Business process N, Final organisational processes that create business value

Notes: five main components were considered for integral assessment of incident criticality: incident-impact intensity (N),
criticality of service dependencies (N;), number of affected nodes (N,), scale of consequence propagation (N;), and cascading-
propagation potential (N,). Considering these parameters together allowed both local incident consequences and systemic impact
on operation of the information infrastructure to be assessed. APl — Application Programming Interface

Source: compiled by the author based on M. Ghalenoei et al. (2024), P. Chakraborty et al. (2025)

Analysis of the proposed typology established that
the causal-graph structure covered all principal levels
of the digital ecosystem, from basic infrastructure to
business processes. This gave a coherent representa-
tion of the service environment and allowed local tech-
nical disruptions to be traced as they developed into
consequences for organisational business functions.
Separating the node types helped organise service de-
pendencies and provided a basis for analysing routes of
impact propagation between architectural levels. The
graph model could therefore be used both to describe

the structure of an information system and to examine
mechanisms of cascading effects and identify poten-
tially critical elements of the service infrastructure.

In addition to formalising nodes, the study defined
a system of links describing the nature of interactions
between components. Analysis of service-oriented ar-
chitectures established that dependencies can differ in
nature, impact strength, and degree of criticality. Sev-
eral link types were therefore proposed to represent
the actual structure of the information system more
adequately (Table 3).

Table 3. Classification of links in the causal graph

Link type Notation Characteristic
Functional dependency E. One service uses functions of another service
Information dependency Ep Data transfer or shared use of data
Technological dependency E; Shared use of infrastructure resources
Logical dependency E, Relationship between components at the business-logic level
Process dependency E, Participation of a service in execution of a business process

Source: compiled by the author based on S. Rotzer et al. (2022)

From a graph-theory perspective, each link was
characterised by direction and weight. Direction de-
fined the sequence of impact propagation, while weight
represented the degree of dependency between com-
ponents. High weight values corresponded to critical
dependencies whose disruption could produce exten-
sive consequences for many services. The mechanism
of incident-impact propagation was formalised from
the resulting graph structure.An incident arising at one
node was not limited to a local effect; it initiated trans-
fer of adverse impact through the dependency system.
The intensity of propagation was determined by graph
topology, the number of alternative interaction routes,
and the strength of links between nodes.

The analysis established that the intensity of cas-
cading propagation depended strongly on the structur-
al position of a node in the dependency network. Cen-
tral nodes through which many interactions routes pass
had greater potential to generate systemic risk. Periph-
eral nodes, by contrast, generally produced local con-
sequences that did not extend to other infrastructure
components.An impact trajectory was introduced to de-
scribe propagation and was defined as an ordered chain
of nodes and links through which incident consequenc-
es are transmitted. Multiple trajectories between the in-
cident source and final business processes represented
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a higher level of systemic importance for the corre-
sponding node. In such cases, even a minor local failure
could develop into a large disruption of the digital eco-
system. On this basis, the causal graph was treated not
only as a means of visualising service dependencies, but
as a formal analytical model capable of representing
the structure of relationships between information-in-
frastructure components, identifying potential routes
of adverse-impact propagation, and providing a basis
for subsequent integral assessment of incident criti-
cality (Krupalija et al., 2022). Including structural graph
characteristics in the assessment procedure made it
possible to move from analysis of individual events to
examination of their systemic consequences, which is
required when determining incident criticality in mod-
ern service-oriented information systems.

Conceptual model for integral assessment

of incident criticality

Theoretical generalisation of existing incident-analysis
approaches and formalisation of causal dependencies
between services provided the basis for constructing a
conceptual model of integral incident criticality assess-
ment. Such a model was needed because most current
criticality-assessment methods analyse individual inci-
dent characteristics in isolation and do not sufficiently
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account for structural features of the service infrastruc-
ture. Criticality is consequently determined mainly from
local event parameters, while architectural context,
service dependencies, and cascading effects are insuffi-
ciently represented in the decision process.

The conceptual model was treated as a formal
system of interconnected components intended to in-
tegrate heterogeneous incident characteristics in one
assessment mechanism. Its main idea was to combine
traditional indicators of impact and response urgen-
cy with service-architecture parameters describing
the structural position of affected components in the
dependency network. This moved the analysis from
local assessment of a single event to examination of

potential consequences across the digital ecosystem. At
the conceptual level, the model assumed that incident
criticality was formed by three complementary groups
of factors. The first comprised direct incident charac-
teristics describing technical parameters and the scale
of initial impact. The second described architectural
features of the service infrastructure and the structural
importance of affected components. The third covered
cascading consequences as impact propagated through
the service-dependency network. Integration of these
factors allowed a more objective assessment of criti-
cality in complex digital environments (Krupalija et
al.,2022).Figure 2 presents the general structure of the
conceptual model.

’ Incident ‘
T
v A 4 v
Technical characteristics ‘ ’ Service dependencies ‘ ’ Cascading effects
T I T
\ 4

’ Analytical integration module ‘

v

’ Integral assessment of incident criticality ‘

v

’ Prioritisation and decision support ‘

Figure 2. Structure of the conceptual model for integral assessment of incident criticality

Source: compiled by the author

Analysis of the functional structure of the mod-
el identified several interconnected components, each
with a separate role in forming the integral assessment.
The components were combined within an integration
module that aggregated the resulting data. This element
converted multiple local assessments into one integral

criticality indicator. Conceptually, the integration module
formed the analytical core of the assessment system be-
cause it combined information on incident characteristics,
service-infrastructure topology, and the scale of cascad-
ing impact. A general description was prepared to clar-
ify the functional purpose of each component (Table 4).

Table 4. Main components of the conceptual model

Model component

Functional purpose and role in the assessment process

Incident description
module

Provides the initial representation of an incident by recording its type, source, time of occurrence,
scale of initial impact, and characteristics of the affected service. The resulting parameters form
input data for further analysis

Service-dependency
analysis module

Constructs and analyses the graph of relationships between services. Identifies dependent
components, structurally important nodes, and direct and mediated links that may affect
propagation of incident consequences

Cascading-consequence
assessment module

Analyses possible incident-development scenarios through the dependency network. Determines
the depth of impact propagation, number of potentially affected components, and probability
of secondary disruption of system operation

Integral criticality
calculation module

Combines analysis of incident characteristics, service dependencies, and cascading effects into
a single criticality indicator. Provides a quantitative comparison of incidents by their level of
potential threat to the information system

Integration module

Coordinates the results of separate analytical blocks, aggregates indicators, and forms a general
assessment of incident impact while accounting for systemic interdependencies

Decision-support
module

Uses the criticality assessment to determine response priority, allocate resources, and select
the first measures for mitigating incident consequences

Source: compiled by the author based on A. El-Maissi et al. (2024)

Analysis of the model structure established a se-
quential organisation from collection and processing of

initial information to formation of final management
conclusions. Each component performed a separate
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analytical function while remaining integrated into the
overall assessment process. The combined operation of
the components linked analysis of incident character-
istics, service-architecture features, and potential sys-
temic consequences within one information flow. This
arrangement supported determination of criticality and
provided a basis for justified incident prioritisation.
Conceptual modelling established that the pro-
posed approach depended substantially on interaction
between the individual system components. Unlike
linear assessment models, where information flows
sequentially from one stage to another, the proposed
structure provided continuous information exchange
between modules. Results of service-dependency anal-
ysis, for example, were used not only to assess cascad-
ing consequences, but also to refine the initial incident
description by accounting for the structural importance
of the affected service. The actual logic of the model
was therefore not limited to sequential information
transfer (Kosmowski et al., 2022). Results of cascad-
ing-effect analysis could modify the structural impor-
tance assigned to individual services, while integral-as-
sessment results could be used to revise parameters of
dependency analysis. This formed a closed analytical
loop in which each component performed its own func-
tions and also helped maintain consistency across the
assessment system. The conceptual model provided a
theoretical basis for further formalisation of criteria
and indicators of incident criticality. Unlike existing ap-
proaches, it integrated technical incident characteris-
tics, structural parameters of the service infrastructure,
and cascading mechanisms of impact propagation in
one analytical construction, allowing criticality to be

Pylypenko

treated as a complex characteristic of the functional
state of a digital ecosystem.

System of criteria and indicators

for criticality assessment

Development of an integral method for incident criti-
cality assessment required a criteria system capable of
representing the multidimensional nature of incident
impact in modern service-oriented information systems.
Theoretical analysis established that one indicator
could not provide sufficient coverage because incident
criticality is formed by technical, architectural, function-
al, and organisational factors. A multi-criteria approach
was therefore proposed in which the final assessment
integrates several groups of indicators representing
different aspects of incident impact on operation of
the digital ecosystem. This was necessary because in-
cidents with the same local characteristics can differ
substantially in systemic consequences depending on
the position of affected services in the dependency
structure (Reyes-Acosta et al., 2025). A short disruption
of a central authentication service, for example, can
produce much greater losses than a prolonged failure
of a peripheral component even when both incidents
have the same duration and technical parameters. The
criteria system therefore had to account for both direct
incident characteristics and potential impact on the
architecture of the service infrastructure. Four comple-
mentary criterion groups were formed: technical cri-
teria, structural criteria, cascading-impact criteria, and
business-oriented criteria. This division covered the
factors determining the actual incident-criticality level.
Table 5 presents the resulting criteria system.

Table 5. Criteria system for integral assessment of incident criticality

Criterion group Local indicator Indicator content
Level of service degradation Degree of functional disruption
. Incident duration Duration of adverse impact
Technical - - o
Recovery complexity Resources required to mitigate consequences
Security-threat level Potential breach of confidentiality, integrity, and availability
Number of dependent services Scale of architectural impact
Structural Node centrality Importance of the service within the dependency network
Position depth Position of the service in the architectural hierarchy
Service criticality Role of the service in maintaining system operation
Number of potentially affected nodes Scale of impact propagation
Cascading Length of propagation paths Potential for cascading effects
Intensity of impact transmission Strength of dependencies between services
Impact on business processes Disruption of core activities
Business Impact on users Scale of reduction in service quality
Level of operational losses Consequences for current processes

Source: compiled by the author based on D. Samia & F. Innal (2023), C. Wen (2024), L. Zhu et al. (2025), C. Zheng et al. (2026)

As Table 5 shows, each indicator represents one as-
pect of criticality and cannot by itself provide an ade-
quate assessment of incident complexity. Duration, for
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example, describes the temporal aspect of impact but
does not account for the architectural importance of a
service. Node centrality represents structural role, but
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does not measure the actual scale of functional dis-
ruption. Local indicators therefore had to be integrated
within one analytical mechanism. The criteria system
also corresponds to the multilevel structure of service
infrastructure. Technical indicators describe the local
operating level of an individual service. Structural cri-
teria represent the architectural level of relationships
between services. Cascading indicators describe in-
ter-level propagation of impact, while business criteria
represent final consequences for organisational activity.
The incident can thus be followed from its occurrence
through to effects on final business processes. The re-
sulting criteria system provided the theoretical basis
for assessment of incident criticality in service-ori-
ented information systems. In contrast to traditional
models that focus mainly on local event characteristics,
the proposed approach integrates technical, structural,
cascading, and business aspects of impact in one ana-
lytical construction. This multidimensional set of indi-
cators provided the basis for forming an integral criti-
cality indicator and developing a formal procedure for
its calculation.

Method for integral calculation
of incident criticality accounting
for service dependencies and cascading effects
After the criteria system and local indicators had been
formed, the next stage was development of a method for
integral calculation of incident criticality. The method
was intended to combine heterogeneous incident char-
acteristics in one analytical indicator. This mechanism
was required because criticality is multidimension-
al and cannot be represented adequately by separate
local indicators. The analysis established that an inci-
dent may simultaneously have high technical impact,
low architectural importance, and moderate business
consequences. Conversely, a small local impact may
have substantial potential for cascading propagation
through critical service dependencies. Decisions based
on separate indicators are difficult under these con-
ditions and can lead to subjective response priorities.
An integral approach was therefore proposed in
which criticality was treated as an aggregated char-
acteristic formed by several groups of factors. The in-
tegral indicator had to represent not only the scale
of direct disruption of service operation, but also the
architectural importance of the affected component,
potential propagation of adverse impact through the
dependency network, and final consequences for or-
ganisational business processes (Zheng et al., 2026).
The method was based on multi-criteria integration,
with the general criticality level determined through
stepwise aggregation of local assessments. Indicators
with different properties could therefore be considered
simultaneously without losing information about their
contribution to the final assessment. Figure 3 presents
the general structure of the integral indicator.

’ Local indicators ‘

v

’ Normalisation ‘

v

| Group indices |
’ Tl | Sl cl I Bl ‘

A4
’ Integral indicator ‘

v

’ Criticality level ‘

Figure 3. Formation of the integral criticality indicator
Notes: in the proposed method, the integral assessment
of incident criticality is formed from four interrelated
components: technical impact index TI, structural impact
index Sl, cascading impact index Cl, and business impact
index Bl

Source: compiled by the author based on B. Coutinho et
al. (2023)

Analysis of the scheme established that the pro-
posed approach used a hierarchical assessment prin-
ciple in which heterogeneous incident characteristics
were progressively converted into one general result.
This organisation combined different aspects of event
impact in a single analytical model while retaining
their substantive differences. The final assessment was
based on joint consideration of technical, architectural,
cascading, and business factors. This allowed criticality
to be determined more objectively than with approach-
es based on only individual indicator groups. A general
weighted-aggregation model was used for formal de-
scription of the integral assessment (equation 2). The
proposed model also allowed the assessment proce-
dure to be adapted to a particular information system
by changing the weights of individual components. In
critical infrastructure, for example, the weights of busi-
ness and cascading factors can be increased, whereas
local technical systems may place greater weight on
technical incident characteristics.

Directly combining all local indicators in one for-
mula was found to remove the structural logic of the
assessment. The proposed method therefore used a
multilevel aggregation mechanism. At the first level,
local indicators were integrated within each criterion
group. The technical index, for example, was formed
by aggregating service degradation, incident duration,
recovery complexity, and security-threat level. Struc-
tural, cascading, and business indices were calculated
in the same way. At the second level, the group indi-
ces were combined into the final integral assessment.
This retained interpretability and allowed the contri-
bution of each criterion group to the general criticali-
ty level to be examined. Figure 4 presents the logic of
multilevel aggregation.
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Figure 4. Multilevel aggregation procedure
Source: compiled by the author based on S. Gnatyuk et al. (2024)

A feature of the proposed approach was the inclu-
sion of structural parameters from the service-depend-
ency graph in the aggregation procedure. Traditional
methods usually assess incident impact mainly from
local event characteristics. The proposed model addi-
tionally accounted for topological features of the ser-
vice infrastructure. This represented the systemic im-
portance of the affected node and the scale of potential
cascading propagation of adverse impact. The integral

indicator was therefore formed from two complemen-
tary components: the actual impact of the incident and
its potential systemic impact through the service-de-
pendency structure. An interpretation scale was formed
for practical use of the integral assessment. Its purpose
was to convert numerical values of the integral indica-
tor into categories suitable for management decisions
on incident-response prioritisation. A five-level critical-
ity system was proposed (Table 6).

Table 6. Interpretation of the integral criticality indicator

Value range | Criticality level

Characteristic

0-0.2 Very low

The incident is local and affects only an individual system component or function.
The disruption does not cause a noticeable reduction in service availability, create
a risk of propagation to other components, or affect business processes

0.21-04 Low

The incident has a limited impact on one or several services, but its consequences remain
controllable. Interdependent system components largely remain operational, and the risk
of cascading failures is minor

0.41-0.6 Medium

The incident has a noticeable effect on system operation and reduces service quality
or causes partial loss of functionality. Consequences may propagate to connected
components, requiring a prompt response

0.61-0.8 High

The incident affects several interdependent services and may disrupt key functions of the
information system. There is an increased risk of cascading effects, substantial reduction
in service availability, and adverse effects on users and business processes

0.81-1 Critical

The incident is systemic and involves critical infrastructure components. Consequences may
propagate through the service-dependency network, causing cascading failures, substantial
operational losses, disruption of business processes, and a need for immediate response

Source: compiled by the author

The proposed scale provided a unified interpre-
tation of results regardless of the characteristics of
individual services or architectural features of the
information system. Boundaries between levels may
nevertheless be adjusted to a particular domain, or-
ganisational requirements, or regulatory documents
on risk and incident management. The formalised
method used a multilevel procedure to aggregate lo-
cal indicators structured according to the conceptual
assessment model. Unlike traditional approaches, it
accounted for direct incident characteristics, archi-
tectural features of the service infrastructure, and
the potential for cascading propagation of adverse
impact. The integral indicator therefore acted as a
complex measure of systemic criticality and support-
ed more justified incident prioritisation in complex
digital environments.
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Mechanism for accounting for cascading effects

in the service-dependency graph

Service-oriented information systems are characterised
by a complex network of interdependencies between
infrastructure components. In traditional monolithic
systems, incident consequences are usually confined
to the local environment in which the event occurs. In
multilevel digital ecosystems, disruption of one service
can instead cause sequential degradation of many oth-
er components. Theoretical analysis established those
cascading mechanisms of impact propagation are one
of the main reasons why the initial characteristics of
an incident can differ from its actual consequences for
the information system. The proposed method there-
fore included a mechanism for accounting for cascad-
ing effects, so that criticality assessment covered both
direct incident consequences and the potential scale
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of subsequent propagation through the service-de-
pendency network. A local incident assessment often
does not represent actual systemic importance. Failure
of an auxiliary authentication service, for example, may
initially affect only one infrastructure component, but
a large number of dependent services can allow the
consequences to spread across the digital platform.
Under these conditions, criticality depends on both the
scale of the initial disruption and the structure of the
interdependency network through which adverse im-
pact is transmitted (Li et al., 2025).

Incident consequences were considered as a combi-
nation of direct and indirect impacts. Direct consequenc-
es arise in the affected service itself or in components
connected to it directly in the dependency graph. Indi-
rect impacts arise when disruption propagates through
several levels of service relationships and may occur
even in components that have no direct connection to
the incident source. Propagation distance was used to
formalise this mechanism. The distance represents the
number of graph edges through which adverse impact
passes from the incident source to a particular service.
Direct impact therefore corresponds to a distance of
one,while indirect impacts occur at distances of the sec-
ond, third, and subsequent orders. Figure 5 summarises
the direct and indirect impacts of an incident.

Incident

|
|
v v

Figure 5. Direct and indirect impacts of an incident
Notes: S1-S5 are conventional designations for services
(nodes) of the information system in the service-dependency
graph. Node S1 corresponds to the service in which the
incident occurs, while S2-S5 represent dependent services to
which its impact may propagate. Arrows between nodes show
the direction of impact transmission and possible routes by
which cascading consequences may develop
Source: compiled by the author based on H. Nguyen et al. (2022)

|
|

Service S1

In the example, impact on services S2 and S3 was
treated as direct, while the consequences for S4 and
S5 were second-order indirect impacts. Analysis of the
graph structure established that, in real service ecosys-
tems, indirect impacts often considerably outnumber

directly affected components. Their inclusion in critical-
ity assessment is therefore necessary. The scale of ad-
verse consequences also depended on the architectural
position of affected services rather than only on their
number. Accumulated propagation effect was intro-
duced to represent this factor and described the total
incident impact on all components within the affected
area. Conceptually, the accumulated effect was formed
by summing the contribution of each service reached
by the adverse impact. The contribution of a node de-
pended on the strength of its link to the preceding
component and its distance from the incident source.
Impact was assumed to weaken gradually as the trajec-
tory became longer, although it did not disappear com-
pletely because even distant components may partici-
pate in critical functions. The accumulated effect was
described theoretically using the general model:

CE=37,], A,

where CE - the accumulated incident-propagation ef-
fect; /, - impact on the i-th service; d, - distance from
the incident source to the corresponding node; A - im-
pact-attenuation coefficient; and n - the number of ser-
vices reached by propagation.

The proposed approach accounts for both the extent
of service-infrastructure coverage and the gradual de-
crease in impact intensity as propagation routes become
longer. The analysis established that secondary and ter-
tiary consequences often form a substantial part of over-
all incident criticality, particularly in distributed service
environments where one component may serve dozens
or hundreds of dependent services at the same time.

The structural role of a service in the informa-
tion-system architecture is another factor in criticality
assessment. Incident consequences depended substan-
tially on the graph node in which the event occurred.
Disruption of a peripheral component is usually local,
whereas an incident at a central node can cause ex-
tensive degradation of the entire system. The model
therefore included structural importance of a service,
describing its role in supporting interaction among
other infrastructure components. Three main charac-
teristics were used to determine structural importance:
the number of incoming and outgoing dependencies;
the position of the node in the service-interaction net-
work; and participation of the service in critical busi-
ness processes. These characteristics were used to form
a general classification of services (Table 7).

Table 7. Levels of structural importance of services

Level Service characteristic Potential cascading impact
Low Peripheral service with limited connections Minimal
Moderate Service with local dependencies Limited
High Central service within an individual segment Substantial
Critical Key node of the digital ecosystem Maximum

Source: compiled by the author based on H. Nguyen et al. (2022)
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Analysis of service structural-importance levels
established that potential incident consequences de-
pended strongly on the position of the affected com-
ponent within the service-dependency architecture.
Peripheral services with few links had minimal poten-
tial for impact propagation, so their failure was usual-
ly limited to local functional disruption. Services with
local dependencies could affect individual functional
segments, but the scale remained limited. Central ser-
vices within separate segments acted as concentration
points for interactions between components, and their
failure could therefore disrupt several interdependent
services simultaneously. The highest structural impor-
tance applied to key nodes of the digital ecosystem
through which many service dependencies passed. In-
cidents in these components could initiate cascading
adverse impact across different architectural levels and
produce systemic failures.

The proposed mechanism for accounting for cas-
cading effects therefore integrated three interrelat-
ed aspects into criticality assessment: direct incident
consequences, the accumulated effect of propagation
through the service-dependency network, and the
structural importance of affected components. Tradi-
tional approaches are confined mainly to local event
characteristics. The proposed model also accounts for
systemic incident consequences and provides a strong-
er basis for determining actual criticality in complex
service-oriented information systems.

DISCUSSION

Research on incident management and system criti-
cality assessment has gradually moved from descrip-
tive approaches towards formal graph-based and
algorithmic models that account for component in-
terdependencies, the dynamics of failure propagation,
and the need to prioritise events in large distribut-
ed environments. A general comparison of Z. Chen et
al. (2021), 1. Saraniené et al. (2024) and K. Adamos
etal.(2024) identified a common methodological basis
for incident criticality assessment: analysis of struc-
tural dependencies between components of complex
systems and use of graph models to formalise these
relationships. In these studies, criticality was treated
not as a local property of an individual element, but
as a systemic property arising from inclusion of that
element in a network of functional or state-depend-
ent relationships. This was consistent with the present
study, in which incident criticality was also interpret-
ed as an integral characteristic formed through causal
graphs of service dependencies. The reviewed studies
likewise described an uneven distribution of criticality
within a system, where individual nodes or services
exert a disproportionately large influence on overall
infrastructure operability. In |. SarQiniené et al., this
appeared in assessment of the functional importance
of elements; K. Adamos et al. used state-dependent
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relationships and their effect on resilience of cy-
ber-physical systems; and Z. Chen et al. used graph ag-
gregation of incidents and identification of relation-
ships in large service environments. The present study
represented a similar effect through an integral model
that identified critical nodes while accounting for cas-
cading impact propagation, which gave the phenom-
enon a broader interpretation. The studies also sup-
ported graph modelling as a general analytical tool
for complex infrastructures. |. SarGniené et al. imple-
mented the graph logic indirectly through structural
dependency analysis, K. Adamos et al. used state de-
pendency graph models, and Z. Chen et al. represented
incidents explicitly as a graph for aggregation. This is
compatible with the causal graph approach used here,
which extends conventional models by formalising
impact direction and propagation mechanisms. The
comparison also identified an important difference.
. Sardniené et al., K. Adamos et al., and Z. Chen et
al. mainly considered either static importance meas-
ures or structural dependencies without fully repre-
senting the dynamics of cascading effects. The pres-
ent study instead used an integral approach in which
incident criticality depended on both dependency
topology and the potential for transitive propagation
through the system. This moved the analysis from de-
scriptive comparison towards a more formal assess-
ment of systemic incident consequences.

Areview of J. Chen et al. (2020),Z. Chen et al. (2020)
and I. Ahmed & T. Sohrab (2023) identified another,
complementary line of current research in which at-
tention shifts from purely structural modelling to-
wards a combination of empirical incident analysis,
scenario-based threat assessment, and greater use of
intelligent methods in incident management. Unlike
approaches focused only on graph structure, these
studies also considered behavioural characteristics of
incidents, the context in which they arise, and possi-
bilities for automated decision support. This provides
a broader analytical setting than classical criticali-
ty models. J. Chen et al., for example, used empirical
analysis of large incident datasets from online service
systems and identified a mismatch between incident
frequency and actual criticality. Response process-
es were heavily loaded by low-priority events. This
partly corresponded to the logic of the present study
because it also supported differentiation of incidents
by impact level. The main difference is that prioriti-
sation in that work was based on attributes of the
incidents themselves, whereas the present study de-
termined criticality through structural causal depend-
encies between services, allowing the systemic effect
of impact propagation to be represented. I. Ahmed
& T. Sohrab (2023) examined vulnerability criticality
by analysing possible attack-development scenar-
ios, relationships between network nodes, and the
probability of exploitation by attackers. Their results
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supported graph models for identifying the high-
est-risk components of information infrastructure and
improving cyber-risk management. This was consist-
ent with the present use of graph representations of
system relationships to identify critical points and im-
prove cyber-threat assessment. The present study ex-
tended that approach by incorporating additional risk
parameters and focusing on adaptive management of
information-system security.Z. Chen et al., in turn, pro-
posed a conceptual model of intelligent incident man-
agement centred on integration of data analytics and
machine-learning methods for decision support. Their
work was partly consistent with the present conclu-
sions concerning the need to move towards proactive
incident management.

I. Sperstad et al. (2021) proposed a graph frame-
work for analysing the vulnerability of critical event
sequences in power systems. The authors reported
that graph structures could identify critical failure-de-
velopment trajectories and assess their effect on sys-
tem stability. These results were partly consistent with
the present study because they also supported graph
representation of dependencies for analysis of critical
scenarios. A. Schweikert et al. (2021) proposed a sim-
plified method for identifying inter-system depend-
encies in critical-infrastructure networks. The authors
found that even simplified modelling of interdepend-
encies could improve assessment of mutual influence
between services and infrastructure components. This
also corresponded to the present conclusions on the
role of inter-service dependency analysis in determin-
ing element criticality. The earlier work, however, used
a mainly simplified procedure for identifying depend-
encies without detailed modelling of causal relation-
ships or integral assessment of cascading effects, both
of which were developed in the present study. X. Bin
Wee et al. (2022) developed a simulation approach
for assessing the criticality of urban rail and interde-
pendent infrastructure networks. Their modelling of
relationships between transport and associated in-
frastructure systems identified vulnerable nodes and
assessed the consequences of their failure for overall
system operability. These results partly supported the
present conclusion that inter-system dependencies
should be considered when determining criticality.
S. Cui et al. (2025) proposed an agent-based approach
to structured graph traversal for root cause analysis
of incidents in cloud applications. The authors found
that agent mechanisms could identify primary causes
of incidents more effectively in complex distributed
systems with multilevel dependencies. This was con-
sistent with the present results because it also sup-
ported graph representation of systemic relationships
for incident analysis.

The reviewed literature showed that current ap-
proaches to system criticality and vulnerability assess-
ment are based mainly on graph representations of

dependencies and analysis of component interaction.
Some studies, however, were limited either to event
sequences in physical systems or to simplified identifi-
cation of inter-service dependencies without integrat-
ing cascading effects into a single assessment model.
The present study addressed these limitations through
causal graphs of service dependencies and an integral
approach to incident criticality assessment. This made it
possible to account for both structural system complex-
ity and the dynamics of incident-impact propagation.

CONCLUSIONS

The theoretical study established that traditional ap-
proaches to incident criticality assessment were orient-
ed mainly towards local event characteristics such as
downtime, the level of impact on individual resources,
and direct losses. This methodology did not fully ac-
count for the complex structural organisation of mod-
ern service-oriented information systems, so systemic
and indirect incident consequences remained underes-
timated. The main limitations of existing approaches
were the omission of inter-service dependencies, ab-
sence of cascading-effect analysis, static assessment
criteria, and insufficient consideration of the architec-
tural context of digital ecosystems. Incident criticality
was found to depend not only on direct consequences,
but also on the structural position of the affected ser-
vice in the dependency network and on the way, impact
propagates between system components. These find-
ings substantiated a transition from a resource-orient-
ed to a service-oriented approach in which criticality
is treated as an integral characteristic of digital-infra-
structure operation.

Formalising the service infrastructure as a direct-
ed weighted graph made it possible to describe caus-
al relationships between infrastructure nodes, system
services, application services, business services, and
business processes as one analytical system. Incidents
propagated through a network of directed dependen-
cies, while propagation intensity depended on graph
topology, link type, and link weight. Central nodes had
a higher level of systemic risk, whereas peripheral
components were usually associated with local conse-
quences. Incident criticality was determined by three
interrelated components: direct technical impact, struc-
tural importance of the affected service, and cascading
propagation of adverse effects.

A conceptual model for integral assessment of in-
cident criticality was proposed. It uses multilevel ag-
gregation of local indicators into group indices and
then forms a general integral indicator. The approach
combines technical, structural, cascading, and business
criteria in one analytical construction while retaining
interpretability of the results. Cascading effects were
found to be important because a substantial share of
incident consequences develops at more distant lev-
els of the service infrastructure. The study was limited
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MeTop iHTerpasbHOro ouiHIOBaHHA KPUTUYHOCTI iIHUMAOEHTIB
i3 BUKOPUCTAaHHAM NPUYUHHO-HacNiaKoBUX rpadis
CepBiCHUX 3aNeXHocTen
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AHoTauif. AKTyanbHiCTb AOCNIAKEHHS 3yMOB/IEHa HEOOXiAHICTIO NiABULLEHHS TOYHOCTI BU3HAYEHHS MPiOpUTETHOCTI
pearyBaHHs Ha Nofii B yMOBax 3p0OCTatoyoi CKNafHOCTI LMdpoBux iHPpacTpyKTyp, Ae B3aEMO3ANEXHICTb KOMMOHEHTIB i
KacKafHe NoLMPEHHS NopyLIeHb MOXYTb CYTTEBO NMOCUIOBATA MacWTabu HEraTUBHUX HACNiAKIB. METOK LOCNIKEHHS
6yno po3pobneHHs niaxony 40 06rPYHTOBAHOIO paHXXyBaHHS iHUMAEHTIB 3@ PiBHEM iX KPUTUYHOCTI 3 ypaxyBaHHSAM
B33aEMO3aNIEXHOCTI CepBiciB Ta MacwTaby NoTeHUiMHUX HacniaKiB. MeTO40N0riYHY OCHOBY A,OCAIAXKEHHS CTAaHOBWUAU
CMCTEMHUI aHani3, abctparyBaHHs, Gopmanisadis, rpadose Ta KOHLENTyaNbHe MOAENOBAHHS, 3aCTOCOBAHI ANs
[OCNIAXKEHHS CEPBICHUX 3aNeXHOCTEN i 06rPYHTYBaHHS MiAXOAY A0 OLiHIOBAHHA KPUTUUYHOCTI iIHUMAEHTIB Y CKNAAHUX
iHbopMaLinHMX cucteMax. Y pesynbTaTi AOCNAIAXKEHHS BCTAHOBMIEHO, WO TPAAMLIMHI NiAX0AN A0 OLiHIOBAHHS
KPUTUYHOCTI iIHUMAEHTIB € IOKANbHO OPIEHTOBAHMMU Ta HE BPaXOBYHTb MiXCEPBICHI 3aNeXHOCTI, KACKaaHi
edeKkTn 1 apXiTeKTYpHUIA KOHTEKCT Cy4aCHUX CEPBICHO-OPiEHTOBAHUX iHPOPMALIMHUX CUCTEM, LLO NPU3BOAUTL A0
HEeA00LiHIBAHHA CUCTEMHMX HacNiakiB. OBrpyHTOBAHO, WO KPUTUYHICTb iIHUMAEHTY GOPMYETHCA SIK iHTErpanbHa
XapaKTePUCTUKA, IKa 3aNeXuTb He NuLue Big 6e3nocepesHbOro TEXHIYHOMO BMNAUBY, ane i Bif, CTPYKTYPHOT 3HAUYLLOCTI
YPAXXEHOro CepBicy Ta XapakTepy NOWMWPeHHS BIAUBY B Mepexi 3anexHocTen. [Toka3aHo, Wwo caMe NOEAHAHHSA X
(akTopiB 3abe3neyye KOpekTHile Bif0OPaKeHHS peanbHOro piBHS CUCTEMHOMO PU3MKY. 3anNpoNoOHOBAaHO rpadoBy
Mofenb CepBiCHOT iHPPACTPYKTYpM Ta KOHLENTYaNnbHUIM NiaXia 40 iHTErpanbHOro OLiHIOBAHHSA KPUTUYHOCTI,
O MOEQHYE TEXHIYHI, CTPYKTYpPHI, KAacKaaHi Ta Bi3HECOBi NOKa3HMKKU B Mexax GaraTopiBHEBOro arperyBaHHs.
BcTaHoBREHO, WO BpaxXyBaHHS KackagHUX ePekTiB i CTPYKTYPHOI BaXX/IMBOCTI CEPBICIiB € KNHOYOBMM A9 TOYHOTO
OLiHIOBaHHS iHUMAEHTIB, OCKINIbKM A,03BONSIE BPAXOBYBATHU AK NPsMI, TaK | HENPAMI HACNIAKM Ta BU3HAYaTW NOTeHUian
TpaHcdhopMaUii 1okanbHMX 360iB Yy CMCTEMHI NOpYyWeHHS. Pe3ynbTaTy JOCNIAKEHHS MOXYTb OyTUM BUKOPUCTaHI
haxisugmu 3 kibepbesneku, apxiTekTopaMu iHPOpPMaLiIAHUX CUCTEM i aHANITUKAMM LLEHTPIB MOHITOPUHIY iHLMAEHTIB Y
[epXXaBHWUX Ta KopnopatuBHMX | T-iHPpacTpyKTypax 4Ns NiABULLEHHS TOYHOCTI NpiopuUTM3aLii IHUMAEHTIB | OLiHIOBAHHS
CUCTEMHUX PU3MKIB

KnouoBi cnoBa: uudpoBa iHOpaCTpyKTypa; CEpBiCHO-OPIEHTOBAHA apXiTeKTypa; KackagHi edekTy;
6araTokpuTepianbHUIM aHanis; iHpopMaLiiHi CMCTEMMU; aHaNi3 PU3KKIB
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