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Xapin O.0. Metoan Ta 3aco0M I1HTETPOBAHOIO 3axHCTy iHGopmMmalii B
TEJEKOMYHIKaIIMHUX CHCTEMaX MHOXXHHHOTO JOCTYIy Ha OCHOBI (haKTOpPiaJIbHOTO
KoayBaHHS JaHuX. — KBamiikariiifHa HaykoBa mpars Ha IpaBax pyKOTHCY.

Huceprartiist Ha 3100yTTS CTyneHs JAokTopa (inocodii 3a croerianbHicTiO 123
«Komm’totepHa iHxeHepis». — UepkachbKuil JepKaBHUN TEXHOJIOTTYHUIN YHIBEPCUTET,
Yepxkacu, 2020.

HMucepraiiiina po0oTta copsiMOBaHa Ha BHPIIIEHHS AaKTyaJlbHOI HayKOBO-
TeXHIYHOI 3amayi, IO TMOJsITaE B MIABUINCHHI JTOCTOBIPHOCTI TEpeIaBaHHS
iHpopmMmarii, 3a0e3nedeHHi 11 KOHQIICHIIIHHOCTI Ta IUJIICHOCTI Ha OCHOBI
BUKOPUCTaHHA (aKkToOplalbHOrO KOAyBaHHS JaHux. Ll 3agaya mnependavae
HEOOXIJTHICTh YJAOCKOHAJIEHHS ICHYIOUMX METOMIB (haKTOPIaIbHOTO KOJYBaHHS,
CTBOPEHHS ~ METOJy TMOOYJOBM  TEIEKOMYHIKAI[IHHUX CHUCTEeM Ha  OCHOBI
HEPO3AUIBHOrO (haKTOPIaNbHOTO KOAYBAHHS 3 JMHAMIYHUM PO3MOJLIOM PECYPCIB
MK KOPUCTYBauaMH CUCTEMHU B PEKUMI PEAIbHOTO Yacy.

VY po6oTi mpoBENIEHO aHalli3 ICHYIOUYHMX METOAIB (haKTOPIaIbHOIO KOJyBaHHS,
30kpemMa (HaKTOpiaIbHOTO KOJY 3 BIJHOBJIEHHSIM JaHUX 3a TMEPECTAaHOBKOIO, SKUMU
MOKa3aB, 110 BOHU BPa3uBl JO MOMUJIIOK TTAPHOI KPATHOCTI, TAKUX, 110 TMPU3BOSAThH
no TpaHcopmarlii OJIHI€E] TMEPECTAaHOBKM 3 JIO3BOJICHOI MHOXWHHU B IHIIY
MEPECTaHOBKY, 10 HAJICKHUTh 1[I K€ MHOXKHHI. 3 METOI MiJBUILECHHS CTIHKOCTI
dakTopiabHUX KOJIB JO0 TOMIJIOK MapHOi KpPaTHOCTI, C(OPMYIIbOBAHO 3a7ady
pobOTH, siKa MOJSTaE y po3poOIll METOIB MIJIBUIIICHHS JOCTOBIPHOCTI MepeiaBaHHs
JTAaHUX Y CUCTEMAX 3 HEPO3AUTbHUM (PaKTOPI1aIbHUM KOJTyBAHHSM.

[lle omHWM HaANPSAMKOM JOCHIDKEHb, TOB’SI3aHUM 3 (aKTOpiaTbHUM
KOJQyBaHHSAM, € Tiporiec (OPMYBaHHS CHTHAJIBHO-KOJIOBOT KOHCTPYKIi IS
HEPO3AUTbHUX METOIB (haKTOPIaTbHOTO KOAYBaHHS, 30KpeMa (haKTOPiaIbHOTO
KOJYBaHHS 3 BIJHOBJICHHSIM JaHHUX 3a TIEPECTAaHOBKOO, 110 JIO3BOJIMIIO O BUSBIIATH Ta
BUTIPABIISATA TIOMHJIKM MaJlol KPaTHOCTI. 3 METOI0 3a0e3mneueHHs] 0aXaHOTo pPIBHS
JIOCTOBIPHOCTI TIEpelaBaHHS JaHMX Ta MaKCcUMami3alli MIBUIKOCTI KOIy, OYIo

c(hopMyIbOBAHO HACTYIIHY 3aJauy AUCEPTAIIiHOI pOOOTH, sKa MOJsrae y po3pooiri



MeToty (hOpMyBaHHSI CUTHAJIBHO-KOJIOBOI KOHCTPYKIIT JIJIsl CUCTEM 3 (paKTOpiaIbHUM
KOJYBaHHS 3 BIJIHOBJICHHSIM JJAHUX 32 TIEPECTAHOBKOIO.

PosrisitHyto  icHyroui  METOAM  KOJIyBaHHS  MOBJICHHEBUX  CHUTHAJIB.
[IpoanaiizoBaHO METOAM KOJIyBaHHS Ha OCHOBI 3TOPTKOBUX KOJIB Ta METOAHM Ha
OCHOBI KacKaJHUX KOJ1B. AHaji3 3rOpTKOBUX KOJIB IIOKa3aB, 110 chopMOBaHA
KOZIOBa MOCJIIOBHICTh MICTUTH 1H(OpMAIIIiiHI CUMBOJIM y BIAKPUTOMY BUIJISAI, L0
HakJagae OOMEXKEHHS Ha BHUKOPHUCTAaHHS IMX KOJIB TMiJg dYac TMepeaaBaHHS
KOH(]1AeHITIHHOT 1HpOopMaIlii, a TaKOXXK MArOTh IIBUJKICTh KOy, SKa HE MEPEBHUIILYE
1/2, 106TO OmHOMY iH(OPMAILIIHOMY CHMBOJY CTaBUTHCS Y BIJIMOBIAHICTH JBa
CUMBOJIM KOJOBOi MOCHIZIOBHOCTI. Y TOM ’K€ Yac, KackaiHl KOAHW, 3a PaxyHOK
MOCJIJOBHOTO BUKOPUCTAHHS JIEKITBKOX KOJIB, JTO3BOJIAIOTH BUPIMIUTH MpoOIeMy
3axuCTy iH(OpMallii BiJi HECAHKI[IOHOBAHOTO YHUTAHHSA, i€ BHOCATH JOJIATKOBY
HAJJIMIIKOBICTh, @ TAKOX 30UIBIIYIOTH amapaTHi BUTpaTH. BukoHaHuil aHami3z mae
3MOTY YITKO C(OpMYJIIOBATH HACTYMHY 3aJady JUCEPTALIHHOTO TOCTIIKCHHS, SKa
MoJiArae y po3poOIll METOAIB JeKOAYyBaHHS (haKTOpiadbHUX KOJIB 3 BiJIHOBJICHHSIM
JAHUX 3a TIEPECTAHOBKOIO JUIsI CHCTEM TMepeJaBaHHs MOBJICHHEBOI 1H(opMaIlii
pEaNbHOTO Yacy.

BukoHnaHo aHaii3 iICHYIOUUX METO/IiB TOOYOBH TEIIEKOMYHIKAI[IHHUX CHCTEM 3
MHO>XHHHUM JOCTYIIOM Ha 0a3i MyJIbTHUIICKCYBAaHHS MMAKETIB Ta YaCOBOTO PO3IMOILITY.
AHamni3 1UX METOJIB MOKa3aB, MO0 OUIBIIICT, 3 HUX NependayaroTh HasBHICTb
CITy»’K00BHX TMaKETIB JUIsl pealizailii MeXaHi3My pe3epByBaHHs / 3BIJIbHEHHS YaCOBUX
IHTEepBaIIB IMIJ Nepenady AaHuX, L0 3MEHIIYe 3arajbHy NPOIMYCKHY 30aTHICTb
KaHaimy. Takoxk y IHMX METOoJaX He peaji3oBaHO €IWHY MpoIeaypy 3a0e3neueHHs
1HTErpoOBaHOTO 3axuCTy 1H(popmarli. Buxoasuu 3 uporo, chopMyabOBaHO 1€ OAHY
3aJady JaHoi poOOTH, sKa TMOJsArae B  poO3poOIl  METOAy MOOYI0BU
TEJICKOMYHIKAIIMHUX  CHUCTEM  MHOXXMHHOTO  JIOCTYIly 3  BUKOPHUCTaHHSAM
HEPO3JILHOTO (PaKTOPIaJTbHOIO KOTYBaHHS.

B pamkax amcepramiiHOro JOCIIDKCHHS BIIEpIIC PO3POOJICHO METOIU
MIBUIIEHHS JOCTOBIPHOCTI TEpelaBaHHs JaHUX Yy CHCTeMax 3 (akTopiaibHUM
KOJYBaHHS 3 BIIHOBJICHHSM JaHUX 3a NIEPECTAHOBKOIO, SKi 3a PaxXyHOK JIOMTOBHEHHS

NepecTaHOBKU OiTaMu O3HAK Ta KOMOIHYBaHHS 3aBaJOCTIMKUX KOJIB JO3BOJISIOTH



MIIBUIIUTH 3[aTHICTh HEPO3AUIBHUX (DaKTOPIadbHUX KOJIIB /10 BUSBICHHS MTOMUJIOK.
Po3pobisieno anroput™ (hakTopiadbHOTO KOAYBAHHS 3 JOJATKOBUMH IE€PEBIPHUMHU
Oitamu. Peamizaiiss anropuTMy Aa€ 3MOTy 3MEHIIUTH HMOBIPHICTh HEBUSIBJICHOT
KOZIOM TIOMUJIKH, 32 HE3aJIeKHUX OITOBUX MOMMJIOK, Y MOPIBHSAHHI 3 (paKTOpiaJbHUM
KOJZIOM 3 BIJHOBJICHHSIM JaHUX 3a MEPECTaHOBKOIO 3 JOMOBHEHHSM Ha 2-4 MOPSJIKU
it M = 8 y 3aJIe)KHOCTI BiJl KMOBIPHOCTI O1TOBOT MOMUJIKH 332 PaxXyHOK HE3HAYHO1
BTpaTH B IIBUJKOCTI Konay. Takoxk po3poOsieHO ainroput™ (PakTopiaibHOTO
KacKaJHOTO KOAyBaHHs. Peanizalliss aJiropuTMy Ja€ 3MOTY Ha MOPSIOK 3MEHIIUTU
HMOBIPHICTb HEBHUSBICHOI KOJAOM TOMUJIKHM, 32 HE3QJIEKHHX OITOBUX MOMHIIOK, Y
nopiBHsiHHI 3 ®KBJI mis k = 15 y 3anexHocTi Big IMOBIPHOCTI OITOBOI MOMMJIKH,
U [IbOMY 32 JOBKUHU OJIOKY TaHuX kK = 128 mBUAKICTh KOy HE 3MIHIOETHCS.

Brnepiie po3pobisieno meTonn GopMyBaHHSI CUTHAIBHO-KOJOBOI KOHCTPYKLIT JIJIst
cucTeM 3 (akTOpiaJbHUM KOJYBAHHS 3 BIAHOBJIEHHSIM JaHUX 32 MEPECTAaHOBKOIO,
AKUM 32 pPAXyHOK MOOYJIOBH PEIIITOK 3 BHCOKOK IIUIBHICTIO PO3TAllyBaHHS
CUTHAJIbHUX BEKTOPIB J0O3BOJISIE MAKCUMI3YBaTH IIBUJIKICTh KOy JUIS 33JJaHOTO PiBHS
JOCTOBIPHOCTI TepeJaBaHHsl JaHUX Ta BIAMOBIIHOI MIHIMAIbHOI BIJCTaHI MiX
By3JaMu pemnTkd. [[o0ynoBaHO pelnTKH, By3JaMU $SKOi € IEePEeCTaHOBKH, IO
JI03BOJISIFOTH BUSIBIISITH MOMIMJIKH KpaTHOCTI t < 5 1 BUMPABISATH MOMUJIKH KPAaTHOCTI
t < 2 3 MakCHMAaJIbHOIO MIBHAKICTIO Koy mit M =5, k =3, N, =10 ta M = 6,
k =5, N, = 60.

KpiM TOro, oTpumaB nofanblinii pO3BUTOK METOA (aKTOPIalbHOTO KOAYBaHHS
3 BIIHOBJICHHSIM JIaHUX 3a TIEPECTAHOBKOIO, SIKWW 32 PaXyHOK BIJHOBIICHHS JaHHX 3
BTpaTaMd Ha OCHOBI METPUKHM XeMMiHra a0o METOAY JIHIMHOI 1HTEPHOsIi
J03BOJISIE  3a0€3MEYUTH 3aXUCT MOBJIEHHEBOI 1H(GOpMAIl BIJ NOMWIOK KaHaTy
3B’SI3Ky Ta HECAHKI[IOHOBAHOTO JIOCTYNy B TEJICKOMYHIKAIIMHUX CHCTeMax
peasibHOTO 4Yacy. Po3po0jeHO CTpPYKTypHY CXeMy MPHUCTPOIO JI€KOAYBAaHHS Ta
QJITOPUTM BUITPABIICHHS TOMUJIOK 3 BTpaTaMH y HEPO3AUIbHUX (paKkTOpiadbHUX KOJax
B MeETpulll XeMMiHra, mio 3a0e3mnedye piBeHb IIyMy JCKOAYyBaHHS, SKUH He
NEPEeBUIIY€E 3HAUYCHb PIBHSA KOM(OPTHOro mIymMy 3a WMOBIPHOCTI OITOBOi MOMUJIKU
Po < 1072 y kamanax 3 He3alle)KHMMM OITOBUMHM IOMHJIKAMHU. Po3poGneHa cxema

JI03BOJISIE amapaTHO pealli3yBaTH NPUCTPIA JEKOAyBaHHS (DAKTOplaJbHUX KOMAIB B



MeTpulli XemmiHra. Po3poOieHO CTpYKTypHY CXeMy MPUCTPOIO NEKOAYBAaHHSA Ta
JITOPUTM BUIIPABJICHHS MOMWIOK 3 BTpaTaMu y HEPO3AUIbHUX (DAKTOpIabHUX KOJaxX
METOJIOM JIIHIMHOT 1HTEPHOJIAILii, 110 3a0e3neuye piBeHb ITyMy JIEKOJYBaHHS, SIKUM
HE TIEPEBHIILYE 3HAUCHb PIBHSI KOM(POPTHOTO IIyMy 3a HMOBIPHOCTI 61TOBOT MOMMJIKU
Po < 1072y kaHanax 3 NakeTyBaHHAM OITOBHX NOMHUIOK. Po3pobneHa cxema
JI03BOJISIE amapaTHO pealli3yBaTH NPUCTPI JEeKOAyBaHHA (HaKTOPIaIbHUX KOJIIB
METOIOM JIIHIHHOT 1HTEePITOIAIIIT.

B 3akmrouHiii 9acTWHI IUCEPTAIliHHOTO MOCIIDKCHHS BIEPIIEC PO3POOJICHO
MeTo/l TOOYJOBH CHUCTEM MHOXXWHHOTO JOCTYIy Ha OCHOBI HEPO3IILHOTO
(dakTopiabHOrO KOJIYBaHHS, SIKUM 32 paXyHOK BUKOPUCTAaHHS (DAKTOPIabHOTO KOIY
3 3aIaHMM YHUCJIOM 1HBEpCIA Ta BUAUICHHS KOXKHOMY 3 KOPUCTYBadiB MIAMHOKHHH
IEPECTaHOBOK 3 MEBHUM HAOOpOM BIJIACTUBOCTEW 3a0e3ledye 1HTErpOBaHUN 3aXUCT
iH(dopMaIli BiJi HECAaHKIIIOHOBAHOTO JIOCTYITY Ta MOMUJIOK KaHAIy 3B'S3KYy, a TaKOX
IUKJIOBY CHHXPOHI3alil0 0e3 3acTOCYBaHHS OKPEMOTO KaHally CHHXpPOHIi3allii.
Po3po6iieH0 CTPYKTYpHY CXEMy Ta airopuT™M poOOTH MYJIBTHIUIEKCOpa KaHAaJliB
3B’S13Ky Ha OCHOBI (paKTOpiaJIbHOIO KOy 3 3aJaHMM YHUCJIOM IHBEpCId, 110 HE
notpedye oprasizaiii CHHXPOHI3YIOUOIO KaHaly Ta MIATPUMYE IHKIIOBY
CUHXpOHI3aIil0 3a poOounM curHaioMm. Po3pobiieHa cxema [103BOJIsi€ arapaTHO
peanizyBaTd MyJbTUIUIEKCOP KaHaliB 3B’A3KYy. PO3p00JIEeHO CTPYKTYpHY CXeMy
TEJIEKOMYHIKALIHHOT CHUCTEMH 3 MHOXUHHUM JOCTYIIOM 3 BHUKOPHCTAHHSAM
MYJIBTUILUIEKCOpA KaHaMIB 3B'A3Ky HAa OCHOBI (DAaKTOpIaJbHOTO KOIY 3 3aJlaHUM
YUCJIOM 1HBEPCid, pO3pOOJEHO aITOPUTM JUHAMIYHOTO PO3MOILITY pecypcy
OPONYCKHOI 37aTHOCTI KaHaJly 3alie)KHO BIlJ 3HAYEHHS HABAaHTAXEHHS, IO
CTBOPIOETHCS KOXHUM 3 KOpPUCTYyBauiB cuctemMu. Po3polOiieHa cxema J03BOJISIE
amapaTHO peasli3yBaTH TEJIEKOMYHIKAI[IHHY CHCTEMY 3 MHOXHHHUM JOCTYIIOM Ha
OCHOBI (haKTOP1aJIbHOTO KOJTyBaHHSI.

Kniouosi  cnosa: 3axuct iHdopmaiii, KOH(DPIACHIINWHICTb, IIIICHICTD,
JIOCTOBIPHICTh TepefaBaHHs JaHUX, (pakTopiaibHE KOIyBaHHS, CHUTHAIBHO-KOJOBA

KOHCTPYKLIiH, CUCTEMa MHOXHHHOI'O JOCTYILY.



SUMMARY

Kharin O. Methods and means of integrated protection of information in
telecommunication systems with multiple access based on data factorial
coding. — Qualified scientific work on the rights of the manuscript.

Thesis for a Doctor of Philosophy degree in specialty 123 "Computer
engineering". — Cherkasy State Technological University, Cherkasy, 2020.

The dissertation is aimed at solving the actual scientific and technical problem
of increasing the reliability of data transmission and ensuring their integrity using
factorial codes that provide integrated protection of information (simultaneous
protection against communication channel errors and protection against unauthorized
modification and / or unauthorized access). This task includes the factorial codes
Improvements, create a method of construction of telecommunication systems that
use these codes and have new features such as error correction with losses and
dynamic allocation of resources between users of the system in real-time.

The paper analyzes the existing methods of factorial coding, including factorial
code with data recovery by permutation, which showed that they are vulnerable to
errors pair multiplicity which leading to a transformation of a permutation of the
allowed set to another permutation, owned by the same set. To increase the
robustness of factorial codes to even multiplicity errors, the task of the research is to
develop the methods for improving the reliability of data transmission in systems
with inseparable factorial coding.

Another area of research related to factorial coding is the process of forming a
signal-code structure for inseparable methods of factorial coding, in particular,
factorial code with data recovery by permutation. The following task of the
dissertation is to develop the method of construction of signal-code structure for
systems with factorial code with data recovery by permutation.

The existing methods of encoding speech signals are considered. Methods of
coding based on convolutional codes and methods based on cascading codes are
analyzed. Analysis convolutional codes showed that formed coding sequence
contains unprotected information symbols, which restricts the use of these codes for

confidential information exchange. Also, convolutional codes have speed code which



no more than 1/2. At the same time, cascading codes, through the consistent use of
several codes, can solve the problem of protecting information from unauthorized
reading, but they add additional redundancy and also increase hardware costs. The
performed analysis allows to clearly formulate the next task of the research, which is
to develop a methods of decoding of factorial code with data recovery by permutation
for real-time telecommunication systems.

The analysis of existing methods of construction of telecommunication systems
with multiple access based on multiplexing of packets and time distribution is made.
An analysis of these methods showed that most of them involve the availability of
service data to implement a reservation/ release mechanism of time slots for data
transmission, which reduces the overall bandwidth of the channel. Also, these
methods do not implement a single procedure for providing integrated information
security. The results of the analysis made it possible to define clearly the tasks of the
research to develop a method of construction of multiple access systems based on
inseparable factorial coding.

As part of the research a new methods of improving the reliability of data
transmission systems with factorial coding with data recovery by permutation were
developed, which allows to increase the capacity of inseparable factorial codes to
detect errors by adding of additional bits signs to the permutation and combining of
the noise immunity codes. The algorithm of factorial coding with additional bits has
been developed. Implementation of the algorithm allows reducing the undetected
error probability, for independent bit errors, compared to the factorial code with data
recovery by permutation with addition by 2 — 4 orders of magnitude at M = 8
depending on the bit error probability due to a small loss in code speed. Also, the
algorithm of factorial cascade coding has been developed. Implementation of the
algorithm allows to reduce the undetected error probability, for independent bit
errors, compared to the factorial code with data recovery by permutation by order of
magnitude for k = 15 depending on the bit error probability with same code speed if
the length of the data block is k > 128.

At first time a method of forming a code signal design for

systems with factorial coding of data recovery permutation has been developed. It



allowed to maximize speed of code for a given level of reliability data and the
corresponding minimum distance between the nodes by constructing arrays of
high density arrangement of signal vectors. A lattice is constructed, the nodes of
which are permutations that allow to detect errors of multiplicity t < 5, and correct
errors of multiplicity t < 2 with a maximum speed of code for M =5, k = 3,
Ny, =10and M =6,k = 5, Ny, = 60.

In addition, the method of factorial coding with permutation data recovery has
been further developed, which by data recovery with loss based on Hemming's metric
or linear interpolation method allows protecting speech information from
communication channel errors and unauthorized access in real-time
telecommunications systems. The block diagram of the decoding device and the
algorithm for error correction with losses in inseparable factorial codes in the
Hamming metric are developed, which provides a decoding noise level that does not
exceed the values of comfort noise level for bit error probability p, < 1072 in
channels with independent bit errors. The developed scheme allows implementing a
device for decoding factorial codes in the Hamming metric. The block diagram of the
decoding device and the algorithm of error correction with losses in inseparable
factorial codes by the method of linear interpolation are developed, which provides
the level of decoding noise that does not exceed the values of comfort noise level in
bit error probability p, < 1072 in channels with packets of errors. The developed
scheme allows implementing a device for decoding factorial codes by linear
interpolation.

In the final part of the dissertation research at first time a method of building
multiple access systems based on inseparable factorial coding has been developed,
which provides integrated protection of information from unauthorized access and as
well as cyclic synchronization without the use of a separate synchronization
channel. The structural scheme and algorithm of operation of the multiplexer of
communication channels on the basis of the factorial code with the given number of
inversions which does not required the organization of the synchronizing channel and
supports cyclic synchronization on a working signal are developed. The developed

scheme allows implementing  multiplexer of communication channels on



hardware basis. The block diagram of telecommunications system with multiple

access using multiplexer channels based on a factorial code with given number of

inversions, the algorithm of dynamic resource allocation bandwidth based on the load

generated by each of the users also have been developed The structural scheme

allows to implement telecommunication in systems with multiple access based on

factorial code on hardware basis.

Keywords: information security, confidentiality, integrity, reliability of data

transmission, factorial coding, signal-code construction, multiple access systems.
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