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Abstract The principle of constructing a method for encoding a video stream,
aimed at reducing the structural redundancy of fragments of video frames, is
considered. Moreover, the developed method allows us to consider fragments of
a video frame in the form of separate code structures
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Introduction

Modern information and communication networks are characterized by a constant
increase in the intensity of the transmitted traffic as well as its constant complication.
The largest part of this traffic is video service data, regarding which there is a constant increase in quality requirements.
Simultaneously with the growth of traffic volumes, its complication is observed,
caused by the development of existing and the emergence of new types of network
services.

Copyright © 2020 for this paper by its authors. Use permitted under Creative Commons License Attribution 4.0 International (CC BY 4.0). CybHyg-2019: International Workshop on
Cyber Hygiene, Kyiv, Ukraine, November 30, 2019.

2

These include the development of video communications services, virtual reality.
New types of services include concepts such as Smart City, Safe City, holographic
video communication systems, and UHD television.
It is clear that in addition to increasing the volume of traffic both video and other
types, its complication arises due to the next reasons:
1. High dynamic range of packet sizes to be processed on network nodes;
2. A large number of packages of small length generated within the Smart City or
the Safe City by sources such as:
- sensors (data collection from various systems);
- robotic systems (remote control commands).
3. Using firewalls and cyber protection modules at the level of network nodes,
which creates an additional delay.
4. Using hidden information transmission systems (in particular, based on steganographic algorithms), which increases the load on the nodes and creates an additional transmission delay due to the need for additional traffic analysis.
5. Using intelligent video traffic processing and analysis systems.
At the same time, the increase in network bandwidth lags behind the growth in the
volume of transmitted traffic. Consequently, there is a contradiction, as shown
in Fig. 1.

Contradiction

The growth of service
quality requirements

Traffic increase
Network bandwidth
increase

Increast traffic complexity

Network congestion
(Data loss,
increasing transmission delay)

Fig. 1. Contradictions in the development of modern networks.

Under these conditions, traditional encoding methods partially provide efficient
transmission of video data in terms of intensity/quality.
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At the same time, their applicability is limited, on the one hand, by the fact that a
further increase in the compression ratio leads to a decrease in the quality of the reconstructed video data [1-3].
On the other hand, on the basis of traditional methods, it is not possible to construct
effective mechanisms for matching video intensity with network bandwidth. In this
regard, an approach focused on eliminating the structural redundancy of bit description of fragments of a frame is of interest.
In this case, it is necessary to take into account that video traffic has a pulsating
nature, as a result of the influence of a number of factors. This dependence is expressed in the fact that the intensity R ( t ) of the video stream over time will be variable, as shown by the next expression:

R(t)  (1, 2 , 3 , 4 ),

(1)

where  is the functional, describing the relationship between the frame bit intensity
and the factors affecting its value;
1 are sets of patterns, respectively, defining statistical, semantic and psycho-visual
features of the frame;
2 is a parameter, that determines whether the frame belongs to P, I, or B type, i.e.
technological aspect, followed by processing in the MPEG scheme;
3 is a set of technological concepts and architectures embedded in the codec. For
example, the presence of motion compensation technology, the presence of technology to mask the contours of objects, the presence of technologies of M-dimensional
orthogonal transformation;
4 is a plurality of controlled codec parameters.
In turn, the dynamics of network bandwidth В(t) formed as a result of the influence of a number of other external factors, which is given by the next expression:

B(t)  (1, 2 , 3 , 4 , 5 , 6 ),

(2)

where 1 is a nominal network bandwidth;
 2 is a network load factor;

3 is an interference exposure factor;
 4 are the topological features of the network;
5 an indicator of traffic intensity depending on the time of day;
6 an indicator of traffic complexity.
Thus, the formation of values В(t) and R ( t ) occurs independently of each other.
In this regard, it is possible to consider effective the transmission of video traffic at
which the video stream intensity is consistent with the current bandwidth, i.e.:

R(t)  В(t) ,

(3)
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at the same time, the level of introduced error should be minimal.
From this, in the general case, we can conclude that the most effective methods are
those that allow, at the level of the video source, to carry out a flexible change in the
intensity of the video stream depending on the current level of bandwidht.
Therefore, the method should simultaneously provide both a decrease in information intensity and the ability to control its level in accordance with expression (3).
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Rationale for controlling the intensity of the video at the
source

In general, the quality Q of the video data received at the receiving side depends on
such indicators as:
 an indicator of packet loss  ;
 transmission delays t .
In turn, one of the reasons for the occurrence of data loss is due to the presence of a
delay exceeding the permissible value, i.e.:

Q  f (, t) ,

(4)

where f is a functional determining the method of processing video at the source
level.
In turn, the delay in transmitting packets on a network section from a source to a
data recipient is generally described by the next expression:

t  t pf  t nt  t rs  t np ,

(5)

where t pf is the time of packet formation on the transmitting side, which includes all
stages of processing at the source level, including buffering and channel coding;
t nt is the packet transit time on the network;

t rs is the packet delay at the receiving side, taking into account the time of buffering
and decoding data;
t np - processing time on network nodes.
In turn, time is the sum of the delay values introduced at each of the network nodes
in the area from the source to the recipient, i.e.:
I

t np 

t

(i)
np ,

i 1

where t (npi ) is the processing time on the i  th network node;

(6)
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I is the number of network nodes in the path of traffic from the source to the recipient.
At the same time, the delay introduced at the network node can be described by the
next expression:

t (npi )  ( perf ; R  ; R pack ;  und ) ,

where

(7)

 perf is an indicator of the performance of node switching equipment;

R  is a total intensity of the load arriving at the i  th network node;
R pack is an average packet size arriving at the i  th network node;
 und is an indicator of traffic heterogeneity.
Performance indicator  perf value is limited. Therefore, you can reduce the delay
by:
 reduce the intensity of the incoming load on the node;
 traffic management at the level of network nodes.
At the same time, traffic control at the node level can be ineffective as a result of
such reasons:
 when redistributing traffic using prioritization and processing of smart queues,
data reduction is not ensured;
 in the conditions of the presence of many packets of minimum length, uncertainty arises when one or another part of high priority packets may not be serviced during
processing.
In such conditions, the most appropriate is to reduce the total load R  entering the
node.
In other words, it is necessary to reduce the intensity of video data entering the
network from each of the sources

3

General principles of construction and method
requirements

Based on the fact that most of the existing video coding technologies (in particular,
the MPEG family) use DCT transformation, the DCT transformant will be selected as
the structural unit of video data with respect to which the elementary code structure
will be built.
In order for the developed method to allow further manipulation of the number of
bits to describe the frame of the video stream, it is necessary that there is the possibility of changing the bit volume to represent the DCT transform.
Then it is advisable to carry out the coding of the transform in the bit, and not the
component region.
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In other words, the code description of the transformant will be considered as a
union of the code constructs of transformants of individual bit planes.
At the same time, in order not to have a significant additional computational load,
the method should have the following characteristics:
 be simple and trivial to implement [4];
 not require large amounts of service data [5-9];
 use existing informative features to identify structural features of the processed
fragments [10-14].
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Method realization

Each coefficient y( p) k of the k,  -th component description of the p-th transformant


is a set of bits

(kn)

2

n 1

, i.e. y( p) k 



(n)
k

2 n 1 , where  is a number of a bit-

n 1

(kn )

planes and
is a weight coefficient, determines the bit belonging to a specific bit
plane [14,18-20]. Such a way of describing transformants allows identifying chains of
binary elements {(k1) , ..., (k) , ... , (k ) } within each bit plane.
The detected lengths of binary elements can be used as a simple informative feature that describes the structural features of the bit plane. This meets the requirements
of the method.
In terms of the possibilities of increasing the lengths of binary series, it seems more
appropriate to process the bit representation of transformants in the direction of horizontal planes.
This approach is explained by the fact that the unit elements of the higher order bit
planes corresponding to the high-frequency components will mainly be absent.
Also, processing the bit transformant representations in the direction of horizontal
planes will be appropriate if necessary to ensure the restoration of images according
to the hierarchical principle.
As a rule, the regions of high-frequency components of the transform correspond
to the region of zero elements within the bit plane. In this regard, in order to increase
the lengths of detected binary series, it is proposed to bypass the bit plane in the following manner:
- in the direction of the diagonal bypass (Fig. 2);
- every time, starting again from an element of the bit plane (BP) at the position
with coordinates.
In this case, the lengths of binary series form an array M by size of    , each
line of which contains the corresponding length of the binary series as they are identified.
In this case, a code description of the column of the array M as a nonequilibrium
positional number can be obtained, namely:
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here E(q)( ) is a  - th sequence of lengths of binary series for  - th bit-plane
q - th transformant;
 (,) is a lengths of  - th binary series related to

-

th sequence identified within

 - th bit-plane;
( b  1) is an base element  (,) , as an element of the non-equilibrium positional
number (NEPN);


 (b



 1) - weight coefficient for the length of  - th series;

   1

 - the number of lengths of binary series (BS) in  - th sequence.
Here, the base element ( b  1) of a non-equilibrium positional number is defined as
follows:
(9)
b  b ((,),1, . . . , (,), ) ,
where  bm is a functional determining the size of the base b  , depending on the
lengths of the binary series;
 is the number of BS lengths for which a common base b  is formed.
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Fig.2. Bit plane traversal order.

The basements {b } system of non-equilibrium positional numbers is here the
main service information, using which decoding can be performed.
At the same time, in accordance with the advanced requirements for the construction of the method, the amount of overhead data should be minimal.
With this in mind, the base of a nonequilibrium positional number will be calculated for several lengths of binary series, namely, by the value of the maximum series
length in an array row M , namely:
b(q) ( )  max { ,1  , 2 ...  , ...  , }1 ,  1,  .

(10)

The procedure for creating an array M taking into account that the number of columns  is not known in advance (since the array is filled as binary series are detected), and one column of the M array can include both a sequence of binary series
lengths generated for one bit-plane and a sequence of binary series lengths obtained
for total bit transfornant representation, is to implement the following steps:
 for  1 and  1 , forms element  1,1 equal to  1,1   1 , where  1 is the
length of the first binary series obtained for the bit transformant representation;
 if (; ) -th element value step  , equal to the value  ,    where   - is
the length of  -th binary series, then  ( 1)    Ф , i.e. not all formed binary
series lengths distributed over the array M , the relation  ,    1 ,     or
 1, j1    1 ,  i  s .

In the opposite case, for the  ( 1)    Ф calculation process is considered
complete and     , and    .
)
With this in mind, the number of bits W( E(q)(
 ) to represent the code value of the nonequilibrium positional number will be determined as follows:


 [og 2
h   1]  1,     ;

( )


1
(11)
W ( E( q )  )  


h   1]  1,     .
 [og 2
 1





Thus, the code description E ( q ) ( ) of the bit plane of the DCT transform will be a
combination of individual code values of non-equilibrium positional numbers, as
shown by the following expression:


E(q ) ( ) 

 E ( q , )
 1

( )
m

(4)
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Similarly, the code description of the transform will be formed by a set of separate
independent code constructions of bit planes, i.e.:
E(q) 

 E(q)

( )

(5)



In the general case, based on expression (5), an algorithm for controlling the intensity of a video stream can be implemented.
The main control parameter is the number of bit planes that will be used to describe the transform.
It should be borne in mind that in order to decide which bit planes will be excluded
from consideration, it is necessary to first evaluate the contribution of each of the bit
planes to the description error of the reconstructed transform. This need is due to the
fact that the distribution of individual elements to describe the component will be
random [15-17, 21].
Therefore, for a real transform, the dependence of the introduced error on the position of the excluded bit plane will not be described by the classical curve bitrate/distortion [22-26].

Conclusions
A method for the code description of fragments of a video frame, which are used as
DCT transformants, is developed.
In this case, the code description of the transform is formed by separate and independent code structures of bit planes, each of which is obtained by combining the
code values of nonequilibrium positional numbers.
This approach makes it possible, in addition to reducing the information intensity
of the video stream through the use of nonequilibrium position coding, to control the
intensity of the video data on the source side.
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