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ÏÅÐÅÒÂÎÐÅÍÍß

Ïîêàçàíî óäîñêîíàëåíó ìîäåëü ïîáóäîâè êðèïòîïåðåòâîðåííÿ íà îñíîâ³
âèêîðèñòàííÿ äâîõîïåðàíäíèõ îïåðàö³é, øëÿõîì âïðîâàäæåííÿ ³ºðàðõ³÷íî¿ ñòðóêòóðè
ãðóïîâîãî ïåðåòâîðåííÿ òà âñòàíîâëåííÿ íîâèõ âçàºìîçâ’ÿçê³â ì³æ ïðÿìèìè òà
îáåðíåíèìè îïåðàö³ÿìè äëÿ ï³äâèùåííÿ ñò³éêîñò³ ðåçóëüòàò³â øèôðóâàííÿ. Ðîç-
ðîáëåíî ìåòîä ï³äâèùåííÿ øâèäêîñò³ ðåàë³çàö³¿ ãðóïîâîãî ìàòðè÷íîãî êðèïòîãðàô³÷-
íîãî ïåðåòâîðåííÿ íà îñíîâ³ çàïðîïîíîâàíî¿ óçàãàëüíåíî¿ ìàòåìàòè÷íî¿ ìîäåë³ ãðó-
ïîâîãî ìàòðè÷íîãî êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ. Íà îñíîâ³ ìàòåìàòè÷íîãî
àïàðàòó áëî÷íèõ ìàòðèöü áóëî ïðîâåäåíî ïåðåâ³ðêó êîðåêòíîñò³ óçàãàëüíåíî¿ ìàòå-
ìàòè÷íî¿ ìîäåë³ ïîáóäîâè îáåðíåíîãî ãðóïîâîãî ìàòðè÷íîãî êðèïòîïåðåòâîðåííÿ.

Êëþ÷îâ³ ñëîâà: ïñåâäîâèïàäêîâà ïîñë³äîâí³ñòü, îïåðàö³¿ äîäàâàííÿ çà ìîäóëåì,
êðèïòîãðàô³÷íå ïåðåòâîðåííÿ ³íôîðìàö³¿, ãðóïîâ³ îïåðàö³¿, â³äíîñíà øâèäê³ñòü
øèôðóâàííÿ.

Ïîêàçàíà óñîâåðøåíñòâîâàííàÿ ìîäåëü ïîñòðîåíèÿ êðèïòîïðåîáðàçîâàíèÿ íà
îñíîâå èñïîëüçîâàíèÿ äâóõîïåðàíäíûõ îïåðàöèé, ïóòåì âíåäðåíèÿ èåðàðõè÷åñêîé
ñòðóêòóðû ãðóïïîâîãî ïðåîáðàçîâàíèÿ è îïðåäåëåíèÿ íîâûõ âçàèìîñâÿçåé ìåæäó
ïðÿìûìè è îáðàòíûìè îïåðàöèÿìè äëÿ ïîâûøåíèÿ ðåçóëüòàòîâ øèôðîâàíèÿ. Ðàç-
ðàáîòàí ìåòîä ïîâûøåíèÿ ñêîðîñòè ðåàëèçàöèè ãðóïïîâîãî ìàòðè÷íîãî êðèïòîãðàôè-
÷åñêîãî ïðåîáðàçîâàíèÿ íà îñíîâå ïðåäëîæåííîé îáîáùåííîé ìàòåìàòè÷åñêîé ìîäåëè
ãðóïïîâîãî ìàòðè÷íîãî êðèïòîãðàôè÷åñêîãî ïðåîáðàçîâàíèÿ, çà ñ÷åò óìåíüøåíèÿ
ñëîæíîñòè ïîñòðîåíèÿ è ðåàëèçàöèè îáðàòíîãî ïðåîáðàçîâàíèÿ, ÷òî îáåñïå÷èëî
óìåíüøåíèå ìàòåìàòè÷åñêîé ñëîæíîñòè è ñêîðîñòè êðèïòîãðàôè÷åñêîãî ïðåîáðà-
çîâàíèÿ. Íà îñíîâå ìàòåìàòè÷åñêîãî àïïàðàòà áëî÷íûõ ìàòðèö áûëà ïðîâåäåíà
ïðîâåðêà êîððåêòíîñòè îáîáùåííîé ìàòåìàòè÷åñêîé ìîäåëè ïîñòðîåíèÿ îáðàòíîãî
ãðóïïîâîãî ìàòðè÷íîãî êðèïòîïðåîáðàçîâàíèÿ.

Êëþ÷åâûå ñëîâà: ïñåâäîñëó÷àéíàÿ ïîñëåäîâàòåëüíîñòü, îïåðàöèè ñëîæåíèÿ
ïî ìîäóëþ, êðèïòîãðàôè÷åñêîå ïðåîáðàçîâàíèå èíôîðìàöèè, ãðóïïîâûå îïåðàöèè,
îòíîñèòåëüíàÿ ñêîðîñòü øèôðîâàíèÿ.

Ïîñòàíîâêà ïðîáëåìè. Çàáåçïå÷åííÿ çàõèñòó êîíô³äåíö³éíî¿ ³íôîðìàö³¿
ïðî ñîö³àëüíèé, ïîë³òè÷íèé, åêîíîì³÷íèé, â³éñüêîâèé òà íàóêîâî-òåõíîëîã³÷íèé
ñòàí äåðæàâè òà ïåðñîíàëüíî¿ ³íôîðìàö³¿ ãðîìàäÿí º âêðàé âàæëèâîþ çàäà÷åþ. Â

© Ñèñîºíêî Ñ.Â., Ìèðîíåöü ².Â., Áàáåíêî Â.Ã., 2018
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óìîâàõ íàðîñòàííÿ ê³ëüêîñò³ çàãðîç âèíèêàº íåîáõ³äí³ñòü ðîçðîáêè íîâèõ òà âäî-
ñêîíàëåííÿ ³ñíóþ÷èõ ñèñòåì çàõèñòó ³íôîðìàö³¿. Ó ñôåð³ çàõèñòó ³íôîðìàö³¿ êðèïòî-
ãðàô³÷íèé çàõèñò º îäíèì ³ç ïåðñïåêòèâíèõ íàïðÿì³â íàóêîâèõ äîñë³äæåíü ÿê ó
íàø³é äåðæàâ³, òàê ³ çà ¿¿ ìåæàìè.

Àíàë³ç îñòàíí³õ äîñë³äæåíü òà ïóáë³êàö³é. Çíà÷íèé âíåñîê ó âäîñêîíàëåííÿ
³ñíóþ÷èõ òà ðîçðîáêó íîâèõ ìåòîä³â ³ çàñîá³â êðèïòîãðàô³÷íîãî çàõèñòó ³íôîðìàö³¿
çðîáèëè òàê³ çàðóá³æí³ òà â³ò÷èçíÿí³ â÷åí³: C.E. Shannon, B. Schneier, G. Brassard,
J.L. Massey, W. Diffie, M.E. Hellman, R.L. Rivest, A. Shamir, N. Koblitz, Î.À. Ìîëäî-
âÿí, Ì.À. Ìîëäîâÿí, ².Ä. Ãîðáåíêî, Â.Ê. Çàä³ðàêà, Ì.À. ²âàíîâ, À.Í. Ô³îíîâ,
Â.Â. ßùåíêî, Î.Î. Ëîãà÷îâ, Á.ß. Ðÿáêî, À.Ì. Îëåêñ³é÷óê, Ë.Â. Êîâàëü÷óê, À.ß. Á³-
ëåöüêèé, Î.Ã. Êîð÷åíêî òà ³íø³.

Ïðîòå ó çâ’ÿçêó ç ðîçâèòêîì êîìï’þòåðíèõ ñèñòåì çàâæäè áóëè ³ áóäóòü çà-
ëèøàòèñÿ íåâèð³øåíèìè çàäà÷³ ï³äâèùåííÿ ð³âíÿ çàõèñòó ³íôîðìàö³¿ òà çìåíøåííÿ
÷àñó øèôðóâàííÿ. Îñíîâíèìè õàðàêòåðèñòèêàìè êðèïòîãðàô³÷íèõ ñèñòåì º
ñò³éê³ñòü, øâèäê³ñòü òà íàä³éí³ñòü êðèïòîïåðåòâîðåííÿ, ÿê³ íåîáõ³äíî ïîñò³éíî
ï³äâèùóâàòè. Íà ñüîãîäí³ íå âè÷åðïàí³ âñ³ ìîæëèâîñò³ ï³äâèùåííÿ ñò³éêîñò³ êðèïòî-
ãðàô³÷íèõ ñèñòåì íà îñíîâ³ âèêîðèñòàííÿ ëîã³÷íèõ îïåðàö³é êðèïòîãðàô³÷íîãî
ïåðåòâîðåííÿ, âàãîìèé âíåñîê ó ðîçâèòîê ÿêèõ çðîáèëè: Ê.Ã. Ñàìîôàëîâ, Â.À. Ëó-
æåöüêèé, Î.Â. Äìèòðèøèí, Î.Ì. Ðîìàíêåâè÷, Ð.Ï. Ìåëüíèê, ².Â. Ìèðîíåöü òà
³íø³. Òîìó âèíèêàº ïîòðåáà ó ïðîâåäåíí³ äîäàòêîâèõ äîñë³äæåíü, ñïðÿìîâàíèõ íà
ðîçðîáêó ìåòîä³â ï³äâèùåííÿ ÿêîñò³ ïñåâäîâèïàäêîâèõ ïîñë³äîâíîñòåé, à òàêîæ
ï³äâèùåííÿ ÿêîñò³ êðèïòîïðèì³òèâ³â äëÿ ïîòîêîâîãî òà áëîêîâîãî øèôðóâàííÿ.
Çàëèøàºòüñÿ íåâèð³øåíîþ, çîêðåìà, çàäà÷à ï³äâèùåííÿ øâèäêîñò³ òà ñò³éêîñò³
ìàòðè÷íîãî êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ ³íôîðìàö³¿ íà îñíîâ³ çàñòîñóâàííÿ
ãðóïîâèõ ïåðåòâîðåíü.

Ìåòà ñòàòò³. Äîñë³äæåííÿ òà ïåðåâ³ðêà êîðåêòíîñò³ óçàãàëüíåíî¿
ìàòåìàòè÷íî¿ ìîäåë³ ãðóïîâîãî ìàòðè÷íîãî êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ.

Âèêëàä îñíîâíîãî ìàòåð³àëó. Çà ðåçóëüòàòàìè ïîïåðåäí³õ äîñë³äæåíü [1; 2; 3]
áóëà îòðèìàíà êîðåêòíà ìîäåëü äâîõîïåðàíäíîãî ãðóïîâîãî êðèïòîãðàô³÷íîãî
ïåðåòâîðåííÿ, ùî äîçâîëÿº çðîáèòè ïðèïóùåííÿ ïðî ìîæëèâ³ñòü ïîáóäîâè
óçàãàëüíåíèõ ìîäåëåé (1) ïðÿìîãî ãðóïîâîãî êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ òà
(2) îáåðíåíîãî ãðóïîâîãî êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ.
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iF  – îïåðàö³¿ íå ãðóïîâèõ äâîõîïåðàíäíèõ êðèïòîãðàô³÷íèõ ïåðåòâîðåíü,
  – îïåðàö³ÿ “ñóìà çà mod 2”. iz  – âõ³äí³ äàí³ äëÿ ïðÿìîãî ïåðåòâîðåííÿ, iw  –
âõ³äí³ äàí³ (ðåçóëüòàòè ïðÿìîãî ïåðåòâîðåííÿ) äëÿ îáåðíåíîãî ïåðåòâîðåííÿ.
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iF – îïåðàö³¿ îáåðíåíèõ íå ãðóïîâèõ äâîõîïåðàíäíèõ êðèïòîãðàô³÷íèõ
ïåðåòâîðåíü.
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ІЇ Çàïðîïîíîâàí³ ìàòåìàòè÷í³ ìîäåë³ (1, 2) çà ñâîºþ ñóòí³ñòþ ïðåäñòàâëÿþòü
ìåòîä ï³äâèùåííÿ øâèäêîñò³ ãðóïîâîãî ìàòðè÷íîãî êðèïòîãðàô³÷íîãî ïåðåòâî-
ðåííÿ.

Ïåðåâ³ðèìî êîðåêòí³ñòü ðîçðîáëåíîãî ìåòîäó òà ìîäåëåé ï³äâèùåííÿ øâèä-
êîñò³ ³ ñò³éêîñò³ ãðóïîâîãî ìàòðè÷íîãî êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ.

Äëÿ ïîáóäîâè îáåðíåíîãî ãðóïîâîãî ÷îòèðüîõîïåðàíäíîãî êðèïòîãðàô³÷íîãî
ïåðåòâîðåííÿ âèêîðèñòàºìî â³äîì³ [4] ïðÿì³ òà îáåðíåí³ íåãðóïîâ³ äâîõîïåðàíäí³
îïåðàö³¿ ïåðåòâîðåííÿ.
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Ïðîâ³âøè â³äïîâ³äí³ ìàòåìàòè÷í³ îá÷èñëåííÿ, ïåðåâ³ðèìî ïðàâèëüí³ñòü
îòðèìàíîãî ðåçóëüòàòó, âèêîðèñòàâøè ôîðìóëó Ôðîáåí³óñà [5].
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Öåé ðåçóëüòàò ïîêàçàâ ïðàâèëüí³ñòü çíàõîäæåííÿ îáåðíåíî¿ ìàòðèö³ çà
äîïîìîãîþ çàïðîïîíîâàíî¿ ìîäåë³ (2).

Ðîçðîáëåíèé ìåòîä çàáåçïå÷óº ï³äâèùåííÿ ñò³éêîñò³ ðåçóëüòàò³â øèôðóâàííÿ,
òîìó ùî áàçóºòüñÿ íà ìàòðè÷íèõ îïåðàö³ÿõ äîäàâàííÿ ïî ìîäóëþ äâà, ÿê³
çàáåçïå÷óþòü ÷àñòêîâó ðåàë³çàö³þ äîäàâàííÿ äåê³ëüêîõ ïñåâäîâèïàäêîâèõ
ïîñë³äîâíîñòåé.

Çà ðåçóëüòàòàìè ìîäåëþâàííÿ òà ïðàêòè÷íîãî âïðîâàäæåííÿ âñòàíîâëåíî,
ùî çìåíøåííÿ ñêëàäíîñò³ ðåàë³çàö³¿ ìàòåìàòè÷íî¿ ìîäåë³ ãðóïîâîãî ìàòðè÷íîãî
êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ ñòàíîâèòü â³ä 8 äî 33 ðàç³â çàëåæíî â³ä ðîçðÿäíîñò³
ìàòðèöü, à òàêîæ çàáåçïå÷åíî çá³ëüøåííÿ øâèäêîñò³ ðåàë³çàö³¿ íà 6–8 % çà
ðåçóëüòàòàìè ïðàêòè÷íîãî âïðîâàäæåííÿ [6; 7].

Âèñíîâêè. Ó ñòàòò³ âïåðøå ðîçðîáëåíî ìåòîä ï³äâèùåííÿ øâèäêîñò³ ðåàë³çàö³¿
ãðóïîâîãî ìàòðè÷íîãî êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ íà îñíîâ³ çàïðîïîíîâàíî¿
óçàãàëüíåíî¿ ìàòåìàòè÷íî¿ ìîäåë³ ãðóïîâîãî ìàòðè÷íîãî êðèïòîãðàô³÷íîãî
ïåðåòâîðåííÿ, çà ðàõóíîê çìåíøåííÿ ñêëàäíîñò³ ïîáóäîâè òà ðåàë³çàö³¿ îáåðíåíîãî
ïåðåòâîðåííÿ, ùî çàáåçïå÷èëî çìåíøåííÿ ìàòåìàòè÷íî¿ ñêëàäíîñò³ òà øâèäêîñò³
êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ.

Íà îñíîâ³ äîñë³äæåííÿ ìàòåìàòè÷íî¿ ìîäåë³ äâîõîïåðàíäíîãî ãðóïîâîãî
ìàòðè÷íîãî êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ çàïðîïîíîâàíî óçàãàëüíåíó (ïî
ê³ëüêîñò³ îïåðàíä³â) ìàòåìàòè÷íó ìîäåëü ãðóïîâîãî ìàòðè÷íîãî êðèïòîãðàô³÷íîãî
ïåðåòâîðåííÿ òà ïåðåâ³ðåíî ¿¿ êîðåêòí³ñòü.

Íà îñíîâ³ óçàãàëüíåíî¿ ìàòåìàòè÷íî¿ ìîäåë³ ãðóïîâîãî ìàòðè÷íîãî
êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ ðîçðîáëåíî ìåòîä ï³äâèùåííÿ øâèäêîñò³ ãðóïîâîãî
ìàòðè÷íîãî êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ.
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GENERAL CONSTRUCTION OF MATHEMATICAL MODEL
OF GROUP MATRIX CRYPTOGRAPHIC TRANSFORMATION

In the process of conducting this scientific research, the model for constructing
a cryptographic transformation based on the use of two-operand operations has been
improved by implementing hierarchical group transformation, and finding the new
relationships between the direct and inverse operations to improve the encryption
results. It is proposed to apply the method of increasing the stability of pseudo-
random sequences to improve the quality of cryptographic transformation based on the
hierarchical application of two-operand information transformation operations. The
model of cryptographic transformation has been improved based on the use of two-
operand operations, by implementing a hierarchical structure of the transformation to
increase the results stability. A method has been developed for increasing the speed of
implementation of a group matrix cryptographic transformation based on the proposed
generalized mathematical model of a matrix of group cryptographic transformation by
reducing the complexity of the construction and implementation of the inverse transform,
which provided a reduction of mathematical complexity and speed cryptographic
transformation. Based on the study of the mathematical model of two-operand group
matrix cryptographic transformations, a generalized (by the number of operands)
mathematical model of the matrix of group cryptographic transformation is proposed
and its correctness is verified. Based on the generalized mathematical model of the
matrix of group cryptographic transformation, a method is developed for increasing
the speed of group matrix cryptographic transformation. According to the results of
modeling and practical implementation of the developed method, quantitative
characteristics of the decrease in complexity and increase in the speed of implementation
of the mathematical model of the matrix of group cryptographic transformation were
determined which depend on matrices of arbitrary dimension. On the basis of the
mathematical apparatus of block matrices, the correctness of the generalized mathematical
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model for constructing the inverse group matrix cryptographic transformation was
verified.

Keywords: pseudo-random sequence, modulo addition operations, cryptographic
transformation of information, group operations, relative encryption speed.
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