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MMOBY/IOBA Y3ATAJIBHEHOI MATEMATUYHOI MOJIEJI
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Ilokasano yoockonaneny modenv nobydosu KpUNmonepemeopens. Ha OCHOBI
BUKOPUCTANHSL OBOXONEPAHOHUX ONEPAUL, ULTSXOM 6np06a89fceHHﬂ lepapxiunol cmpykmypu
2pYnosozo0 nepemeopeHms ma 6CMAHOBNEHHS HOBUX B3AEMO36’S3KI8 MIdNC NPAMUMU MA
obepHenumu onepauismu O niosuwenns cmiukocmi pesyavmamis wudpysanis. Pos-
PObAEHO MemOO NisUEHHL WEUOKOCTNE PEaNi3auii ZpyYnosozo MAmpuuHoz0 Kpunmozpagiu-
H020 NePemeopers Ha 0CHOBI 3anponoH08aHol Y3azaibHeHOT Mamemamuuroi Mooei zpy-
108020 MampuuHozo Kpunmozpagpiunozo nepemeopenns. Ha ocnosi mamemamuunozo
anapamy O10UHUX MampuLb OYJ10 NPOBeOeH0 NePesipKy KOPEKMHOCI Y3azalbHeHol Mame-
mamuunoi mooeni nobyoosu 06EPHENH020 ZPYNOBO20 MAMPUUHOZ0 KPUNMONEPEMBOPEHHSL.

Kmouoei crosa: ncesdosunadrosa nocaioosnicmns, onepauii dooasamnst 3a Mooyiem,
Kpunmozpagiune nepemeopenns ingpopmauii, epynosi onepauii, 6ionocHa wWeUOKicmo
wugpysanns.

Iloxasana ycosepuiencmeosannas Mooeis NOCMpPOeHUs KpUnmonpeoopasosanus na
0CHOBE UCNOJL308AHUSL 0BYXONEPAHOHLIX ONEPAUULL, NYMeM GHEOPEHUS UEPAPXUUECKOLL
CIMPYKMYpPoL 2PYNnoeozo npeodpasosans i onpeoeeus HOBbIX 63AUMOCES3eU MeHcoy
NPAMBIMU U OOPATHBIMU ONEPAUUSIMU OJLs NOBbLUEHIUS Pe3yabmamos uugposanus. Pas-
pabomar memoo NOBvIUEHUS CKOPOCTNU PEATUSAUUL ZDYNTNOB020 MAMPUUHOZ0 KPUNMOZDADU-
UECK020 NPeoOPA308aANUsL HA OCHOBE NPEOTLONCEHHOT 000OUECHHOU MAMEMAMUYECKOT MOOEIUL
2PYNNOB0Z0 MAMPUUHOZO KPUNMOZPADUUECK020 NPeodpasoeanus, 34 CUem YMeHbULeHUS
CLONCHOCTU NOCMPOCHUS. U PearU3auul 00pammozo npeodpasosanus, 4mo 06ecnevuio
YMEHBULEHUE MAMEMAMUUECKOU CTIONCHOCMU U CKOPOCMU KPUNMOZPAPUUECK020 npeodpa-
s06anust. Ha ocnose mamemamuueckozo annapama O10unvix mampuy, Ovlia nposedena
nposepKa Koppexmuocnmu 0000WeHHO MAMeMamuueckoll MooeJi NOCMPOEHUsL 00PAMHOZ0
ZPYNNOBOZ0 MAMPUUHOZO KPUNMONPEoOPaA308aAHUL.

Knmouesvie cnosa: ncesdociyuaiinas nociedosameibHocmy, ONEPauull CLONCCHUS
10 MOOY.I10, Kpunmozpagpuueckoe npeodpasosaiiue UHGOPMauyuiL, zpynnosole OnepayuiL,
OMHOCUMENLHASL CKOPOCTb WUDPOBANHUI.

Ilocmanoexa npoonemu. 3abesneueHss 3axucTy KOoHbimeHIiiHOT iHbOpMaIrii
PO COlliaJIbHUM, TTOJITUYHNUM, EKOHOMIYHUI, BiliICbKOBUI Ta HAYKOBO-TEXHOJIOTIYHUN
CTaH JlepKaBy Ta MepcoHaIbHOI iHdOopMaIlii rpoMazisTH € BKpail BaXKJIMBOIO 3a/1a4elo. B
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yMOBaX HapPOCTaHHS KiJIbKOCTi 3arpo3 BUHUKAE HEOOXiHICTh PO3POOKN HOBHUX Ta BIIO-
CKOHAJIEHHS iCHYIOUMX CHUCTeM 3axucTy iHgopmartii. ¥ cdepi 3axucty iHdbopmailii Kpurito-
rpadiuHUil 3aXUCT € OJJHUM i3 TePCIEeKTUBHUX HANPSIMiB HAYKOBUX JIOCJi/’KEHb SIK Y
Hallliii zepskaBi, Tak i 3a i Mexkamu.

Ananiz ocmannix docaiocenb ma nyonixayii. 3HadHU BHECOK Y BIOCKOHATIEHHS
icHyf0UnX Ta po3poOKy HOBHUX METO/IB i 3ac06iB KpunTorpadivHoro 3axucry iHdopmarrii
3pobuu Taki 3apyo6ixai Ta BiTunsusaHi Bueni: C.E. Shannon, B. Schneier, G. Brassard,
J.L. Massey, W. Diffie, M.E. Hellman, R.L. Rivest, A. Shamir, N. Koblitz, O.A. Mouo-
BaH, M.A. Monzgossan, 1.JI. Topbenko, B.K. 3axgipaka, M.A. Isanos, A.H. Dionos,
B.B. fdmenko, O.0. Jlorauos, B.51. Pa6ko, A.M. Ouzekciituyk, JI.B. KoBanbuyxk, A.S1. Bi-
genpknii, O.I. Kopuenko Ta ini.

[Tpore y 3B’s13Ky 3 PO3BUTKOM KOMIT'IOTEPHUX CHCTEM 3aBKIu Oysv i OyayTh 3a-
JIUTIIATUCS HEBUPIIIEHUMHU 3a71a4i TiZIBUIIIEHHS PiBHS 3axXUCTy iHgopMailii Ta 3MeHIIeHH
yacy mudpyBanHsg. OCHOBHUMU XapaKTEePUCTUKAMU KPUNTOrpadiuHUX CHUCTEM €
CTIHIKiCTh, IIBU/KICTh Ta HAJiNHICTh KPUITOIIEPETBOPEHHS, AKi HEOOXiZHO MOCTiiTHO
nizBuiyBaTtyi. Ha cborosii He BUuepnaHi BCi MOKJIMBOCTI ITi/[BUIIIEHHS CTIHKOCTi KPUIITO-
rpadiyHUX CHCTEM Ha OCHOBI BUKOPHUCTAHHS JIOTIYHUX ofepalliii KpunTtorpadidyHoro
HepeTBOPEHHSI, BATOMUI BHECOK Y po3BUTOK sakux 3pobmm: K.I'. Camodaios, B.A. Jly-
xkenpkuit, O.B. /Imurpumun, O.M. Pomankesuu, P.I1. Menbauk, 1.B. Muponenp ta
inmi. Tomy BuHMKA€E motTpeba y MPOBEAEHHI H0ATKOBUX JAOC/I/IKEHb, CIIPSIMOBAHUX Ha
PO3pOOKY METO/[iB IiABUIIEHHS SIKOCTi IICEBAOBUIALKOBUAX MTOCIiOBHOCTEI, a TaKOX
HiZIBUIEHHS SKOCTI KPUITONPUMITHBIB JIJISI IIOTOKOBOTO Ta GJIOKOBOTO IU(PyBaHHSI.
3anuIIaeThCcs HEBUPINIEHOIO, 30KpeMa, 3ajada ITiABUNEHHS MBUIKOCTI Ta CTiHKOCTI
MaTpUYHOTrO KpunrtorpadiuHoro rneperBopeHHs iH(opmallii Ha OCHOBI 3aCTOCYBaHHS
IPYIOBUX I1€PETBOPEHD.

Mema cmammi. [locnijizkeHHd Ta IepeBipKa KOPEKTHOCTI y3araJjbHeHOI
MaTeMaTU4YHOI MOJIeJi TPYTIOBOTO MaTPUYHOTO KPUINITOrpadivHOrO TepeTBOPEHHS.

Buxnao ochosnozo mamepiany. 3a pe3yibraTaMu TIOTIEPEHIX J0CTiIKeHb [1; 2; 3]
Oysia oTpMMaHa KOPEKTHA MOJIEJIb JABOXOMEPAHAHOTO T'PYIOBOTO KPHUIITOrpadidHOTO
[IEPETBOPEHHSI, IO 03BOJISIE 3POOMTH MPHUIYINEHHS PO MOXKJIUBICTh MOOYHIOBH
y3arajabHeHuX Mozeneit (1) mpsgaMoro rpymnoBOTo KpunTorpadivHoOro mepeTBOPeHHs Ta
(2) obepHEHOTO TPYIMOBOTO KPUTITOrPahiqHOTO MEePEeTBOPEHHSI.

4, F*(z))®a,Fi(z,)®..®a, F'(z,) |
Gt = alelk (z)® azzek (2,)®...® aannk (z,)

AKIO |, , 1)

a, ' (z)®a,F) (2,)®..®a,,F/(z,)]

ae a, e[0]1] — Koe(buueﬂm MaTpHIli MPSIMOTO TPYIIOBOTO KpUIITOrpadivyHOTO TIepe-
TBOpeHHH Fr - OHepaIIII He IPYHOBMX JIBOXONEPAHHIX KpuntorpadivHIX TIepeTBOPEHb,
@ — oneparlis “cyma 3a mod 2”. z; — BXifHi faui 1714 NPAMOTO NEPeTBOPEHHs, W, —
BXifHi faHi (pe3yabTaTH MPSIMOTO nepeTBopeHHa) JUIsE OOEPHEHOTO IIePETBOPEHHSL.
Fl(w)®b,F (w,)®...® b, F'(w,) ]
G' = b21F2d (w)® b22F2d (w,)®...® banzd w,)
TOm | : (2)
b E (W) @b, F (w,)®... @b, F)' (w,)

ae b, €[0,1] — Koe(buueHTH MaTpwuili 0OEPHEHOTO TPYIOBOTO KPHUIITOrpadivHOTO TIe-
peTBOpeHHﬂ F — omepatiii 06epHeHNX He PYMOBHUX [BOXOIEPAHAHIX KPUITTOrpabidHuX
11€PETBOPEHbD.
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3anporoHoBaHi MateMaTu4Hi Mozesti (1, 2) 3a CBO€EIO CYTHICTIO MPE/ICTABISIOTH
MeTOJI TiIBUIIEHHs TIBUIKOCTi TPYITOBOTO MaTPUYHOTO KpUITOTpadhiuHOTO MepeTBO-
pEHHA.

ITepeBiprMO KOPEKTHICTh po3p06J1eH0ro MeTO/Ly Ta MOJIeJIel ITiIBUIIleHHS IBU/I-
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E KOCTi i CTIIIKOCTi rPyIOBOTO MAaTPUYHOTO KPUNTOTPAdiYHOTIO IIePETBOPEHHS.
; Jliist o6y 10BU 00EPHEHOTO TPYIIOBOTO YOTHPHOXOIIEPAHIHOTO KPUITOTrPahigHOTO
% MEPETBOPEHHS BUKOPHCTAEMO Biziomi [4] ipsimi Ta 0GepHEHi HerpymoBi JBOXONEpaH/IHI
orepailii mepeTBOpPeHHs.
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3HaiiieMo 0OepHEHY MaTPHIIIO 3Ti/IHO i3 3aIIPOITOHOBAHOI0 MOJIE/ULIIO (2) 32 YMOBH:

Fk Flo - w, ©w, F Fd Wy Fh Fl Ws
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Matpuiis Aum_1 Haby/ie TaKOrO BUTJISIALY:
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[TpoBiBIIM BiANMOBiHI MaTeMaTW4yHi OGYKMCJIEHHS, MEPEBIPUMO TPAaBUJIbHICTH
OTPUMAHOTO pe3yJbTaTy, BUKopucrasiiu ¢opmyay Opobeniyca [5].
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Ileii pesysibraT IOKasaB MPaBUJIbHICTh 3HAXOKEHHS OOepHEeHOI MaTpuil 3a
JIOITOMOTOI0 3aITPOTIOHOBAHOI Mojieni (2).

Pospobiienwii MeTo1 3a6e31edye MiIBUIeHHs] CTIHKOCTI pe3yJibTaTiB mirdpyBaHHsT,
TOMYy 1[0 0a3yeTbCsl Ha MaTPUUYHUX OMNEPaIisxX A0JaBaHHS 10 MOJIYJIO JBa, SKi
3a0e3I1euyIoTh YaCTKOBY peaisalfiio moJaBaHHS AEeKiJIbKOX IICEBJOBUIIAIKOBUX
[IOCJIiZIOBHOCTEM.

3a pe3yJbTaTaMy MOJIETIOBAaHHS Ta MPAKTUYHOTO BIPOBAKEHHST BCTAHOBJIEHO,
110 3MEHIIIEeHH CKJIQJHOCTI peasisallii MaTeMaTUu4HOl MO/IeJIi TPYIIOBOTO MAaTPUYHOTO
KpunTorpagiqHoro mepeTBOpeHHs CTAaHOBUTD Bifl 8 10 33 pasiB 3aJI€3KHO Bijl PO3PSITHOCTI
MaTpUIlb, a TAKOX 3abe3mneyeHo 30iJbIIIeHHs IIBUIKOCTI peanizanii Ha 6—8 % 3a
pe3yJibTaTaM# MTPAKTUYHOTO BIPOBA/IKeHHS [ 6; 7].

Bucnoexu. Y cratTi Bliepiie p03p06J1eH0 METO/I ITiIBUIIICHHS IIBUJIKOCTI peasti3aitii
IPYIIOBOTO MATPUYHOTO KPUIITOTPadiaTHOTO TIEPETBOPEHHST HA OCHOBI 3aITPOTIOHOBAHOT
y3araJibHeHOI MaTeMaTU4HOi MOjlesli TPYIOBOTO MaTPUYHOIO KpurnTorpadiuHoro
MepPeTBOPEHHS], 32 PaXyHOK 3MEHIIIEHHsI CKJIa{HOCTI TOOY/I0BH Ta peastizailii 00epHeHOTO
HIEPETBOPEHHS, 10 3a0e31eYII0 3MEHIIIEHHST MATEMaTHYHOI CKJIQJHOCTI Ta MBUIKOCTI
KpUITOrpadivHOTO 1TepeTBOPEeHHS.

Ha ocHOBi pocsifzkeHHsI MaTeMaTUYHOI MOJieJsli /IBOXOIEPaH/HOTO T'PYIIOBOTO
MaTPUYHOTO KpHUITOTpadivHOTO TepeTBOPEHHs 3alpPOINOHOBAHO y3arajibHeHy (110
KiJTbKOCTi OllepaH/IiB) MaTeMaTUuHy MO/IeJIb TPYTIOBOIO MAaTPUYHOTO KpUNTOrpahiyHOTO
IIePETBOPEHHA Ta MepeBipeHo il KOPEKTHICTb.

Ha ocHoBi ysarasbHeHOI MaTeMaTU4YHOI MoOjeJii TPyHOBOTO MaTPUYHOTO
KpHITOrpadivHOro mepeTBOpeHHsT po3po0JICHO METOJ TTiABUIIEHHSI IIBUIKOCTI IPYIIOBOTO
MaTPUYHOTO KPUNITOTPAadiuHOTO epeTBOPEHHS.
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GENERAL CONSTRUCTION OF MATHEMATICAL MODEL
OF GROUP MATRIX CRYPTOGRAPHIC TRANSFORMATION

In the process of conducting this scientific research, the model for constructing
a cryptographic transformation based on the use of two-operand operations has been
improved by implementing hierarchical group transformation, and finding the new
relationships between the direct and inverse operations to improve the encryption
results. It is proposed to apply the method of increasing the stability of pseudo-
random sequences to improve the quality of cryptographic transformation based on the
hierarchical application of two-operand information transformation operations. The
model of cryptographic transformation has been improved based on the use of two-
operand operations, by implementing a hierarchical structure of the transformation to
increase the results stability. A method has been developed for increasing the speed of
implementation of a group matrix cryptographic transformation based on the proposed
generalized mathematical model of a matrix of group cryptographic transformation by
reducing the complexity of the construction and implementation of the inverse transform,
which provided a reduction of mathematical complexity and speed cryptographic
transformation. Based on the study of the mathematical model of two-operand group
matrix cryptographic transformations, a generalized (by the number of operands)
mathematical model of the matrix of group cryptographic transformation is proposed
and its correctness is verified. Based on the generalized mathematical model of the
matrix of group cryptographic transformation, a method is developed for increasing
the speed of group matrix cryptographic transformation. According to the results of
modeling and practical implementation of the developed method, quantitative
characteristics of the decrease in complexity and increase in the speed of implementation
of the mathematical model of the matrix of group cryptographic transformation were
determined which depend on matrices of arbitrary dimension. On the basis of the
mathematical apparatus of block matrices, the correctness of the generalized mathematical
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model for constructing the inverse group matrix cryptographic transformation was
verified.

Keywords: pseudo-random sequence, modulo addition operations, cryptographic
transformation of information, group operations, relative encryption speed.
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