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10.MIIXOAU IO MOBYJOBU 3ABAJIOCTIMKOIO
NMEPECTAHOBOYHOI'O KOJY JJI151 HEPO3ALILHOIO
®AKTOPIAJIBHOTO KOJTYBAHHS JAHUX

®aype E.B.!, Maxunnko M.B.>
1 Yepkacvkuii deporcasnuti mexuono2iuHuti ynieepcumem, Yepracu, Ykpaina
1O «Incmumym O0ocniosxicenns Kibepnpocmopy»
2 GoodLabs Studio Inc., Toronto, ON M5H 3E5, Canada
E-mail: e.faure@chdtu.edu.ua

Approaches to construct error-correcting permutation code for non-separable
factorial data coding

The report highlights approaches to construct error-correcting permutation code in the context of its
use in integrated data protection systems against channel errors and unauthorized access based on non-
separable factorial coding. The use of affine and projective general linear groups to form an ensemble of
permutations, in addition to providing a given code distance for permutation dictionaries (arrays), allows
generating network and session keys during secure data exchange. The statistical approach to construct
permutation code is based on enumerating permutations and selecting those permutations, which distance
does not exceed a given value to all previously selected codewords.

[lepenaBanHs KOpPOTKHMX IIaKETIB € KIIOYOBOI OCOOJIMBICTIO Cy4YacHHX
0€3pOTOBUX CHUCTEM, HATHAIINHUX 1 CEHCOPHHX MEpeX, MACOBHX KOMYHIKAIIii
maruHHoro tuiy (MTC), [oT 3actocyBanb. [lommupeHicTh TaKMX CUCTEM 1 MEPEXK Y
Cy4acHOMY CBITI BHMara€ CTBOPCHHS HOBHX 1 aJalTarlilo ICHYIOUYHX ITiJIXOMIB 0
3a0e3neveHHs] LUTICHOCTI Ta KOH(IAEHIIHHOCTI mepenaHoi iHgopmaiii. 30Kpema,
MOTYKHICTh HEOOX1THUX PECYPCIB JIJIsl KAHAJIBHOT'O KOJIYBaHHS Ta KPUNTOTPaPi4HOIrO
3aXHUCTY, a TAKOXK iX MIBUAKO/IS BIAITPAIOTh MOJAEKYAN BU3HAYAIBHY POJIb.

st poGoTa po3risiaae miaxoau 10 MoOYI0BU 3aBaIOCTIMKUX MEPECTaHOBOYHUX
komiB [1, 2] y KOHTEKCTI BHKOPHUCTaHHS IX y CHCTEMax IHTEIPOBAHOIO 3aXHCTY
iH(hopMalii Bl MOMUJIOK KaHATy 3B’A3KY Ta HECAHKI[IOHOBAHOTO JAOCTYIy Ha OCHOBI
HEpO3A1IbHOrO (haKTOpiadbHOTO KoayBaHHS qaHux [3, 4]. Taki mepecTaHOBOYHI KOIM
MOXYTh OyTH BUKOPHCTaHI, 30KpeMa, 3 METO (OpMyBaHHsS aHCAMOJIO0 KOJOBHUX
CUMBOJIB (pakTopiasibHOTO KOy miis iHopmariitHoi B3aemonii 06’ektiB MTC 3
IMHAMIYHO 3MIHIOBAaHOIO CTPYKTYpPOIO, a TakoX 3a0e3NedeHHs HaJIIHHOTO
nepeaBaHHs MEPECTAHOBOK Y CKJIAJHUX 3aBaJOBUX YMOBAaX, YTOMY YHCII, IS
TPHOXETAITHOTO KPUNITOrpaigHOro MPOTOKOJY Ha OCHOBI IEPEeCTaHOBOK [5].

MHOX1HY NIepeCTaHOBOK Ha Zy Oy/seMo Ha3MBaTH MacCHBOM IE€PeCTaHOBOK [6]

: S : . LT €Sy,
i 1mo3HauaTu yepes M . BincraHp Mik IepecTaHOBKaMH 1 OyJeMo No3Ha4aTH
40



D; : . (M,D,;,)
qcpe3 . Toml 3aBagoOCTIMKUM NepeCTaHOBOYHUM KOJIOM € € KO,
S

M 5Ie TomapHa BIACTaHb MIX

2 P . . D, =D,
IEPECTAaHOBKAMU ] mi€i MIMHOXHMHH 33J0BOJIbHSE HEPIBHOCTI ! :

[ToTyXHICTH KOITY (M ’ Dmi”) [IO3HAYUMO 4Yepe3 N (M : Dmi”) :

YTBOPEHUH MIJMHOXKHUHOIO MEPECTAHOBOK MAaCUBY

Cnepury po3riisiHEMO — alropuTMud  (opMyBaHHS — KOJIIB (M’M _1)

(M +1L,M —1) M N(M,M -1)=M (M -1)
3 IPOCTHUM 1 JOCATHCHHSA
N(M +LM -1)=(M +1)M (M -1)
(M,M -1)

i

Kon YTBOPIOETHCS aiHHOI 3arajbHOI0 JIHIHHOI T'PYIOI0
AGL(1L,M)={ax+bla,b,xeGF(M),a =0} (6] 3 mpoctie M TI0po/BKyeTECS Gyt
SIKUM €JIEMEHTOM (mepecTaHOBKOIO) bOTO KOJy, TOOTO AKIIO
Sw={ax+babeZ,,a=0} . oSy 1o {ac,+babeZ,,a=0}=s,

K (M+1L,M -1) oy

o1 YTBOPIOETHCS MPOEKTUBHOIO 3aTrajbHOIO JIIHIHHOIO TPYIIO0
PGL(2,M )={f (x) = ""“3 a,b,c,d e GF (M ),xe GF (M )Uco,ad ;tbc}
CX+

[6] 1 3
npoctum M mopomkyeTbes Oynb-aKkuM eneMeHToM (TIEPECTAHOBKOK) LBOTO KOIY,

b
SMH:{f(X):?))((:d a’b'c’d EZM’XEZM Uoo,ad ibC}

TOOTO SKILIO io€ SM+1, TO

ac, +b
f(x):CG +d

a,b,c,deZ,,,ad #bc;=S

M +1

3actocyBaHHd a(diHHOI Ta MPOEKTHBHOI 3arajlbHOl JIHIMHOI Tpym s
dbopmyBaHHs andaBiTy MOBIOMIEHb (IIEPECTAaHOBOK), OKPIM 3a0€3MeUeHHsT KOJI0BOi

Bincrani M —1 nng cnoBHuKiB (MacuBiB) IepecTaHOBOK Su i SM+1, JI03BOJISIE

dbopMyBaTH MEpPEKHI Ta CEAaHCOBI KIJIFOY1 1] 9ac 3aXUIIEHOI0 OOMIHY JaHUMH.

Cratuctuunuii miaxiz [7] mo hopmyBaHHs ( M., Dy, ) -KOJly Ta OIlIHIOBaHHS HOTO

i N(M’Dm'n) i {7[}
IIOTY>KHOCTI in/ Oa3yeThcsi Ha TepedOpl MHOKHHHU TEPECTAaHOBOK

noxuan M i BimGopy THX NepecTaHOBOK, BiJICTaHb BiJl AKMX HE MEPEBMILYE

3HAUYCHHS D JI0 BCIX B11IOpaHMX JI0 IIbOTO KOJIOBUX CJIIB.

I i (M » Dhin ) M
JIs1 3a0€3MEUCHHS MOXJIMBOCTI TTOOYI0BH KOAY 3a 3HaueHb M | na

SKUX peamisyBati mpakTHaHo (opmysanus M! mepecramoBok HemoxIHBO,
I0YaTKOBA MHOKMHA NIEPECTAHOBOK MPEACTABIISIE COO0I0 ESIKY BIACHY MIIMHOXUHY

HOTYXHOCTI Niim noBroi MHOKHHK 3 M ! MIEePECTaHOBOK.
ExcrnieprMeHTanbHO BH3HAYEH1 3aJI€KHOCTI CEPEIHBOTO Ta MaKCUMalbHOTO

N (M s Drins Ny ) KOJTY (M  Drin ) , YTBOPEHOT0 32 i AMHOKHHOO

41

3HA4Y€Hb MOTYKHOCTI



3 Niim MEePEeCTaHOBOK, BiJI 3HAYCHHS N"m, a TakoX METOJuKa I00Yy/I0BU

AIPOKCUMAIIHHUX KBAJIPATHYHUX TIOJIHOMIB ISl BU3HAYCHUX 3aJICKHOCTEH MOXKYTh
OyTH BHKOPHUCTaHI JJIi EKCTPAIoJISIIii IUX 3aJeKHOCTEH 1 MPOTHO3YBAaHHA iX
MTOBEIHKH.
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Analysis of information security threats in modern information and
communication systems and networks

Threats to information security and the consequences of their implementation in the form of
cyberattacks were analyzed, and attractive directions for cybercriminals by sphere of activity were
clarified. The dynamics of changes in the activity of cybercriminals are considered. As a result, it
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