«CHALLENGES AND THREATS
TO CRITICAL INFRASTRUCTURE»

/ \ ! 5

Detroit (Michigan, USA) - 2023



Challenges and threats to critical infrastructure. Collective monograph - NGO Institute
for Cyberspace Research (Detroit, Michigan, USA), 2023. - 325 p.

The collective monograph was prepared by ukranian scholars within the framework of
studies of a wide range of security issues. The authors of the monograph look at the
problems of security of the state’s security in a rich manner behind such basic
warehouses as military security, information security, military-technical security,
environmental and technogenic security

Reviewers:

Ponomarev S.P. - Doctor of Jurisprudence, head of the Department of Administration
of the State Service of Special Communications and Information Protection of Ukraine

Hnatyuk S.O. - Ph.D. Chief Researcher of the State Scientific and Research Institute
of Cybersecurity Technologies and Information Protection

Silvestrov A.M. - Ph.D. Prof. National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”

© Collective of Authors, 2023
© NGO Institute for Cyberspace Research, 2023

ISBN-10/979-8-218-22315-1

2



Authors

Chapter 1. Avramenko O.V., Polishchuk V.V., Sarapin Yu.O., Voinov LLA. 1, V.A. Malik, N.V.
Zhenyuk, N.l. Voropai, O.G. Korol, A.Yu. Strelnikova, Yu.V. Kostenko, O.V. Peredrii, V.V.
Gordiychuk, Grinenko O.l., Hrytsyuk V.V., Zubkov V.P., Ptashkin R.L., Palagin V.V,
Savostyanenko M.V., Klymenko K.V., Klymenko K.V., Tyutyunyk V . ., Kapelushna T.V.

Chapter 2. Azarenko O., Honcharenko Yu., Divizinyuk M., Shevchenko R., Shevchenko O., V.M.
Vashchenko, V.I. Skalozubov, I.B. Korduba, Shcherbak O., Khmyrova A., Khrystych V., Zhuk V.
M., Pohosyan G. A., Yevlanov M. V., Cherepnyov I. A., Chumachenko S. M., Kolomiets D. P.,
Matsko P. I., Kaplia I. O., Romanyuk V. P., Medvedev M. G., Mulyava O. M., Peredrii O. V.,
Komisarov M. V., Proshchyn I. V., Sydorenko V .L., Eremenko S.A., Tyshchenko V.O., Vlasenko
E.A., Pruskyi A.V., Demkiv A.M., Yudina D.O.

Chapter 3. V. N. Yelisieiev, E. V. Bykova, V. S. Tyshchenko, N. V. Zaika, V. A. Popel, S. S.
Chumachenko, O. V. lvchenko, V. V. Palagin, R. Kyrychok. V., Laptev O.A., Laptev S.O., Sobchuk
A.V., Ponomarenko V.V., Barabash A.O., Murasov R.K., Chumachenko S.M., Sirik A.O. ,
Yevtushenko O.V., Sobchuk V.V, Pichkur V.V., Lapteva T.O., Kopytko S.B.

Chapter 4. Goncharenko 1.0., Kuchma T.L., Prodanyuk D.M., Zaretskyi 1.S., Karpenko M.I.,
Moshenskyi A.O., Derman V.A., Khoperskyi S. V., Chumachenko S.M., Ponomarenko S.O., Popel
V.A, Maslennikova T.A.

Chapter 5. Vovchuk T., Shevchenko R., Shevchenko O., Guida O.G., Kiselyov V.B., Ometsynska
N.V., Trysnyuk T.V., Konetska O.0., Nagornyi E. I., Marushchak V.M., Volynets T.V., Prystupa
V.V., Trofimchuk O.M., Trysnyuk V.M., Shumeiko V.O., Chumachenko S.M., Lysenko O.I., O. M.
Tachynina, O. V. Furtat, S. O. Furtat, I. O. Sushin.

Chapter 6. Viola Vambol, Alina Kowalczyk-Jusko, Sergij Vambol, Nadeem Ahmad Khan, Aaron
Dumont, Zaporozhchenko M.M., Legominova S.V., Muzhanova T.M., Ometsynska N.V., Kiselyov
V. B., Huida O. G., Shchavinskyi Y.V., Palchynska V.B.

Chapter 7. Altaf Hussain Lahori, Barbara Savytska, Parisa Ziarati, Barbara Krokhmal-Marchak,
Niloofar Mozaffari, Nastaran Mozaffari, Miasoyedova A., Divizinyuk M., Shevchenko R.,
Myroshnychenko A., Aldoshin O.0., Kalinovsky A.Ya., Vykhvatin M.V., Havrys A.P., R.S.
Yakovchuk, O.0. Pekarska, M.V. Yevlanov, R.V. Antoshchenkov, I.A. Cherepnyov, L.l
Kravchenko, V. Loik. B., Synelnikov O.D., Goncharenko M.O., Nazarenko S.Yu., Mandrychenko
D.S., Shapovalov M.M., Pichugin M.A., Vynogradov S.A., Samchenko T.V. , Nuyanzin O.V.,
Sverchkov O.V., Faure E.V., Skutskyi A.B., Lavdanskyi A.O., Grechanyk O.S., Shakhov S.M.,
Zinchenko 0.0., Yatsenko V.O., Vambol S.O.

Chapter 8. Adamova G.V., Anila Kausar, Ambreen Afza, Altaf Hussain Lahori, Bobkov Y.V.,
Shevchuk A.A., Stamati V.G., Vynogradov S.A., Chumachenko S.M., Lysenko O.I., Novikov V.I.,
Furtat O.V., Furtat S.O., Sushin I.0., Pisnya L.A., Mishchenko 1.V., Vambol S.O., Vambol Viola

Chapter 9. Yakovliev Ye.O., Rudko G.I., Yermakov V.M., Chumachenko S.M., Kodryk A.l., Dyatel
0.0, Lubenska N.O.



CONTENT

CHAPTER 1 SYSTEMATIC APPROACH TO THE PROTECTION OF CRITICAL
INFRASTRUCTURE FACILITIES 9

1. Avramenko O.V., Polishchuk V.V., Sarapin Yu.O. Increasing the efficiency of
protection of ammunition storage facilities against emergency situations by

implementing justified periodic maintenance of fire protection systems 10
2. Voinov L.A. 1, Malik V.A. A systematic approach to the protection of critical
infrastructure objects 13
3. Zhenyuk N.V., Voropai N.l., Korol O.G., Strelnikova A.Yu. Security model of
sociocyberphysical system 16
4. Yu. V. Kostenko Green tariff as a tool for improving the security of critical
infrastructure facilities 18

5. Peredrii O.V., Gordiychuk V.V., Grinenko O.l., Hrytsyuk V.V., Zubkov V.P.
Integration of foreign and domestic mechanisms for ensuring cyber security of critical
infrastructure objects 21

6. Ptashkin R.L., Palagin V.V. Cross-layer web application security concept 25

7. Savostyanenko M.V., Klymenko K.V. Regulatory aspects of the identification and

categorization of critical infrastructure facilittes 27
8. Tarnavskyi A.B. Emergency situations of tpp turbogenerators and their prevention
WY S 31

9. Tyutyunyk V.V., Yashchenko O.A., Tyutyunyk O.0O. Development of the support
system for anti-crisis decisions under the conditions of the implementation of the legal
regime of martial or state of emergency 35

10. Faure E.V., Makhynko M.V. Approaches to construct error-correcting permutation
code for non-separable factorial data coding 40

11. Khokhlacheva Yu.E., Gavrilova A.A. Analysis of information security threats in
modern information and communication systems and networks 42

12. Yakymenko Yu.M., Rabchun D.l., Kapelyushna T.V. Use of methodological
approaches of system analysis to ensure information security of critical infrastructure
objects 46

CHAPTER 2 THEORETICAL AND METHODOLOGICAL BASIS OF ASSESSMENT
OF CYBER THREATS, TECHNOLOGICAL AND ENVIRONMENTAL THREATS
AND RISKS FOR CRITICAL INFRASTRUCTURE 52

13. Azarenko O., Honcharenko Yu., Divizinyuk M., Shevchenko R., Shevchenko O.
Generalization of the characteristics of critical state infrastructure objects 53

14. V.M. Vashchenko, V.I. Skalozubov, I.B. Korduba Nuclear and ecological danger
of the Zaporizhzhya NPP in the extreme conditions of the war in Ukraine 54

15. Shcherbak O., Khmyrova A., Khrystych V., Shevchenko R. Methods of identifying
the main signs of an extraordinary situation at critical infrastructure facilities 59

16. Zhuk V. M., Pohosyan G. A. Some issues of flooding risk management 60
17. Yevlanov M.V., Cherepnyov I.A., Chumachenko S.M., Kolomiets D.P. Some
aspects of increasing the shelf life and efficiency of using food concentrates in extreme

conditions 63



18. Matsko P. I., Kaplya I. O., Romanyuk V. P. Theoretical and methodological basis
for assessing man-made threats and risks to the critical infrastructure of Ukraine under

the conditions of a full-scale invasion of the Russian Federation. 68
19. Medvedev M.G., Mulyava O.M. Investigation of geometric properties of
differential equations with complex coefficients 71
20. Peredrii O.V., Komisarov M.V. Procedure for assessing the efficiency of measures
for cleaning critical infrastructure objects from explosive objects during war__ 75
21. Proshchyn 1.V. Analysis of factors which are involved in the causes of accidents at
hydrotechnical sports 80

22. Sydorenko V.L., Yeremenko S.A., Tyshchenko V.O., Vlasenko E.A.
Methodological bases of risk assessment of emergency situations at potentially

dangerous facilities of critical infrastructure ... 84
23. Sydorenko V.L., Pruskyi A.V., Demkiv A.M. Development of the risk of hazards
at industrial facilities of critical infrastructure ... 87
24. Yudina D.O. Cybersecurity measures for critical information infrastructure
facilities against cyber threats and cyber attacks .89

CHAPTER 3 METHODS AND TOOLS FOR ASSESSMENT OF CYBER
THREATS, TECHNOLOGICAL AND ENVIRONMENTAL THREATS AND

RISKS FOR CRITICAL INFRASTRUCTURE. 94
25. Yelisieev V.N., Bykova E.V. Issues of assessment of man-made or environmental
risks for critical infrastructure objects ...~~~ 95
26. Tyshchenko V.S. Methodology of using neural networks for analyzing cyber
security threats and critical infrastructure operations.~... 99
27. Zaika N.V., Popel V.A., Chumachenko S.S. Assessment of the security level of critical
infrastructure based on the complex of tools to protect its objects against UAV 101
28. lvchenko O.V., Palagin V.V. Network security threats at data link level 105

29. Kyrychok R.V., Laptev O.A. Methodology for confirming the feasibility of
exploiting detected vulnerabilities in a corporate network using polynomial

transformations of Bernstein. 107
30. Laptev S.0., Sobchuk A.V., Ponomarenko V.V., Barabash A.O. Parametric method
of spectral analysis of signals of critical infrastructure objects 111

31. Murasov R.K., Chumachenko S.M. Risk assessment of critical infrastructure
facilities, taking into account the potentials of losses from the destructive influence of

theenemy 114
32. Sirik A.O., Yevtushenko O.V. Safety requirements and technological threats for
food industry enterprises as critical infrastructure facilities 122

33. Sobchuk V.V., Pichkur V.V., Lapteva T.O., Kopytko S.B. Method of increasing
the immunity of the system of detection and recognition of radio signals for objects of
critical infrastructure. .~ 127
CHAPTER 4 SOFTWARE TOOLS FOR ANALYTICS, CYBER THREATS
MODELING SYSTEMS, TECHNOLOGICAL AND ENVIRONMENTAL
PROCESSES AND ACTIVITIES OF CRITICAL INFRASTRUCTURE

FACILITIES 131



34. Honcharenko 1.0., Kuchma T.L., Prodanyuk D.M. Knowledge, attitudes, and
practices assessment of public bomb shelter use in Kyivska Oblast 132

35. Zaretsky 1.S. Modeling indicators of investment systems 146

36. Karpenko M.l., Chumachenko S.M., Moshenskyi A.O. Substantiating of the
components for creating a software and hardware complex for detection of radiation
and chemical warfare agents 152
37. Khoperskyi S.V., Chumachenko S.M., Ponomarenko S.O., Popel V.A,
Maslennikova T.A. A model for the restoration of territories with critical infrastructure
damaged by military actions 156

CHAPTER 5 INFORMATION SYSTEMS FOR ASSESSMENT OF CYBER
THREATS, TECHNOLOGICAL AND ENVIRONMENTAL THREATS AND
RISKS FOR CRITICAL INFRASTRUCTURE 159

38. Vovchuk T., Shevchenko R., Shevchenko O. Information technologies for the
prevention of emergency situations at chemical industry facilities 160

39. Huida O.G., Kiselyov V.B., Ometsynska N.V. Information systems for evaluating
cybersecurity threats 161
40. Trysnyuk T.V., Konetska O.0., Nagornyi E.I., Marushchak V.M., Volynets T.V.,
Prystupa V.V. Assessment of the radiation risk of contamination of the area for the
population as a result of military operations 163
41. Trofymchuk O.M., Trysnyuk V.M., Shumeiko V.O. Surface water bodies of
ukraine as part of critical infrastructure facilities under the conditions of russian
aggression 167
42. Chumachenko S.M., Lysenko O.l., Tachynina O.M., Furtat O.V., Furtat S.O.,
Sushin 1.0. Method of collecting information on the condition of critical infrastructure

objects from wireless sensor network nodes 171

CHAPTER 6 INTERNATIONAL STANDARDS IN THE FIELD OF
INFORMATION AND TELECOMMUNICATION TECHNOLOGIES AND
CYBER PROTECTION OF CRITICAL INFRASTRUCTURE FACILITIES 179
43. Viola Vambol, Alina Kowalczyk-Jusko, Sergij Vambol, Nadeem Ahmad Khan

Current state of the potential for waste to energy conversion: overview of the situation
N PO AN 180

44. Aaron Dumont Environmental protection through international criminal law 184
45. Zaporozhchenko M.M. Legislation in the field of cyber protection of critical

infrastructure facilittes ... 188
46. Legominova S.V., Muzhanova T.M. Secure handling protected critical
infrastructure information: the US experience 191
47. Ometsynska N.V., Kiselyov V.B., Huida O.G. Features of the dynamic spectrum
expansion of the optical transmitter 195

48. Shchavinskyi Y.V., Palchynska V.B. Legal mechanisms for ensuring cyber
protection of objects of critical information infrastructure of Ukraine in conditions of

Ny War 198
CHAPTER 7 MODELING AND SIMULATION OF NATURAL DISASTERS,
EMERGENCIES AND THEIR RESPONSE 203



49. Miasoyedova A., Divizinyuk M., Shevchenko R. Mathematical models for detecting

the danger of critical infrastructure objects by unmanned aerial vehicles 204
50. Myroshnychenko A., Shevchenko R. Informational methods of emergency
prevention due to explosion intunnels___ 205
51. Aldoshin 0.0., Kalinovsky A.Ya. Problems of managing the creation and purchase
of fire-fighting equipment 206
52. Vykhvatin M.V. Simulation of restoration systems of safe life activities in
conditions of disaster risk 209

53. Havrys A.P., Yakovchuk R.S., Pekarska O.O. Visualization of Fire in Space and
Time on the Basis of the Method of Spatial Location of Fire-Dangerous Areas 215

54. Evlanov M.V., Antoschenkov R.V., Cherepnyov I.A. On the need to create a
register of mathematical models of the human body to improve the effectiveness of
diagnostics in the field of disaster medicine 219

55. Kalinovsky A.Ya., Kravchenko I.I. Fundamentals of using fire trucks 223

56. Loik V.B., Synelnikov O.D., Honcharenko M.O. Measures for the protection of the
population and organization of the response during the liquidation of the consequences
of the use of tactical nuclear weapons 226

57. Nazarenko S.Yu., Mandrychenko D.S. Concerning the use and design of a gear
pump for fire extinguishing 230

58. Nazarenko S.Yu., Shapovalov M.M. Measuring complex for determining the
hydraulic resistance of pressure fire hoses 232

59. Pichugin M.A., Vinogradov S.A. Use of transparent partitions for fire spread
limitations in shopping and entertainment centers 234

60. Samchenko T.V., Nuyanzin O.V. Analysis of applied cfd and fem programs with
their characteristics for cable tunnels 236

61. Kalinovsky A.Ya., Sverchkov O.V. A systematic approach to assessing the level
of readiness of units of the operational rescue service of civil protection 241

62. Faure E. V., Skutskyi A. B., Lavdanskyi A. O. Simulation model for text and audio
messages transmission in the Simulink environment using non-separable factorial
COUING 244
63. Cherepnev I.A., Barbara Savytska, Parisa Ziarati, Barbara Krokhmal-Marchak,
Vambol S.O. Technical measures to reduce grain losses at the storage stage from biotic
factors 247

64. Cherepnev I.A., Vambol S.O., Niloofar Mozaffari, Nastaran Mozaffari The results
of experimental studies of the effectiveness of remote radiothermometry in the field of

medicine of emergency situations 251
65. Shakhov S.M., Grechanyk O.S. Development of an autonomous compressed air
F0AM SY S M 254
66. Shakhov S.M., Zinchenko O.0O. Study of the efficiency of compressed air foam
generation with domestic foam formers 258
67. Yatsenko V.O., Vinogradov S.A. On the issue of protection of personnel in the cab
of a fire rescue vehicle from dangerous factors of fire 261

CHAPTER 8 EXPERIENCE IN USING INFORMATION TECHNOLOGIES,
UAVs AND ROBOTS FOR ENVIRONMENTAL MONITORING, PREVENTION
7



AND ELIMINATION OF NATURAL AND MAN-MADE THREATS FOR
CRITICAL INFRASTRUCTURE OBJECTS 263

68. Bobkov Yu.V., Shevchuk A.A. Use of UAVs and Modern Information
Technologies to Monitor Fields in Precision Agriculture 264

69. Stamati V.G., Vinogradov S.A. Problems of fire extinguishing at energy facilities
and ways to solve them 269

70. Tyutyunyk V.V., Tyutyunyk O.0., Usachov D.V. Geoinformation system for
acoustic monitoring of different sources of threats for objects of critical infrastructure
of the city 271

71. Chumachenko S.M., Lysenko O.l., Novikov V.l., Furtat O.V., Furtat S.O.,
Sushin 1.0. Development of the method of support and increase of connectivity
wireless networks using UAVS 277
72. Adamova G.V., Pisnya L.A. Environmental safety of operation of motor roads of
ukraine. Assessment methods and tools and cyber security 284
73. Mishchenko 1.V., Vambol S.O., Vambol V.V. Construction waste management
during the territories reconstruction in order to environment protection 302

74. Anila Kausar, Ambreen Afza, Altaf Hussain Lahori, Viola Vambol Application of
object based technique for assessment of urban land-use/land cover and air quality

________________________________________________________________________________________________________________________________________________________________ 306
CHAPTER 9 CHALLENGES AND THREATS TO CRITICAL INFRASTRUCTURE
DURING OPERATION AND CLOSURE OF COAL MINES 311

75. Yakovliev Ye.O., Rudko G.I. Threats of a state of ecological chaos for critical
infrastructure facilities in Donbass and Kryvbass under conditions of Russian
AQOIESSION 312

76. Yermakov V.M., Chumachenko S.M., Kodryk A.l., Yakovlev E.O. Environmental
and geological factors of the vulnerability of critical infrastructure objects under the

conditions of Russian aggression 317
77. Dyatel O.0., Lubenska N.O., Ermakov V.M. Restructuring of mines of donbas in
the conditions of military actions___ 321



3HM3UTH 30UTKU BiJ HUX. Benuki 3HaueHHs yacy npuOyTTs nepiuoro miapo3aity OPC
13 10 MicIl BUKIMKY MOXYTh MPU3BECTH O 3MIHU AMCIIOKAIl MiAPO3ILIIB, MEX
palioHiB 00CIIyrOByBaHHS, OOIPYHTOBAHOTO 301IbIIIEHHS YHCIIa TOKEKHO-PATYBAIBHX
YaCTUH Ta OKPEMHUX MOKEKHHUX MOCTIB TOMIO.

BucHoBku

Pe3ynbTaTi AOCIHIKEHHS OMEpaTUBHOI 0OCTaHOBKH, i mMapamMeTpiB JalOTh Ti
BUXIJIHI 3aKOHOMIPHOCTI, Ha OCHOBI SIKMX MOXHa PO3pOOJISATH MaTeMaTU4YHI MOJCII
nporuecy ¢pynkuionyBanas OPC 113, npuyomy mapameTpu onepaTUBHOI 0OCTaHOBKU
U [IUX MOJeNiel € BXITHUMH MapameTrpamu. Taki MOJelni J03BOJSIIOTh PO3pOOUTH
HAyKOBO OOIPYHTOBaHI HOPMAaTUBU Ta CHOPMYITIOBATH pEKOMEHAAlii 100
BJIOCKOHAJICHHsSI OpraHi3allli OrnepaTHBHOI AISUIBHOCTI MOKEXHOI OXOPOHHM MICT Ta
HACEJICHUX MYHKTIB.

Jnia nomryky 3akoHoMipHOCTeH npouecy ¢ynkiionyBanus OPC 113 Heo6xiaHO
MaTH JOCTOBIPHY BUX1HY 1H(opMartito npo 1ei npouec. [HhopmartiitHoro 6a3010 TyT
MOXYTh CIYKUTH TepeayciM O(imiiiHI TOKYMEHTH TOXKEXHOI OXOPOHH MICT,
HACeJICHUX MYHKTIB Ta OO €KTIB (HANPUKIAM, TUCIETYEPChKl >KYpHAIM BHIi3/IiB
MOKEKHO-PATYBAIBHUX MiApO3aLTiB). Ha xamp, maneko He 3aBXKIU BIAETHCA
OTpPUMATHU 3 IIMX JOKYMEHTIB JIOCUTh MOBHY Ta HaAllHYy 1H(}OpMaIliio, TOMY Yy psli
BUIIAJIKIB JIOBOAUTHCS MPOBOJUTH CIEIlabHI CIIOCTEPEKEHHS Ta €KCIIEPUMEHTHU IS
30upaHHs HeoOX1HO1 1HhOopMAIIii.

Otpumany iHboOpMaIito ciaif 00pOOUTH 3a JOMOMOTOIO BIJIMOBIIHUX HAYKOBUX
MeToiB. B naHoMy Bumajaky HaWOUIbII MIAXOJAIIMMH € METOAM MaTeMaTU4YHOl
CTaTUCTUKHA. BaXXIMBO HE TUIBKM 3HANTH 3HAYEHHS BEIMYWH, IO HAC I[IKABIATH
(mapametpiB), a 1 3’CyBaTH XapakTep iX 3MIHM B 4aci, iX AUHAMIKY, OCKIJIbKH L€
JI03BOJIUTH OYyBaTU JAOCHUThH HaJIiHI MPOTHO3U 3MIHM OMEPATUBHOI OOCTAaHOBKH Ta
BIJIMTOBITHOTO PO3BUTKY ONEPATUBHO-PATYBAIBHOI CIY>KOU UBUILHOTO 3aXHUCTY.

YK 621.391:004.94

62 IMITAIIIMHA MOJEJIb TEPEJABAHHS TEKCTOBHUX I AYIIO
HOBIIOMJIEHB 3 BUKOPUCTAHHAM HEPO3A1IJIBHOI'O
GOAKTOPIAJIBHOI'O KOAYBAHHSA B CEPEJOBUIII SIMULINK

®aype E. B., Ckyubkuii A. b., Jlapnancskuii A. O.
Yepracvkuil 0eparcasHUull mexHol02iYHULL YHIgepcumem
E-mail: a.b.skutskyi.asp21@chdtu.edu.ua

Simulation model for text and audio messages transmission in the Simulink
environment using non-separable factorial coding

The work is devoted to the development of a model for text and audio messages transmission
using non-separable factorial coding. The creation of a simulation model using Matlab and Simulink
software products and the process of setting their parameters are considered. The algorithm for

244



encoding text messages and the algorithm for encoding samples of an audio signal are given. The
resulting model makes it possible to investigate probabilistic indicators of the information exchange
process as well as assess the impact of communication channel error on the quality of various types
of messages (text or audio) reproduction. The use of the developed model is also necessary to create
mock-up samples of secure information exchange devices based on non-separable factorial data
coding.

PO3BUTOK TEXHIYHUX MOXJIMBOCTEH, COIAaIbHO-TIOJITUYHE CTAHOBHIIIE,
NEepeIoBl TEXHOJIOT B CYy4aCHOMY HUTTI JIOJUHU JUKTYIOTh HOBI MpaBHIIa 100
napajgurMu O0e3neKku B cdepax JIOACHKOI MIsUIbHOCTI. BUKopucTaHHS HEPO3ILIBHOTO
dakTopianbHOro KoxyBanHsa (HOKI) sik HOBO1 MepCcreKTHBHOT MOACII KPUIITO3aXHUCTY
BIJIKpUBA€ HOBUM €Tan PO3BUTKY CY4YaCHUX MPOTrPAMHHUX CHUCTEM. ¥Y3arajlbHEHHS
mozesnei i meroniB HOK/] Buknaneno B [1].

MeTtoro po60oTH € po3podOKa Ta AOCTIIKEHHS IMITAIIITHOI MOJIETI TTIepeIaBaHHS
nanux Ha ocHoBl H®OKJI. /laHi mpeacTaBiieHO y BUIIISIAI TEKCTY Ta BUOIPOK ayiio
curHairy. OCHOBOIO AJi1 poOOTH € iMITalliiHa MOJENb CUCTEMH 3B’ A3KY, pPE3yJIbTaTh
JOCITIJKCHHS SIKOi BUKJIaZIeHO B miparti [2]. Kanai 3B’ 3Ky Mae HEHYIbOBY HMOBIpHICTb
BUHUKHEHHS O1TOBOI MOMMUJIKH I11]1 Yac MepeaBaHHs TEKCTOBOI Ta ayaio 1H(popmaIii.
CepenoBuilieM MOJEIIOBaHHS BUKOPUCTAHO MporpaMHi npoayktu Simulink 1 Matlab
[3], [4].

CkJ1aIoBi KOMITOHEHTH PO3pOOJICHOT MOeNi: mijcucTeMa COOEr — BUKOHYE
BIJIKPUTTS Ta 3aBaHTAKEHHS (aility 10 cepe0BUIIIA MOICIIIOBAHHS, ITIATOTOBKY JaHUX
JUIsL KOJyBaHHSA, KOAYBAaHHS JIaHUX 32 3aJaHUM QJITOPUTMOM; MIJCUCTEMA KaHay
nepenaBaHHs JaHUX — MICTUTh JBIMKOBUN CUMETPUYHUN KaHaJ 3B’SI3KY; IMiJCUCTEMA
decoder — npuiimae aaHi 3 KaHaITy 3B sI3KY, JA€KOAY€E, (hopMaTye Ta IPUBOAUTH JIaH1 110
MOYaTKOBOTO BUTJISIY Ta 30epirae ix no Qaitry.

Mogens nepeaaBaHHs TEKCTOBUX aAaHuUX 3a aonomororo HOKJ[ ctBopeHO
aganTuBHONO. TakuM YMHOM, 3arajbHUN 4Yac cuMyJiilii 1HGopmaliiiHoro oOMiHY
0a3yeThCs Ha KUTBKOCTI JJAHUX, 1110 HEOOX1AHO TepeaaTH, Ta MiHIMaJIbHOIO 3HAUYCHHS
qacy CUMYJIALii. ¥ Mozieni BUKOPUCTAaHO YacToTy nepeaasanus ., =100M1y , 3Biaku

MiHiManbHe 3HaUeHHs yacy cumyisuii nopisaioe 1/ F, =107°c. Poss’s3yBau (Solver)

obpano tuny Fixed-step: discrete (no continuous states). Ctom cuMysIii porecy
NepeaBaHHsl TEKCTOBUX JAHUX BUKOHYETHCS TUIBKM MICIS TOTO, SIK YCl JIaHl y
BXigHOMY (hailsii 00poOJIeHO, MepesaHo, MPUNHATO, IEKOJIOBAHO Ta 30€pEKEHO B
30BHIIIHIN (aii.

JUis  MojentoBaHHS TMpolLeCy TNepeJaBaHHS ayalo JaHUX BUKOPUCTAHO
po3p’sizyBay Tuny Variable-step. Bximui nmani — BuHOIpKM ayaio CUTHalIy —
OTPUMYIOThCS Bia mepudepii KoM 'oTepa depe3 MIKpOopOHHM/MHIMHUN BXim Ta
¢dyukmioHansHi 6;oku Simulink Audio Toolbox (Audio Device reader). ¥ pexumi
peanbHOTO dYacy BIIOYBA€ThCS KOJYBAHHSA Ta TEpedaBaHHA IUX JaHUX KaHAJIOM
3B’SI3KYy, JICKOJYyBaHHS Ta, 3a AHAJIOTIEI0 3 MOJACIUII0 OOPOOKM TEKCTOBUX JaHUX,
30epexeHHs 10 30BHImHKOro (ainy (To Multimedia file).

VY cepenoBumii Matlab nns peanizaiii He0OXiJIHOTO alrOPUTMYy KOJyBaHHS
CTBOPEHO J0JaTKOBI crieHapii juist 00pooku ganux: coder.m, decoder.m, int2factStr.m,
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fact2int.m. IlpuHmumu oOpoOKHM TEKCTOBUX MOBIAOMIICHB ISl iX (aKTOPiabHOTO
KOJYyBaHHs IIpeCTaBIeHoO B [5].

Po3pob6riena imiTaiiitHa MoJelb OMpalbOBYE TEKCTOBI JaHl 3a HACTYITHUM

AITOPUTMOM:
1) 3unrtyBanHs ASCII cuMBOJIIB 3 TEKCTOBOTO IOKYMECHTY;
2) KOHKATEHAI[isl 10 JiBa CHMBOJM BXIJHOTO TEKCTy (OIpaIfOBaHHS TEKCTY

BUKOHYEThCS 3J1iBa HAINpaBO) Ta MEPETBOPEHHS iX y MEPECTAaHOBKY JOBXKHUHU

M =8;

3) mepenaBaHHS JaHUX KaHAJIOM 3B’s3KY 3 OITOBUMH ITOMUJIKAMU;
4) 3BOpPOTHE NEPETBOPCHHS IIEPECTAHOBKH B JBIHKOBI JaHi;
5) 30epiraHHs JaHWX Y 30BHINTHIN (haiil.

Y Bumaaky TmepeaaBaHHSA ayJai0 TOBIJOMJICHHS 3a3HAYCHUN aJTOPUTM
ompanboBye BUOIPKH ay/io curaany B popmari Waveform Audio File Format (WAV)
y MOHO PEXKUMI 3 pO3psAaHICTIO 16 OIT HAa CeMILT.

Mopnenbs BHKOHYe 30€pexeHHS JTaHUX Ha KOXXHOMY eTami oOpoOKu Juis
OJAJIBIIOT CTATUCTHYHOI OIiHKKA BOygoBaHMMH MoxyisMmu 10 File. BOygoBanumu
iHcTpyMeHTamu Simulink mpoBeseHO aHani3 BIUIMBY OITOBOI MOMMIIKM Ha SKICTh
OTpUMaHOTrO ToOBiAOMIIeHHA. OTpuMaHi MOJENbHI pe3ylbTaTH IMEPEBIPEHO Ha
BIJIMOBIAHICTD TEOPETUIHUM.

BucHoBku

TakuM 4YWHOM, y pe3yJbTarl MPOBEAEHOrO JOCHIIKEHHS pO3pOOJIEHO Ta
JOCIIIJKEHO IMITalliiHy MOJENb, SIKa: ONpalbOBY€E TEKCTOBY Ta ayJlo 1H(QOpMaIILo,
BUKOHY€ KOJyBaHHA Ta TMIepeJaBaHHA JaHUX BIIKPUTHM KaHAJOM 3B’s3Ky 3
HE3aJIC)KHUMU OITOBUMM TOMUJIKaMU. Mojenbs OyJae BUKOPHUCTaHO ISl aHami3y
MOKA3HUKIB TepeaaBaHHs i1H(dopMallii, a TakoX Uil PO3pPOOKH Ta JOCIHIIKCHHS
MaKETHUX 3pa3KiB MpHUAMaIbHO-TIEpEAaBaATbHUX IMPUCTPOIB CUCTEMH 3aXHUIIEHOTO
iH(dopmariiitnoro ooMiny Ha ocHoBl HOKJI.
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