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Abstract. Due to the rapid development of technology and the growing interest in the concept of “smart home”,
the relevance of the study is to identify obstacles and opportunities, contributing to the effective implementation
of these technologies in modern life. The purpose of this study is to analyse the modern state and determine the
possibilities of developing and implementing smart home automation systems in the Ukrainian residential sector
to increase the level of comfort, safety, and energy efficiency. The methods used include the analytical method,
classification, functional method, statistical method, synthesis, etc. The results of the study reveal the profound
impact of technology on the efficiency and security of a smart home. The modern state of smart home automation
systems in the Ukrainian residential sector was analysed. Modern cybersecurity methods for protecting against
potential threats were considered. Electronic keys, including Face Identification, fingerprint and voice recognition
technologies, are being implemented to provide access and increase security in the smart home. The study reveals
various methods that are used in different countries to implement smart homes, presenting various examples
of development and features of their implementation. As a result, key technical and financial challenges are
identified that call into question the effectiveness of implementing such systems. In addition, the possibilities
of optimising these systems were considered based on market features and infrastructure constraints. According
to the analysis, specific recommendations were developed for creating affordable and effective solutions for
Ukrainian consumers. Based on these recommendations, it can be concluded that, despite the existing difficulties,
the introduction of smart home systems in Ukraine has potential and prospects. However, to achieve full success,
it is important to overcome technological challenges and consider the financial capabilities of the population.
The study made a significant contribution to understanding the factors influencing the successful implementation
of modern technologies in the residential sector of Ukraine, contributing to the practical development of science
and providing concrete conclusions for the possibilities of implementing smart home automation systems
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INTRODUCTION

The growing interest in the smart home concept is driv-
en by the desire to improve comfort, safety, and energy
efficiency in residential areas. Smart home automation
systems, due to their capabilities, provide automated
control of various devices and systems in the home,
which leads to numerous advantages. They contribute to
increased comfort by automatically performing routine

tasks such as controlling lighting, adjusting temperature,
and opening doors. This not only frees up the time and
effort of residents, but also makes their lives conven-
ient. An important aspect is to increase security, as auto-
mation systems can control access to the home, detect
and prevent hazards, and provide remote home man-
agement. This is important to protect against burglary,
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fire,and other potential hazards. In addition, automation
systems help to improve energy efficiency by optimising
energy use in the home. This reduces energy supply costs
and minimises the negative impact on the environment.

The research focuses on identifying and developing
optimal strategies for implementing smart home auto-
mation systems in the Ukrainian residential sector. This
includes a thorough analysis of the technical and fi-
nancial challenges that arise when implementing mod-
ern technologies, identifying market constraints, and
infrastructure challenges. Confronting these aspects is
a key issue, as it determines the success or failure of
implementing smart technologies in the housing sector
of Ukraine. Insufficient standardisation, financial con-
straints, and infrastructure variability are becoming im-
portant aspects that need to be studied and addressed
to ensure the effective implementation of smart sys-
tems in the home environment.

The study by K. Halahura et al. (2022) highlighted
the rapid development of technology and increased
interest in the smart home concept, which determines
the relevance of the study. The study did not address
specific technical aspects of implementing smart sys-
tems in the residential sector. E. Khomenko and O. Le-
meshchuk (2023) identified key technical and financial
challenges that arise when implementing smart home
automation systems in the Ukrainian residential sector.
The study does not focus on the interaction between
different manufacturers of smart systems and the pos-
sibility of standardisation. N.G. Aksak et al. (2024) noted
the importance of considering the possibilities of opti-
mising systems considering market characteristics and
infrastructure constraints in the context of implement-
ing a smart home. The study did not address the impact
of financial constraints on the decision to implement
smart home systems. AV. Kharytonovych and M.0O. Naz-
arenko (2023) noted that identifying and solving prob-
lems of technical and financial challenges is a critical
stage for the successful implementation of automation
systems. The researchers did not analyse the possibil-
ities of optimising automation systems with regard to
infrastructure constraints.

Research conducted by L.M. Vilinska et al. (2023)
highlighted the importance of energy efficiency and
the possibility of reducing resource consumption when
implementing smart systems in residential areas. The
paper did not address aspects of efficiency and reduced
resource consumption in the context of smart res-
idential systems. The study by Yu. Hasiuk et al. (2023)
raised the issue of standardisation in the context of
implementing smart home systems, which determines
consistency and compatibility between different man-
ufacturers and platforms. The possibility of developing
affordable solutions for Ukrainian consumers was not
considered by the researchers. M.I. Hrytsaienko and
H.I. Hrytsaienko (2021) analysed the concept of a “smart
home”, established the composition and interrelation of
the main components of this hierarchical system, and
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based on a survey of residents of two-room apartments
with underfloor heating, a conclusion was made about
the feasibility of investing in its energy efficiency. The
study did not consider the possibility of using the inte-
gration of electronic keys and security systems based
on Face ID (ldentification), fingerprint and voice recog-
nition technologies to increase the level of protection
and comfort of smart home users.

As part of a study conducted by Ya. Kovivchak et
al. (2021), an information system was developed aimed
at optimising and controlling electricity consumption in
a smart home. The study did not examine the impact of
using alternative energy sources, such as solar panels or
wind turbines, on power management in a smart home.
[.M. Lukyanovets and N.K. Lysa (2022) stressed the im-
portance of paying attention to the risks and security of a
smart home,which include the collection and processing
of personal data, the possibility of confidential informa-
tion leakage, cyber-attacks, and unforeseen situations in
the operation of systems, which highlights the need for
security measures to ensure the reliability and protec-
tion of privacy in a smart home. The researchers did not
address the possibility of implementing data encryption
or blockchain technologies to provide an additional
layer of security and privacy protection in smart homes.

The purpose of this study was to explore how
smart home automation systems can be implemented
in Ukraine to make housing more comfortable, safe, and
energy efficient.

MATERIALS AND METHODS

The analytical method helped to consider and inves-
tigate key aspects of the functioning of smart home
automation systems. Using this method, it was possi-
ble to analyse the various technical and operational
characteristics of these systems, and determine their
effectiveness and possible areas of improvement. The
analysis of the data obtained provided a sound under-
standing of the advantages and limitations of using
smart technologies in the housing sector.

Using the functional method, the functionality of
smart home automation systems was identified and
studied in detail. This approach determined how sys-
tems interact with different devices and equipment,
and how they affect different aspects of the household
environment. The study of functional characteristics re-
vealed the possibilities of controlling lighting, heating
and air conditioning systems, safety systems, and other
aspects of living space. Considering such functionality,
recommendations were developed for the optimal use
of automation systems, contributing to maximum com-
fort and safety for residents.

The deduction helped in determining the logical
conclusions and patterns underlying the implementa-
tion of smart home automation systems. Investigating
the general principles and principles on which these
systems work, key aspects that determine their effec-
tiveness and capabilities were identified. The deduction
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has contributed to the formulation of predictions and
strategies for the future improvement of smart housing.
Exploring the limitations and opportunities, the study
identified ways to optimise and develop new function-
ality that will contribute to further growth of comfort
and safety in modern residential premises.

The synthesis combined various elements and com-
ponents to create complete and optimal smart home
automation systems. This approach allowed integrat-
ing different technologies, ensuring their interaction
to achieve maximum functionality. By exploring various
aspects from basic technical characteristics to user in-
terfaces, the synthesis has made it possible to create
systems that effectively meet the needs and expecta-
tions of users. Considering the principles of design and
interaction of components, solutions have been syn-
thesised that improve the comfort, safety and energy
efficiency of residential premises.

The classification method helped to systematise
and categorise the diversity of smart home automation
systems according to their technical characteristics
and functionality. The operational inspection identified
groups of systems by their purpose, scope of functions,
and level of automation. This method allowed identi-
fying key features and distinguishing between differ-
ent types of systems depending on their application.
The classification was useful for understanding and
determining the best options for choosing automation
systems based on the individual needs and preferences
of users. Using the induction method, various scenar-
ios for using smart home automation systems in the
Ukrainian residential sector were studied. This method
analysed previous cases of successful implementation,
identifying key aspects that lead to positive results. The
induction also identified important factors for success-
ful implementation, such as providing the appropriate
technical infrastructure, user training, and developing
data security systems. Consideration of these factors
when planning and implementing automation systems
is important to ensure stability and long-term efficiency.

RESULTS

The development and implementation of smart home
automation systems in the Ukrainian residential sector
can be an effective solution for improving comfort, safe-
ty, and energy efficiency. The Internet of Things (IoT) is
a network of interconnected devices that can transmit
and process data. These devices are equipped with soft-
ware and built-in sensors that allow them to exchange
information on a global or local network. Using 10T sys-
tems can simplify everyday tasks, providing people with
a more dynamic and comfortable lifestyle. For example,
in smart homes, loT devices can automatically activate
lighting when a person enters a room or adjust the
temperature according to the specified parameters. In
addition, home loT devices can interact with each other
and provide various services to users. For example, a
smart assistant can play music from the owner’s library

or perform certain tasks on other loT devices accord-
ing to saved daily tasks. Thus, 0T devices can make a
person’s life easier by performing various tasks without
direct intervention or at the user’s command.

Smart technologies in modern homes are becoming
increasingly popular, attracting the attention of both
individual owners and government agencies around
the world. Some countries are already successfully im-
plementing smart home systems that promote comfort,
safety and energy efficiency. In the United States, voice
assistants are popular, allowing users to control various
aspects of the home using voice commands. Technolo-
gies such as Amazon Alexa, Google Assistant, and Ap-
ple HomeKit are becoming an integral part of modern
homes, providing convenient management of various
systems. Sweden is actively using energy-efficient solu-
tions aimed at optimising energy consumption and re-
ducing emissions. Much attention is paid to the use of
solar panels, renewable energy systems, and intelligent
power consumption management systems. In the Neth-
erlands, homes are equipped with integrated smart
home systems for easy management of all aspects of
life. This includes automated control of lighting, heat-
ing, air conditioning and safety systems, making their
homes comfortable and efficient. In South Korea, smart
technologies are being implemented in new housing
construction to ensure optimal comfort and safety for
residents. Innovative lighting, heating, and safety con-
trol systems are becoming the standard in new build-
ings. China, as a leader in smart technologies, actively
uses systems to manage energy consumption and in-
frastructure in cities. Major cities such as Shanghai and
Beijing illustrate the diversity of innovative approaches
in the world of smart construction, where the use of
artificial intelligence and smart city systems helps im-
prove the comfort and quality of life of residents.

Smart technologies in construction not only make
life easier, but also become a key factor in ensuring
safety, energy efficiency and convenience for resi-
dents around the world. These technologies continue
to evolve and be implemented, creating new opportu-
nities to improve the quality of life and save resourc-
es. The world is becoming increasingly dependent on
technology, and in this context, the concept of a “smart
home” is becoming not only a novelty, but also a neces-
sity. The smart home system embodies the idea of inte-
grating various devices and sensors into one complete
system that provides convenience, comfort, and safety
for residents (Fig. 1). This system works by collecting
data from various sensors and devices, analysing them
through special software, and executing appropriate
commands to control various home systems. A central
part of a smart home system is its ability to collect and
analyse data. Light, motion, temperature, humidity, and
other sensors provide a constant flow of information
about the state of the house and its surroundings. This
data is then transmitted to a central controller, where it
is analysed and used for decision-making. Light sensors
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detect the level of illumination in different areas of the
house and transmit this information to the central con-
troller. Based on this information, the system can auto-
matically turn on or off indoor lights, adjust the bright-
ness of the light according to the time of day, or act
according to certain specified scenarios. A smart home
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Lighting control

Climate control
management

P. Kuznetsov

system can manage other aspects of home life, such
as heating, ventilation, air conditioning, water man-
agement, and other systems. This provides comfortable
living conditions for the residents of the house and re-
duces energy consumption by optimising the operation
of heating and air conditioning systems.
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management

|
| Management of street lighting

0 | |
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system L
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management center

Figure 1. Smart home system operation diagram

Source: compiled by the author

Figure 2 shows signal management tools within
the network, such as a smartphone, router, and cloud
server. In this topology, the smartphone is used to man-
age loT devices and make changes to their settings.
The router is responsible for automating the process
of managing devices on the local network, ensuring

effective oordination of their work. The cloud server is
used for remote management of device settings, pro-
viding convenient and accessible management even
from a distance. This configuration allows effectively
managing loT devices in a smart home, providing con-
venience and flexibility in their use.
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Figure 2. Network used in the smart home ecosystem for loT devices

Source: compiled by the author

Smart home automation systems can be divided ac-
cording to several key characteristics and functionality.
In particular, they differ in control method, power con-
sumption, security systems, device integration, automa-
tion of routine tasks, and scalability. As for the control
method, the systems can use voice or mobile control.
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The main areas of energy consumption include energy
efficiency and the use of renewable energy sources. Se-
curity systems may include video surveillance and ac-
cess control. In terms of device integration, loT support
and integration with entertainment electronics (TVs,
music centres, etc.) are important. Automating routine
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tasks may include controlling lighting and climate con-
trol. Scalability systems can be single-level or integrat-
ed, covering all aspects of the home. This systematisa-
tion helps to understand the diversity of systems and
determine their relevance to the specific needs and ide-
as of users. Software for smart home systems can have
a variety of forms and interfaces designed for different
target audiences and user needs. The most common
options include web applications, mobile applications,
and specialised platforms.

Web applications are one of the available smart
home management software options. They usually work
via a web browser and provide users with the ability to
remotely manage various aspects of their home envi-
ronment. This is a convenient solution for those who
want to have access to the home management system
from any device with an internet connection. Mobile
applications have become an integral part of modern
smart home systems. They provide users with conven-
ience and mobility, allowing them to control lighting,
heating, security, and other functions via their smart-
phone or tablet. Mobile applications often also include
monitoring and notification features, making them an
essential tool for keeping home safe and comfortable.
Specialised platforms are more advanced and integrat-
ed solutions for smart home management. They often
combine various functions, including automation, mon-
itoring, and management, and can also be integrated
with other systems, such as security systems or energy
management systems. In modern smart homes, sensors
play a key role in collecting a variety of information
about the environment, including temperature, humid-
ity, lighting, and movement. This data can be used to
automate various home systems, such as heating, air
conditioning, lighting, and security systems.

Controllers in smart homes are responsible for
controlling various devices and systems based on the
received data. They can make decisions automatically
or using user-developed programmes. For example, the
controller can automatically turn off the heating when
sensors detect that the room has become warm enough.
Other 10T devices that are connected to a smart home
can include various household devices, such as refrig-
erators, washing machines, coffee makers, and many
others. These devices can be controlled remotely via
mobile applications or voice assistants, giving users
more convenience and control over their home. One
of the most important aspects of loT systems in smart
homes is their ability to interact and integrate with oth-
er systems. For example, motion sensors can turn on
the lighting system, or the heating system can turn off
when the windows are open. This makes smart homes
not only convenient, but also more efficient in using
energy and resources. Conventional door keys are grad-
ually being replaced by electronic identification sys-
tems that offer a higher level of security and conven-
ience. The use of electronic keys such as fingerprints,
Face ID, or voice recognition is becoming the standard

for providing security and access to homes in modern
smart systems.

One of the most common methods of electronic
identification in smart homes is the use of fingerprints.
This method is based on the unique biometric charac-
teristics of each person, which makes it reliable and
almost unforgeable. In addition, the use of fingerprints
allows quickly and conveniently opening the door
without having to carry a physical key. Face ID, based
on facial recognition, is another innovative method
of electronic identification. This technology is used in
smartphones and other devices to unlock by scanning
the user’s face. In smart homes, Face ID systems can be
integrated with smart doors or access control systems,
allowing owners to access their home with just their
face. Voice recognition is another advanced electronic
identification method that finds its application in smart
homes. This technology allows users to authorise their
access to the home using voice commands or simply
by recognising their voice. It is especially convenient
for those who have a limited ability to move or have
various physical limitations.

Cybersecurity is becoming an important aspect
for ensuring data security and privacy in smart homes.
Given the constant growth in the number of connected
devices and the relationship between them, protection
against unauthorised access and abuse by intruders is
becoming an important task for smart home owners.
One of the key aspects of cybersecurity in smart homes
is network protection. It is important to have a strong
and secure network protocol to prevent unauthorised
access to home management systems. Setting pass-
words, using Secure Wi-Fi (Wireless Fidelity) networks,
and regularly updating software are just a few of the
ways to protect the network from potential cyber-at-
tacks. Data encryption is another important aspect of
cybersecurity in smart homes. All data transmitted be-
tween devices on the network must be encrypted to
prevent interception and abuse. The use of modern en-
cryption methods, such as Secure Sockets Layer (SSL) or
Advanced Encryption Standard (AES), can significantly
increase the level of data protection in smart homes.
Authentication also plays a key role in ensuring cyber-
security in smart homes. To access home management
systems, users must go through an authentication pro-
cedure, such as entering a password or using biometric
identification methods. This ensures that only author-
ised users have access to smart home functions.

Financial restrictions are related to the cost of
high-tech automation systems. Most innovative solu-
tions in this area are characterised by high purchase
and installation costs. For many Ukrainians who have
limited financial resources, this becomes the main bar-
rier to access to the benefits of smart housing. The cost
of technological solutions, such as intelligent lighting,
video surveillance systems, or automated heating sys-
tems, can be a big obstacle to their implementation.
Overcoming this problem will require developing new
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pricing strategies and financial support. Citizens should
have access to special credit programmes or subsidies
that will help reduce the financial barrier and promote
greater adoption of smart technologies in households.
In addition, it is necessary to actively work on improving
the financial literacy of citizens. Providing information
about the efficiency and long-term benefits of using
high-tech systems can help to understand not only the
cost of installation, but also reduce utility costs in the
future (Li et al., 2021). Initiatives to improve financial
literacy may include information campaigns, trainings,
and seminars for the public. In addressing this issue, it
is also important to involve governmental and non-gov-
ernmental organisations, develop social support pro-
grammes and promote the development of the market
for high-tech systems at affordable prices. Providing
access to modern technologies for all segments of the
population can improve the quality of life and make
society more efficient and environmentally conscious.

Smart homes, with their innovative technologies,
define a new level of comfort and safety in modern
housing construction. However, in Ukraine and other
countries where the technical infrastructure may re-
main insufficient, ensuring the full operation of smart
home systems can be a serious challenge.One of the key
aspects that determine the functionality of smart home
systems is access to a fast and stable Internet. In some
regions of Ukraine, there may be limited availability of
high-speed Internet, which limits the possibility of im-
plementing modern technologies in households. The
lack of a reliable internet connection can lead to a gap
in the operation of automation systems, reduce their ef-
ficiency, and limit interaction between different devices
(Aliero et al., 2021).To solve this problem, it is necessary
to focus on the development of technical infrastructure,
in particular the Internet. Public and private initiatives
should be aimed at expanding access to high-speed in-
ternet in all regions of the country. This may include
building new networks, improving existing infrastruc-
tures,and using the latest technologies to improve data
transmission efficiency. In addition, it is important to
encourage initiatives and partnerships between gov-
ernment agencies, Internet service providers,and smart
home technology developers. Support and cooperation
in these areas can help ensure not only a fast and sta-
ble Internet connection, but also raise public awareness
about the benefits of using smart technologies. An ad-
ditional step may be the introduction of loT technolo-
gies to create a network that works efficiently at low
Internet speeds and ensures stable data exchange be-
tween devices. This approach can be particularly useful
for regions with limited access to high-speed Internet.

Solving the problem of insufficient technical infra-
structure for smart home systems in Ukraine requires a
comprehensive approach that combines technical, so-
cial, and economic aspects. Only through joint efforts
can conditions be created for the full implementation
and development of smart living in Ukrainian house-
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holds. One of the main security threats in smart home
systems is the potential vulnerability to cyber-attacks.
Increasing the number of connected devices on the
same system creates many points for possible attacks.
Such attacks can target leaks of sensitive personal data,
such as lighting schedules, video surveillance, or even
information about residents’ habits. To ensure the se-
curity of such systems, it is important to develop high-
tech encryption tools and security mechanisms that
make it difficult for unauthorised persons to access. An-
other important aspect is control over data storage and
processing. Smart home systems usually collect a large
amount of information about users’ lifestyle. Ensuring
the confidentiality and security of this data requires ef-
fective storage rules, strict access policies, and the use
of advanced encryption technologies (Abdi et al., 2021).
In addition, users should have full control over what
information is stored and how it is used, ensuring trans-
parency and trust.

Preventing unfair actions of internal or external
threats is also important for ensuring data security in
smart home systems. Developers and manufacturers
should constantly update their software and hardware,
and provide users with automatic update capabilities
to fix detected vulnerabilities. Regular security cheques,
audits, and system monitoring can help to identify and
fix potential problems in a timely manner. To increase
user confidence in smart home systems, it is important
to perform effective educational work. Explaining and
providing information about the security measures tak-
en in systems can help build a conscious attitude to
technologies and confidence in their security. Stand-
ardisation is defined as a key factor in the successful
implementation and adoption of smart home technol-
ogies. One of the main advantages of setting standards
in the smart home industry is to ensure compatibility
between devices and systems from different manu-
facturers (Van de Kaa et al., 2021). The lack of a single
standard platform can lead to the fact that devices from
different manufacturers may not interact effectively or
may not be compatible at all. This becomes a serious
limitation for consumers who may want to combine
devices from different manufacturers into a single in-
tegrated system. Standardisation also helps to improve
the level of security. If all manufacturers adhere to the
same standards for data protection and device securi-
ty, this allows creating a single reliable framework for
protecting against cyber threats and abuse. However, it
is important to note that the effectiveness of standardi-
sation depends on active participation and cooperation
between manufacturers, industry organisations, techni-
cal experts, and government agencies. The process of
developing and agreeing on standards should be open
and transparent to consider the diverse needs of the
industry and protect the interests of end users.

Addressing the lack of standards also opens up op-
portunities for innovative solutions and industry devel-
opment. The introduction of a single standard platform
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can make the smart home market more attractive to
manufacturers and consumers, driving competition and
innovation. The use of smart home systems can signifi-
cantly facilitate the daily life of residents, starting with
lighting automation. Residents can control the light in
the house, adjust its brightness and colour scheme us-
ing a mobile phone or voice commands. This not only
creates an atmosphere that matches the mood of res-
idents, but also effectively saves electricity. Heating
and air conditioning are also becoming part of an inte-
grated system that can be controlled remotely (Yang et
al., 2021). Residents can adjust the temperature in the
house using their smartphones or tablets, which en-
sures optimal comfort even before returning home. One
of the important advantages is also the ability to control
various household devices through a centralised smart
home system. From kitchen appliances to security sys-
tems, residents can effectively interact with various as-
pects of their home environment. Smart home systems
can also adapt to the rhythm of life of residents. They
can learn habits and adapt home settings for optimal
comfort. For example, the system can automatically ad-
just the lighting and temperature, providing a pleasant
environment during dinner or evening relaxation.
Smart home systems allow to effectively control
lighting. Automatic switching off of light in rooms
where its use is not required is just one example of
optimising energy consumption. Motion sensors and
presence recognition systems can adjust the light in-
tensity depending on the activity of residents, ensur-
ing efficient use of energy without excessive lighting.
Managing electrical appliances and household appli-
ances through a centralised system also contributes to
the rational use of energy (Mahapatra & Nayyar, 2022).
Remote shutdown or switching to power-saving mode
allows saving energy when the devices are not in use.
It is also important to note that saving energy through
smart home systems not only reduces utility bills, but
also helps reduce carbon dioxide and other harmful
substances. Thus, these technologies make an impor-
tant contribution to environmental sustainability. Smart
home systems are an important tool for increasing the
level of protection of residents and their property, pro-
viding innovative approaches to solving security prob-
lems. One of the key advantages is the ability to install
monitoring and video surveillance systems in different
areas of the house. These systems allow residents to
monitor events in the house or its surrounding area in
real time using mobile devices. Such access provides a
sense of security and control, even when residents are
not at home. Smart home systems can integrate motion
sensors and door sensors that detect unwanted activ-
ity or intrusion (Taiwo & Ezugwu, 2021). If suspicious
events are detected, the system can send instant notifi-
cations to residents’ mobile devices or automatically ac-
tivate security systems such as alarms or security calls.
Security systems in a smart home can also be linked
to other functions, such as access control. The use of

electronic keys or face recognition systems allows ac-
cess only to authorised persons, increasing the over-
all level of protection. Increased security is also made
possible by remote system management. Residents can
remotely lock doors, turn on or off alarms, and monitor
other aspects of security, even when they are away from
home. The growing popularity and integration of smart
technologies in homes open up new prospects for in-
creasing the value of real estate. This trend not only
reflects modern technological trends, but also has a
potentially significant impact on the real estate market.
One of the key benefits is to improve the comfort and
functionality of homes. Smart systems allow residents
to remotely control lighting, heating, air conditioning,
security systems, and many other aspects, making their
lives more comfortable and efficient. Potential buyers
may be willing to pay for this level of convenience and
automation. Increased security can also have a positive
impact on the value of real estate. Homes with installed
monitoring and video surveillance systems can be more
profitable for buyers who value their security and pri-
vacy highly (Vetrivel et al., 2023). This can lead to an in-
crease in demand for such properties and, accordingly,
to an increase in their cost. Energy efficiency measures
can also be a significant factor in increasing the value
of real estate. Consumers are increasingly aware of the
importance of energy conservation, and having systems
that aim to optimise energy use in the home can make
real estate more attractive. In addition, the smart hous-
ing market is constantly evolving, and qualified buyers
may be interested in homes equipped with advanced
technologies. This can contribute to an increase in de-
mand for such properties and increase their value.

DISCUSSION

Smart home automation systems in the Ukrainian res-
idential sector represent an innovative industry that
promises to transform the way residents can interact
with their environment in everyday life. The growing
interest in these technologies in Ukraine is conditioned
by the need to improve comfort, energy efficiency and
safety in residential premises. In the course of review-
ing the study, a general structure of the home network
was created, considering the elements of a smart home.
This generalised model identified the key components
that make up a smart home system, helping to un-
derstand their relationships and their impact on the
overall network architecture. Increased comfort is an
important factor, as automation systems can perform
routine tasks such as controlling lighting, temperature,
and safety systems. This makes everyday life not only
more convenient, but also more efficient.

Energy efficiency is another key advantage,as smart
home systems allow optimising energy use, resulting in
lower costs and a positive impact on the environment.
The integration of environmentally oriented technolo-
gies can contribute to the creation of energy-efficient
solutions. Security is also an important aspect in the
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Ukrainian housing sector. Monitoring, video surveil-
lance, and alarm systems can provide a high level of
security for residents and their property. However, for
the successful implementation of smart home systems
in Ukraine, it is necessary to consider some challenges.
Financial constraints, technical infrastructure, and data
security issues require comprehensive investigation
and development of appropriate strategies. In gener-
al, the introduction of smart home automation systems
in the Ukrainian residential sector opens the way to
improving the quality of life, optimising energy costs,
and creating safe and comfortable housing. However, to
achieve these goals, it is important to carefully consider
all aspects and develop solutions that consider the spe-
cifics of the Ukrainian market and the needs of users.

Based on the results of recent study by C. Stolojes-
cu-Crisan et al. (2021), the loT-based smart home au-
tomation system is an innovative technology solution
that combines a variety of devices and systems to in-
crease efficiency and comfort in the home environment.
This system involves the interaction of various devic-
es, such as lighting, thermostats, video surveillance
cameras, electrical appliances, and others that can be
connected to the Internet and controlled via special
applications or voice commands. One of the key advan-
tages of such a system is the ability to remotely con-
trol the house. Users can turn devices on and off, adjust
the temperature, monitor security, or even track power
consumption, all using smartphones or other devices
with network access. This approach allows residents to
manage their homes conveniently and efficiently at any
time and from any place. The data is consistent with
the theses outlined in the previous section regard-
ing the growing popularity and introduction of smart
home systems. With the growing interest and adop-
tion of such systems, there are questions about data
privacy and security, as well as the need for standard-
isation. Ensuring reliability and protection from exter-
nal threats becomes crucial for the further successful
development of this technology, as it depends on the
decision of consumers and investors to implement such
innovative systems in their homes.

Turning to definition by B. Mustafa et al. (2021), a
low-cost loT-based smart home automation system
opens up new opportunities for a wide range of users
looking to improve their lives at an affordable price.
This approach makes smart home technologies accessi-
ble to a wide range of consumers, providing the ability
to automate basic home functions without significant
costs. One of the key advantages of such a system is
its ease of installation and use. The availability of the
technology allows users to install and configure devic-
es themselves, which makes it convenient to use even
for those who do not have deep technical knowledge.
Along with expanding accessibility, it is important to
consider security and privacy issues. Low-cost systems
may have limited protection measures against cyber
threats, so the choice and configuration of devices are
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crucial to ensure the security and privacy of users. In-
creased attention to these aspects becomes necessary
in the context of the widespread use of technology in
everyday life. Ensuring data security and protection
is becoming an important task for solving potential
threats and ensuring the reliability of systems in re-
al-world operating conditions.

S.Venkatraman et al. (2021) determined that smart
home automation based on voice control is becoming
an important aspect of modern life, offering a secure
and integrated approach to managing various devices
and systems in the home. One of the main advantag-
es of such a system is the ease of use - the user can
interact with the home using voice commands, which
ensures ease and efficiency of management. The use
of voice control also contributes to the security of the
smart home. The absence of the need for physical con-
tact with remote controls or sensors reduces the risk of
entering incorrect commands or unauthorised access.
Such a system can be integrated with security devices,
such as video surveillance systems or motion sensors, to
instantly respond to events at home. These results con-
firm previous research, pointing out the importance of
taking privacy issues into account and ensuring reliable
protection of users’ personal data in a high-tech smart
home environment. Achieving full integration and se-
curity requires a comprehensive approach to data man-
agement, and improving cybersecurity technologies.
Consideration of these aspects becomes a key to creat-
ing an enabling environment for the use and develop-
ment of smart home systems,which ensures the reliabil-
ity and confidentiality of information in this ecosystem.

Researchers H. Yar et al. (2021) showed in their
study that smart home automation through the use of
the peripheral computing and loT paradigm represents
a promising way to introduce innovation in modern
households. The peripheral computing paradigm in-
volves using the built-in computing resources of smart
home devices to process and analyse data on-site,
reducing the need to transfer large amounts of infor-
mation to the cloud. This approach helps to increase
the response rate of the system, because calculations
are performed at the device level, which reduces de-
lays and improves efficiency. In addition, the use of
peripheral computing can contribute to ensuring data
privacy and privacy, since sensitive information data
remains on the device itself, without being transferred
to external computing clouds. While agreeing with this
view, it is important to consider security and standard-
isation aspects when implementing solutions in smart
homes. This will ensure the compatibility and reliability
of automated systems based on peripheral computing
and loT. Proper compliance with standards will avoid
compatibility issues and ensure efficient operation of
systems. Consideration of these aspects will ensure the
safety and reliability of smart homes, increasing their
suitability and convenience for users and contributing
to the further development of this technology.
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As noted by O. Taiwo et al. (2022), an advanced
smart home management and security system based
on the deep learning model marks a new stage in the
development of modern technologies for households.
The use of deep learning allows the system to analyse
and interpret large amounts of data received from sen-
sors and devices in real-time. This allows the system
not only to respond to changes in the environment, but
also to learn independently and improve its functions
over time.The use of deep learning in smart homes can
improve security systems, allowing the automatic rec-
ognition of abnormal situations and a timely response.
In addition, such a system can adapt to unique user
preferences, optimising resource usage and providing
a higher level of comfort. When implementing such
technologies, it is necessary to consider ethical and
privacy issues, guaranteeing the protection of personal
data and control over their use. In addition, the system
must be resistant to cyber-attacks and have a high lev-
el of reliability, as it provides security and management
of important aspects of the home environment. Careful
consideration of these aspects will help prevent pos-
sible problems and ensure the effective functioning of
smart systems, which will contribute to a comfortable
and safe life in modern households.

M.J. Igbal et al. (2021) determined that the intro-
duction of smart home automation using intelligent
electricity dispatching is an important step towards
optimising energy consumption and management in
domestic settings. This innovative system allows effec-
tively regulating the use of electricity in the home, pro-
viding an optimal balance between comfort and energy
efficiency. Intelligent power dispatching allows auto-
matically distributing energy between different devices
and systems in the home based on their needs and op-
erating modes. For example, the system can automati-
cally turn off electrical appliances during periods of low
consumption or adjust the operation of heating and air
conditioning systems for optimal energy consumption.

Among other things, attention should be paid to
aspects of cybersecurity and data privacy protection
when using such systems. Effective security measures
and the definition of standards are crucial for the suc-
cessful implementation of intelligent electricity dis-
patching in smart homes. Strict security measures and
standards will help avoid possible threats to systems
and ensure the reliability and safety of use in different
households. Addressing these aspects is important for
ensuring the stability and efficiency of the system and
user confidence in the smart home.
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Po3pob6ka Ta BnpoBaaXeHHsl CMCTEMU aBTOMaTU3aLii po3yMHOro 6yaAnMHKY
B YMOBaX YKPaiHCbKOr0 XMT/I0BOr0 CEKTOPY: BUK/IMKMX Ta NepCneKkTUBU

MNaeno KysHeuoB

Marictp

lprasoBCcbKMiA fAepXKaBHUI TEXHIYHMI YHiBEpCUTET
49000, syn. [orong, 29, M. IHinpo, YkpaiHa
https://orcid.org/0009-0001-0762-9958

AHoTauig. Y 38’93Ky 3i CTPiIMKMM PO3BUTKOM TEXHOJIOTiM Ta 3pOCTalOYUM iHTEPECOM A0 KOHUenuii «po3yMHOro
O6YAMHKY», DOCNIIKEHHS € aKTyaNbHUM AN BU3HAYEHHS NEPEeLLKOA Ta MOX/IMBOCTEN, CNpusoyn ehekTUBHOMY
BMPOBAIXEHHIO LUX TEXHONONIM B Cy4acHe XUTTS. MeTa faHOro A0CNIAKEeHHS NONSAra€ B NpoOBeAeHHI aHanisy
Cy4aCHOro CTaHy Ta BU3HAYEHH| MOXIMBOCTEN po3pobKM Ta BNPOBAAXKEHHS CUCTEM aBTOMATM3aLii PO3yMHOro 6yAMHKY
B YKPAiHCbKOMY XMTNOBOMY CEKTOPi AN NiABULLEHHS piBHA KOMdOPTY, 3abe3neyeHHs 6e3nekn Ta NiABULLEHHS
eHeproedekTMBHOCTI. Cepen BUKOPUCTAHMX METOAIB CNif 3a3HAUYUTU aHANITUYHUI MEeTOoA, MeTod Knacudikauii,
(YHKLiOHaNbHWIM MeToa, CTAaTUCTUYHUI METOA, MeTOA, CUHTEe3Y Ta iHWi. Pe3ynbTaTn fOCNioXKEHHS PO3KPUBAKOTD
rMMBOKMIA BNIMB TEXHONOTIM HA eEeKTUBHICTL Ta 6e3neKy po3yMHoro 6yauHky. Iig yac npoBeaeHHs AOCNILAKEHHS
6yno NpoaHanizoBaHoO Cy4aCHWI CTaH CUCTEM aBTOMATU3ALLIi PO3YMHOro ByAuHKY B YKPaiHCbKOMY XXMTNOBOMY CEKTOPI.
Bynu po3rnaHyTi cyyacHi MeToam kibepbesnekn ans 3axXmcTy Bif NOTEHLIMHMX 3arpo3. EnekTpoHHi Kntoui, BKIOUaum
TexHonorii Face ldentification, Bigb1TKy nanbLs Ta ro0COBOr0 po3ni3HaBaHHS BNPOBALKYOTLCS 419 3abe3neyeHHs
[OCTyny Ta NiABULLEHHS PiBHA 6e3nekn y po3yMHOMY ByauHKy. JocnifxeHHs BiAKPUBAE Pi3HOMAHITHI METOAMKMY,
SKi BUKOPUCTOBYHOTBCS Y Pi3HUX KpaiHax Ans BNPOBafXeHHs po3yMHUX OyauHKiB, Ae Npe3eHTOBAHO Pi3Hi Npuknaau
peanisauii Ta 0cob6nMBOCTI ix po3BUTKY. B pe3ynbTaTi BUSBNEHO K/IHOYOBI TEXHIYHI Ta BiHAHCOBI BUKNIUKM, Ki CTABNSATb
nif CyMHiB eeKTUBHICTb BNPOBAAXeEHHS Takux cucteM. OKpiM Toro, 6ynu po3risHyTi MOXIMBOCTI ONTUMi3auii
LUMX CUCTEM, BPAXOBYHOUM 0COBAMBOCTI PUHKY Ta iHOPACTPYKTYPHI 0OMeXeHHS. 3rigHO 3 MpOBEeAEHMM aHani3oM,
6ynu po3pobneHi KOHKPETHI pekoMeHAaLii WOoA0 CTBOPEHHS AOCTYMHUX Ta eEKTUBHUX pilleHb AN YKPATHCbKMX
cnoxueadiB. Ha nmigcragi umMx pekoMeHau i MoXHa 3p0bUTH BUCHOBOK, WO, HE3BAXAK0UM Ha ICHYHOUI TpyaHOLL,
BMNPOBAJXXEHHS CUCTEM pPO3yMHOro 6yaMHKY B YKpaiHi Mae noTeHuian Ta nepcnektnen. OfHaK, AN LOCATHEHHS
MOBHOIO YCNiXy, BaX/MBO NOA0MATU TEXHONOTIYHI BUKIMKM Ta BpaxyBaTh hiHAHCOBI MOXIMBOCTI HAaCeNeHHS.
[ocnipkeHHs 3pobuno BaroMmin BHECOK y PO3yMiHHS GaKTOpIB, WO BMIMBATL HA YCMiLWHY IMMNIEMEHTALLII0 CY4aCHMX
TEXHONOTIN Y XXUTNOBOMY CEKTOPI YKpaiHW, CNpUAI0YM NPAKTUYHOMY PO3BUTKY HAYKM Ta H3AA0UYM KOHKPETHI BUCHOBKM
[NS MOXX/IMBOCTEN BNPOBAMXKEHHS CUCTEM aBTOMATU3aLii po3yMHOro 6yanHKy
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