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Abstract. The research relevance is determined by the rapid development of technology and the growing need for
efficient data processing on various platforms. The study aimed to address methods that would enable the use of
data editing algorithms on various operating systems and hardware platforms. A methodology was developed for
studying cross-platform adaptation technologies, including cross-compilation, virtualisation, the use of universal
libraries and Application Programming Interface, as well as methods for testing and optimising algorithm
performance. The study addressed various approaches to implementing cross-platform compatibility, including
the use of cross-compilation, virtualisation and containerisation. The main technical challenges are managing
resources, optimising performance and ensuring compatibility with hardware from different platforms. The
principles included selecting the most appropriate technology for the task at hand, considering performance and
security requirements, and ensuring effective integration of existing systems and infrastructure. The workflows
are focused on creating modular and extensible solutions that can easily adapt to changes in the technological
environment and user requirements. In the context of this study, artificial intelligence software plays a key role
in improving the efficiency and accuracy of data processing across different platforms. The results showed that
artificial intelligence software can automate various stages of the video and audio editing process. Artificial
intelligence is used to analyse large amounts of content data, such as video files, images and audio recordings.
The study determined that artificial intelligence is increasingly relevant in various aspects of movie production.
Artificial intelligence can analyse scripts, predict their potential success and suggest improvements using data
from previous films and their commercial success
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INTRODUCTION

Modern multimedia production and cinematography
require the efficient use of algorithmic editing tech-
nologies to create high-quality content. However, the

diversity of operating systems and hardware platforms
poses a challenge for developers to ensure that algo-
rithms are compatible and efficient across devices. In
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this context, the cross-platform adaptation of algo-
rithmic editing methods becomes a necessary compo-
nent to ensure the versatility and reliability of media
content processing and editing solutions. The modern
requirements to produce media content such as films,
videos and animation imply the use of highly efficient
algorithms for processing and editing video, audio and
graphics. However, the diversity of devices and technol-
ogy platforms creates challenges in ensuring the same
quality and performance across all target devices. The
issue includes several key aspects, each of which is im-
portant and requires special attention when develop-
ing and implementing multimedia technologies.

Firstly, differences in the hardware characteristics
of different platforms are a critical factor. Each oper-
ating system and device have unique features in terms
of processor, memory, graphics and input/output. This
requires in-depth optimisation of algorithms for the
specific technical conditions of each platform to ensure
optimal performance and quality of media content pro-
cessing. Secondly, the compatibility and interoperability
of algorithms between different operating systems and
devices are equally relevant. From Windows and mac
Operation System (OS) to Linux and mobile platforms
such as iOS and Android, it is worth addressing the dif-
ferences in software and ensuring that algorithms work
without losing functionality and performance on each
platform. The third aspect concerns the efficient use of
resources. Algorithms for algorithmic editing should be
designed to efficiently use the available computing and
memory resources of devices. This is especially relevant
for large data volume processing, where it is necessary
to ensure fast and stable information processing with-
out significant resource consumption. Ensuring data
security and protection is a critical aspect of adapting
algorithmic editing methods. When dealing with confi-
dential information or personal data, security standards
must be strictly adhered to prevent data leaks or unau-
thorised access to sensitive information.

The problem in this area is the need for effective
integration and compatibility of algorithms on different
platforms. J.Z. Blanco & D. Lucrédio (2021) proposed a
holistic approach to cross-platform software develop-
ment.Y.Ma et al.(2022) addressed support for cross-plat-
form real-time collaborative programming, describing
the architecture, methods, and prototyping system. Are-
as requiring further research include effective methods
for integrating algorithmic editing across platforms,
optimising performance and ensuring interoperability.
The need to optimise algorithms to ensure uniform per-
formance across different hardware and software plat-
forms is also an important task. I. Bieda & T. Panchen-
ko (2022) analysed various artificial intelligence (Al)
tools, their functionalities, as well as advantages and
limitations when used on different platforms. R. Eugeni
& P. Pisters (2020) explored how modern algorithms
are changing approaches to video creation and editing,
and how these changes affect the perception and use of

video content in different environments. Ensuring the
security and protection of data when using algorithms
on different platforms requires further study. Another
pressing issue in this area is the need to create effi-
cient and compatible algorithms that can run seam-
lessly on different platforms. M. Sajbidor et al. (2023)
considered the creation of a cross-platform application
in Java and C++, which demonstrates the opportunities
and challenges associated with the implementation
of algorithms on different systems. H. Nguyen (2022)
studied the compatibility of programming languages in
the context of cross-platform development, emphasis-
ing the difficulties that arise when trying to ensure the
smooth operation of software on different platforms.
The development of universal standards for cross-plat-
form interaction of algorithms requires further study.
Another issue that requires further study is the need
to develop effective strategies for testing and debug-
ging algorithms on different platforms.Y.Zhang (2021)
examined cross-platform methods in computer graph-
ics that facilitate the creation of experimental films.
N. Dey (2021) has studied cross-platform development
using Ot 6 and modern C++, which allows implement-
ing algorithms on different systems. The development
of methods for automatic detection and elimination
of errors in the cross-platform operation of algo-
rithms requires additional consideration. One of the
key issues is the need to develop effective strategies
for managing resources and optimising performance
when working with algorithms on different platforms.
C. Rieger & TA. Majchrzak (2019) explored ways to
create a definitive framework for evaluating approach-
es to cross-platform application development, which
focuses on the complexities and challenges of this
process. A.A. Menegassi & A.T. Endo (2020) addressed
automated tests of cross-platform mobile applications
in various configurations, emphasising the importance
of testing algorithms on different devices and environ-
ments. Another issue that requires further study is the
need to develop effective methods for adapting the
user interface and visualising algorithmic editing for
different devices and screens.

The study aimed to analyse and create approaches
that would allow data editing algorithms to be effec-
tively applied on different operating systems and hard-
ware platforms. The following tasks were set as part
of this goal: analysing existing technologies and tools
that support cross-platform data editing and studying
the technical features and challenges associated with
adapting algorithms for different platforms.

MATERIALS AND METHODS
The study is conducted on an analysis of the advantag-
es and limitations of each technology, such as perfor-
mance losses, and difficulty in integrating or maintain-
ing functionality across different platforms.

The study included a detailed analysis of existing
approaches to cross-compilation, virtualisation, the use
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of universal libraries and Application Programming In-
terface (APIs), as well as methods for testing and opti-
mising algorithm performance on different platforms.
The analysis of technologies included an assessment of
their applicability and effectiveness for ensuring that
data editing algorithms work on different operating
systems and devices. Particular attention is devoted to
an analysis of the limitations of technologies, such as
performance losses, difficulty in maintaining function-
ality across platforms and the need for additional re-
sources for integration and use.

The study examined cross-platform tools such as
QOt, Xamarin and Flutter. The capabilities and limitations
of these tools for developing cross-platform applica-
tions were assessed. Qualitative analysis methods, such
as case studies, were used to gain an in-depth under-
standing of the experiences and perspectives of people
involved in the development of algorithmic editors. The
following experts took part in the study:

1. Lead developer (software developer), 10 years of
experience.
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2.Project manager (project manager), 8 years of ex-
perience.

3. Test engineer (software tester), 6 years of expe-
rience.

4. Chief developer (software developer), 12 years of
work experience.

5. Integration specialist (integration engineer), 7
years of work experience.

These interviews were used to gather detailed infor-
mation about practical experience of using cross-plat-
form adaptation technologies, identify their strengths
and weaknesses, and receive recommendations on how
to improve and optimise cross-platform application de-
velopment processes.

The study included a survey that helped to deter-
mine the current state of cross-platform adaptation of
algorithmic editing methods. The survey involved 50
professionals, including 23 women and 27 men, work-
ing in programming and software development, spe-
cialising in algorithmic editing. The survey included 4
blocks of questions (Table 1).

Table 1. Blocks of questions in the questionnaire

Block of questions

Questions

The first block

Do you use algorithmic editing methods in your work?

The second block

Have you encountered any difficulties in adapting algorithmic methods
for different operating systems?

The third block

Have you ever had to change your algorithms depending
on the platform on which they are executed?

The fourth block

Do you think it is important to ensure cross-platform compatibility in your project?

Source: compiled by the authors

In addition to these methods, the study adhered to
strict ethical standards. All participants were informed
about the purpose of the study and how their answers
would be used. Confidentiality and anonymity of re-
spondents were guaranteed. The study was conducted
voluntarily, without discrimination based on religion,
race or gender. The ethicality of the study was sup-
ported by references to relevant standards, including
professional codes of ethics and the European Commis-
sion’s Guidelines on Ethics and Data Protection (2021).

RESULTS

Cross-platform adaptation technologies play a key role
in modern software development, enabling the cre-
ation of applications that run on different operating
systems and hardware platforms. In a rapidly changing
technological landscape where users expect applica-
tions to work seamlessly across all devices, cross-plat-
form solutions are becoming essential. These technol-
ogies not only simplify the development process but
also significantly reduce the time to market, providing
a competitive advantage. The main technologies for
cross-platform adaptation are cross-compilation, vir-
tualisation and containerisation, as well as the use of
cross-platform libraries and frameworks.
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Cross-compilation is the process of compiling soft-
ware code on one platform (called the host platform)
for execution on another platform (called the target
platform). This approach allows developers to create
software for a variety of devices and operating systems,
even if they do not have direct access to the target
hardware. Cross-compilation is especially useful when
developing applications for mobile devices or embed-
ded systems. The benefits of cross-compiling include
reduced development time, as developers can use
powerful host systems to compile code, which signif-
icantly speeds up the process compared to compiling
on less powerful target devices. The ability to test and
debug code on the host platform makes it easy to iden-
tify and fix errors without the need for access to the
target hardware. In addition, cross-compilation allows
developers to create software for many different ar-
chitectures and operating systems, such as ARM, x86,
Windows, macOS and Linux.

The use of cross-compilers such as GNU Compiler
Collection (GCC) and Low Level Virtual Machine (LLVM)
is @ common practice. GCC supports a wide variety of
programming languages and platforms, providing flexi-
bility and broad applicability.LLVM, being a modular and
flexible compiler, also supports various architectures
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and is used in Xcode for macOS and iOS development.
Cross-compiling reduces development costs and sim-
plifies software support, as the same code can be used
for different platforms with minimal changes. This is es-
pecially relevant in the modern software development
environment, where applications must be available on
a variety of devices and operating systems, ensuring the
same quality and performance.

Virtualisation and containerisation can be used to
create isolated environments for running applications,
which simplifies portability and compatibility between
different operating systems and hardware platforms
(Casalicchio & lannucci, 2020). Virtualisation is the cre-
ation of virtual machines (VMs) that emulate separate
hardware,allowing multiple operating systems to run on
a single physical server. This provides flexibility and iso-
lation, as each virtual machine operates independently,
minimising the impact of one VM on the others. Con-
tainerisation, in turn, uses containers that provide light-
weight, isolated environments for applications. Unlike
VMs, containers do not emulate an entire operating
system but use the kernel of the host OS, which makes
them more efficient in terms of resource usage. Con-
tainers contain all the necessary components to run an
application, including code, libraries, and dependencies,
which ensures consistent behaviour in any environment.

Examples of virtualisation tools include VMware
and VirtualBox, which can be used to run VMs with dif-
ferent operating systems on the same physical server.
Examples of containerisation tools include Docker and
Kubernetes. Docker provides a platform for creating,
distributing, and running containers, ensuring their iso-
lation and ease of deployment. Kubernetes, in turn, au-
tomates the deployment, scaling and management of
containerised applications, providing high availability
and scalability.

The main benefits of virtualisation and container-
isation include the isolation of environments, which
avoids conflicts between dependencies of different ap-
plications and simplifies the deployment and scaling
of applications. These technologies improve safety, as
isolated environments minimise the risk of impacting
other parts of the system. They also provide high re-
source efficiency, as containers consume less memory
and central processing unit (CPU) resources than VMs.
The use of virtualisation and containerisation is key to
modern Information Technology (IT) infrastructures, es-
pecially in the context of cloud computing and DevOps
practices. These technologies enable developers and
system administrators to effectively manage complex,
multi-component applications, ensuring their reliabili-
ty, security and performance across multiple platforms
and environments.

Cross-platform libraries and frameworks allow de-
velopers to create applications that run on different
operating systems with minimal changes to the code
(Ameen & Mohammed, 2022). This is achieved using
common APIs and development tools, which greatly

simplifies the process of developing and maintaining
applications for different platforms. Such libraries and
frameworks provide unified interfaces and abstractions
that hide the differences between operating systems,
allowing developers to focus on the logic of the appli-
cation rather than the specifics of each platform.

Examples of cross-platform tools include Qt, Xama-
rin,and Flutter. Qt is a powerful framework for creating
graphical user interface applications that support mul-
tiple platforms, including Windows, macOS, Linux, iOS,
and Android. It provides a set of tools and libraries for
developing graphical interfaces, working with files, net-
working and much more, creating complex applications
that look and work the same on all supported platforms.

Xamarin is a C# mobile application development
platform that can be used to create applications for iOS
and Android using a common code (Toasa et al., 2023).
Xamarin provides access to the native APIs of each
platform, which provides all the features and functions
of the operating systems, providing high performance
and a native user experience.

Flutter is a framework from Google for creating na-
tive applications for mobile, web and desktop platforms
using a single code in the Dart language (Kishore et
al.,2022). Flutter includes a substantial set of tools for
creating animations and user interfaces, thus providing
tools to create beautiful and responsive applications.
One of the key advantages of Flutter is its ability to
compile code into native machine code, which ensures
high application performance.

The main benefits of using cross-platform libraries
and frameworks include reduced development time
and costs due to code reuse, a consistent user expe-
rience across platforms, and ease of maintenance and
updating of applications. These tools allow developers
to create high-quality applications that run on a variety
of devices and operating systems while ensuring high
performance and reliability. The study created a dia-
gram showing the importance of different technologies
in the process of cross-platform adaptation of algorith-
mic editing methods (Fig. 1).

M Virtualisation and containerisation
Cross-compilation

B Cross-platform libraries
and frameworks

)
208 Adaptation of interfaces and APIs

Figure 1. The importance and contribution
of various technologies to the process of cross-
platform adaptation of algorithmic editing methods
Source: compiled by the authors based on K. Vassallo et
al. (2019)

The technical features and challenges of cross-plat-
form adaptation of algorithmic editing methods are
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complex and multifaceted tasks that require careful
analysis and optimisation at different levels of devel-
opment. Each platform has unique features in terms
of processor, memory, graphics and data input and
output. These differences require the optimisation
of algorithms for the specific technical conditions of
each platform. For instance, applications designed for
desktop computers with powerful processors and large
amounts of Random Access Memory may experience
performance issues on mobile devices with more limited
resources. Optimisation includes adapting algorithms
to make efficient use of multithreading, minimising
memory usage and improving graphics performance.

Ensuring that algorithms work on different operat-
ing systems, such as Windows, macQOS, Linux, and mo-
bile platforms (iOS, Android), requires implementation
of compatibility and interoperability between different
systems. This includes support for various system calls,
file systems, network protocols and interfaces. Interop-
erability can be achieved using standard libraries and
frameworks that abstract low-level details and provide
unified APIs. Algorithms must efficiently use the availa-
ble computing and memory resources of devices to en-
sure fast and stable operation when processing large
amounts of data. This includes optimising code to re-
duce memory and CPU time, using hardware accelera-
tion (e.g. GPUs) and ensuring low latency for interactive
applications. Efficiencies can be achieved by profiling
and analysing application performance across plat-
forms and making changes accordingly. Data protection
and security standards are essential when adapting al-
gorithmic editing techniques, especially when dealing
with sensitive information or personal data. This in-
cludes protecting data in transit and storage, managing
access and authenticating users,and protecting against
vulnerabilities and attacks. Security can be enhanced
using encryption, multi-factor authentication and reg-
ular updates and patches to address vulnerabilities.

The results of the first block of the survey on the
use of algorithmic editing methods show that out of
50 survey participants, 46% (23 respondents) regularly

25
20
15
10
5
0

Do you use algorithmic
editing methods in your
work?

Have you encountered
any difficulties in
adapting algorithmic
methods for different
operating systems?

change your algorithms

platform on which they

X Lietal

use algorithmic editing methods in their work. This
confirms the high level of prevalence and importance
of such approaches among professionals in the field
of programming and software development. The re-
maining 54% (27 respondents) do not use algorithmic
editing methods. This observation is relevant as it in-
dicates the diversity of approaches and preferences in
software development. Some professionals may pre-
fer other methods or see no need to use algorithmic
editing in their current work. These data indicate the
need for further study and optimisation of algorithmic
editing methods.

The results of the second block of the survey show
that 62% (31 respondents) reported that they had en-
countered difficulties in adapting algorithmic meth-
ods for different operating systems. This shows the
prevalence of cross-platform compatibility issues in
software development. Such challenges may include
APl incompatibilities, differences in programming lan-
guage standards, or hardware platforms.The remaining
38% of participants (19 respondents) did not encoun-
ter such difficulties, indicating fewer cross-platform
compatibility issues.

In the third block of the survey, 50% (25 respond-
ents) noted that they had to change algorithms depend-
ing on the platform on which they were executed. This
highlights the importance of adapting algorithms to
the specific technical features and requirements of dif-
ferent platforms, which can affect their efficiency and
performance. The remaining 50% (25 respondents) did
not express this need, which indicates that they were
working on projects where the algorithms remained
unchanged regardless of the platform. The results of
the fourth block of the survey show that 78% (39 re-
spondents) consider cross-platform compatibility to be
an important or very important aspect of their project.
The remaining 22% (11 respondents) stated that this
is a less important aspect of software development
for them. Based on the survey, a histogram was devel-
oped to visualise the key results and reflect the distri-
bution of respondent opinions and experiences (Fig. 2).

Have you ever had to

H Yes
® No

Do you think it is
important to ensure
cross-platform
compatibility in your
project?

depending on the

are executed?

Figure 2. Results of answers to questions regarding the use of algorithmic editing methods

Source: compiled by the authors
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Cross-platform adaptation of algorithmic editing
methods requires addressing several technical features
and challenges that need to be considered for the ef-
fective operation of applications on different operating
systems and hardware platforms. One of the key as-
pects is the modularity and extensibility of solutions.
Creating modular systems allows developers to update
or replace individual software components without
having to rewrite the entire system. This is especial-
ly relevant for cross-platform applications, where the
need to adapt to different technical specifications and
changes in the technology stack can arise at any time.

Another aspect is unification and standardisation.
The use of unified standards and protocols, such as
POSIX for operating systems, OpenGL for graphics, or
JSON for data exchange, simplifies development and
ensures application compatibility across platforms.
This reduces development and support costs by reduc-
ing the number of adaptations and tests required on
different devices. Another important aspect is perfor-
mance optimisation. Cross-platform applications often
require the adaptation of algorithms to different com-
puting resources and hardware accelerators. For exam-
ple, the use of Compute Unified Device Architecture for
GPU-accelerated computing or specialised hardware
accelerators for performing complex operations in
real-time. This ensures high application performance
across devices while maintaining functionality and ef-
ficiency. All these aspects combined ensure successful
cross-platform adaptation of algorithmic editing meth-
ods, addressing a wide array of technical platforms and
user requirements. This is necessary to create universal
and stable solutions for processing media content and
other applications running on different devices and
operating systems.

Content analysis and optimisation using Al is a pro-
cess that involves the automatic study and processing
of large amounts of content data to improve its quality,
style and relevance to the target audience across mul-
tiple platforms. Key examples of algorithms used for
content optimisation include:

e Automatic colour correction - this algorithm
automatically adjusts the colour palette of images or
videos to achieve the desired visual effect. It can be
used to eliminate colour deviations, balance hues, and
adjust brightness and contrast, which is important for
ensuring consistency and aesthetic perception of con-
tent across devices.

* Noise reduction - this algorithm aims to reduce
noise in images or videos. Noise can occur due to in-
sufficient lighting, poor sensor quality, or other tech-
nical reasons. The use of noise reduction techniques
improves the clarity and quality of images, which is
particularly important for maintaining the detail and
clarity of images in different lighting conditions.

e Image quality enhancement - this algorithm
includes various techniques aimed at increasing the
clarity, contrast and detail of images (Li et al., 2022).

It can use resampling, filtering and edge enhancement
techniques to enhance the overall visual experience of
content, which also contributes to its aesthetic quality
and appeal to viewers.

These algorithms work by analysing large amounts
of content data to automatically optimise content for
various purposes, from improving visuals to making it
more relevant to audience requirements and platform
specifications.

Al in the media is used in various aspects of the
production, processing, distribution and consumption
of multimedia content. The main areas of Al use in
media include process automation, improving content
quality, personalising user experience, creating new
content products and optimising content management.
The first area is content analysis. Al is used to recog-
nise and classify media data such as images, video and
audio files. This includes recognising objects and faces
in images, analysing video content and detecting au-
dio files, making it easier to automate the indexing and
organisation of large volumes of content. The second
important area is algorithmic editing. Al is used to au-
tomatically process and improve the quality of media
content. Examples include automatic colour correction,
noise reduction, sharpening and image detail, which
help to achieve the desired visual effects and deliv-
er high-quality content across multiple platforms and
devices. The third area is content personalisation. Al is
used to adapt media content to individual user needs
and preferences. This includes the development of rec-
ommender systems that offer personalised content rec-
ommendations based on the analysis of user behaviour
and preferences, which increases audience engagement
and satisfaction with media services. The fourth area is
content creation. Al is used to automatically create new
media content, such as generating texts, images, music
and videos. This includes the creation of various forms
of multimedia content by algorithms, which promotes
innovation in the field of creativity and expands the
possibilities for creating unique content products. The
fifth aspect is content management and distribution. Al
helps to improve digital library management, copyright
control, audience analysis, and optimisation of content
distribution across various platforms and channels,
which increases the efficiency of media resources and
increases their commercial value.

The use of Al in the media significantly increases
the efficiency of production processes, improves user
experience and contributes to the creation of innova-
tive solutions aimed at meeting the growing needs and
expectations of modern users of multimedia technolo-
gies (de-Lima-Santos & Ceron, 2022). Synchronisation
problems on TV can occur for several reasons related
to the technical characteristics of different platforms
and devices. These problems can affect the quality of
content perception and require special measures to
prevent them. One of the main reasons is the differ-
ence in hardware characteristics of the devices. Each
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device has unique technical features, such as processor,
memory, graphics capabilities and audio systems. These
differences may result in inconsistencies in the play-
back of audio and video content. Network delays also
play an important role in synchronisation problems.
Differences in Internet connection speed and network
stability can cause delays in data transmission, which is
especially critical when streaming video and audio. Dif-
ferences in the codecs and compression formats used
to compress and decompress media files can lead to
incompatibilities and additional delays when playing
content on different platforms.

Another reason is software errors and bugs that oc-
cur in media content processing and playback systems.
These errors can lead to incorrect synchronisation of
audio and video signals, which can degrade the viewing
experience. Adapting content for different devices and
screens can also pose challenges. For example, content
optimised for one type of screen may not display or
play properly on another device. Various measures are
taken to prevent these problems. One approach is to
use unified standards and protocols for encoding and
transmitting media data. This helps to ensure compat-
ibility between different platforms and devices. Opti-
mising algorithms for processing media content is also
important. The use of hardware accelerators such as
GPUs and FPGAs can significantly increase data pro-
cessing speeds and reduce latency. Testing and debug-
ging software on different platforms helps to identify
and fix synchronisation issues before the product is
released. This includes the use of automated tests and
emulators of various devices and operating systems.
It is also necessary to implement adaptive streaming
mechanisms that can automatically adjust video and
audio quality depending on the speed of the Internet
connection and device characteristics.

Deep Fake is a technology that allows the creation
of realistic fakes of videos and images using Al (Kwok
& Koh, 2021). The process of creating a deep fake usu-
ally involves the following steps. The first stage is data
collection. Deep fake creation requires large amounts
of data, such as images or videos of faces to be re-
placed or synthesised. This data serves as the basis
for model training, so its quality and diversity play a
key role in the final result. This is followed by the data
pre-processing stage. At this stage,the images and vid-
eo are aligned and normalised to improve the quality
of the model training. This can include cropping faces,
adjusting lighting and colour, and removing noise. The
purpose of pre-processing is to prepare the data so
that the neural network can train efficiently, minimis-
ing errors. After that, the model training phase begins.
Generative adversarial networks (GANs) are used in
this stage, which consists of two neural networks - a
generator and a discriminator. The generator creates
fake images, and the discriminator tries to distinguish
them from the real ones. These two networks are
trained in a competitive mode: the generator tries to
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deceive the discriminator by creating more and more
realistic images, and the discriminator improves its
skills in recognising fakes. The training process con-
tinues until the generator learns to create sufficiently
realistic images that the discriminator cannot distin-
guish them from real ones.

The next step is to create fake images or videos.
The trained generator is used to create realistic imag-
es or videos by replacing the face in the original with
the face of another person. In the case of video, this
also requires lip movement and facial expressions to
be synchronised to achieve maximum realism. At this
stage, additional algorithms are often used to improve
the quality, such as anti-aliasing filters and artefact cor-
rection. The final stage is post-processing. Includes final
adjustments and enhancements to the video or image
quality to eliminate artefacts and improve realism. This
can include manual editing, the use of specialised tools
to enhance images and audio, and additional checks for
realism. Post-processing brings a fake video or image
to a level where it will be difficult to distinguish it from
the real material, even with careful analysis. Thus, the
process of creating a deep fake involves several key
stages, each of which plays an important role in ensur-
ing the high realism of the final product. Data collec-
tion and pre-processing, training of GANSs, creation of
fake images and videos, and post-processing all com-
bine to create high-quality fakes that can deceive even
the most careful observers.

Creating Deep Fakes requires the use of various
technologies, each of which is required in the process of
generating realistic fakes. GANs are the main technol-
ogy used to create Deep Fake (Revi et al., 2021). GANs
consist of two neural networks: generator and discrim-
inator. Autoencoders also play an important role in the
creation of Deep Fake.They are used to reduce data di-
mensionality and extract key facial features. Autoencod-
ers consist of two parts: an encoder that converts the
input data into a compact representation, and a decod-
er that recovers the original data from this representa-
tion. This simplifies the face replacement process, as
autoencoders can effectively learn from face charac-
teristics and then reproduce them with high accuracy.

Open-Source Computer Vision Library (OpenCV)
is a computer vision library that is widely used in the
process of creating Deep Fake. OpenCV provides a
variety of tools for image and video processing, such
as face detection, object tracking, lighting and colour
correction, and noise filtering. These tools are neces-
sary for pre-processing data to prepare it for training
neural networks. TensorFlow and PyTorch are popular
machine-learning frameworks used to create and train
neural networks, including GANs and autoencoders
(Novac et al., 2022). These frameworks provide power-
ful tools and libraries that make it easy to develop and
customise machine learning (ML) models. They support
parallel computing and the use of graphics processing
units (GPUs), which significantly speeds up the learning
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process and enables large data amount processing.
Dlib is a machine-learning library that includes tools
for detecting faces and other objects in images (Xu et
al.,2020). It is widely used for pre-processing data and
preparing it for training. Dlib provides highly accurate
algorithms for face detection, image alignment and
normalisation, which improves the quality of training
and increases the accuracy of the fake images creat-
ed. FaceSwap and DeepFacelab are specialised tools
and software for creating Deep Fake. They integrate
the technologies described above and provide a us-
er-friendly interface for working with them. These
tools automate many aspects of Deep Fake creation,
such as data collection, model training, fake image and
video creation, and post-processing. FaceSwap and
DeepFacelLab use GANs, auto-encoders, OpenCV, Ten-
sorFlow and PyTorch to ensure high realism and qual-
ity of the final product. Used together, these technolo-
gies and tools can be used to create Deep Fake with a
high degree of realism, rendering them substantial in
the hands of developers. However, they also raise im-
portant ethical and security issues, as they can be used
to create misinformation and fraud.

Deep Fake detection and recognition is a complex
task that requires the use of various technologies and
methods. When creating Deep Fake, artefacts such as
blurring, unnatural object boundaries, unrealistic light-
ing and shadows often occur. Deep Fake detection algo-
rithms determine such anomalies in images and videos.
Fake videos can have unnatural movements or behav-
iour of objects, such as inconsistent lip movements
when words are spoken or facial expressions that do
not match the words spoken. These features can be
used to identify counterfeits. Deep Neural Networks
(DNNs) are trained on large datasets, including real and
fake videos and images. They study the characteristics
that distinguish fakes from real content, such as skin
textures, movement patterns and facial proportions. To
protect the authenticity of content, digital signatures
and hashing can be used to record and verify the orig-
inality and integrity of data. This can be used to track
any changes or manipulations of media content. There
are specialised software tools and platforms, such as
DeepFacelab, FaceForensics++, Reality Defender and
others, that provide opportunities for analysing and de-
tecting Deep Fake.They use a combination of the above
methods to ensure accuracy and efficiency in detecting
counterfeits. Together, these methods and technolo-
gies form a powerful toolkit to combat the problem of
Deep Fake, providing protection against manipulation
of media content and maintaining trust in digital data.

DISCUSSION

Cross-platform adaptation of algorithmic editing meth-
ods is a complex and multifaceted task that requires
consideration of many aspects, from technical imple-
mentation to user experience. The main problem is
the need to create algorithms that can run efficiently

on different operating systems and hardware platforms
without losing performance and data quality.

One of the key approaches to solving this prob-
lem is cross-compilation. This method can be used
to generate executable code that can be executed
on a variety of target platforms, providing versatility
and independence from the source system. However,
cross-compilation often faces incompatibility issues
and requires significant resources to support differ-
ent platforms. Similar conclusions were reached by
M. Dempewolf (2020) in a study on the perception
and experience of mobile developers when using
cross-platform methods. As noted, the main reasons for
choosing cross-platform solutions are cost reduction
and accelerated development. The author emphasised
the importance of ensuring compatibility and ade-
quate testing when using cross-compilation, which is
a key factor in successful cross-platform development.

Universal libraries and APIs are also significant in
the cross-platform adaptation of algorithmic editing
methods. These libraries and APIs provide a common
programming interface that abstracts platform-specific
details, making it much easier to develop and maintain
algorithms. Despite some limitations, such as function-
ality and performance, they provide compatibility and
integration with various platforms. The optimal use
of universal libraries and APIs, combined with native
platform-specific solutions, can provide the balance
between versatility and performance needed for suc-
cessful cross-platform adaptation. S. De (2021) also
addressed the approach to designing a unified service
API modelling, although for the semantic compatibility
of inter-corporate automotive applications. The study
results demonstrate that the use of a unified service
API can significantly improve the interaction between
different corporate systems, providing a higher degree
of integration and compatibility.

The study identified several cross-platform mo-
bile app development tools that have proven effec-
tive in adapting algorithmic editing methods. Flutter,
developed by Google, supports i0S, Android and web
applications, providing high performance using the
Dart language and native user interfaces rendering.
Flutter also provides a powerful set of development
and debugging tools. Xamarin supports i0S, Android,
and Windows, allowing developers to use C# and .NET
to build cross-platform applications. The benefits of
Xamarin include access to native APIs and integration
with the .NET ecosystem, although performance may
vary depending on the task. These tools were evalu-
ated according to various criteria, including supported
platforms, performance, versatility, available libraries
and development tools. The choice of the right tool de-
pends on the specific requirements of the project and
the target platforms. Similar studies were conducted
by M. Isitan & M. Koklu (2020). The authors compared
and evaluated various cross-platform mobile applica-
tion development tools. This study demonstrated that
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cross-platform tools have unique strengths and weak-
nesses, and developers should carefully choose a tool
depending on the requirements of their projects, ac-
counting for performance, ease of use, support for na-
tive features, and community accessibility. Y. Kyelem et
al. (2021) investigated a hybrid approach to develop-
ing a cross-platform mobile interface for Infrastructure
as a Service (laaS). As concluded, a hybrid approach to
developing a cross-platform mobile interface for [aaS
can significantly improve flexibility, reduce costs, and
speed up the development process. However, for this
approach to be successful, potential integration and
interoperability challenges need to be considered.

This study determined that the application of Al
in media is an important tool used for the production,
processing, distribution and consumption of multime-
dia content. Key areas of Al use in media include task
automation, improving media quality, adapting content
to user preferences, creating new forms of content and
optimising content management processes. Al can au-
tomate many routine and labour-intensive processes in
the media industry. In the field of image processing, Al
automatically improves image quality, removes noise
and corrects lighting, which simplifies the process of
preparing visual content. Al plays a key role in creat-
ing a personalised experience for users. Al-powered
recommendation systems analyse user behaviour and
preferences to offer relevant content, which increases
audience engagement and improves user experience.
K. Nader et al. (2024) drew similar conclusions but did
so through a different approach.The scientists analysed
how Al is represented in entertainment media and how
these representations influence public perception and
understanding of Al. J.V. Pavlik (2023) addressed the
impact of using generative Al, such as ChatGPT, on the
fields of journalism and media education. The results
demonstrated the potential benefits and challenges of
using generative models in journalism and media ed-
ucation. They can also help to develop guidelines for
the effective and responsible use of such technologies,
contributing to the development of more sustainable
and ethical practices in these industries.

The study revealed how deep fakes are created and
what technologies are used for this purpose. Deep fake
is a technology based on the use of Al and ML that can
be used to create fake videos or images by replacing
the faces of some people with the faces of other people
with a high degree of realism. The study determined
that various technologies such as DNNs, Autoencoders,
GANs and software platforms such as TensorFlow and
PyTorch are used to create deep fakes. The study also
highlighted that the ability to create such fake videos
and images raises significant ethical and legal issues.
Potential abuses include spreading disinformation, def-
amation and fraud. This underscores the need to devel-
op new legislative measures and technologies to detect
and prevent the use of deep fakes for malicious pur-
poses, protect personal information and ensure security

Bulletin of Cherkasy State Technological University, Vol. 29, No. 2, 2024

X Lietal

in the digital space. C-C. Hsu et al. (2020) drew similar
conclusions, however, they focused on detecting fake
images and analysing threats related to deep fakes.
The authors addressed the development and analysis
of deep learning methods for detecting fake images
created using GANs and other similar approaches.

The conducted study also identified which meth-
ods and neural network architectures are best suited
to detecting different types of fake images. S. Negi et
al. (2021) addressed and analysed the phenomenon of
deep fakes - technologies that allow the creation of re-
alistic fake images and videos using ML and computer
vision. As such, the features and potential threats as-
sociated with the distribution of such content in the
digital environment were identified.

In general, study results demonstrate how cross-
platform algorithmic editing methods contribute to the
creation of universal tools available for different oper-
ating systems and devices. This makes editing technol-
ogies more accessible to users with different preferenc-
es and needs. In addition, the study not only expands
the technological horizons in the field of content edit-
ing but also helps to improve the user experience and
develop new innovative solutions.

CONCLUSIONS

The study identified key technologies and technical
features related to algorithmic video editing, the use
of Al in media, and methods to improve the accuracy of
working with large amounts of data. The issue of creat-
ing and detecting deep fake technologies was also con-
sidered. Cross-platform adaptation of algorithmic video
editing methods allows algorithms to be effectively ap-
plied on different devices and platforms, ensuring the
same high quality of processing and editing. Al in me-
dia is used to automate tasks, improve content quality,
personalise user experience and optimise content man-
agement processes. This includes automatic image and
video enhancement, user behaviour analysis to offer
personalised content and other features. Al software is
a key tool for a variety of media tasks, including content
creation, editing, analysis and trend prediction.

The survey results highlight the need for further
development and improvement of cross-platform ad-
aptation technologies in the field of algorithmic edit-
ing. They also point to the current challenges faced by
specialists in this field, including integration difficulties
and the need for constant optimisation of algorithms.
Deep Fake is a technology for generating fake imag-
es and videos using deep learning. It uses neural net-
works to create realistic fakes, which pose security and
trust risks. Specialised software and technologies are
being developed to detect and recognise Deep Fake,
including methods of analysing deep textures and
behavioural patterns, as well as the use of computer
vision and ML technologies. Further research includes
the development of universal libraries and frameworks
that can simplify the integration of algorithmic editing
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AHoTauia. AKTyanbHiCTb JOCNIOXEHHS 3yMOBNEHa CTPIMKUM PO3BUTKOM TEXHONOTIN Ta 3pOCTaloyol0 NoTpeboto B
edeKTMBHI 06pobLi faHMX Ha pi3HUX NnaTdopmax. MeTow focniaxeHHs byna po3pobka MeToaiB, ki 6 o3BoANAM
BMKOPWCTOBYBATM aNirOPMTMKU peaaryBaHHs JaHUX HA Pi3HUX onepaLimHKUX cucTeMax Ta anapaTHux naatdopmax. byno
po3p06sIeHO METOA0/OTIH AOCNIAXKEHHS TEXHONOTiM KpoCcnAaTGOpMHOI afanTaLii, BKIOYAUM KPOC-KOMNiNALito,
BipTyani3aLito, BUKOPUCTAHHS yHiBEpCcanbHMX BibnioTek Ta iHTepdelicy NpUKNaSHOro NPorpaMyBaHHS, @ TaKOX MeToaM
TeCTYBaHHS Ta ONTUMi3aLii MPOAYKTMBHOCTI anroputMmiB. Y AOCNiOXeHHI 6ynn po3rnsaHyTi pisHi nigxoam Ao peanisauii
Kpoc-nnatopMHOI CYyMiCHOCTI, BKHOYAOUM BUKOPUCTAHHS KpOC-KOMNiNaLii, BipTyanisauii Ta KOHTeMHepu3auii.
OCHOBHMMM TEXHIYHMMM NpoBaeMaMM € yNpaBiHHSA pecypcamu, ONTMMi3aLis NpoAyKTMBHOCTI Ta 3abe3neyeHHs
CYMIiCHOCTi 3 anapaTHuM 3abe3neyeHHsM pi3HMX naathopM. MNpuHLMNKM BKAKOYAKTb BUBIp Hanbinbw nigxoaawoi
TEXHONOTiT AN BUPiLLEHHS NOCTaBNEHOro 3aBAaHHS, BpaxyBaHHS BUMOT L0 NPOAYKTUBHOCTI Ta 6e3neku, a Takox
3abe3neuyeHHs edeKTUBHOI iHTerpaLii icHytumx cuctem Ta iHdpacTpykTypu. Poboui npouecy 3ocepeykeHi Ha CTBOPEHHI
MOAYbHUX | PO3LUMPIOBAHMX PillieHb, SIKi MOXYTb 1ErkKO aAanTyBaTUCS 40 3MiH Y TEXHONOTMYHOMY CepenoBuLLi Ta BUMOT
KOPUMCTYBAYiB. Y KOHTEKCTi LbOro AOCNIAKEHHS NpOorpamMHe 3abe3neyeHHs 3i WTYYHUM iHTENEKTOM BiAirpae Ki4voBy
ponb Yy NigBuLLEHHI edeKTUBHOCTI Ta TOYHOCTI 06pOoBKM AaHMX Ha pi3HMX NiaTtdhopmMax. Pe3ynbTati nokasanu, Wo
nporpaMHe 3abe3neyeHHs 3i LWUTYYHUM iHTENEKTOM MOXe aBTOMATWU3YBaTKM Pi3Hi eTanu npouecy pefaryBaHHs Bifeo
Ta ayaio. LUTy4yHWUiA iHTENeKT BUKOPUCTOBYETLCS A1 aHANI3Y BEIMKUX 0BCATIB AAHUX KOHTEHTY, TakMX K Bigeodainu,
306paxeHHs Ta ayaio3anucu. JocnigkeHHs nokKasano, Wo WTYYHWUIA iHTeNeKT CTae BCe BiNbll akTyanbHWUM Y pi3HUX
acnekTax KiHoBMpobHMUTBA. LLTYYHMI iHTeneKT MoXe aHani3yBaTu cLeHapii, N(pPOrHO3yBaTH iXHil MOTEHLIMHWIA yCrixX
i MPONOHYBATU NOKPALLEHHS, BUKOPUCTOBYHOUM AaHi nonepenHix dinbMiB Ta iXHiA KOMeEpPLiAHUA ycnixX
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Bulletin of Cherkasy State Technological University, Vol. 29, No. 2, 2024



https://orcid.org/0009-0000-7073-3646
https://orcid.org/0009-0005-5424-1170
https://orcid.org/0000-0001-8390-3229

