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Any project implemented using Scrum is characterized by
the impact of risks, including negative changes in the envi-
ronment and crisis circumstances. Therefore, the proces-
ses related to risk management, which is the object of this
paper, become important. The problem solved in this study
is to improve the efficiency of projects through the construc-
tion of a long-term strategy for reducing the level of risk
and avoiding negative consequences for projects in the con-
text of Scrum. The proposed method of risk management has
been developed on the basis of the application of the synthe-
sis of management of intelligent decision-making technolo-
gies and formalized methods. Difficult external circumstan-
ces are characterized by a high degree of uncertainty and do
not always contribute to the successful implementation of the
project. Therefore, this method of project risk management
under Scrum conditions based on a cognitive approach is
characterized by a combined combination of cognitive analy-
sis, mathematical modeling, and expert methods. As part of
the method, a model of project risk management under Scrum
conditions has been built in the form of a fuzzy cognitive map,
which could ensure determining the optimal strategic deci-
sion in dynamics, taking into account the effects of various
JSactors. The result of applying this method is compliance with
time limits, reduction of overspending of resources and losses
in the project, as well as adaptation to rapidly changing cir-
cumstances and adequate response.

The method of project risk management is characteri-
zed by solving the problem of formalizing management deci-
sion-making procedures and their information support, tak-
ing into account the availability of both quantitative and
qualitative data. Within the framework of this method, a pro-
ject risk management procedure under Scrum conditions has
been proposed, which contributes to the systematization,
monitoring, and control of risks under the conditions of com-
plex, rapidly changing crisis circumstances
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1. Introduction

Decision-making processes in projects implemented in
the field of information technology (IT) in the context of
Scrum form the basis of management activities. They involve
taking into account complex factors and influences of the ex-
ternal environment, and also ensure proper functioning and
interaction. Optimal management solutions make it possible
to achieve the goal with minimal expenditure of labor, mate-
rial, and energy resources.

Project risk management in the context of Scrum, driven
by both external events and internal situations, is characte-
rized by a sharp change in circumstances. An important prob-
lem solved in this case is the development of a method based
on the construction and analysis of visual formal models of
the configuration of all factors forming a risk situation. The
development of a risk management method for projects under
Scrum conditions makes it possible to determine the dyna-
mics of achieving goals, implementing tasks, and changing
project performance indicators under different external and
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internal conditions. In other words, to predict options for the
development of risk in the project (within the configuration)
and thereby reduce the "uncertainty of the future”.

Project risk management under Scrum conditions based
on the modeling of the dynamics of risk configurations in the
project will ensure the determination of effective strategic
and operational decisions as a result of awareness of future
changes in the external environment. At the same time, the
dynamics of the project's development are traced, taking into
account the risk, new opportunities are developed for the
further development of the project; preparations are made for
possible changes in the business environment to reduce the
negative consequences of adverse situations and reduce the
risks of capital investments.

The development of a project risk management method
under Scrum conditions based on a combined combination of
various methods and approaches will contribute to the search
for the most rational options for project and management
solutions. This will ensure in practice building a long-term
strategy for reducing the level of risk and avoiding negative




consequences for projects in the Scrum environment based
on the application of the synthesis of the management of in-
telligent decision-making technologies and formalized regu-
lar methods. Therefore, the study of project risk management
in the context of Scrum and the development of relevant
information technologies are relevant.

2. Literature review and problem statement

Under modern conditions, significant attention is paid to
the issue of risk research in projects of various industries, their
evaluation, analysis, development of various risk avoidance
measures or their minimization. The research results [ 1] show
that risk management processes are an important component
in achieving efficiency and effectiveness. However, the cited
study focuses on the importance of risk control in order to
achieve profit. In [2], the principles and concept of risk mana-
gement, features of risk management in projects, risk manage-
ment processes, etc. are described, representing the format
of instructions and risk management algorithm for project
managers. However, various factors of the external and inter-
nal environment of the project, which determine the effective-
ness of the implementation of management decisions, are not
considered. Work [3] shows that one of the most important
stages of decision-making in the project is risk management,
which includes risk monitoring. But the issues of the process
of systematic control and evaluation of the effectiveness of
actions aimed at preventing and minimizing the consequences
of risks, as well as identifying new risks in accordance with
the system of advantages adopted for this, remain unresolved.

Conventional approaches to solving the problems of risk
management of projects in various industries are based on
methods of identification and planning of response to risks, as
well as on determining the quantitative assessment of risks.
Similar studies are based on the PERT analysis method [4],
which involves the analysis of tasks based on data on time
and scope of work. However, the impact of various events
and circumstances that can radically change the course of
the project is not taken into account. Complex calculations of
the Monte Carlo method [5] are based on the theory of prob-
abilities and tables of random numbers and do not provide
consideration of information of a qualitative nature. Methods
of descriptive statistics [6] use empirical data and do not take
into account the possibilities of probability theory. Correla-
tion and regression analysis methods [7] are effective in cases
of complete availability of statistical information. However,
they do not take into account the possibility of rapid change
under the influence of external and internal factors. Expert
methods used in works [8, 9] also provide an opportunity to
research information of a qualitative nature when it is impos-
sible to apply precise formalized methods.

For projects, it is necessary not only to identify the cur-
rent situation as risky but also to determine rational ways
of achieving project goals under crisis conditions. In [10],
the authors proposed a comprehensive method of situational
project risk management based on the combined application
of situational analysis methods, intellectual and expert meth-
ods, as well as Big Data technology. The complex method of
situational project risk management is characterized by solv-
ing the problem of formalizing management decision-making
procedures and their information support, taking into ac-
count the presence of both structured and unstructured data.
Therefore, it is necessary to conduct research that will deepen

this direction and take into account the peculiarities of pro-
jects in the field of information technologies implemented
under the conditions of Scrum.

In [11], the authors propose the use of logistic regression
to study the influence of factors that determine the probabi-
lity of perceived risk, using information on the size, industry,
and business situation of companies, together with data on
their capital and status. Analyzing the current business situa-
tion, the authors provide stylized facts about risk perception.
However, the work does not define how the factors affect
each other and what negative consequences a combination of
influences may have.

In [12], the authors use regression analysis of panel data
as a research method. However, this method is based on
obtaining accurate statistical data and does not take into
account the availability of qualitative information.

The authors of paper [13] conduct a comprehensive study
of risk management in practice beyond the formal, explicit
risk management process, including informal and /or implicit
risk management actions. An advantage of this empirical
study of risk management is that informal and/or covert
risk management actions dominate in practice. The paper
provides a discussion of why risk management is carried
out outside a formalized clear process, as well as a research
program to enable the development of effective project risk
management. However, the paper shows a study of cause-
and-effect relationships of factors that lead to the occurrence
of a risk event, which is a drawback.

Work [14] reports a study of project risk management
related to Agile Artificial Intelligence and Machine Learn-
ing data and models. In the work, the authors propose the
development of a system framework for effective risk control
using flexible methodologies. The research is based on an in-
terpretive approach and uses a deductive method that creates
a framework for identifying and mitigating risks. The advan-
tage of the work is a proposal to reduce the negative impact
of risks in the project of dynamic allocation of resources,
the stability of the model, the integration of risks and the
assessment of the quality of information. However, the main
measures in the study are aimed at risk directly, which may
not have the desired effect. Therefore, the lack of research
into the cause and circumstances causing the occurrence of
a risk event can be considered a shortcoming of this work.

Paper [15] proposes the use of Bayesian networks in
risk management of information technology projects. This
provides an opportunity to study various risk scenarios by
simultaneously taking into account various factors of the
external environment and the internal state of the project,
as well as determining the most likely among them. This re-
search requires a more in-depth study of different risk event
scenarios and response measures.

Our review of the literature [4—15] revealed that the
existing models and methods of project risk management in
various fields do not provide opportunities for researching the
cause-and-effect relationship between risk-generating factors
and risk events, as well as risk control measures. There are
also no models and methods that would provide opportunities
in the dynamics of representing information of various kinds
and nature, including qualitative expert information, as well
as take into account the peculiarity of projects in the context
of Scrum. Therefore, to solve this task, it is necessary to apply
a combined approach based on a complex combination of
cognitive analysis and expert methods. This will provide an
opportunity to support decision-making in risk management



of information technology projects implemented under Scrum
conditions, taking into account the effects of external and
internal environmental factors, which is the basis of the deve-
lopment of the appropriate information technology.

3. The aim and objectives of the study

The purpose of our work is to devise a project risk mana-
gement method in Scrum based on a cognitive approach
characterized by a combined combination of cognitive ana-
lysis, mathematical modeling, and expert methods. This will
ensure the possibility of making management decisions in
dynamics with minimal influence of the human factor in diffi-
cult, crisis circumstances to increase the efficiency of projects
under Scrum conditions.

To achieve the goal, it was necessary to solve the follow-
ing tasks:

— to build and research a project risk management model
under Scrum conditions in the form of a fuzzy cognitive map,
which will ensure the determination of the optimal strategic
decision in dynamics, taking into account the effects of va-
rious factors;

— to justify and investigate the project risk management
procedure under Scrum conditions, which will contribute to
the systematization, monitoring, and control of risks under the
conditions of complex, rapidly changing crisis circumstances.

4. The study materials and methods

Innovative processes play an important role in the deve-
lopment of any industry, in particular the field of information
technologies. Projects implemented by IT companies under
modern conditions are based on the application of flexible
management methodologies, including Scrum. Therefore,
in the new concept of project management, the issue of risk
management deserves special attention, which is the object
of this study.

Decisions about radical changes in the project, caused by
changes in the external environment and within the project,
are currently called strategic decisions. The essence of the
transition from operational management to strategic mana-
gement is to shift the focus of project management to the com-
plex external environment in order to respond appropriately
and in time to the changes occurring in it. Therefore, the
combined combination of a cognitive approach, mathematical
modeling and the method of collective multivariate expertise
will provide an opportunity for operational risk management
in a strategic perspective for projects implemented under
Scrum conditions. This is the main hypothesis of our study.

The main criterion for evaluating decisions made during
project risk management under Scrum conditions is project
effectiveness. Therefore, it is necessary to take into account
the following assumptions adopted in the study:

— the negative consequences of mistakes in choosing
a strategy and its implementation are sharply increasing,
which affects the effectiveness of the project;

— routine, usual procedures and schemes do not work;

— increasing complexity and variability of development
processes.

Risk management is relevant, taking into account the
factors of instability of the external environment, the internal
state, the strengthening of uncertainty factors and the accele-

ration of all business processes that require a quick response.
With conventional logic, risks were considered as an inevi-
table calamity that should be foreseen or hidden. The project
manager tries to deal with risks through detailed planning,
regulation, and precise execution of the plan. With a new ap-
proach to project management, risks are openly recognized as
part of the real world and considered as the most important
part of management and planning.

One of the problems when trying to formally model the
process of risk management is the study of causal relation-
ships between the conditions and reasons for the occurrence
of risk events and measures to reduce the level of risk, as
well as the possibilities of avoiding risk. At the same time,
the speed and adequacy of decision-making, as well as their
implementation in the project, must correspond to the speed
and depth of changes occurring in the realities of the sur-
rounding environment.

The use of the cognitive approach, as one of the research
methods, provides opportunities for formalized description
and creation of risk management scenarios, while not abso-
lutizing both formalized and informal procedures for finding
effective solutions. Risk management is a weakly formalized
subject area, so the cognitive approach [16] of research has
a number of advantages. Among the main ones, it is worth
highlighting the possibilities of generation and analysis of
possible scenarios of the development of the situation over
time, as well as the formation of possible alternatives for
management decisions.

When analyzing and improving project risk management
processes under Scrum conditions, non-standard problems that
do not have ready-made solutions often arise. In such cases,
it is necessary to rely on the opinions of specialists who have
a lot of experience and are well acquainted with certain aspects
of this problem, that is, experts, and to apply expert methods.

Usually, classical methods of examination, in which the
opinions of experts are considered "objective”, offer a set of
ready-made options. At the same time, clear (quantitative or
ranked) evaluation criteria are set, and the simplest statisti-
cal procedures are used to process expert evaluations. In this
case, such methods are unacceptable. The application of
expert methods in this study is to some extent accepted
simplifications. However, in this case, taking into account
the availability of qualitative information, it is appropriate
to use expert methods. In particular, it is worth highlighting
the method of collective multivariate examination, which is
characterized by a comprehensive and reasoned assessment of
expert opinions, indicating all advantages and disadvantages.
In addition, the application of this expert method neutralizes
the negative impact of the human factor, which is essential
for projects that are implemented under the conditions of
Scrum application. Considering the fact that the distribution
of roles in the project according to Scrum can be different,
and the experts are directly members of the project team,
the influence of the human factor should be minimized in the
process of making adequate management decisions. It is safe
to say that today one of the main problems that arise when
trying to formally model the human factor is the develop-
ment of adequate decision-making models.

One of the components of the decision-making process
under risky conditions is the ability to quickly adopt the mea-
sures necessary for the project in the event of a sudden and
unexpected change in the situation. These changes can be of
such a nature that it is impossible to resist purely operational
influences during the implementation of the decisions made.



Decisions that radically change the project are necessary.
To make such decisions, it is necessary that:

— the system of monitoring and analysis of project results
timely warned the project management about emerging
changes or unexpected sudden changes in the situation that
may require drastic measures during the implementation of
the project;

— project management was able to conduct a forecasted
analysis in a timely manner, understand the nature of threats
that may arise, and based on its results, generate possible
countermeasures, evaluate them, rank them, choose the most
effective ones, and implement them.

5. Research results related to project risk management
method under Scrum conditions based on cognitive
approach

5. 1. Cognitive model of project risk management un-
der Scrum conditions

During the formalization of the risk management process
for projects implemented under the conditions of Scrum ap-
plication, it is necessary to obtain a solution to the problem,
which takes into account and describes all the parameters that
affect the future results of the effective implementation of
the project. Therefore, a comprehensive study of risk and the
process of risk management, taking into account both quan-
titative and qualitative data based on a cognitive approach, is
appropriate. Building a cognitive model of risk management
will make it possible to represent the risk situation in the form
of a set of influences of external and internal factors with the
determination of connections that lead to the occurrence of
a risk event. At the same time, the main parameters of risk
formation are not quantitative, but qualitative. At the same
time, the representation of the risk situation is taken into ac-
count based on receiving verbal assessments of experts. How-
ever, a number of factors and relationships can be represented
quantitatively as a result of statistical data processing since
different factors can be estimated based on different sources.
The data on which project risk management is carried out
under Scrum conditions is qualitative, vague, and subjective,
which is a reflection of the knowledge of experts. Therefore,
the application of a cognitive approach will provide opportu-
nities to take into account the loose structure and diversity of
data in the process of modeling risk management.

Using the methodology from [17], a fuzzy cognitive map
of project risk management under Scrum conditions was built
based on the study of the effects of various factors that in a com-
plex interaction lead to the occurrence of a risk event. To this
end, it is necessary to conduct preliminary research, which
is represented in the form of the following diagram (Fig. 1).

The formation of a system of factors and the relationships
between them in the process of building a cognitive model of
project risk management under Scrum conditions is based on
the analysis of the current situation. The essence of this pro-
cess is to distinguish and compare the effects of some factors
on others through third ones. This will ensure the formation
of possible alternative solutions in the process of risk mana-
gement. Such alternatives are a set of management factors,
i.e., factors that can be directly influenced by the project
manager. In the process of further analysis when building
a cognitive map of project risk management, it is important
to select factors with a stronger influence on the target factor,
that is, the factor. The value of it must be changed.

Formation of a system of factors and
connections between them

1l

Parameterization of the system of factors
and connections between them

11

Building a cognitive model of project
risk management under Scrum
conditions

Fig. 1. Scheme of formalization of the project risk
management process under Scrum conditions based on
a cognitive approach

The risk management model of projects implemented
under the conditions of Scrum application, based on the
cognitive approach, represents a fuzzy cognitive map. For-
mally, the cognitive map of project risk management in the
context of Scrum represents a directed graph with a set of
vertices corresponding to factors and a set of edges that
are connections between factors. Edges define cause-and-
effect (causal) connections between factors characterizing
their mutual influence on each other. Scales characterize
the influence of factors. In this case, in order to charac-
terize the strength of influence between nodes-concepts,
weights wj; are introduced, which characterize the degree
of influence of one concept on another using the value of
a linguistic scale of the type (very small, small, medium,
large, very large). The values of weights wj; are established
by the expert method. The survey of experts was imple-
mented using the Delphi method.

Relationships between factors are represented as direct
and indirect effects. A feature of direct influence is the in-
fluence of adjacent vertices, i.e., factors. Direct influences
are specified based on the elements of the adjacency matrix.
In contrast to the direct effect, the indirect effect of factor i
on factor j is determined on the basis of the total represen-
tation of the effects through the path, the length of which
is greater than 1, going from factor i to factor j. That is, the
total effect is the resulting effect according to all paths from
factor i to factor j. In order to determine the value of the pa-
rameters of the peaks of the cognitive map and the degree of
influence, the method of expert evaluations is used.

According to the Kosko model [18], the parameterization
of impacts is implemented based on the calculation of indi-
rect and total impacts. The indirect effect N, of factor i on
factor j through the path P passing from factor i to factor j is
determined based on the following relationship [19]:

N, Wy» (1)

= min
kleE(P)

where E(P) is the set of edges of the path P and wy; is the
weight of the edge (%, ) of the path P, which is expressed in
terms of linguistic variables.

The total influence Sj; of factor i on factor j is calculated
as follows:

Sy =maxNp, (2)

where the maximum is determined based on all paths P(i, j)
from factor i to factor j. Thus, N, is the weakest link of the
P path, and Sj; is the strongest of the indirect effects of N,



To build a fuzzy cognitive map of project risk manage-
ment under Scrum conditions, the following factors (con-
cepts) were selected, including:

—reason — events in the external or (and) internal en-
vironment of the project that are the cause of the possible
occurrence of a risk event;

— trigger — events in the external or (and) internal envi-
ronment of the project that lead to the possible occurrence
of a risk event;

—risk — risks caused by certain events in the external
or (and) internal environment of the project;

— indicator — indicators of forecasting the emergence and
development of risk;

— problem — an indicator of the consequence of risk for
projects under Scrum conditions;

— decision — measures necessary to prevent or reduce the
level of various risks;

— efficiency — indicators of project efficiency under
Scrum conditions.

Analysis of the constructed fuzzy cognitive map of risk
management of projects (Fig.2), which are implemented
under the conditions of Scrum application, reveals how
various factors affect the occurrence of a risk event and the
possibility of avoiding it. Let E{™ and I{™ be the number of
positive (according to the decision) and negative (forced due
to the occurrence of certain events) paths of length m going
from factor i to factor j, respectively. Then the total positive
and negative effects of factor i on factor j are determined
as follows [20]:

— positive influence:

pz; =3 f (m)E};
— negative influence:

nqu Zf u ’

where f(m) is a monotonic non-decreasing function of the

path length m, which determines the degree of attenuation

of the influence on the path from i toj. A monotonically de-

creasing and differentiable function is chosen as f(m):
f(m)zz”'(0<z<1),

where z is the coefficient that determines the degree of at-

tenuation.
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Fig. 2. Generalized fuzzy cognitive map of project risk
management under Scrum conditions
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Let j be a factor lying on the path between factors i and k.
Then the positive spik(j) and negative snik(j) components of
the influence of factor i on & through factor j are determined
as follows:

pZ,-k(j) = pZi]-ijk + nqijnqjk,

NGy jy = PZNg y + NG PZ . 3)

On the basis of these ratios, matrix operations are built,
which allow effective calculation of causal effects. To this end,
first of all, it is necessary to determine the positive and ne-
gative valence matrices pz=|[pz]; and ng=[nq]; based on the
original adjacency matrix W=[wjj],x, of the cognitive map:

+1, if w0, =+1,
bz = .
0 otherwise,

+1, if w;=~1,
ng; = (4)

0 otherwise.

These matrices are used to calculate influences through
paths of length m. Denote by Pz™ = [ pz(’”)] and Ng'™ = [nql(]’”)]
the matrix, the elements of which are positive and negative
influences through paths of length m. Then:

P2 = P2 D Py 4 NG Ng®

Nq('”) =Pz(’"'1)Nq(1) _|_]\/'(/](m—1)PZ(1)7 (5)

where

Pz —[pz(“] [f( )py] hP,
Ng® = [nq“)] [f(1)nqij] =hNg.

In addition:
P2 =0.5](P20 4 Ng®) +(Pg - Ng)",
Ng™ =0.5{(P2+ Ng ) ~(P2 - Ng)'}. 6)

Let us denote the matrices of the total positive and
negative influence, respectively, by Pz=[ pz.] ZPZU) and
Ng = [nqi]] ZNq(’) where pz;; is the total posmve influence

from factor i to factor j through all paths of arbitrary
length; similarly, ng; is the total negative impact. Then:

(P2 + N ) {1 (P + Ng®)} "+

Pz=0.5 - -
(P2 = Ng©){1-(P2” - Ng)}
-1
Ng=05 (P + N ) {1 =(P2+ Ng'®)} L@
+(P2" = Ng® {1~ (P2 - Ng®)}

where I is the unit matrix.

The choice of parameter % is based on the statement
proved in [20], the essence of which is as follows:

—if all the eigenvalues of the matrix (Pz(")+Ng™)
do not exceed 1, then the values of the matrices Pz and
Ng converge to the final values;



— if Ymax is the maximum eigenvalue of the matrix (Pz+Ng),
then # must be in the range 0<hA<1/Ymax if Ymax>1, and
0<h<1, if gnax<1, since (PZD+Ng() is equal to 2 (Pz+Ng);

— if the value of 7 is close to fpax=1/Ymax then the posi-
tive and negative influences between the factors become
less noticeable.

Therefore, 2 should be chosen less than yn.x. As & de-
creases, the influence of long paths on the final result decrea-
ses; therefore, by changing A, it is possible to analyze the
effect of paths of different lengths on the final result.

In order to represent the dynamics of changes in the
project based on (1) and (2), the dependence on time ¢ will
look like this:

N,(t)=

Vi (t) "Wy ®

(i,jeE(P)
where E(P) is the set of edges P, the state of the vertex i
at time 7, wy is the weight of the edge (i, j) of the path P.
Accordingly, the total influence Sj of factor i on factor j,
taking into account all paths, is cal-
culated as follows: :

Sij(t)z ZmaXNP(t).

Based on the values of wj ob-
tained by the expert method and
calculations according to (3) to (7),

we shall obtain the following Np for —f —
each of the paths (the calculation | '

was performed on the basis of con-
ditional values on the example of
an academic project in the field of
information technologies) at differ-

ent points of time corresponding to ; trigger] trigger? trigger3 i
project milestones (Table 1). : '

As a result of calculations ac-
cording to formula (8), we can ob-
tain the results of Sj; values above 1. :
Limiting the range of Sj; values to :
the interval [-1; +1], we get the op- :
portunity to interpret these values in
a vague linguistic scale from very :
weak to very strong positive or ne-
gative influence. At the same time,

________________________________________________________

The obtained values make it possible to assess the influ-
ence of factors on each other and on the effectiveness of the
project as a whole in order to determine the key factors that
require increased attention. This will contribute to the possi-
bility of a preventive response to changes that may negative-
ly affect the results of the project. That is, the opportunity to
respond through the risk indicator through the implemen-
tation of appropriate anti-risk measures has been obtained.
In addition, the obtained values of the total influence of
factors allow us to develop strategic decisions aimed at op-
timizing the project. In this way, it is possible to increase
the impact of positive factors or reduce the negative impact,
which will increase the overall effectiveness of the project.

5. 2. Project risk management procedure under Scrum
conditions

The project risk management procedure under Scrum
conditions will be demonstrated using the following genera-
lized structure of risk monitoring and control (Fig. 3).

Indicators of the consequence
of the occurrence of risk

problem1

problem?2

: problem3

we take into account that we have |
a poorly structured situation for an
expert and a project manager to ac-
curately quantify the impact. Based

Risk avoidance measures

on (8) and the values in Table 1, we
get the following total values of S for
each P:0.523,0.68,0.932,0.932, 1.31.

Fig. 3. Generalized structure of project risk monitoring and control

under Scrum conditions

Table 1 As the main elements of this structure,
Table of values of indirect effects at different points in time various factors influencing the effectiveness
of the project of the project are considered, according to the
constructed generalized fuzzy cognitive map of
P Npl | Np2 | Np3 | Npd | Np5 project risk management under the conditions

(reason, trigger, risk) 025 | 028 | 029 | 0.17 | 0.28 of Scrum.
(reason, trigger, risk, indicator, problem) | 0.24 | 0.176 | 021 | 0.18 | 0.2 Under the elements of the external envi-
ronment (factors of the external environment),
(risk, indicator, problem, efficiency) 0.29 | 0.276 | 0.351 | 0.261 | 0.252 which are a source of risk for projects under
(decision, indicator, indicator, efficiency) | 0.267 | 0.209 | 0.287 | 0.257 | 0.245 | ~Scrum conditions, we shall understand compe-
(decision, problem, efficiency) 031 | 0278 | 0376 | 0.278 | 0.252 gctgfnsco(;‘fsf)‘gfai’;‘)!;irsrar?fffﬁoi?ggf‘:t‘z




Under the elements of the internal environment (factors of
the internal environment) unusual, critical, crisis situations
can occur, leading to the loss of various types of resources.
Risk indicators include indicators that show the presence
and level of risk for the effective implementation of the
project. Examples of risk indicators for projects under Scrum
conditions are a decrease in market share, the degree of
activity of competitors in the field of innovation, etc. Indi-
cators that characterize the consequences of risk for projects
under Scrum conditions are such performance indicators as
a decrease in the level of competitiveness, a decrease in pro-
fitability, a decrease in the exchange rate of shares, losses
from investment and innovation activities, etc.

Measures to prevent or reduce the level of risks of various
types include risk avoidance measures; risk localization; risk
dissipation (distribution) and risk compensation [21]. If the
time factor is taken into account, these measures are included
in the groups of preventive measures; measures implemented
in the event of a risk; contingency plan measures. The latter
are used in situations when the measures of the main plan
do not have the necessary impact on the level of risk and the
degree of its negative impact on the project.

For the constructed fuzzy cognitive maps, the degree of
comprehensive (including indirect) impact of measures on
risk forecasting indicators is determined. Next, those mea-
sures are chosen that, with the least costs, provide the greatest
impact on the level of risk and its possible consequences.
At the stage of monitoring risk situations, the probability
of risk occurrence is assessed and calculated on the basis of
research (1) to (9), which determines the compliance of the
risk possibility with anti-risk measures. For each interval of
risk values, which may, for example, correspond to admis-
sible, acceptable, and unacceptable risk levels, effective pri-
mary and backup measures are selected that have the greatest
impact on the probability of risk occurrence. During the im-
plementation of the project, the values of all the concepts of
the constructed fuzzy cognitive map change, which leads to
a change in the values of the risk indicators. At the same time,
obtaining data values in predetermined intervals determines
the feasibility of implementing appropriate measures to re-
duce the level of risk or its possible negative consequences.

6. Discussion of results of research on the project risk
management method under Scrum conditions based
on a cognitive approach

The proposed risk management method is based on a pro-
ject risk management model implemented under Scrum con-
ditions, in the form of a fuzzy cognitive map (Fig. 2). This
model is distinguished by the presence of nodes — concepts
that reflect the sources of risk situations in the external and
internal environment of the project, as well as nodes that
reflect risk management measures, which is an advantage.
In the course of a preliminary study of the problems of pro-
ject risk management, we used graph-analytical models [10],
Bayesian networks [15]. However, these modeling tools are
too cumbersome. Therefore, in the case when it is necessary
to represent the problem in the form of a dynamic structural
model consisting of a set of heterogeneous objects, it is advis-
able to use fuzzy cognitive maps.

The specified approach to the construction of project risk
management models under Scrum conditions is expedient to
apply in the absence of statistical information, which is an

advantage of this method. Also, this approach, in contrast
to [2—10], is relevant in case of impossibility of representing
risk characteristics using metric scales, which reduces effi-
ciency or makes it impossible to use statistical methods of
risk analysis. At the same time, the construction of a vague
cognitive map and, if possible, the use of statistical risk as-
sessment makes it possible to visually depict all the elements
of the risk situation and the connections between them. This
will contribute to the understanding of the internal and
external processes of the project that affect risks of various
types, and, accordingly, to increase the validity of risk mana-
gement decisions.

The specificity of cognitive modeling is that formal ma-
thematical methods of analysis are applied to models de-
scribing the subjective vision of the situation. At each stage
of model formation, decisions have to be made, the totality
of which ultimately determines the adequacy of the built model.
Adequacy is finally determined only in the process of real
work with the model. From this, in particular, it follows that
information technologies for supporting decision-making,
based on a cognitive approach, should be as open as possible
to modifications. However, it should be noted that the very
process of building the model turns out to be very useful for
analysts of the problem even at the beginning of the calcula-
tions, because it forces to structure the problem area. With
the formal allocation of factors and connections between
them, previously neglected aspects of the situation, the con-
nection that seemed insignificant, are inevitably revealed, and
a system of concepts is formed, in the terms of which even an
informal discussion of the problem becomes clearer and more
justified, which distinguishes this study from [11-15].

The main advantage of the proposed project risk manage-
ment model under Scrum conditions in the form of a fuzzy
cognitive map is the possibility of systematic qualitative (that
is, not quantitative) consideration of the remote consequen-
ces of the decisions made. The use of a cognitive approach
helps identify side effects that can prevent the implementa-
tion of seemingly obvious solutions. In addition, this applies
to decisions that are difficult to evaluate intuitively due to
the large number of factors and the variety of numerous ways
of interaction between them. At the same time, one should
beware of inflated expectations when using this device, even
if the built model is recognized as adequate. The results of
analysis (1) to (9), which are usually formulated in terms of
linguistic scales, are quite rough due to the roughness of the
scales themselves. They are able to reflect the main trends
of impacts, but can be unreliable, for example, with an ap-
proximate level of positive and negative impacts. However,
the indicator of such unreliability is the small values of the
calculated consonances, which is a drawback of this method.

Our study was based on a simple academic example of
a project in the field of information technology under Scrum
conditions, which provided an opportunity to visually repre-
sent the factors and the relationships between them, which is
a limitation of this study.

The proposed method of risk management based on fuzzy
cognitive maps, mathematical modeling, and expert methods,
in contrast to [6—10], has a number of advantages. First of all,
this method makes it possible to identify the sources of risk
events in the external and internal environments of projects
under Scrum conditions. In addition, it contributes to the
assessment of the degree of influence of factors on project per-
formance indicators, as well as the determination of risk avoid-
ance measures. This method is used during the development



of alternative solutions for achieving project goals, which
allows for the selection of the most effective strategic project
solution according to the risks taken into account. The result
of the application of this method is an increase in the efficiency
of projects due to the avoidance of overspending of resources
and losses in the project by 5-15 %. This method promotes
adaptation to the conditions of the external environment, as
well as prompt and adequate response in crisis situations with
minimization of the influence of the human factor.

The proposed project risk management method under
Scerum conditions may become the basis of project manage-
ment information technology and the corresponding decision
support system. This will make it possible to expand the intel-
lectual capabilities of supporting management decision-mak-
ing in projects. This area of research and the development of
appropriate software is the subject of further studies.

7. Conclusions

1. A model of project risk management under Scrum con-
ditions has been built in the form of a fuzzy cognitive map,
which would provide opportunities to optimize strategic de-
cisions. This model clearly demonstrates the cause-and-effect
relationships between the factors leading to a risk event, in
the dynamics, and the possibility of avoiding risk, as well as
determining the future strategy.

2. As part of the risk management method in the context
of Scrum, the project risk management procedure has been
substantiated and researched. This will contribute to the
systematization, monitoring, and control of risks under the

conditions of complex, rapidly changing crisis circumstances.
The result of the application of this comprehensive project
risk management method under Scrum conditions is an in-
crease in the efficiency of projects due to the minimization of
the influence of the human factor, a reduction of losses in the
project and overspending of resources.
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