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Abstract. Malware is one of the biggest threats in the digital environment, as it is constantly evolving and
becoming more dangerous. The purpose of this study was to analyse the evolution of malicious software. Historical,
comparative and empirical analysis and an assessment of existing security technologies were used to achieve this
goal. The main findings revealed several key stages in the development of malicious software. Historical analysis
has shown that the evolution of malware has gone through several significant stages, from simple viruses and
worms to complex threats such as ransomware and spyware. These changes were driven by technological advances
and increased attack capabilities, which allowed malicious software to use new vectors of influence and deception
methods. A comparative analysis of modern cyber threats revealed the key characteristics and differences between
different types of malwares, including their specific distribution methods and vulnerabilities. It was found that new
threats have a more complex architecture and use more innovative tactics, which significantly complicates their
detection and neutralisation.An empirical analysis involving the use of threat detection tools provided specific data
on malware behaviour in action. A review and testing of modern security methods, including antivirus solutions,
intrusion detection systems, and firewalls, showed their strengths and weaknesses, as well as their effectiveness in
detecting and preventing new threats. The results of the study highlighted the need for continuous improvement
of protection methods, which is critical for effective control of modern cyber threats
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INTRODUCTION

In today’s digital environment, cybersecurity is critical
to protecting data and systems from threats and attacks.
The theoretical foundations of cybersecurity include
understanding the main types of cyber threats, such as
malicious software, phishing, ransomware, and ongo-
ing threats of cyber-attacks. Information security prin-
ciples, including privacy, data integrity, and availability,
as well as security techniques such as cryptography,
intrusion detection systems, and multi-layer protec-
tion, are also important aspects. In the context of rapid
technology development and an increase in the number
of cyber-crimes, the key aspects are the adaptability of

security systems and their ability to quickly respond
to new threats. In particular, various organisations and
institutions face new challenges, such as the growing
complexity of malicious software, infrastructure attacks,
and threats to personal data. Existing security systems
often do not keep up with the rapid development of at-
tacking methods, which creates significant gaps in in-
formation security. These challenges highlight the need
for continuous improvement of protection methods and
the development of new strategies to effectively coun-
ter modern cyber threats. In general, malicious software
and attacks, such as ransomware and phishing, are

Article’s History: Received: 25.05.2024; Revised 10.08.2024; Accepted 21.10.2024

Suggested Citation:

Kovalchuk, D. (2024). Malware development: From early viruses to modern cyber threats. Bulletin of Cherkasy State Technological

University, 29(3), 10-20. doi: 10.62660/bcstu/3.2024.10.

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0009-0003-2302-8698
https://bulletin-chstu.com.ua/en

becoming more complex and adaptive. N. Antonenko et
al.(2022) investigated current malware detection meth-
ods, emphasising the need for new protection mecha-
nisms, which shows the need to improve existing meth-
ods. O. Marchenko (2023) analysed the effectiveness of
antivirus solutions for critical infrastructure and found
that although modern solutions show high results, some
security gaps still remain. This confirms the need for fur-
ther improvements in the protection of critical systems.
. Zulkovska et al. (2021) found that none of the existing
signature and heuristic methods are perfectly effective,
which confirms the need to combine new approaches,
such as machine learning and graphical visualisation,
to improve the accuracy of threat detection. In turn, the
study by I. Galuzin & G.Naiman (2021) showed that vul-
nerability management technologies, such as Qualys
solutions, are effective, but require further improve-
ment and integration with new technologies. In addi-
tion, A. Alchi et al. (2024) noted that neural networks can
significantly improve the accuracy of malware detection
by being able to detect patterns in large data sets, al-
though there are problems with the need for significant
amounts of training data. This points to gaps in exist-
ing methods that require further study. The results of
the study by S. Kumar & G. Nagar (2024) emphasised
the need for adapted threat models for less developed
organisations, which is supported by an analysis of
historical incidents and modern sophisticated attacks.

Moreover, M. Qumer & S. Ikrama (2022) examined
how artificial intelligence can improve corporate secu-
rity by detecting and responding to cyber threats. This
shows the importance of new technologies in improving
security. H.N. Durmus Senyapar (2024) emphasised the
importance of regular software updates and employee
training to improve cybersecurity in digital marketing.
The findings of these studies highlight the need for a
comprehensive approach to protection that includes
both technological and human aspects. The study by
P. Ravi et al. (2024) demonstrated a machine learning
system for detecting ransomware and malware, which
indicates the prospects for new approaches in this di-
rection. In addition, RJ. Anderson (2020) analysed cur-
rent cybersecurity challenges, such as attacks through
mobile devices and cloud services, highlighting the
need for innovative security solutions. These studies
confirm the need for continuous improvement of meth-
ods of protection and adaptation to new threats.

Therefore,understanding the evolution of malware
is important for improving the level of cybersecurity.
Analysis of current research shows that cyber threats
continue to evolve, which requires continuous im-
provement of protection methods and raising aware-
ness of new threats. The purpose of the study was to
analyse the evolution of malicious software, and the
tasks included identifying the main stages of malware
development and evaluating the effectiveness of mod-
ern cybersecurity methods.
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MATERIALS AND METHODS

For a comprehensive understanding of the evolution of
malicious software, a detailed historical analysis was
conducted, including the study of its development from
initial to modern threats. This analysis examined the
first computer viruses and traced their transformation
into more complex and diverse types of malicious soft-
ware. Historical analysis revealed key stages in the de-
velopment of malware, changes in attack methods and
targets, and noted the impact of technological progress
on the evolution of threats. This approach involved the
analysis of similar scientific studies, which provided a
clear picture of how malware technologies and tech-
niques have changed over time.

Next, a comparative analysis of various types of
modern cyber threats was carried out, such as virus-
es (Chernobyl, ILOVEYOU), worms (Blaster, Sasser), Tro-
jans (Zeus, Emotet), rootkits (Stuxnet, Alureon), spyware
(Pegasus, CoolWebSearch), botnets (Mirai, Kraken) and
ransomware (WannaCry, CryptoLocker). The compara-
tive analysis identified key characteristics and differ-
ences between different types of malwares, including
their specific distribution methods and vulnerabilities
that they use to achieve goals. As part of this analy-
sis, the effectiveness of various methods for detecting
and protecting against these threats was also investi-
gated. Various tools and platforms, such as VirusTotal
and Cuckoo Sandbox, were used for practical analysis
of modern cyber threats. These tools allowed to get
data about real-world examples of malicious software
programmes, their behaviour, and distribution methods.
VirusTotal provided code analysis using various anti-
virus engines, while Cuckoo Sandbox allowed running
data in an isolated environment and investigating its
behaviour. Empirical analysis helped to obtain specific
data on how malicious software interacts with systems
and what protection methods are most effective for de-
tecting and neutralising them.

Evaluation of current malware protection meth-
ods included analysis of various technologies and
approaches, such as antivirus programmes, intrusion
detection systems, firewalls, and user education pro-
grammes. Each of these methods was evaluated in
terms of its effectiveness in combating modern cyber
threats. The study tested and compared antivirus solu-
tions (CCleaner, Norton Antivirus, Bitdefender, McAfee,
Avast, TotalAV, Intego, Malwarebytes, Panda), anti-in-
trusion systems (Snort, Suricata, Malwarebytes, Yara,
Hybrid Analysis, ReversinglLabs), and firewalls. The
evaluation included checking functionality, usability,
impact on system performance, and the effectiveness
of detecting and preventing new threats. In addition,
the role of user education in reducing the risks of cyber
threats, including the effectiveness of trainings, was
analysed. The results of this assessment helped to for-
mulate recommendations for improving cybersecurity
in the face of modern threats.
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RESULTS

The evolution of malicious software is one of the most
pressing issues in the modern digital world. From the
first computer viruses to modern complex cyber threats,
the development of malicious software requires con-
stant analysis and the creation of effective protection
strategies. In general, the types of malicious software
include viruses, worms, trojans, rootkits, spyware, bot-
nets, and ransomware (Fig. 1).

Stuxnet

Chernobyl Blaster Zeus

ILOVEYOU Sasser Emotet Alureon
Pegasus Mirai WannaCry
CoolWebSearch Kraken CryptoLocker

Figure 1. Types of malware and examples
Source: compiled by the author

Viruses are programmes that infect other files and
systems by inserting their own code into them. Viruses
can self-copy and spread to other computers through
infected files. They can corrupt or delete data, slow
down systems, or even destroy hardware components.
Some viruses can change the functionality of pro-
grammes and systems. Worms are self-replicating pro-
grammes that are distributed over networks and the
Internet, usually without the need for user interaction.
They can cause network congestion, system crashes, or
use infected devices to attack other systems. In turn,
Trojans are programmes that disguise themselves as
innocent or useful software, but actually perform mali-
cious actions. They can give attackers access to the vic-
tim’s system, steal sensitive information, or download
other malicious software. Rootkits are a set of tools
that allow attackers to gain administrative access to a
computer and hide their activities. Rootkits can mask
their presence, protect other malicious software from
detection, and allow attackers to permanently access
the system without the user’s knowledge. As for spy-
ware, they collect information about users without
their knowledge or consent. Spyware can collect data
about personal habits, online activity, passwords, fi-
nancial information, and other sensitive data. Botnets
are networks of infected computers that are centrally
controlled to perform malicious tasks. They are used
to launch distributed Denial of Service (DDoS) attacks,
send spam, steal data, or perform other criminal activi-
ties.In addition,ransomware is malicious software that
encrypts files on the victim’s computer and demands a
ransom for decrypting them. Ransomware blocks ac-
cess to important files or systems and requires pay-
ment (usually in cryptocurrency) to restore access. The

original malware, such as Creeper and Elk Cloner, ap-
peared in the 1970s and 1980s and had a fairly sim-
ple architecture (Matthews, 2022). Creeper, created by
Robert Thomas, was one of the first self-copying virus-
es, and its main purpose was to demonstrate the abil-
ity to transfer between computers (Fig. 2). Elk Cloner,
created in 1982, was one of the first viruses to infect
floppy disks and caused a demo message every 50
system startup.

IT°M

THE CREEPER. CATCH ME IF YOU

CAN!

BBN-TENEX 1.25, BBN EXEC 1.39

@FuLL

@LOGIN RT

JOB 3 ON TTYl2 @8-APR-72

YOU HAVE A MESSAGE

@SYSTAT

UP 853133319 3 JoOBS

LOAD AV 3.87 2.95 2. 14
JOB TTY USER SUBSYS

1 DET SYSTEM NETSER

2 DET SYSTEM TIPSER

3 12 RT EXEC

)

I'M THE CREEPER 3 CATCH ME IF YOU CAN

Figure 2. Creeper virus message displayed on infected
computers and its source code
Source: compiled by the author

Since the early 1990s, viruses have become more
complex. For example, the Chernobyl virus since 1998
included mechanisms that allowed it not only to de-
stroy data, but also to infect the BIOS (Basic Input/
Output System) of the computer, which made it dif-
ficult to restore the system (Hanna, 2021). Over time,
viruses began to use polymorphism mechanisms that
made it difficult for antivirus software to detect them
by changing their code each time they were launched.
Since the 2000s, new types of malicious software have
emerged, including Trojans, worms, and rootkits. Blast-
er and Sasser, which became known in 2003, have
demonstrated the ability to quickly spread across net-
works and exploit vulnerabilities in operating systems
(OS) (Karlberg, 2004). These worms exploited vulner-
abilities in Windows for their attack, which confirmed
the need for regular security updates. Between 2010
and 2020, malicious software underwent significant
changes, demonstrating new levels of complexity and
technological development. At this time, such types
of malwares as ransomware, botnets, and targeted at-
tacks appeared. CryptoLocker, which appeared in 2013,
was one of the first ransomware programmes that en-
crypted files on victims’ computers and demanded a
ransom in cryptocurrency. Botnets such as Mirai have
exploited vulnerabilities in Internet of Things (loT)
devices to create large-scale DDoS attacks that lead
to large-scale infrastructure failures. During this peri-
od, there was also an increase in targeted attacks on
various organisations and state structures. After 2020,
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malicious software has become even more complex
and specialised. Ransomware attacks such as Conti
and DarkSide continue to hit organisations, includ-
ing critical infrastructure, and require huge amounts
in the form of ransomware, often in cryptocurrency
(Fig. 3). At the same time, spyware such as Pegasus
continues to be used to collect information on mobile
devices, in particular, due to vulnerabilities in iOS and
Android (Nemchick, 2023). By attacking personal data
and communications, these programmes endanger the
privacy and security of users on a global level. Conse-
quently, there are a large number of different mali-
cious programmes that continue to evolve with each
passing decade, becoming more dangerous, which
underscores the need for continuous improvement of
cybersecurity technologies.

Modern cyber threats have a significant impact on
businesses, individuals, and government agencies. Ran-
somware causes serious damage by encrypting data
and demanding ransom, which can lead to significant
financial losses and failures in critical infrastructure.
Spyware threatens the privacy of personal data by col-
lecting information without users’ knowledge. Botnets
can exploit vulnerabilities in loT to carry out DDoS at-
tacks, leading to large-scale failures in network systems
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and services. Rootkits allow criminals to mask their
presence in the system and collect information without
users noticing. Thus, there are many different types of
malwares that have significantly changed global secu-
rity and cyber infrastructure (Table 1). Attacks on crit-
ical infrastructure demonstrate how cyber threats can
turn into large-scale problems for society. The grow-
ing number of DDoS attacks on large service providers
and network resources indicates how malicious soft-
ware can create global disruptions to internet services.

> ¢ |oawe g | 6_; + 2

If you are a client who declined the deal and did not find your
data on cartel's website or did not find valuable files, this does
nol mean lhat we forgot about you, it enly means lhat data was
sold and only therefore it did not publish in free access!
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Figure 3. Conti website, where hackers publish
stolen data, demanding ransom from victims

Source: compiled by the author based on J. Dalman &
H. Smith (2021)

Table 1. Comparison of malware and cyber threats

Type of malware Main features Impact on systems
Viruses Self-copying, infecting files Data corruption or deletion
Worms Fast distribution across networks Network congestion, failures
Trojans Covert interference, abuse of rights Data leakage, system compromise
Rootkits Masking presence, maintaining access Long-term covert surveillance
Spyware Collection of information without the user’s knowledge Breach of confidentiality
Ransomware programmes File encryption, extortion Loss of access to data, financial losses

Source: compiled by the author

For a better understanding, it is important to con-
sider in detail exactly how malware functions and how
they differ. Viruses are attached to files or uploaded
to the boot sectors of disks. When an infected file is
launched, the virus activates and starts copying its
code to other files on disk. This process can spread to
other computers if infected files are transferred over
networks or specific media. Viruses can cause data
corruption, system slowdowns, or even physical dam-
age to hardware components. For example, Chernobyl
is a virus that is activated on a specific day and can
destroy data on the hard disk and in the computer’s
BIOS, which makes it difficult to restore the system.
ILOVEYOU is a virus that spreads through email and
causes numerous infections around the world. In turn,
worms exploit vulnerabilities in network protocols or
software for self-propagation. They do not require user
interaction and often automatically scan networks for
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vulnerable devices. After finding the vulnerability, the
worm infects the device and uses it for further spread.
Examples include Blaster,a worm that exploits a Win-
dows vulnerability to spread automatically and cause
system crashes, and Sasser, a worm that infects sys-
tems through a Windows vulnerability and also causes
computers to crash.

Trojans disguise themselves as legitimate or use-
ful programmes that the user can download and install
without suspicion. Once installed, the Trojan performs
malicious actions, such as giving attackers access to
the system, stealing sensitive data, or downloading
additional malware. For example, Zeus is a Trojan that
steals bank details by replacing web pages to col-
lect login data. While Emotet is a Trojan that gains
access to the system and downloads other malicious
programmes, stealing data and causing violations in
the system. Moreover, rootkits modify the OS or other
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applications to hide their presence and activity. They
can replace system files or change system settings,
making them difficult to detect. Rootkits are often used
for long-term monitoring or providing permanent ac-
cess to the system without the user’s knowledge. For
example, Stuxnet is a rootkit specifically designed to
attack nuclear facilities that modifies control systems
to disrupt centrifuges. Alureon is a rootkit that hides
other malware and steals data.

Spyware infiltrates the system and collects infor-
mation about users without their knowledge. They
can track online activity, collect input data, collect
passwords, browser history, and other sensitive data.
There is such a spyware programme as Pegasus, which
exploits vulnerabilities in mobile systems to collect
personal data and communications. And the CoolWeb-
Search programme changes the browser settings for
collecting information and advertising. There are also
botnets consisting of a network of infected devices
that are controlled centrally through command servers.
These devices can be used to coordinate attacks such
as DDoS, sending spam, or data theft. For example, the
Mirai botnet exploits vulnerabilities in loT devices to
create large DDoS attacks that cause failures in Inter-
net resources. Kraken is a botnet used to attack web-
sites and send spam.

Ultimately, ransomware encrypts files on the vic-
tim’s computer and blocks access to them. Next, they
demand a ransom to decrypt the data. They usually use

strong encryption algorithms, which makes it difficult
to recover files without a decryption key. One example
is WannaCry, a ransomware that exploits vulnerabilities
in Windows to encrypt data and demands a ransom in
cryptocurrency. CryptoLocker also encrypts files and re-
quires a ransom to recover them. It turns out that ma-
licious programmes not only complicate conventional
methods of protection, but also change approaches to
cybersecurity. Attack detection systems such as Intru-
sion Detection System (IDS) and firewalls must con-
stantly adapt to new forms of threats. The emergence
of new types of malicious software requires improved
security technologies and increased resources for
monitoring and responding to incidents.

Malware monitoring and analysis are critical
to ensuring cybersecurity. For this purpose, various
tools and platforms were used to help identify, in-
vestigate, and respond to cyber threats. Among these
tools were VirusTotal and Cuckoo Sandbox, which
provide powerful malware analysis capabilities. Vi-
rusTotal is a free online service that allows checking
files and Uniform Resource Locator (URL) for mali-
cious code using dozens of antivirus programmes
and other analysis tools (Fig. 4). When a file is up-
loaded to VirusTotal, it is checked by various antivi-
rus systems that analyse the file for known malware
samples. VirusTotal also provides information about
potential threats based on an analysis of the file’s
behaviour and characteristics.

© No security vendors flagged this file as malicious:
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BitDefender () Undetected

AhnLab-v3 © Undetected
AlYac © Undetected
Arcabit © Undetected
AVG © Undetected
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Figure 4. Example of using VirusTotal to check file security

Source: compiled by the author

The Figure 4 shows how the file is sent to VirusTo-
tal, checked by various antivirus systems and analyt-
ical tools, and the result is provided to the user. The
Cuckoo Sandbox platform is also deserves mentioning,
as it is suitable for dynamic malware analysis (Fig. 5).
It creates an isolated environment that simulates a

©

real OS, in which malware can be executed to monitor
its behaviour. Cuckoo Sandbox collects detailed infor-
mation about the programme’s actions, such as regis-
try changes, file access, network activity, and creates
reports that help to understand how the programme
interacts with the system.
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Figure 5. Example of using Cuckoo Sandbox to check file security

Source: compiled by the author

The Figure 5 illustrates how Cuckoo Sandbox cre-
ates an isolated environment for malware execution,
tracks its behaviour, and collects data for further anal-
ysis. In addition to these tools, there are many other
platforms that specialise in detecting malware. For
example, Snort is an open-source intrusion detection
system that monitors network traffic and analyses it for
malicious activity. It detects abnormal behaviour, anal-
yses packets, and monitors traffic. Suricata is a pow-
erful open-source IDS/Intrusion Prevention System
(IPS) that supports deep packet analysis and network
monitoring. Its functions include checking network
traffic, analysing threats, recognising protocols, and
blocking attacks. There is also Malwarebytes, an anti-
virus and antispyware tool that specialises in detecting
and removing malicious software and spyware, virus-
es, trojans, and adware. Yara is a tool for creating and
using templates to detect and classify malicious files.
It detects and analyses malicious patterns using tem-
plates and threat recognition. In turn, Hybrid Analysis
is an online platform for dynamic and static malware
analysis. It analyses file behaviour, collects information
about requests, system changes, and network activity.
ReversinglLabs offers malware analysis platforms that
include tools for static and dynamic analysis. This tool
conducts research of malicious samples, detection of
threats, and tracking the origin of malicious software.
In addition, there are tools such as FireEye, OpenDXL,
Threat Grid, SIEM systems, SOAR platforms, and EDR
solutions. These tools and platforms play a key role in
cybersecurity, helping organisations to effectively de-
tect,analyse,and respond to malware and cyber threats.

In general, the development of malicious software
encourages continuous progress in security systems
and new cybersecurity technologies. With the growing
complexity and diversity of cyber threats, cybersecurity
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professionals are forced to develop new solutions
to detect and counter these threats. Modern securi-
ty methods include innovative approaches and tech-
nologies that evolve in response to the emergence
of new types of malwares. Antivirus programmes are
among the oldest tools in the fight against malicious
software. Modern antivirus systems use a combination
of traditional signature techniques and more modern
technologies, such as machine learning and behavio-
ral analysis. Signature methods are based on recognis-
ing known malware patterns, while behavioural anal-
ysis detects new or unknown threats based on their
activity in the system. These programmes include
CCleaner (Fig. 6). CCleaner, although not an antivirus,
is a popular tool for cleaning the system of temporary
files, cache, and other unnecessary data. It helps to im-
prove overall system performance and remove poten-
tially unwanted applications. While CCleaner does not
provide specific malware protection directly, using it
can help to keep system clean and reduce the chance
of infection.
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Figure 6. Example of using CCleaner utility software
Source: compiled by the author
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Attention should also be paid to Norton Antivirus,
which is one of the most well-known antivirus solu-
tions. It provides a high level of protection due to
powerful signature databases and behavioural anal-
ysis. Norton has effective features for detecting and
blocking malicious software and spam mailings. How-
ever, its resource intensity can affect the speed of the
system, and there are also constant updates that can
be intrusive for users. The strong point of Bitdefender
is its security technology and low impact on system
performance. This application uses innovative security
techniques such as machine learning and anti-phish-
ing to ensure a high level of security. Bitdefender also
offers features to protect sensitive data and ensure
online activity. This solution is marked by a good bal-
ance between powerful protection and low resource
consumption. In turn, McAfee offers comprehensive
protection that includes not only antivirus features,
but also protection against malicious websites and
real-time threats. Its security mechanisms are robust,

100%
99%
98%

97%

Norton TotalAV McAfee

but sometimes McAfee can be noticeable in the sys-
tem and consume a significant number of resources.
In addition, Avast offers a free version with basic pro-
tection, including paid versions with advanced fea-
tures. It performs well in virus detection and has a us-
er-friendly interface. Avast provides privacy protection
and blocking unwanted programmes. Thus, Norton An-
tivirus provides a high level of protection, but can be
somewhat resource-intensive and have privacy issues.
Bitdefender offers a balanced approach with powerful
protection and low resource consumption. McAfee has
comprehensive protection, but can consume a signif-
icant amount of system resources. Avast offers a us-
er-friendly interface and a free version, but sometimes
it can affect the system speed. And CCleaner is use-
ful for maintaining overall system performance, but it
does not replace specialised anti-malware solutions.
However, Norton, TotalAV, McAfee, Intego, Bitdefender,
Malwarebytes, and Panda are considered the best anti-
virus programmes of 2024 (Fig. 7).

Intego

Bitdefender Malwarebytes  Panda

Figure 7. Rating of antivirus programmes in 2024

Source: compiled by the author

As for intrusion detection systems, they monitor
network traffic and system activity to detect abnormal
behaviour that may indicate an attack attempt (Fig. 8).
IDS can be either signature-based or anomaly-based.
Signature-based systems compare traffic to known
attack patterns, while anomaly-based systems detect
deviations from normal behaviour that may indicate
new threats. There are systems such as OSSEC, Zeek,
Security Onion.

DetectSuspAct
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ID: 459d9092a3014945b345db450

&

DetectSuspAct

Edge Network

localhost

Your destination

DDoS Protected
Calculating Ray: Calculating Ray: v/
Submitting Result: Submitting Result: v
Redirecting: Redirecting: v/

Figure 8. Example of using IDS
Source: A. Tsymbal (2024)

Firewalls are also important, which monitor in-
coming and outgoing network traffic based on a set of

security rules and policies. Modern firewalls include
deep packet analysis features that allow detecting
malicious traffic and blocking it before it reaches end
devices. They can be either hardware or software and
provide multi-level protection. Examples include Cis-
co ASA, Palo Alto Networks Next-Generation Firewall,
Check Point Firewall, and Sophos XG Firewall. An im-
portant aspect of cybersecurity is the education of us-
ers. Training users in the basics of cybersecurity, such
as detecting phishing emails, and recognising mali-
cious attachments, is critical to reducing the risk of
malicious software infecting the system. Educational
programmes often include security training and attack
simulations to help users raise their awareness and
readiness for cyber threats.

Regarding the effectiveness of modern protection
methods, several key aspects have been identified.
First, the combination of antivirus programmes, IDS,
firewalls, and user education provides multi-level pro-
tection, which is important for reducing risks. Secondly,
modern security systems are constantly being improved
to deal with new types of malicious software. Machine
learning and behaviour analysis technologies play a
key role in identifying new threats. Thirdly, enabling
proactive methods, such as regular software updates
and system patches, helps to reduce vulnerabilities
that can be exploited by attackers. Thus, anti-malware
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methods are constantly evolving in response to new
cyber threats. The integration of various approaches
and technologies, together with user education, pro-
vides comprehensive protection against malware and
reduces the risks of cyber threats.

DISCUSSION

The study showed the importance of implementing in-
tegrated security systems in modern networks, where
the integration of the latest security technologies plays
a key role in ensuring data integrity and confidentiality.
Analysis of the findings in the context of existing stud-
ies indicates the importance of a systematic approach
to the problem of cybersecurity, in particular, in the
context of new threats and security technologies. The
importance of such an analysis lies in the fact that it
allows identifying new trends and approaches in the
field of information security and supporting practical
recommendations based on the results of previous re-
search.This contributes to the further development and
improvement of security methods, which is critical in
the rapidly changing cyber environment.

The results of this study showed that the integra-
tion of the latest cryptographic algorithms and security
technologies significantly improves the level of infor-
mation protection. This correlates with the findings of
W. Stallings & L. Brown (2018), who examined current
cybersecurity principles, including cryptographic al-
gorithms and general security principles. Their study
confirmed the importance of implementing effective
cryptography methods to ensure data security, which is
consistent with the results obtained, which focuses on
improving existing security methods through the latest
cryptographic solutions. Meanwhile, M. Bishop (2018)
addressed a wide range of issues related to modern
security techniques, including attack analysis and in-
trusion detection. This study also confirmed that the
integration of new security technologies increases the
effectiveness of intrusion detection systems and reduc-
es the risks that can arise from modern attacks. This
highlights the importance of constantly updating and
adapting security methods in the face of new threats, as
shown in this paper, where the emphasis was placed on
the latest methods of ensuring system security.

The study noted an increase in the complexity of
modern attacks and malware, which requires advanced
protection measures. In turn, the J. Ferdous et al. (2023)
confirmed that the integration of multi-layer security
systems can effectively counteract new types of threats,
such as cryptojacking and attacks on loT devices. In ad-
dition, this study is consistent with the conclusions of
M.Jartelius (2020), who emphasised the importance of a
proactive approach to threat detection to prevent data
leaks, confirming the effectiveness of the integrated se-
curity systems implemented in this paper. The results of
the study also indicate the importance of implement-
ing innovative methods in the field of cybersecurity,
such as automation and the use of the latest machine
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learning algorithms. This correlates with the findings of
M. Conti et al. (2018), considered the security issues in
loT, and with the results of the study by Z. Chen (2020),
where modern deep learning algorithms for malware
protection were investigated. This study confirmed
that the use of the latest technologies, such as deep
learning, can significantly improve the effectiveness of
protection systems against new types of cyber threats.
In addition, the results of this study, which highlighted
the effectiveness of post-quantum cryptography in data
protection, are consistent with the study by PN. Koka-
re et al. (2024), which compares traditional cryptogra-
phy with post-quantum algorithms. Also important is
the contribution of I. Legard (2020), which focused on
raising staff awareness of information security, which is
critical to maintaining a high level of protection. This
study has confirmed that an effective awareness-rais-
ing programme can have a significant impact on reduc-
ing the risks of cyber threats.

The results showed that the effectiveness of data
protection can be improved by using the latest ma-
chine learning algorithms and automated systems.
This is consistent with the conclusions of N. Akhter et
al. (2021), who described how hackers exploited vul-
nerability in SolarWinds Orion software suite to com-
promise systems. They emphasised that timely detec-
tion and elimination of such vulnerabilities is crucial
to prevent large-scale data leaks. In addition, the re-
sults of this study, which emphasised the importance
of integrating multi-layer security systems to prevent
attacks, correlate with the study by T. Olaniyan (2021),
who also described the hacking of FireEye through
the SolarWinds Orion update platform. The analysis
showed that an attack on such a platform can lead to
significant consequences for the security of organisa-
tions, which emphasises the need for comprehensive
protection and rapid response to threats. Moreover, the
results of this study showed the importance of contin-
uously implementing the latest machine learning tech-
niques in cybersecurity. T. Khatun (2024) also reviewed
malware development and strategies in detail, which is
consistent with the results of this study, which focused
on the evolution of malware and the need to improve
detection methods. This highlights the importance of
continuous monitoring and adaptation to new threats.

It is worth noting that the results of this study fo-
cus on the evolution of malware and methods of com-
bating it, which has common aspects with the papers
by S. Okhanashvili (2023). The paper highlighted the
importance of an integrated approach to improving
cybersecurity, considering technical, programme, and
organisational aspects. This study also confirms the
importance of a comprehensive approach in the fight
against cyber threats, but focuses on the evolution
of malicious software and changes in its complexity
over time. In addition, the results obtained share com-
mon features with the studies by K.K. Dewangan et
al. (2024) and N.S. Janoti et al. (2024). In the first case,




Malware development: From early viruses to modern cyber threats

the researchers investigated cyber threats to intelligent
transport systems, focusing on new technologies such
as blockchain and 5G to improve security. The current
study also explored innovative approaches to security,
but with an emphasis on general trends in the evolution
of malicious software. In the second case, the research-
ers considered challenges in Cyber Threat Intelligence
and the role of data analysis in protecting against cyber
threats. The results also focused on the importance of
data to combat evolutionary threats, but focused more
on changes in the malware itself and its impact on cy-
bersecurity. Ultimately, the study by O.C. Obi et al. (2024)
also shares similarities with this study, as it offered a
comprehensive overview of the current cybersecurity
landscape, focusing on various threats such as malware
and advanced persistent threats. However, the current
study confirmed this trend, in particular in the context
of the evolution of malware. Overall, the conducted
study confirms the findings of other researchers on the
evolution of malware and highlights the importance
of comprehensive strategies to combat modern cyber
threats. This is important for developing more effective
strategies to protect against cyber threats in the future.

CONCLUSIONS

A study of the evolution of malicious software has con-
firmed that the development of malicious software has
gone through several key stages, from simple viruses
to modern complex cyber threats, such as ransomware
and spyware. This study highlighted how changes in
attack technologies and tactics lead to a constant in-
crease in complexity and potential malware damage.
Analysis of modern threats has shown that malicious
software actively uses advanced technologies, includ-
ing artificial intelligence, to bypass security systems.
This creates new cybersecurity challenges that require
organisations to implement more comprehensive and
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Po3po6ka wKianMBux nporpaM: Bif, paHHix BipyciB A0 cy4acHMxX Kibep3arpos
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AHoTauis. LLUkignuei nporpamm € oaHi€0 3 HaWbINbLMX 3arpo3 y LMGPOBOMY CEPEAOBMLLI, OCKINIbKM BOHM NOCTIMHO
€BOJIOLLIOHYIOTb | CTatoTh BCe BiNibl HeGe3neyHMMKU. MeToto Lboro AoCNiAXKeHHs OYB aHaANi3 eBONOLLIT 3/I0BMUCHOIO
nporpamHoro 3abe3neyeHHs. g LOCATHEHHS Li€i MeTu Byno 3aCTOCOBAHO iCTOPUYHMIA, MOPIBHANBHUIA Ta €MMNipUYHUIA
aHani3, a TakoX OLLiHKa iCHYUMX 3aXMCHUX TexHoNoriA. OCHOBHI pe3ynbTaTh JOCNiOXEHHS BUSBUU KiNbKa KITHOYOBUX
eTaniB po3BMTKY LKiAAMBMX NpPOrpaMm. ICTOPMYHKMI aHaNi3 NOKas3aB., WO eBONLISA WKIAAMBUX NPpOrpaM npowwnia
yepes Kiflbka 3HaYHUX CTaAiN, Bif, NPOCTUX BIPYCIB i YEPBAKIB A0 CKNAAHUX 3arpo3, TakMX K NporpaMu-suMaradi i
WNUryHCbKi nporpamu. LLi 3MiHM Bynu 3yMoBAeHi TEXHONOTIYHUMM AOCATHEHHAMM | PO3LWIMPEHHAM MOX/MBOCTEN ANS
aTak, Wo [03BOMIMIIO WKiAAMBOMY NPOrpamMHOMy 3abe3nevyeHHi0 BUKOPUCTOBYBATU HOBI BEKTOPY BMNJIMBY Ta METOAU
06MaHy. [MopiBHANBbHMIA aHani3 cyyacHMX Kibep3arpo3 po3KpuB K/OYOBI XapaKTePUCTUKM Ta BiAMIHHOCTI MiX pi3HUMM
TUNaMu WKIAAMBUX NPOrpaM, a TakoX ixXHi cneundivyHi MeToaM po3nOBCIOAXKEHHS | BPa3nnBOCTi. BusaeneHo, Wo HOBI
3arpo3u MakTb CKIALHILLY apXiTEKTYpY i BUKOPUCTOBYHOTb Oifibll IHHOBALiMHi TAKTUKM, LLLO 3HAYHO YCKNA[HIOE iXHE
BUSAB/IEHHS Ta HEMTpanisauito. EMNipuuHUin aHanis, Wo BKIOYAB BUKOPUCTAHHSA iIHCTPYMEHTIB BMSBIEHHS 3arpos,
HafaB KOHKPETHI AaHi Mpo NOBefiHKY WKiAAMBUX NPOrpaM y peanbHux ymoBax. Orngg, i TeCTyBaHHS Cy4aCHUX METOAIB
3aXMCTY, BKOYAKOUN aHTUBIPYCHI pilleHHS, CUCTEMU BUSBIEHHS BTOPrHEHb Ta MiXKMEpEeXeBi eKpaHu, NoKasanu
iXHI cUNbHI Ta CabKi CTOPOHMK, @ TAaKOX X eDEKTUBHICTb Y BUSIBAEHHI | 3anobiraHHi HOBMM 3arpo3am. PesynbtaTtn
LOCNiOXEeHHS NigKpecannmn HeobxiAHICTb NOCTIMHOrO BAOCKOHANEHHS METOAIB 3aXMCTY, WO € KPUTUYHO BAXK/IMBUM
ons edekTMBHOT 6OPOTHOM 3 CyyacHUMM Kibep3arpo3amu

KntouoBi cnoBa: eBontouiga iHhopMauiiHMX aTak; uudpoBa 6e3neka; CUCTEMU BUSB/IEHHS BTOPrHEHb; 3aXMCHi
TEXHONOrii; aHani3 KOMM'ITEPHUX IHUMAEHTIB
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