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Abstract. In the context of cloud technologies, encryption plays a critical role, as data are constantly transmitted 
over the network and stored on remote servers, which makes them a potential target for cyber-attacks. 
The purpose of the study lied in a comprehensive analysis of data encryption methods as the main tool 
for protecting personal information in cloud services. Modern encryption technologies, including symmetric 
and asymmetric encryption, and their application in various cloud platforms were considered. A comparative 
analysis of these methods was conducted in terms of their effectiveness, impact on system performance, and 
complexity in implementation. An important aspect of the study was the examination of problems related to 
the management of encryption keys, including their secure storage and protection from unauthorised access. 
The study also examined examples of successful encryption implementation on popular cloud platforms and 
ways to ensure their compliance with the requirements of legislation in the field of personal data protection. 
The regulatory acts regulating the processing and storage of personal information and their impact on the 
choice and implementation of encryption methods in the cloud were analysed. The results of the study showed 
that encryption remains one of the most reliable ways to protect data in a cloud environment but an integrated 
approach is needed for its effective application. Optimal data protection includes not only encryption but also 
key management, regular security monitoring, and staff training. This helps minimise the risks of data leaks and 
increase user confidence in cloud services
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INTRODUCTION
With the rapid development of information technology 
and an increase in the volume of data transmitted and 
stored in cloud services, personal data protection has 
become one of the most important tasks for organisa-
tions at all levels. Many companies face cyber-attacks, 
and many of them recognise that the leakage of person-
al data can substantially damage their reputation and 
financial position. In this regard, data encryption seems 
to be a critical tool for ensuring the confidentiality and 
security of personal information.

The relevance of the topic of data encryption in the 
cloud environment is due not only to an increase in the 
number of cyber-attacks but also to changes in legislation 
requiring organisations to strictly comply with personal 
data protection standards. Failure to comply with these 
requirements can lead to serious fines and loss of trust 
on the part of users. In the context of globalisation and an 
increasing number of international transactions, compa-
nies are faced with the need to comply with various legal 
norms, which complicates the process of data protection.
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transmission over cloud services. Their paper has es-
tablished that using Secure Sockets Layer or Transport 
Layer Security is the most secure solution to protect 
data during transmission. T. Palit et al.  (2019) investi-
gated the role of encryption in protecting data from 
internal threats. They argued that data encryption 
at the storage level is an important measure against 
leaks related to the actions of unscrupulous employees. 
A. Calder & S. Watkins (2024) emphasised the need for 
a comprehensive approach to data security, including 
both technical and organisational measures. 

An analysis of the papers of these authors shows 
that data encryption is a multifaceted topic that re-
quires an integrated approach. Despite a substantial 
amount of research in the field of data encryption in 
the cloud environment, there are still subjects that 
are insufficiently examined or require more in-depth 
study. One of these subjects is the optimisation of 
encryption algorithms to improve performance while 
maintaining a high level of security. In addition, the 
issues of encryption key management in multi-cloud 
environments and the problems of compliance with 
international norms and standards when working with 
personal data on a global scale remain insufficiently 
investigated. The purpose of the study was to explore 
the best approaches to using data encryption in a 
cloud environment, considering the need to improve 
performance and comply with international security 
standards. The objectives of the study were to analyse 
modern encryption algorithms in terms of their perfor-
mance and security in cloud services and analyse ex-
isting encryption key management methods and their 
applicability in multi-cloud environments.

MATERIALS AND METHODS
In this study, various encryption methods and algo-
rithms were used to protect both personal and cor-
porate information and to comply with GDPR require-
ments. Countries that have implemented regulations 
similar to the EU GDPR were selected for the study. The 
main objects of the analysis were the legal systems 
of Argentina, Japan, Brazil, Canada, and South Korea, 
which have implemented data protection laws (Data 
privacy laws..., 2024). 

The materials for the study were the texts of these 
legislative acts, and documents of the European Com-
mission establishing criteria for assessing the adequacy 
of data protection. The methodology included compar-
ative legal analysis, classification of requirements, and 
identification of differences in the regulation of per-
sonal data processing and protection. Indicators such 
as user information requirements, data processing con-
sent management, data subjects’ rights and information 
security mechanisms were used for the analysis. The 
first stage of this study was the selection of suitable 
encryption algorithms. Various methods have been ex-
amined that have a high degree of safety and are used 

The problem of data encryption lies not only in its 
implementation but also in the need to ensure a bal-
ance between security and system performance. The 
use of complex encryption algorithms can negatively 
affect the performance of cloud services, which requires 
developers to find optimal solutions. In addition, many 
organisations face a lack of knowledge and resources 
to properly implement encryption, which leads to vul-
nerabilities in their information systems.

The basics of data encryption cover a variety of 
methods and algorithms used to protect information. 
These methods allow converting data into an unreada-
ble format that can only be decrypted using the appro-
priate keys. However, despite its advantages, encryption 
is not a universal solution; it must be integrated into an 
overall data security strategy that includes authentica-
tion, access control, and regular audits.

Data encryption in a cloud environment allows 
identifying several critical studies that contribute to 
understanding the issues of personal data protection. 
H. Abroshan (2021) investigated the impact of encryp-
tion on the performance of cloud services and conclud-
ed that the use of encryption algorithms can lead to 
a noticeable increase in request processing time. The 
author suggested balancing the level of security and 
performance, which is critical for the successful imple-
mentation of encryption. M. Zeng et al.  (2019) focused 
on the importance of asymmetric encryption in cloud 
applications. They showed that this methodology pro-
vides a high level of security when exchanging data 
between users and cloud providers, reducing the risk of 
information interception. B. Custers et al. (2019), in turn, 
described approaches to integrating data encryption 
into an access control system. They noted that the use 
of encryption in combination with reliable authentica-
tion substantially increases the level of protection of 
personal data. V. Rudnytsky et al. (2022) also conducted 
a review of modern encryption algorithms and offered a 
comparative analysis of their effectiveness and security. 
They determined that some new algorithms provide a 
higher level of protection at a lower cost of resources. 
M.N. Asghar et al. (2019) investigated the problems as-
sociated with the legislative regulation of data encryp-
tion. They argued that many companies do not comply 
with the requirements of the General Data Protection 
Regulation (GDPR) (2016) due to the lack of clear guid-
ance on the use of encryption.

H. Malvai et al.  (2023) drew attention to the need 
to ensure transparency in encryption processes. They 
argued that users should be aware of how their data is 
encrypted and stored to build trust in cloud providers. 
D.K.R. Shukla et al. (2021), in turn, analysed the practical 
aspects of implementing encryption in cloud services. 
Their results showed that best practices include reg-
ular updating of encryption keys and the use of mul-
ti-factor authentication. K.R. Sajay et al. (2019) focused 
on comparing different encryption protocols for data  
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in real conditions to do this. During the selection pro-
cess, special attention was paid to algorithms such as 
Advanced Encryption Standard (AES) and Rivest-Sham-
ir-Adleman (RSA). AES, which is a symmetric algorithm, 
has proven itself to be a high-performance and reliable 
tool widely used in commercial applications. RSA, be-
ing an asymmetric method, plays an important role in 
the secure transfer of keys and digital signatures, which 
makes it indispensable in data protection conditions.

Three cloud platforms were considered for the 
study: Amazon Web Services  (2024) (AWS), Microsoft 
Azure (Azure encryption overview,  2024), and Google 
Cloud Platform (GCP) (Key purposes and..., 2024). Each 
of them implements both symmetric and asymmet-
ric encryption mechanisms to protect data. AWS used 
Amazon S3 Server-Side Encryption (SSE) and AWS Key 
Management Service (KMS), which use AES-256 to en-
crypt data. In Microsoft Azure, the Azure Storage Service 
Encryption system and Azure Key Vault for key manage-
ment were analysed. GCP explored Google Cloud KMS 
for symmetric encryption and support for asymmetric 
methods for secure key transfer.

The next important step was to study the encryp-
tion keys, which is a critical aspect of data protection. 
Both static and dynamic keys were investigated. Stat-
ic keys ensure consistency throughout the lifetime, 
while dynamic keys are created for each session, which 
substantially reduces the risk of compromise. Various 
metrics were examined to analyse the performance 
of the encryption algorithms used. Primarily, this is 
the encryption and decryption time, which allows un-
derstanding how fast algorithms can process data. In 
addition, a security assessment was conducted based 
on known vulnerabilities and attack resistance. Equally 
important was the examination of the use of resources, 
such as RAM and processor time, in the process of per-
forming encryption operations.

At the final stage of the study, a comparative anal-
ysis of the data was conducted. This allows not only 
to compare the execution time of various algorithms 
but also to assess their safety based on theoretical 
and practical scenarios. As a result of the analysis, it 
became clear that the choice of encryption methods, 
algorithms and approaches to key generation and 
management directly affects the level of protection of 
personal information. The correct application of these 
technologies not only contributes to compliance with 

GDPR requirements but also ensures a high level of 
security in conditions of a constant increase in the vol-
ume of processed data.

RESULTS
Data encryption plays a critical role in modern digital se-
curity. The volume of processed and stored data is grow-
ing every year, which makes the need to protect personal 
and corporate information more urgent. Encryption is the 
process of converting information into an unreadable 
format to protect against unauthorised access. In addi-
tion to its technical significance, encryption also com-
plies with modern regulatory requirements such as GDPR.

The main purpose of encryption is to ensure data 
confidentiality. This means that only authorised users 
can access encrypted information. In addition, encryption 
guarantees the integrity of the data, preventing it from 
being altered or corrupted during transmission. In modern 
conditions, encryption also helps companies comply with 
regulatory requirements, which is especially important 
for protecting users’ personal information. GDPR, for ex-
ample, is an EU regulation adopted on April 14, 2016, and 
introduced on May 25, 2018, to protect the personal data 
of EU citizens, regardless of where they are processed.

Data encryption is an important element of protect-
ing both personal and corporate information, preventing 
data leaks and theft. The encryption process involves 
choosing an algorithm that converts the source data into 
an encrypted format using a key. The encryption algo-
rithm and the key work together to make the data un-
readable to unauthorised persons. This process includes 
several stages, starting with the selection of an algorithm 
and ending with the generation of an encryption key. 
Some algorithms provide static keys, while others are dy-
namically updated in each session (Rafique et al., 2021).

There are two main types of encryptions: symmet-
ric and asymmetric. Symmetric encryption uses a single 
key for both encryption and decryption of data. This is 
faster and requires fewer resources compared to asym-
metric encryption, but requires secure key transfer be-
tween the parties, which is its weak point. Asymmetric 
encryption, on the other hand, uses a key pair: public 
and private. The public key is used to encrypt data and 
the private key is used to decrypt it, which provides a 
higher level of security, although the process is slower 
(Marqas  et al.,  2020). Table  1 shows a comparison of 
symmetric and asymmetric encryption.

Table 1. Comparison of symmetric and asymmetric encryption
Characteristics Symmetric encryption Asymmetric encryption

Using keys The same key is used for encryption and decryption. 
Both the sender and the recipient must own this key

The encryption uses a public key that is accessible to 
everyone. For decryption – a private key known only 

to the recipient

Key transfer

It is necessary to securely transfer the key from the 
sender to the recipient to successfully exchange 

information. The security of key transfer is the weak 
point of the method

The public key can be opened and transferred 
without risk. Only the private key should be kept 

secret, which makes key transfer more secure
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Characteristics Symmetric encryption Asymmetric encryption

Efficiency
Encryption is fast and requires less computing 

resources, which makes it more efficient to work 
with large amounts of data

Encryption is slower and requires more computing 
resources, especially at the decryption stage. 

Suitable for smaller amounts of data and more 
sensitive operations

Usage 
examples

It is used for encrypting files, databases, data 
transmission over the network, and other situations 

where fast processing and encryption of large 
amounts of data is required. For example, to encrypt 

file systems or stream data

It is used to protect key exchange, digital signatures, 
and data in e-mail, online transactions and other 
cases where the secure transfer of confidential 

information is required. For example, to securely 
exchange symmetric encryption keys over the 

Internet

Key security
The main threat is the interception of the key since 
its knowledge gives the attacker the opportunity to 

decrypt all data

The public key is accessible to everyone, and even 
if it is intercepted, an attacker will not be able to 

decrypt the data without the private key. The private 
key is protected and must remain secret

Algorithms Examples: AES, Data Encryption Standard Examples: RSA, Elliptic Curve Cryptography

Visual concept

Visually, the symmetric encryption process can be 
represented as the interaction of two parties (sender 
and recipient) who use the same key to encrypt and 
decrypt messages. Both participants must agree on 
this key in advance, and it must remain secret from 

outsiders

Visually, asymmetric encryption can be depicted as 
a process in which the sender encrypts a message 
using a public key (which is available to everyone), 

and the recipient decrypts it using a private key that 
is kept secret. Thus, the security of key transfer is not 

violated

Combination 
of methods

It is used in combination with asymmetric encryption 
to encrypt large amounts of data after secure key 

exchange through asymmetric methods

It is used for the initial secure exchange of 
symmetric encryption keys, which allows using faster 

symmetric algorithms for data transmission in the 
future

Continued Table 1. 

Symmetric and asymmetric encryption are widely 
used on various cloud platforms to protect data dur-
ing storage and transmission. In AWS, symmetric en-
cryption is implemented through Amazon S3 SSE and 
AWS KMS, which use AES-256 to quickly encrypt large 
amounts of data, while asymmetric encryption is used 
for key management and digital signatures. In Micro-
soft Azure, symmetric encryption is provided using Az-
ure Storage Service Encryption, which automatically 
encrypts data, and for asymmetric encryption, Azure 
Key Vault is used to manage SSL/TLS certificates. On 
GCP, data is automatically encrypted with symmetric 
algorithms such as AES-256 via Google Cloud KMS 
and asymmetric encryption is supported for secure 
key transfer and digital signatures. Thus, symmetric 
encryption provides high performance for encrypting 
large amounts of data, while asymmetric encryption is 
used for specialised tasks such as secure key transfer 
and digital signatures.

Symmetric encryption is especially popular due 
to its simplicity and speed. It is often used in systems 
where fast data processing is required, such as data-
bases and cloud systems. Algorithms like AES provide 
reliable encryption that requires minimal comput-
ing resources, which makes them attractive for large 
amounts of data. However, symmetric encryption has its 
drawbacks, including the need to securely transfer the 
secret key, which can be a problem when working with 
multiple users (Gui et al., 2023). In large organisations, 

key management becomes a complex task that requires 
regular updating and key protection.

Symmetric encryption, although it is an effec-
tive and fast method of data protection, is not with-
out drawbacks. One of the main problems of this ap-
proach is the need to securely transfer the secret key 
between the participants. If the key falls into the hands 
of intruders, they will be able to decrypt all encrypted 
data. This makes the key exchange process vulnerable 
and requires the use of additional security measures, 
such as secure data channels. Also, key management in 
large organisations can be difficult, especially when it 
requires regular key updates for multiple users, which 
increases the risk of leakage (Li et al., 2019).

Asymmetric encryption is a more complex but se-
cure encryption method. Its key feature is that the pub-
lic key can be freely distributed, and the private key is 
kept secret. This solves the problem of secure key trans-
fer since the public key can be accessed by any user 
who wishes to send an encrypted message without 
worrying about its transmission through secure chan-
nels. However, asymmetric encryption requires more 
computing resources, which makes it less efficient for 
large amounts of data. The process of asymmetric en-
cryption begins with the generation of a key pair. The 
public key can be freely distributed, and the private key 
is kept by the owner (Senthilkumar & Geetha,  2020). 
When the sender wants to encrypt a message, they use 
the recipient’s public key. After encryption, the data is 

Source: compiled by the author
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converted into ciphertext and transmitted over any 
connection, even if it is insecure. Even if an attacker in-
tercept encrypted data, they will not be able to decrypt 
it without a private key.

The key advantage of asymmetric encryption is its 
ability to securely transfer keys over open networks. This 
makes it especially important for applications such as 
e-commerce, banking transactions, and systems where 
data must remain confidential. However, the slowness 
of this method makes it impractical for large amounts 
of data. One of the main challenges when using encryp-
tion is key management. Organisations need to develop 
reliable systems for creating, storing, transferring, and 
updating encryption keys. Loss or compromise of the 
key may result in loss of access to the data or its dis-
closure. This is especially important for companies that 
work with confidential information, such as financial 
data or personal information of users.

It is advisable to consider in more detail the disad-
vantages of asymmetric encryption. Firstly, it is usual-
ly slower than symmetric encryption due to the more 
complex mathematical operations used in the encryp-
tion and decryption process. Additionally, performing 
asymmetric encryption requires more computing re-
sources, which can be a problem for devices with limit-
ed capabilities. Managing key pairs can also be difficult, 
especially in large organisations where many users in-
teract with each other. Nevertheless, asymmetric en-
cryption is a powerful tool for ensuring data security 
in modern digital communications. Due to the use of a 
key pair, it provides reliable information protection and 

allows authenticating senders. Despite its limitations, 
asymmetric encryption continues to be an important 
element in the data security system, especially in the 
context of cloud technologies and Internet communi-
cations. Moreover, asymmetric encryption allows not 
only to encrypt data but also to verify the identity of 
the sender. By signing the data with their private key, 
the sender provides the recipient with the opportunity 
to verify the authenticity of the data using the public 
key (Al-Shabi, 2019). This creates an additional level of 
trust in communications.

With the development of technology, data encryp-
tion is becoming more complex and multilevel. Quan-
tum encryption, for example, promises a new level of 
security that can withstand future threats related to 
quantum computing. Adaptive algorithms can also 
change encryption settings depending on the threat 
level, which will make systems more flexible and secure. 
However, the implementation of encryption requires 
substantial infrastructure costs and staff training. This 
can be a serious challenge for small and medium-sized 
businesses. However, despite all the difficulties, the 
correct implementation of data encryption increases 
customer confidence and reduces the risks of data leak-
age. Nevertheless, in the future, data encryption will 
become an integral part of digital security, requiring an 
integrated approach that will include the introduction 
of modern technologies and the development of a se-
curity culture within organisations. Table 2 shows the 
advantages and disadvantages of data encryption in a 
cloud environment.

Table 2. Advantages and disadvantages of data encryption in a cloud environment
Aspect Advantages Disadvantages

Data protection Ensures data privacy even in case of leaks or 
attacks

Dependence on key management, possible data 
loss in case of error

Data transmission Protects data both at rest and when transmitted 
over the Internet

It may be difficult for authorised users to access 
the data

Compliance with 
regulations

Helps to comply with security standards such as 
GDPR

Requires additional resources to meet all the 
requirements of the regulations

Efficiency Cloud providers offer flexible and scalable 
solutions

Encryption and decryption can slow down 
applications and systems

Key management Encryption ensures that data is inaccessible 
without a key

Key loss can lead to data loss, complexity of key 
management

Dependence on the 
provider Providers offer built-in encryption tools There is a dependence on cloud services and 

their security standards
Integration with other 

systems
Secure data can be used in hybrid cloud 

environments
Integration between systems can be complicated 

due to data encryption

The adoption of the GDPR was an important step 
in regulating the protection of personal information in 
the context of the active growth of digital technolo-
gies. This regulation established strict requirements for 
companies and organisations working with personal 
data and provided users with new rights and oppor-
tunities to control their privacy. Personal data such as 
names, contact information, and financial information 

have long been an important resource for many compa-
nies. With the increasing volume of data and the devel-
opment of the Internet, it has become clear that stricter 
control over their use and protection is required. GDPR 
was designed to regulate these processes and ensure 
transparency regarding data processing.

Compliance with GDPR requirements has become 
an important challenge for businesses. Companies are 

Source: compiled by the author
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faced with the need to modernise their data manage-
ment systems, introduce stricter security methods, and 
train staff in new rules. This was especially true for or-
ganisations that work with large amounts of personal 
data, for example, in the field of technology, finance, 
or medicine (Matulevičius  et al. ,  2020). Investments 
in cybersecurity and compliance with the regulations 
have become mandatory since serious fines are pro-
vided for violations of the GDPR, which can reach 
large amounts. This motivated companies to review 
their data protection strategies and take measures to 
minimise the risks of breaches. However, apart from 
the costs, compliance with the regulations has also 
brought positive results for companies. Transparent 
methods of working with data have increased custom-
er trust, and compliance with high security standards 
has become a competitive advantage. Many organisa-
tions that have adapted to new requirements in time 
have improved their reputation and strengthened 
their positions in the market.

Despite the evident advantages, meeting GDPR re-
quirements has proved to be a difficult task for many 

companies. This was especially true for small and me-
dium-sized businesses, where resources for the imple-
mentation of new standards were limited. Many compa-
nies are faced with the need to redesign their business 
processes and adapt their internal infrastructure to 
ensure compliance with regulations. Compliance with 
the requirements in the context of globalisation has be-
come especially difficult for businesses. Companies op-
erating internationally had to consider the various laws 
and requirements of different countries in the field of 
data protection. This created additional difficulties and 
required the introduction of complex information man-
agement systems. Despite the fact that GDPR is an EU 
law, its influence has spread to many countries outside 
Europe. Argentina, Japan, Canada, and New Zealand are 
recognised by the EU as providing an adequate level 
of data protection. Countries such as Brazil and South 
Korea have implemented similar data protection laws, 
which simplifies cross-border transactions and ensures 
compliance with high privacy standards. Table  3 de-
scribes how countries outside the EU comply with data 
protection rules similar to GDPR.

Table 3. Countries outside the EU that comply with data protection rules similar to GDPR

Country Law or Regulation GDPR compliance Features

Argentina Personal Data Protection Law (Act 
25.326)

Recognised by the European 
Commission as a country with 

adequate protection

The first Latin American country 
recognised as GDPR compliant

Japan Act “On the Protection of Personal 
Information”

Reached an agreement with the 
EU on the recognition of the level 

of data protection

Recognised by the European 
Commission as providing adequate 

data protection

Canada Personal Information Protection 
and Electronic Documents Act Partially compatible with GDPR

It is recognised as adequate 
for commercial data but has 

differences in legal regulation

New Zealand New Zealand’s Privacy Act
Recognised by the European 

Commission as a country with 
adequate protection

Complies with EU data protection 
standards

Brazil General Data Protection Law Largely consistent with GDPR An analogue of GDPR, created to 
protect data in Brazil

South Korea Personal Information Protection 
Act 2012

Compatible with GDPR after 
amendments

Recognised by the European 
Commission as a country with 

adequate data protection

Data encryption in the cloud environment has be-
come a cornerstone of cybersecurity in the face of the 
rapid growth of information volumes and an increase in 
the number of cyber threats. The age of digitalisation, 
when data becomes an essential asset, requires compa-
nies to provide reliable solutions to protect them. The 
future of encryption in the cloud promises to be dy-
namic and multifaceted, reflecting the latest trends in 
technology, regulation, and security approaches (Subbi-
ah  et al.,  2020). One of the most substantial areas is 
the use of quantum encryption. Quantum technologies 
based on the principles of quantum mechanics can pro-
vide a level of security that is inaccessible to traditional 

encryption methods. Quantum encryption allows cre-
ating systems capable of detecting data interception 
attempts, which makes it an ideal solution for protect-
ing information in the cloud. Research in this area is 
actively developing, and perhaps it is more likely to see 
a wider application of quantum methods in cloud ser-
vices, which will increase the level of data protection, 
especially in the face of increasing cyber threats.

Another important trend is adaptive encryption 
algorithms. Given that cyber threats are becoming 
more complex and diverse, adaptive algorithms that 
can dynamically change their parameters depending 
on conditions will gain popularity. Such systems can  

Source: developed by the author based on Data privacy laws and regulations around the world (2024)
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In terms of goals, data encryption is aimed at pro-
tecting the confidentiality, integrity, and accessibility 
of information. It ensures that only authorised users 
can access the data and that the information has not 
been changed during the transfer process. A. Bhardwaj 
& S. Goundar (2019) noted that encryption in a cloud 
environment requires a balance between security and 
performance, and warned against blind trust in the 
built-in tools of providers. This is critically important in 
an environment where information is transmitted over 
open networks and can be intercepted by intruders. The 
results of this study emphasised the role of key man-
agement and regulations, while the author focused on 
possible vulnerabilities in data transmission networks.

There are two main encryption methods – symmet-
ric and asymmetric. Each of them has its advantages and 
disadvantages, and the choice between them depends 
on the specific conditions of use. Symmetric encryption, 
based on the use of a single key for encryption and de-
cryption, is characterised by high speed and efficiency. 
However, its main disadvantage is the need for relia-
ble transmission of the secret key, which can become a 
vulnerability. In the context of asymmetric encryption, 
using a public and private key pair provides a high lev-
el of security, although it requires more computing re-
sources and time for data processing. Q. Zhang (2021) 
discussed the importance of asymmetric encryption in 
securing transactions in e-business. He pointed to its 
high effectiveness in protecting sensitive data such as 
credit card numbers, while highlighting the challenges 
associated with key management. The author focused 
more on e-commerce and transaction security, whereas 
the current study analysed a wider range of encryption 
applications, including corporate data.

Within the modern digital space, companies face 
challenges related to key management and integration 
of various data protection methods. Key management is 
not only a technical task but also an important aspect of 
the organisational process that requires constant mon-
itoring and revision. Secure key transfer between par-
ties can be a substantial challenge, especially in large 
organisations with multiple users. Loss or compromise 
of a key can lead to loss of access to important informa-
tion, which makes key management critically important.

Data encryption is also becoming necessary to com-
ply with GDPR requirements, which introduces strict 
standards for the protection of personal information. 
M. Brodin (2019) considered the impact of regulations on 
the implementation of encryption in business process-
es. The author mentioned that compliance with GDPR 
and other regulations has become an important require-
ment for companies, which leads to the need to invest in 
encryption technologies. Unlike the results of this study, 
the author focused on the complexity of implement-
ing encryption for small and medium-sized businesses.

M.N.  Ramachandra  et al.  (2022) focused on  
performance issues related to encryption in cloud  

automatically adjust the level of protection based on 
the type of data being processed or the threat level. 
This will not only increase security but also optimise 
performance, providing the necessary level of protec-
tion. Integration with artificial intelligence (AI) will also 
be an important area of encryption development in the 
cloud environment. AI and machine learning are already 
beginning to find applications in cybersecurity, and this 
area continues to develop (Shankar et al., 2020). AI can 
help automate encryption and decryption processes 
and analyse and predict potential threats. AI-based sys-
tems will be able to detect anomalies and suspicious 
activities, which will increase the level of data protec-
tion and respond promptly to threats. 

With the rise of cybersecurity threats, it can be ex-
pected that government agencies and regulators will 
continue to tighten data protection requirements. This 
will lead to the creation of new encryption standards 
and stricter requirements for companies using cloud 
solutions. Organisations will have to adapt to these 
changes, which will require substantial investments 
in technology and employee training (Srinivas  et 
al., 2019). The future of encryption will largely depend 
on the ability of companies to respond to changes in 
legislation in a timely manner and implement appro-
priate security measures. Thus, the future of encryption 
in the cloud environment is a complex combination of 
opportunities and challenges. 

The development of quantum encryption, adaptive 
algorithms and integration with AI open up new hori-
zons for improving data security. Nevertheless, compa-
nies must be prepared for the constant changes and 
challenges that will accompany this process. Maintain-
ing a balance between security and data availability will 
be a critical factor in the successful implementation of 
encryption in the cloud in the future. In the context of 
digitalisation, encryption will remain an important tool 
for protecting both corporate and personal information, 
ensuring stability and trust in cloud services.

DISCUSSION
Data encryption is an integral element of modern digital 
security, and its importance is steadily growing against 
the background of increasing threats of information 
leaks and cyber-attacks. Every year, the volume of pro-
cessed and stored data increases, which makes the 
need for reliable protection of personal and corporate 
information more urgent. D.B. Rawat et al. (2019) men-
tioned that data encryption plays an important role in 
ensuring cybersecurity and emphasises the need to use 
modern encryption algorithms. The authors discussed 
how the evolution of threats requires constant updat-
ing of encryption methods and recommendations on the 
choice of algorithms. The authors placed great empha-
sis on technological evolution and recommendations 
for choosing algorithms, whereas the current results 
focus more on regulatory aspects and key management.
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environments. They discussed the trade-offs between 
security and performance and recommended optimis-
ing the encryption process to improve efficiency. Nev-
ertheless, compliance with high security standards not 
only minimises the risks of violations but also increases 
customer trust, which is an important competitive ad-
vantage in the market. This study focuses more on key 
management, while the authors focus on optimising 
computing processes to improve performance. 

The analysis showed that despite the advantages of 
encryption, there were many difficulties associated with 
its implementation in a cloud environment. For exam-
ple, performance may be hampered by the computing 
resource requirements required to encrypt and decrypt 
data. M.N. Alenezi  et al.  (2020) emphasised that sym-
metric encryption is effective for large amounts of data, 
while asymmetric encryption ensures the security of key 
exchange. They focused on the need to integrate encryp-
tion into cybersecurity strategies. This study also recog-
nises the effectiveness of symmetric encryption for large 
amounts of data and the importance of asymmetric en-
cryption for secure key exchange. The integration of en-
cryption into cloud solutions also requires a careful as-
sessment of the dependence on cloud service providers.

The future of data encryption in cloud technology 
promises to be dynamic. The key areas of development 
may be quantum encryption and adaptive algorithms 
that can change their parameters depending on the 
threat level. These technologies can offer a higher level 
of information protection, which is especially important 
in the context of increasing cyber threats. S. Sonko et 
al. (2024) explored the future of encryption with a focus 
on quantum technologies. The authors discussed how 
quantum encryption can change the approach to data 
protection, providing a new level of security and resist-
ance to cyber-attacks. Integrating AI into encryption 
processes can also improve responsiveness to potential 
threats by optimising encryption and decryption pro-
cesses. In the current study, quantum technologies and 
AI are not the main focus, however, it can be agreed that 
this aspect is important for encryption. 

Key management, regulatory compliance and the 
integration of new technologies will be vital factors de-
termining the effectiveness of encryption in the future. 
It is important that organisations not only implement 
encryption as a technical process but also develop a 
culture of data security to protect their information 
and maintain user trust in a constantly changing dig-
ital landscape. H. Aldawood & G.  Skinner  (2019) em-
phasised the importance of building a culture of data 
security and employee training to minimise the risks of 
information leaks in organisations. The authors high-
lighted that employee training and the implementation 
of best practices in data management and encryption 
are necessary to reduce the risks of leaks. The results 
focus on encryption and key management technologies 
but it is worth considering the issue of human capital.

In the context of increasing threats to cyberse-
curity and the increasing volume of processed data, 
encryption has become an integral element of infor-
mation protection at both the personal and corporate 
levels. The choice of encryption methods – symmetric 
or asymmetric – depends on the specifics of the ap-
plication, the required level of security and available 
resources. Y. Dong et al. (2021) considered quantum en-
cryption and adaptive algorithms as the future of data 
encryption, emphasising the importance of integrating 
AI to improve security and responsiveness to threats. 
The authors also discussed future technological inno-
vations. They also recognised the prospects of quan-
tum encryption and adaptive algorithms for the future 
of data protection and discussed future technological 
innovations. The current study also placed great em-
phasis on the challenges of current encryption in cloud 
environments, while the author discussed more about 
future technological innovations.

Key management is a critical task that requires 
special attention, as compromising a key can lead to 
loss of access to important information. In addition, the 
need to comply with regulatory requirements such as 
GDPR highlights the importance of integrating encryp-
tion into business processes. I. Issa et al. (2020) empha-
sised the importance of encryption for regulatory com-
pliance, emphasising the need to regularly update key 
management processes to minimise the risks of leaks. 
An important aspect is the balance between security 
and performance, especially in cloud environments 
where high demands on computing resources can slow 
down data access. The current results also focused on 
the issues of balancing security and performance in 
cloud environments.

Thus, data encryption is not only a technical pro-
cess but also a strategic element of cybersecurity, re-
quiring an integrated approach to implementation and 
constant updating and new technologies. Organisations 
must implement encryption as a tool and develop a 
culture of data security, ensuring the protection of in-
formation and maintaining user trust.

CONCLUSIONS
This study analysed the importance of data encryption 
in the modern digital world and its role in ensuring in-
formation security. Every year, due to the growing vol-
ume of processed and stored data, the need to protect 
personal and confidential information is becoming more 
urgent. Encryption is the process of converting informa-
tion into an unreadable format, which allows protect-
ing it from unauthorised access. This technology is not 
only an important element of security but also meets 
the requirements of modern regulations such as GDPR.

The study showed that the main purpose of data 
encryption is to ensure the confidentiality, integrity, and 
accessibility of information. Encryption ensured that 
only authorised users could access the data, preventing 
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potential leaks and information theft. The use of en-
cryption algorithms, such as symmetric and asymmetric 
encryption, allows effectively protecting of data, each 
of which has its own characteristics and security level. 

Symmetric encryption, characterised by using the 
same key for encryption and decryption, stands out for 
its high speed and efficiency but requires reliable key 
transfer. Therewith, asymmetric encryption using a key 
pair (public and private) provided a higher level of se-
curity and solved the problem of secure key transfer but 
has its drawbacks in the form of slow operation and 
increased computing resources.

One of the critical challenges faced by companies 
is the management of encryption keys. Improper man-
agement can lead to data loss or compromise. There-
fore, it is important to regularly update keys and ap-
ply comprehensive security measures, including digital 
signatures and secure data transfer protocols. GDPR 
has become an important step in the field of personal 
information protection, requiring companies to comply 

with strict security standards. This became a challenge 
for many organisations that had to adapt their busi-
ness processes to new requirements. Compliance with 
these standards has increased customer confidence and 
strengthened the companies’ position in the market.

In general, data encryption is a powerful tool to en-
sure the security of information in the digital world. Its 
proper implementation and the use of additional secu-
rity measures will help prevent data leaks and increase 
user confidence in systems that work with confidential 
information. In the context of the rapid growth of data 
volumes and the increase in cyber threats, encryption 
remains an important aspect of cybersecurity that re-
quires constant attention and adaptation.
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Анотація. У контексті хмарних технологій шифрування відіграє ключову роль, оскільки дані постійно 
передаються мережею і зберігаються на віддалених серверах, що робить їх потенційною мішенню для кібератак. 
Мета дослідження полягала у всебічному аналізі методів шифрування даних як основного інструменту для 
захисту персональної інформації в хмарних сервісах. Розглянуто сучасні технології шифрування, включно 
із симетричним та асиметричним шифруванням, а також їхнє застосування в різних хмарних платформах. 
Проведено порівняльний аналіз цих методів з погляду їхньої ефективності, впливу на продуктивність систем 
і складності в реалізації. Важливим аспектом дослідження стало вивчення проблем, пов’язаних з управлінням 
ключами шифрування, включно з їхнім безпечним зберіганням і захистом від несанкціонованого доступу. У 
рамках дослідження також розглянуто приклади успішного впровадження шифрування на популярних хмарних 
платформах і способи забезпечення їхньої відповідності вимогам законодавства у сфері захисту персональних 
даних. Проаналізовано нормативні акти, що регулюють обробку та зберігання персональної інформації, та їхній 
вплив на вибір і реалізацію методів шифрування в хмарі. Результати дослідження показали, що шифрування 
залишається одним із найнадійніших способів захисту даних у хмарному середовищі, але для його ефективного 
застосування необхідний комплексний підхід. Оптимальний захист даних включає не тільки шифрування, а й 
управління ключами, регулярний моніторинг безпеки та навчання персоналу. Це допоможе мінімізувати ризики 
витоків даних і підвищити довіру користувачів до хмарних сервісів

Ключові слова: управління ключами; продуктивність систем; інформаційна безпека; витоки інформації; 
конфіденційність
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