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Abstract. The purpose of the study was to analyse the potential and main problems of integrating blockchain
technologies into the processes of ensuring cybersecurity of critical infrastructure facilities in Ukraine. As
part of the work, the potential of blockchain technologies in improving the security of critical infrastructures
was analysed, the existing challenges of scaling and performance of such systems were assessed, and the
possibilities of international cooperation for implementing innovative solutions in the field of cybersecurity
were explored. The paper provided a comprehensive analysis of the prospects for integrating blockchain
technologies into cybersecurity systems for critical infrastructure facilities. To ensure the relevance of the
study, the technical features of the blockchain, such as consensus mechanisms, data distribution models,
and cryptographic methods, were considered. It was found that blockchain technologies provide increased
transparency, resistance to cyber threats, and optimisation of access control to critical data. At the same time,
the main challenges remain low scalability of systems, limited transaction speed, and high energy costs, which
complicates their large-scale implementation. The study also showed that there is a need to adapt regulatory
requirements to improve the efficiency of blockchain integration into infrastructure facilities. The study
demonstrated the significant potential of blockchain technologies as one of the key components in building
sustainable cybersecurity systems. The conclusions of the paper emphasise the need for an interdisciplinary
approach to the implementation of technologies, including technical, economic, and regulatory aspects, to
increase the level of security of critical infrastructure facilities in the context of growing cyber threats. In
addition, the paper highlights the importance of international cooperation, which will combine resources and
expertise to create more effective and innovative solutions in the field of cybersecurity
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INTRODUCTION

The development of modern technologies and their  vulnerability of such objects to cyber threats. Industri-
integration into critical infrastructure systems cre- al control systems, energy complexes, transport net-
ate not only new opportunities, but also increase the  works, and medical facilities are becoming targets for
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intruders, threatening national security and stability. In
the face of increasing complexity of cyber-attacks, tra-
ditional protection methods are often insufficient for
the security of such facilities. This highlights the need
to apply innovative solutions, among which blockchain
technology occupies a special place. Blockchain, origi-
nally developed as the foundation of cryptocurrencies,
demonstrates potential in a wider range of applications,
including cybersecurity. Its key features - decentralisa-
tion, immutability of records, and a high level of trans-
parency and reliability - make it a promising tool for
protecting data and infrastructure systems. In the con-
text of critical infrastructure, blockchain can be used to
improve the security of access control systems, mon-
itor networks, and prevent unauthorised interference.
However, the process of integrating blockchain into
cybersecurity systems involves a number of challeng-
es. Among them, the high power consumption of some
blockchain solutions, limited scalability and the need to
ensure compatibility with existing systems stand out. In
addition, there are still issues of regulatory regulation
and standardisation of such technologies, which com-
plicates their widespread implementation.

The analysis of studies by various researchers
demonstrated a wide range of approaches to integrat-
ing blockchain technologies into cybersecurity systems.
For example, A. Iskryzhytskii & A. Zadorozhnii (2024)
emphasised the benefits of decentralised data storage,
stressing that the use of blockchain technologies re-
duces the risk of successful attacks on centralised ac-
cess points. In turn, N. Mohamed & A.A. Ahmed (2024)
investigated the effectiveness of the technology in
preventing “man-in-the-middle” attacks and concluded
that the use of smart contracts significantly reduced the
risks of unauthorised interference. E. Barka et al. (2022)
focused on using blockchain to control access to criti-
cal infrastructure resources. The researchers noted that
the introduction of decentralised identifiers improved
the reliability of user identification and authentication
systems. On the other hand, A. Ali et al. (2023) analysed
the scalability and power consumption issues of block-
chain systems, offering solutions based on hybrid ar-
chitectures that combine the advantages of blockchain
and conventional databases.

Q. Wang & M. Su (2020) studied examples of suc-
cessful blockchain applications in the energy sector.
Their findings showed that the use of technology in en-
ergy distribution and smart grid management reduces
the likelihood of disruptions due to cyber-attacks. The
study by J. Horner & P.Ryan (2019) focused on the reg-
ulatory aspects of blockchain implementation, pointing
out the need for international standardisation to ensure
technology compatibility. D. Kobets & O. Runov (2024)
explored the potential of blockchain in medical infra-
structure, emphasising its ability to guarantee a high
level of protection of medical data, preventing their fal-
sification or unauthorised disclosure. L. Koh et al. (2020)
analysed the technology’s capabilities in transport

systems, where blockchain has increased the transpar-
ency and reliability of logistics operations. A.A. Zainud-
din et al. (2024) investigated the synergistic effect of
sharing blockchain and artificial intelligence technol-
ogies in threat detection systems. Their results high-
light that integrating these approaches improves the
analysis capabilities and performance of cybersecurity
systems. In addition, K. Kostal et al. (2019) considered
the use of blockchain in the field of monitoring network
events. In their study, they argued that a decentralised
logging system prevented the possibility of changing
or deleting suspicious activity records, which increased
the overall level of cybersecurity.

Despite significant advances in blockchain tech-
nology applications, several key issues remained unre-
solved. Methods for integrating blockchain with tradi-
tional cybersecurity systems have not been sufficiently
studied, especially in conditions of limited computing
resources. They also required additional analysis of the
issue of scaling blockchain solutions for large-scale
critical infrastructure facilities. There were also no com-
prehensive studies on the cost-effectiveness and prof-
itability of implementing blockchain in such systems.
The purpose of the study was to analyse the potential
and limitations of using blockchain technologies in cy-
bersecurity systems of critical infrastructure facilities,
with an emphasis on their integration, scalability, and
cost-effectiveness. The objectives of the study were: to
conduct a comparative analysis of existing approach-
es to the integration of blockchain technologies into
the cybersecurity system; to assess the limitations and
scalability of blockchain solutions for large infrastruc-
ture facilities; to investigate the economic efficiency of
using blockchain in the context of improving the sus-
tainability of critical infrastructure.

MATERIALS AND METHODS

Critical infrastructure ensures the functioning of soci-
ety, economic stability and national security. Therefore,
the development of effective methods of its protec-
tion has become a key task of modern cybersecurity.
The approach to studying this issue was based on the
analysis of traditional security methods and innovative
technologies, in particular blockchain. At the first stage
of the study, an overview of existing solutions was
made. Conventional methods, such as multi-level pro-
tection, remain the foundation of modern cybersecurity
systems. These include the use of firewalls, intrusion
detection and prevention systems (IDS/IPS), antivirus
software, and data encryption. Such systems are effec-
tive against many threats, but face limitations in the
face of complex attacks such as “zero-day” or Advanced
Persistent Threats (APT).

The main focus was on the analysis of convention-
al security methods and innovative technologies, in
particular blockchain. The territorial boundaries of the
study covered Ukraine in order to assess specific challen-
ges and implement technologies in Ukrainian critical
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infrastructure. The experience of Ukraine was compared
with the leading practices of countries that actively use
blockchain in the field of cybersecurity, such as: Israel,
the EU countries and the USA (Chowdhury & Gkiou-
los, 2021; Yu et al., 2021; Joint Statement on..., 2023).
Among the areas of implementation of blockchain tech-
nologies in Ukraine were considered: energy, financial
systems, healthcare, and cybersecurity. The Ukrainian
experience was compared with innovations in these
countries, which helped to identify common trends
and specific challenges (Implementation of block-
chain...,2023; Kozhemiakin, 2023; Shevchuk et al., 2024).

Exploring a multi-level architecture that combines
multiple security mechanisms has been key to under-
standing how different technologies can interact to
maximise efficiency. The study also focused on analys-
ing mechanisms such as access control, network seg-
mentation, and artificial intelligence-based solutions
for detecting anomalies. Such systems create backup
mechanisms that can be activated in the event of an
attack, but their implementation often requires sig-
nificant resources. Further, the potential of the latest
technologies, in particular blockchain, was investigat-
ed. This technology offers unique cybersecurity solu-
tions due to its decentralised nature, which ensures a
high level of data integrity. The study examined ways
to use blockchain to control access, monitor threats,
and ensure transparency in system management. For
example, saving a history of changes and transactions
on the blockchain allows quickly identifying possible
threats and violations.

Another important stage was the study of the lim-
itations and challenges of implementing blockchain in
the Ukrainian critical infrastructure. In particular, atten-
tion was paid to regulatory issues, high implementation
costs, and the need to adapt to existing management
systems. Special attention was paid to the problems
of scalability and performance of blockchain technolo-
gies. These aspects were critical for applications in in-
frastructures that require real-time processing of large
amounts of data. The analysis focused on solutions
such as layer architectures, sharding, and the use of
Proof-of-Stake consensus mechanisms. The final stage
of the study was based on the limitations and challeng-
es of blockchain implementation.

RESULTS

Ensuring the cybersecurity of critical infrastructure is a
key challenge to prevent economic damage, social con-
sequences, and possible threats to national security. In
this context, various security approaches are based on
the use of both conventional methods and the latest
technologies, in particular blockchain. Conventional
approaches include the use of multi-level security sys-
tems that involve the use of firewalls, IDS/IPS systems,
antivirus software, and data encryption tools. These
methods provided a basic level of protection, but were
not always effective in more complex attacks, such as
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zero-day attacks or APTs. Centralised architectures of-
ten faced problems controlling large amounts of data
simultaneously, which made it difficult to detect and
neutralise threats in real time. One of the approach-
es that was actively used was multi-level protection,
which combined several types of tools. This included
access control, network segmentation, an information
security management system that collects, analyses,
and responds to incidents in real time, and artificial in-
telligence-based solutions for predicting and detecting
anomalies. A multi-level security system created back-
up mechanisms that could be activated in the event of
an attack on one of the levels, but the implementation
of such systems was often expensive and complex.

With the development of technology, it became
possible to integrate the latest solutions to improve the
effectiveness of protection. Among them were systems
based on machine learning and artificial intelligence,
which allowed automating the processes of analysing
large amounts of data and quickly identifying potential
threats. However, the implementation of such solutions
required significant investment and a high level of
technical training (Ullah et al., 2020). Blockchain tech-
nologies offered a new approach to security based on
decentralised data storage and management, which al-
lowed changing or deleting them without the consent
of all network participants. This provided a high level
of data integrity and increased resistance to cyber-at-
tacks. In particular, the blockchain was used to create
access control systems, monitor and detect threats, and
to save the history of changes and transactions in sys-
tems, which increased transparency and control over
access to data. Despite all the advantages, the use of
blockchain technologies in cybersecurity had its limi-
tations. These included high implementation costs, the
need for significant computing resources, and the po-
tential vulnerability to new types of attacks targeting
the blockchain technology itself. In addition, the reg-
ulation of blockchain systems remained insufficiently
clear in many countries, which made it difficult to im-
plement them in existing critical infrastructure frame-
works. Consequently, modern approaches to ensuring
the cybersecurity of critical infrastructure required a
combination of conventional methods with the lat-
est technologies, in particular blockchain, which cre-
ated new opportunities for strengthening protection,
but also posed new challenges that needed to be ad-
dressed (Habib et al., 2022).

Scalability and performance are key factors that
determine the effectiveness of using blockchain tech-
nologies in cybersecurity systems, especially for criti-
cal infrastructure facilities. These aspects relate to the
ability of blockchain systems to process large amounts
of data and the number of transactions in real time,
which is important for ensuring their functionality at
the level of modern industrial systems (Smith & Dhil-
lon, 2020). The scalability of blockchain technologies
was related to their ability to process a large number of
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transactions in a certain period of time without losing
performance. The blockchain worked on the principle
of adding blocks with transactions to the chain using a
consensus mechanism, which ensured data security and
integrity, but often led to transaction delays, especially
in high-load systems.

In addition, technologies can be used to reduce the
load on the main blockchain. This included solutions
such as a layered architecture, where transaction pro-
cessing takes place at a second level (for example, a
solution based on the Lightning Network in Bitcoin or
a solution based on the Polygon platform for Ethere-
um). Other methods include sharding, which involves
splitting data into separate parts, which reduces the
load on each individual network node. In this ap-
proach, each node processes only a fraction of transac-
tions, which significantly increases the overall network
bandwidth. In addition, Proof-of-Stake, instead of the
traditional Proof-of-Work, which uses significantly less
computing power, allows reducing energy costs and
improving performance.

The performance of blockchain systems is meas-
ured by the number of transactions they can process
per unit of time and the time required to verify trans-
actions (Shapovalova et al., 2024). For critical infra-
structure applications, high performance is a prereg-
uisite for smooth system operation. Performance lags
lead to delays, which can affect the speed of response
to cyber threats (Pacheco et al., 2023). Modern block-
chain platforms work to optimise performance using
various approaches. For example, platforms that sup-
port the concept of hybrid consensus combine various
transaction verification mechanisms to ensure fast
processing and high security. This allows reducing
the cost of processing transactions and increasing the
overall speed of the system.

Challenges that arise when implementing scalable
and productive blockchain systems include the need
for powerful computing resources, which may be eco-
nomically impractical for some organisations. In addi-
tion, the security of these systems can be compromised
due to various vulnerabilities associated with new in-
tegration methods, which requires detailed testing and
additional measures to ensure their sustainability. Thus,
issues of scalability and performance of blockchain
systems remain important for the implementation of
these technologies in critical infrastructure, and require
a comprehensive approach, including the development
of new technological solutions and optimisation of ex-
isting protocols (Nasir et al., 2022).

The protection of critical infrastructure is a particu-
larly important task, as these facilities provide the main
functions that support the life of society, economic
stability, and national security. Given the growth of cy-
ber-attacks and the complexity of modern threats, the
integration of blockchain technologies opens up new
prospects for strengthening the cybersecurity of critical
objects. Blockchain can become a powerful tool for data

protection, access control,and ensuring the transparen-
cy and integrity of information systems (Radvanovsky &
McDougall, 2023). One of the key advantages of block-
chain technologies is decentralisation. In critical infra-
structure systems, this means that data is not stored in
a single centralised location, which can become the tar-
get of a cyberattack. The decentralised structure of the
blockchain provides distributed storage of information
on many nodes of the network, which makes it difficult
to change or delete it without authorisation. This signif-
icantly reduces the risks associated with a single-node
attack and makes the system more resistant to large-
scale cyber-attacks, including DDoS attacks.

Blockchain technologies guarantee data integrity
due to cryptographic transaction protection and a hash-
ing mechanism that eliminates unauthorised informa-
tion changes. This is especially important for critical
infrastructure, where ensuring the reliability of data
is a prerequisite for proper functioning. In addition,
the blockchain provides transparency by being able to
track all changes in the system, which allows conduct-
ing audits and identifying potential violations in real
time. This creates a new level of trust between system
participants and makes it difficult to fake or conceal
important information (Wei et al., 2020).

Integration of blockchain technologies allows cre-
ating effective access control systems for critical infra-
structure objects. Smart contracts allow automating the
process of granting or revoking access based on certain
conditions. Such systems can use decentralised identi-
fiers to authenticate users, which provides a high level
of protection against fraud and abuse. If necessary, ac-
cess can only be restricted to a certain circle of author-
ised persons, and All Access changes are automatically
recorded in the blockchain, which makes the system
transparent and controlled. Blockchain-based systems
have the potential to detect and prevent cyber-at-
tacks due to their decentralised nature and ability to
process data in real time. Blockchain integration with
monitoring systems allows creating dynamic anomaly
detection mechanisms that help to track unauthorised
changes and respond to potential threats in time. Smart
contracts can automatically block or restrict access if
suspicious activity is detected, which increases the
overall level of infrastructure security.

Despite the great potential, the introduction of
blockchain technologies in critical infrastructure pro-
tection systems is accompanied by some problems.
These include the high cost of implementation, the
need for significant computing resources, and com-
patibility issues with existing systems. In addition,
the blockchain may have restrictions on the speed of
transaction processing, which may affect its applica-
tion in large systems with high speed requirements
(Wisniewski et al., 2022). In general, the integration of
blockchain technologies into cybersecurity systems for
critical infrastructure facilities opens up new opportu-
nities for strengthening data protection, access control,
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and transparency. However, for widespread implemen-
tation, it is necessary to overcome certain technical and
economic barriers and ensure that new solutions com-
ply with regulatory requirements and safety standards.

In the modern world, technological innovations
are becoming the driving force behind development.
This is especially relevant for critical infrastructure,
which, in the context of global digitalisation and
growing cyber threats, requires a radical approach to
security and efficiency (Safitra et al., 2023). Blockchain
is one of these technologies that, despite its relative-
ly recent emergence, has already proven its ability to
change the functioning of many industries. In the en-
ergy sector of Ukraine, blockchain opens up new hori-
zons for decentralising network management (Seme-
nenko et al., 2024).

In transport and logistics, blockchain is becoming
a key tool for ensuring transparency in supply chains.
The use of smart contracts for cargo tracking not only
minimises bureaucratic delays, but also creates condi-
tions for combating corruption in customs processes
(Pournader et al., 2020). This is especially important for
Ukraine, which is an important transport hub in Europe.
Healthcare also benefits from blockchain integration.
Storing patients’ medical data in decentralised systems
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minimises the risk of loss or theft, while providing quick
access for authorised users. Such initiatives contribute
to the development of e-health, which is becoming rel-
evant in the context of crises and pandemics. Despite
the obvious advantages, the implementation of block-
chain faces a number of challenges. These include high
initial costs, the need for high technical competence,
and insufficient legislative regulation. The issue of
cybersecurity of the blockchain infrastructure itself is
also important, because errors in smart contracts can
become a source of vulnerabilities.

The integration of blockchain technologies into
Ukraine’s critical infrastructure is a challenge that si-
multaneously opens up significant prospects. Energy,
transportation, healthcare, and finance are already
demonstrating the effectiveness of this technology in
combating cyber threats, corruption, and inefficiency.
The success of this process depends on the interaction
of the state, business and society, and on the willing-
ness to invest in training, infrastructure and legislative
support. For Ukraine, this is an opportunity not only
to strengthen its infrastructure, but also to become a
leader in innovation in the region. Table 1 shows the
prospects for implementing blockchain technologies in
the critical infrastructure of Ukraine.

Table 1. Implementation of blockchain technologies in critical infrastructure
of Ukraine: key areas and opportunities

Scope of application

Research/Projects in Ukraine

Quantitative data/Results

Energy

Pilot project of blockchain systems for energy
consumption accounting

Reducing energy losses in a pilot project

Healthcare

Development of a system for storing medical
data on the blockchain

Medical records are more protected from
unauthorised access as part of testing

Financial sector .
transactions

Blockchain integration for banking

Reducing the time of international transfers

Transport and logistics

Implementation of blockchain solutions for
cargo tracking

Delivery efficiency increased transparency of
customs procedures

Electoral systems blockchain

Pilot project of electronic voting on the

Participants rated system security as high

Government infrastructure
management

Using blockchain in the land cadastre

Cadastre records are stored in a decentralised
system

Source: developed by the authors based on Implementation of blockchain technology in healthcare in 2023 (2023),

S. Kozhemiakin (2023), M. Shevchuk et al. (2024)

Table 1 shows that blockchain technologies have
significant potential in modernising Ukraine’s critical
infrastructure. Due to its decentralised nature, block-
chain can provide transparency and security in indus-
tries such as energy, transportation, healthcare, and the
financial sector. Significant steps have already been tak-
en in the implementation of this technology in 2024, in
particular, in projects to decentralise energy networks
and pilot initiatives to use the e-Hryvnia. Such exam-
ples indicate prospects for improving the efficiency of
resource management and the resilience of systems to
cyber-attacks.

However, for the widespread adoption of block-
chain in critical infrastructure, a number of challenges
must be overcome. These include insufficient funding,
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the need for high technical competence, and imper-
fect legislative regulation. Solving these problems re-
quires coordinated efforts by the state, business, and
educational institutions. Ukraine has every chance to
become an innovator in the use of blockchain in critical
industries, which will increase its competitiveness and
ensure greater reliability of national systems. Ukraine
is actively developing international cooperation in the
field of blockchain technologies to ensure cybersecu-
rity of critical infrastructure facilities. The main areas
of this interaction are the exchange of experience, im-
plementation of advanced technical solutions and joint
development of the latest security systems.

Despite significant prospects, Ukraine faces numer-
ous challenges. This includes instability of domestic
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funding and insufficient legal framework to support
innovation. For example, the lack of uniform standards
and regulations in the field of blockchain solutions
complicates their implementation at the national level.
In addition, the need for harmonisation with interna-
tional law requires time and considerable resources.

However, cooperation with international partners al-
lows to overcome these barriers, gradually strengthen-
ing the cyber defence of critical facilities in the country.
Table 2 shows Ukraine’s international cooperation in
the implementation of blockchain technologies for cy-
bersecurity of critical infrastructure.

Table 2. International cooperation of Ukraine in the implementation of blockchain technologies
for cybersecurity of critical infrastructure

experts, support of Ukrainian initiatives

Country Area of cooperation Prospects Challenges
Exchange of experience. training of Access to innovative solutions, Unstable political situation in
USA 9 P : 9 joint projects in the field of Ukraine, restrictions

cybersecurity on funding

Technological assistance,
EU implementation of blockchain solutions
for public administration

Use of Estonia’s best practices,
integration with European

Differences in legislation and
infrastructure

standards readiness levels

Joint research in the field of

Development of advanced

Maintaining a stable level of

of critical infrastructure

Israel cybersecurity, exchange technologies to protect security in the face
of analytical data on threats critical systems of global threats
Development of regional cooperation Strengthening regional security, .
Poland programmes in the field of cybersecurity | creating compatible solutions Lack of a unified system

for blockchain platforms

of standards in the region

Source: developed by the authors based on Israel and Ukraine face shared cyber threats (2023),Joint Statement on the United

States-European Union 9% Cyber Dialogue in Brussels (2023)

Ukraine has a significant potential for using block-
chain technologies in cybersecurity, because these
technologies provide decentralised, transparent, and
reliable data exchange. Due to partnership with lead-
ing countries in this area, such as the United States and
Israel, Ukraine gets access to the latest solutions. In
particular, the use of blockchain can improve the pro-
tection of state registers, monitor data in real time, and
optimise the management of critical infrastructure. The
integration of these technologies helps to ensure the
continuity of systems even during cyber-attacks, which
is a key task for the country in modern conditions.

An important aspect is the development of the
regulatory framework for blockchain implementation.
Ukraine is actively working to harmonise its laws with
international standards, which makes it possible to
simplify cooperation with other countries. For example,
the adoption of laws on digital assets and regulation
of blockchain technologies creates a favourable envi-
ronment for attracting foreign investment and technol-
ogy. Moreover, it helps to increase the level of trust in
Ukrainian cybersecurity projects.

However, to achieve success, it is necessary to over-
come significant challenges. Ukraine needs more fund-
ing for the development of blockchain infrastructure
and training of specialists in this field. In addition, it
is necessary to strengthen cooperation with regional
partners, such as Poland, to create common protection
systems. Strengthening these relations and utilising in-
ternational experience will allow Ukraine to integrate
blockchain into its systems and become one of the
leaders in this field in Eastern Europe.

DISCUSSION

Ensuring the cybersecurity of critical infrastructure is
crucial for preventing economic losses, social conse-
quences, and threats to national security. The presented
results confirm that the integration of conventional ap-
proaches with modern technologies, such as blockchain,
allows creating more effective security systems. The
main elements of multi-level protection are firewalls,
IDS/IPS systems, antivirus software, and data encryp-
tion tools. Despite their basic effectiveness, such meth-
ods are not always able to counteract complex attacks,
such as APT or zero-day attacks. Centralised architec-
tures often face problems handling large amounts of
data, which makes it difficult to detect threats in real
time. K. Yu et al. (2021) investigated the effectiveness
of conventional methods of protecting critical infra-
structure, in particular the use of multi-level security
systems. Their results confirm that firewalls and IDS/
IPS provide a basic level of protection, but are not al-
ways effective against modern threats, such as zero-day
attacks. This is consistent with current results, but the
researchers emphasise a greater reliance on the hu-
man factor in incident response, which was not the
main focus of the current study. This creates the need
to introduce new technologies to improve security effi-
ciency. N. Chowdhury & V. Gkioulos (2021) investigated
the effectiveness of conventional critical infrastructure
security tools, such as multi-level security systems. They
noted that while firewalls and IDS/IPS provide a basic
level of protection, they are not always effective enough
against the latest threats, especially zero-day attacks.
This correlates with current results, but the research-
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ers emphasise the greater role of the human factor in
Incident Response, which was not the main focus of this
study. This highlights the need to introduce innovative
technologies to improve the effectiveness of protection.

C. Grofde et al. (2021) conducted a study of conven-
tional approaches to protecting critical infrastructure,
in particular, the use of firewalls, IDS/IPS systems, and
antivirus software. They note that while these methods
provide a basic level of protection, they are not effec-
tive enough to deal with more complex threats, such
as APT or zero-day attacks. In addition, centralised
architectures face difficulties when processing large
amounts of data, which makes it difficult to quickly de-
tect threats. The researchers also emphasise that the
human factor plays an important role in responding to
incidents, which increases the need to introduce new
technological solutions to improve security. The current
results describe in more detail the practical implemen-
tation of blockchain technologies in Ukraine, in particu-
lar, in the energy, healthcare, and transport sectors, and
focus on international cooperation.

Blockchain technologies offer a decentralised ap-
proach to data storage and management, which signif-
icantly increases their resistance to cyber-attacks. The
immutability of data in the blockchain creates a high
level of integrity and transparency, which is critical for
monitoring and managing access to information sys-
tems. D. Berdik et al. (2021) investigated cybersecurity
and blockchain technologies, namely, the use of block-
chain to ensure the protection of information systems in
realtime.Theyfocused on the benefits of a decentralised
approach to data storage and management, improving
the integrity and transparency of information, and auto-
mating access processes through smart contracts. The
implementation of the blockchain allows automating
access processes using smart contracts that ensure the
accuracy of meeting specified conditions. The current
results also identified the advantages of a decentralised
architecture, in particular, in the context of reducing the
risks of attacks on a single data storage point, which
coincides with the authors’ results. However, the cur-
rent study focuses more on the use of blockchain spe-
cifically for critical infrastructure, while the research-
ers focus more on general aspects of cybersecurity.

The main challenges remain high implementation
costs, the need for significant computing resources, and
unresolved compatibility issues with existing systems.
In addition, the regulation of blockchain technologies
in many countries is still at an early stage, which can
make it difficult to integrate them into critical infra-
structure. Performance limitations of blockchain sys-
tems, such as slow transaction processing, also affect
their applicability in large-scale systems with high
speed requirements. |. Tibrewal et al. (2022) analysed
the use of blockchain technologies in critical infrastruc-
ture. They argued that the main advantage is transpar-
ency and the inability to change data, but noted that
blockchain is too expensive and difficult to implement
in small organisations. This is consistent with current
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findings, although the researchers do not focus on scal-
ability issues, which are considered critical in the cur-
rent paper. TR. Vance & A. Vance (2019) investigated
the application of blockchain technologies in critical
infrastructure, focusing on their ability to provide trans-
parency and protect data from changes. However, they
also emphasised the high cost and complexity of in-
tegrating these technologies into small organisations.
This is consistent with the current results, but the re-
searchers did not address the scalability issues that are
key in the current study. M.K. Hasan et al. (2022) inves-
tigated the implementation of blockchain technologies
in the field of protecting critical infrastructure, paying
attention to their ability to guarantee data openness
and protection against unauthorised changes. However,
they noted that the significant costs and complexity of
implementation limit the use of these technologies in
small organisations. In contrast to this approach, the
current paper focuses on scalability, which is crucial for
a successful blockchain application.

The success of using a blockchain largely depends
on its ability to process large amounts of data in real
time. Second-tier technologies, such as the Light-
ning Network or sharding, offer solutions to reduce
the load on the underlying blockchain. Replacing the
Proof-of-Work consensus mechanism with Proof-of-
Stake reduces energy costs and improves productivity.
C.T. Nguyen et al. (2019) investigated the performance
of blockchain systems and proposed the use of hybrid
approaches, such as Proof-of-Stake. They concluded that
these methods can significantly improve the speed of
real-time transaction processing. The current study also
considered this approach, but focused more on imple-
mentation issues due to the complexity of settings and
compatibility with existing systems. However, critical in-
frastructure requires careful testing of these solutions
to ensure that they are resistant to new types of attacks.

M. Warkentin & C. Orgeron (2020) explored the le-
gal aspects of implementing blockchain technologies
in developing countries, in particular, in the context of
national security. They noted that insufficiently regu-
lated legislation creates serious barriers to the wide-
spread adoption of these technologies in critical infra-
structure. This coincides with the current conclusions,
which pointed out the need to develop a regulatory
framework for regulating the use of blockchain. How-
ever, the researchers focused more on the legal aspects,
while the current study focused on the technical and
economic problems of implementation. R. Zambra-
no (2020) considered the legal challenges that arise
when implementing blockchain technologies in devel-
oping countries, with a focus on national security. He
emphasised that the lack of developed legislation is
a serious barrier to the integration of blockchain into
critical infrastructure, as countries must create appro-
priate regulations for the successful implementation of
these technologies. The current results focused more
on the severity of the barriers created by insufficient
legislative development, while the researcher focused
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on the fact that countries should create the necessary
regulations for the implementation of technologies.
Ensuring the cybersecurity of critical infrastructure
requires combining traditional approaches with modern
technologies, such as blockchain, to create more sustain-
able and effective security systems. The analysis shows
that although conventional methods provide a basic
level of security, their limitations in countering modern
threats, centralised architecture and dependence on the
human factor emphasise the need for innovative solu-
tions. Blockchain shows significant potential through
transparency, data immutability,and decentralisation, but
its integration into critical infrastructure faces scalability,
cost, and compatibility challenges. Effective application
of these technologies requires both technological im-
provement and adaptation of the regulatory framework.

CONCLUSIONS

In the course of the study, a comprehensive analysis of
modern approaches to ensuring cybersecurity of critical
infrastructure facilities was carried out, with an empha-
sis on the integration of blockchain technologies. It was
established that ensuring cybersecurity is a key task for
preventing economic losses, social consequences, and
potential threats to national security. Conventional
methods, such as multi-level security systems using
firewalls, IDS/IPS systems, antivirus software, and data
encryption tools, provide a basic level of protection.
However, their effectiveness is often limited in the face
of complex attacks, such as zero-day attacks or APTs.
Centralised data management systems have also been
vulnerable to scalability and real-time issues.

With the development of technology, it became
possible to implement the latest solutions, in particu-
lar, based on machine learning, artificial intelligence,
and blockchain technologies. Blockchain allows creating
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AHoTauiga. JocnigxeHHs 6yno cnpsMoBaHe Ha aHani3 NnoTeHuUiany Ta OCHOBHMX NpobnieM iHTerpauii 6nokyenH-
TeXHONOrii y npouecu 3abe3neveHHs Kibepbesnekn 06€KTiB KpUTUUHOT iHDPACTPYKTypH B YKpaiHi. Y paMkax
po60oTK 3A4iMCHIOBANMCS aHaNi3 NoTeHuiany 610KYeNH-TEXHONOTIM Y NiABULEHHI PiBHS 3aXMLWEHOCTi KPUTUYHUX
iHPpaCTPyKTYp, OLHKA iCHYIOUYMX BUKIMKIB MacwTabyBaHHS Ta NPOAYKTUBHOCTI TaKMX CUCTEM, @ TAKOX BUBYEHHS
MOX/IMBOCTEW Mi>XKHAapOAHOI CniBnpaui A8 BNPOBafXXeHHS iHHOBaLiHUX piweHb y chepi kibepbesneku.Y pobori
npoBeneHo BcebiuHMI aHani3 nepcnekTuB iHTerpadii 610KYenH-TeEXHONOriIN y cucTeMu 3ab6e3neyeHHs Kibepbesneku
[ns 06°€KTiB KPUTUUHOI iHPpacTpykTypu. [ng 3ab6e3neyeHHs peneBaHTHOCTI AOCNIAXEHHS BPax0OBYBanuUcs
TeXHiYHi 0co6MBOCTI BNOKYENHY, TaKi K MEXaHI3MU KOHCEHCYCY, MOAEeNi po3MnoAiny AaHUX Ta KpuntorpadiyHi
mMeToau. byno BusiBneHo, Wwo 6n1okyeiH-TexHoNOorii 3abe3neyytoTb NiABULLEHHS PiBHA MPO30POCTi, CTIMKOCTI A0
Kibep3arpos Ta onNTMMIi3auito ynpaBiiHHS AOCTYNOM A0 KPUTUYHMX AaHMX. BogHoYac 0CHOBHMMM BUKIIMKAMU
3a/IMLLA0TLCS HM3bKa MaclITaboBaHICTb CUCTEM, OOMeEXeHa LWBMAKICTb TPAH3aKLiN | BUCOKI eHepreTuyHi BUTpaTy,
L0 YCKMAAHIOE iX WMpoKoMacluTabHe BNpoBaaXeHHs. [locniaXeHHs TakoX NoKasano, Wo iCHye notpeba B aganTauii
perynsTopH1X BUMOT A8 NiaBULLEHHS edeKTUMBHOCTI iHTerpauii 61oKueiHy B iHPpacTpykTypHi 06ekTu. [locnimKeHHs
NPpOAEMOHCTPYBAN0 3HAYHMI NoTeHLian BNOKYEHH-TEXHOMOTIN K OAHOMO 3 KNHYOBMX KOMMOHEHTIB Yy NobyAoBi
CTiMKnx KibepbesnekoBux cucteM. BUCHOBKM pobOTM aKLEHTYIOTb Ha HEOOXIAHOCTI MiXAMCUMNIIHAPHOrO Migxony
[0 BNPOBAAXKEHHS TEXHONONIN, WO BKAKOYAE TEXHIYHI, EKOHOMIYHI Ta PErynsTopHi acnekTu, AN NiABULLEHHS pPiBHS
3aXMLLEeHOCTi 0OEKTIB KpUTUUHOI iHDPACTPYKTYpU B yMOBAX 3pOCTaHHs Kibep3arpos. Kpim Toro, y poboti nigkpecneHo
BaX/IMBICTb M>XKHAPOAHOI cniBnpaui, ska A03BOAUTb 06 €AHATN pecypcu Ta eKCnepTusy AN CTBOPEHHS Binblu
edeKTMBHMUX Ta iHHOBAaLiHUX pilleHb Y chepi Kibepbesneku
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