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Abstract. The study aimed to explore the possibilities of using artificial intelligence to improve cybersecurity
systems in the context of increasing complexity and frequency of cyber threats. Analysis of the effectiveness of
integrating machine and deep learning methods into the processes of detecting, assessing and neutralisation
threats, as well as identification of the strengths and weaknesses of such approaches, were emphasised. The study
substantiated the need to combine the technological capabilities of artificial intelligence with expert human
experience to ensure comprehensive and adaptive protection of information systems. The study examined the
potential application of artificial intelligence to improve cybersecurity systems, given the growing threats and
complexity of modern cybercrime. The impact of machine learning and deep learning technologies on improving
the effectiveness of traditional methods of protecting information systems was analysed. The study noted that
despite the unchanged basic motivations of cybercriminals, their methods were becoming more sophisticated,
which required new approaches to detecting and neutralising threats. The use of artificial intelligence was
defined as one of the most promising areas of cybersecurity development, as it allows for the automation of risk
assessment and incident response processes, reducing response times and increasing overall security efficiency.
Particular attention was devoted to an analysis of the strengths and weaknesses of artificial intelligence in the
context of cybersecurity. The necessity of integrating artificial intelligence with human intuition and experience
was substantiated, as the combination of these components proved to be the most effective approach to
ensuring comprehensive security. In addition, the potential risks and concerns associated with the use of artificial
intelligence in cybersecurity were explored. The study concluded that a holistic approach that considers both
technical and social aspects is needed to increase the maturity of cybersecurity systems. The importance of
socially responsible use of artificial intelligence was emphasised to minimise potential threats and ensure the
resilience of cyber systems to new challenges. The practical value of the study is to develop recommendations for
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Improving cybersecurity with artificial intelligence

the introduction of artificial intelligence into existing cybersecurity systems, which allows them to increase their
resilience to new and complex cyber threats, as well as to identify potential risks and shortcomings in existing

approaches to information security

Keywords: machine learning; neural networks; network traffic analysis; threat detection; automatic recognition;

adaptive response

INTRODUCTION

Cybersecurity is becoming increasingly relevant in the
modern digital world due to the growing complexi-
ty and frequency of cyber threats. Traditional defence
methods are becoming insufficiently effective in the
face of new, more sophisticated attacks, which requires
the development of new approaches and technologies.
Artificial intelligence (Al) technologies offer significant
potential to improve cybersecurity systems by providing
faster and more accurate threat detection and adaptive
response to new challenges. However, despite consider-
able academic interest in this topic, there are still gaps
in understanding the full potential of Al for cybersecu-
rity, as well as how it can be effectively integrated into
existing security systems.

Research in the field of cybersecurity using Al has
been going on for several years, and many scientists
have been focusing their efforts on studying vari-
ous aspects of this topic. For example, the study by
S.P. Samyuktha et al. (2022) discusses the use of Al to
improve cybersecurity practices, emphasising the need
to protect the huge amounts of data generated by mod-
ern technologies such as the Internet of Things and
cloud computing. The authors explain that Al and ma-
chine learning technologies, such as big data analytics
and deep learning, are being actively used to protect
against cyber threats, including intrusion and malware
detection. The article also discusses various methodol-
ogies and datasets that can be used to create effective
Al-enabled cybersecurity solutions.

R.Das & R.Sandhane (2021) discuss the importance
of automation to effectively manage the complexity of
operations, and the scale of information used to pro-
tect cyberspace. The researcher notes that traditional
technologies with fixed implementations are difficult to
apply to successfully combat cyber threats, but the prob-
lem can be solved using machine learning methods. The
article also assesses the modern applications of Al in cy-
bersecurity, for edge protection and strategic decisions,
and emphasises that certain cybersecurity problems can
only be effectively addressed by implementing Al ap-
proaches. Artificial intelligence provides instant access
to information, helping to cope with the data flow in cy-
bersecurity,which is causing significant structural chang-
es in the industry. The study by N.N. Abbas et al. (2019)
visualised the hotspots, trends, and emerging applica-
tions of Al, providing businesses and governments with
useful information for strategic planning. For the first
time, the study offers a holistic view of the global dis-
tribution of Al research in cybersecurity, including the
use of heat maps to analyse geographic areas of activity.

A.M.Shamiulla (2019) explored the impact of artifi-
cial intelligence on various areas of human life, includ-
ing language processing, speech recognition, finance,
and robotics. The author also examines the threats as-
sociated with the use of Al, including cybercrime and
security vulnerabilities. The main focus is on the need
for research to ensure control over Al and its safe use.
L.Lazic (2019) explores the role of artificial intelligence
in enhancing cybersecurity, in particular, the ability of
machine learning to identify anomalies and improve
threat detection strategies. Particular attention is de-
voted to obfuscation and de-obfuscation methods for
Android applications, including a Low-Level Virtual Ma-
chine (LLVM) based platform to improve these process-
es. It also analyses the AndrODet system, which uses
online training to identify the three main obfuscation
methods in mobile applications.

X. Feng et al. (2020) analysed the role of artificial
intelligence in forecasting and modelling, emphasis-
ing its importance for strategic planning in crises such
as the COVID-19 pandemic. The authors highlight the
cybersecurity issues that are necessary to ensure the
accuracy of Al models and prevent their distortion.
X.Feng et al. (2020)propose integrating security meas-
ures at every stage of Al development, focusing on the
balance between technological, social, and political
aspects. The study by A. Anandita lyer & K.S. Umade-
vi (2023) analysed the impact of Al on current ap-
proaches to cybersecurity, with a focus on the speed
of alert processing and filtering of critical information.
The author also highlights the lack of visual interfaces
for more efficient data analysis, which is an important
component for improving results. The article examines
the structural changes that have emerged in the field
of cybersecurity due to the use of Al, as well as current
trends and research in a geographical context.

The study by L. Chan et al. (2019) reviewed the cur-
rent state of Al development in cybersecurity, present-
ing case studies and applied solutions to help a wider
range of stakeholders, including executives, engineers,
researchers, educators, innovators, entrepreneurs, and
students, better understand the field. Particular atten-
tion is paid to existing problems and unresolved issues
in the use of Al in cybersecurity. In addition, the paper
provides practical conclusions and recommendations
for businesses and government agencies on manage-
ment policies in this area.

Based on the analysis of existing scientific works, it
is possible to conclude that although Al technologies
have significant potential for improving cybersecurity,
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there are still some unresolved issues and limitations
that require further study. This concerns the adaptabil-
ity and reliability of Al algorithms, as well as their abil-
ity to work effectively in conditions of limited comput-
ing resources. The study aimed to identify and analyse
modern approaches to the use of artificial intelligence
technologies to improve cybersecurity, as well as to de-
velop recommendations for their effective integration
into existing security systems. Particular attention was
devoted to the exploration of the possibilities of ma-
chine learning and deep neural networks for analys-
ing network traffic, detecting malware, and responding
adaptively to new threats. The problematic issue of the
study is to determine the optimal methods of using Al
to improve the effectiveness of cybersecurity, in the
context of their ability to adapt to new challenges and
ensure high accuracy of threat detection.

MATERIALS AND METHODS

For the analysis, scientific publications, studies and
articles describing modern technologies and methods
used to detect cyber threats, such as malware,abnormal

behaviour in networks,zero-day attacks, etc., were used.

The reviewed materials were used to compare different
approaches to threat detection using machine and deep
learning algorithms, as well as assess their advantages
and disadvantages. The main materials used in the re-
search include scientific articles from journals, confer-
ences and books covering the application of machine
and deep learning methods in cybersecurity, including
works on algorithms such as support vector machines
(SVMs), decision trees, naive Bayesian classifiers and
neural networks. These algorithms are widely used to
process large amounts of data in real-time, allowing for
early detection of anomalies and threats. The methods
and materials used in this study were used to consider
in detail the potential and limitations of machine and
deep learning in the field of cybersecurity. The analysis
of existing approaches and methodologies contributes
to a deeper understanding of how these technologies
can be applied to detect and neutralise cyber threats, as
well as identify their strengths and weaknesses. As the
study focuses on theoretical analysis, it also provides
an opportunity to assess the effectiveness of integrat-
ing machine and deep learning algorithms into exist-
ing information security systems. This was used to build
an understanding of how to optimise the use of these
technologies in real-world conditions, considering the
limitations and needs of modern security systems, as
well as to predict the directions of their further devel-
opment and adaptation to new types of cyber threats.

RESULTS

In the context of cybersecurity, machine learning and
deep learning are key tools for detecting and neu-
tralising cyber threats. Comparison of these methods
assessed their capabilities and limitations, which is
critical for the development of effective information
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resource protection systems. Machine learning, as a
sub-branch of artificial intelligence, is based on the use
of algorithms that learn from historical data to make
decisions or predictions (Fig. 1).
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Figure 1. Machine learning algorithm
Source: compiled by the authors

In the field of cybersecurity, these methods are
widely used to detect malware, analyse network traf-
fic, and identify abnormal system behaviour (Chan et
al., 2019). Algorithms such as support vector machines,
decision trees, naive Bayesian classifiers, and others
allow efficient processing of large amounts of data
with acceptable accuracy and speed. However, their ef-
fectiveness can be reduced when processing complex,
non-linear dependencies that are typical of modern
cyber threats. Deep learning, in turn, is a subset of ma-
chine learning that uses multi-layer neural networks
to model complex patterns and relationships in data
(Jain, 2021). Due to their ability to automatically extract
relevant features from raw data, deep neural networks
are highly effective in pattern recognition, natural lan-
guage processing, and time series analysis. In the con-
text of cybersecurity, deep learning is used to detect
complex attacks, such as zero-day attacks, and analyse
the behavioural characteristics of users and systems.
Deep learning has been observed to outperform tradi-
tional machine learning methods in the face of large
amounts of data and high pattern complexity. Due to
the nonlinear nature of neural networks, deep learning
can model complex relationships that may be invisible
to simpler algorithms. This is relevant in cybersecuri-
ty, where threats are constantly evolving and taking on
new forms (Macas et al., 2022). However, deep models
often require significant computational resources for
training and operation, which can be a limiting factor
in real-world settings.

Machine learning, despite its simplicity, has the ad-
vantages of faster learning and lower resource require-
ments. This makes it suitable for use in systems with
limited computing capabilities or where fast, real-time
data processing is required. However, these methods may
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be less effective in detecting novel or complex attacks,
as their performance is highly dependent on the quali-
ty and representativeness of the training data. In addi-
tion, deep learning is prone to the “black box” problem,
where it is difficult to interpret how the model makes
certain decisions (Sarker et al., 2021). This can be criti-
cal in cybersecurity, where it is important to understand
the reasons why a security system is triggered for fur-
ther analysis and response. Machine learning, especial-
ly interpreted models such as decision trees or logistic
regression, provides more transparent results, making
them easier to interpret and more trustworthy for secu-
rity professionals. The choice between machine learning
and deep learning depends on the specific requirements
and application. In cases where the speed and trans-
parency of the model are important, machine learning
may be more appropriate. Where complex, high-dimen-
sional data needs to be analysed and hidden patterns
discovered, deep learning offers powerful tools (Kant &
Johannsen, 2022). The best approach may be to com-
bine these methods, leveraging the strengths of each to
build more effective and adaptive cybersecurity systems.

The development of models for integrating artificial
intelligence algorithms with existing security systems
is a key aspect of improving cybersecurity. This involves
the creation of effective mechanisms that combine the
capabilities of machine and deep learning algorithms
with traditional security tools. The main goal is to in-
crease the ability of systems to detect and neutralise
complex and constantly evolving cyber threats. Inte-
grating Al algorithms into existing security systems
requires careful consideration of the architecture and
interaction interfaces. Al algorithms must be adapted
to the specific conditions and requirements of each sys-
tem, considering their security protocols, standards, and
policies (Mishra, 2023). This ensures smooth interaction
between system components and minimises the risk of
conflicts or malfunctions.

An important aspect is to ensure that Al algorithms
are compatible with existing authentication, authorisa-
tion and access control mechanisms. This helps preserve
data integrity and confidentiality, as well as comply
with regulatory requirements and security standards,
such as ISO/IEC No. 27001:2022 (2022). Models are be-
ing developed that take into account potential vulnera-
bilities and provide mechanisms to protect against the
exploitation of algorithms by malicious actors. Optimis-
ing algorithm performance is another critical factor. Al
algorithms need to efficiently process large amounts of
data in real-time, which requires optimising computing
resources and using high-performance computing plat-
forms. This ensures rapid detection of threats and time-
ly response to them, which is crucial in preventing po-
tential security incidents. In addition, mechanisms are
being developed to continuously update and train algo-
rithms based on new threat data. This allows systems to
adapt to new types of attacks and improve their effec-
tiveness over time.The system is also scalable,enabling

it to meet growing security requirements and handle
increased data volumes without losing performance.

Artificial intelligence (Al) is increasingly impor-
tant in cybersecurity (Trofymenko et al., 2024). It
opens new opportunities for detecting and neutral-
ising cyber threats, but it also comes with certain
challenges and limitations. A critical analysis of the
strengths and weaknesses of Al in cybersecurity al-
lows for a deeper understanding of the potential and
risks associated with this technology. One of the main
advantages of using Al in cybersecurity is its ability
to process large amounts of data in real-time. Using
machine learning and deep learning techniques, Al
can analyse network traffic, user behavioural patterns,
and system logs, identifying anomalies that may in-
dicate the presence of cyber threats (Fig. 2). This can
ensure quick response to attacks and minimisation of
potential damage. In addition, Al can detect new, pre-
viously unknown threats, including zero-day attacks,
which is a significant advantage over traditional sig-
nature-based security methods.
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Figure 2. Al algorithm in cybersecurity
Source: compiled by the authors

Artificial intelligence also contributes to the auto-
mation of cybersecurity processes, which reduces the
burden on human resources and increases the efficien-
cy of security teams. Automated systems can continu-
ously monitor the network, analyse threats, and even
make decisions to block suspicious activity on their
own (Goyal et al., 2023). This is especially important in
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the context of the growing complexity and frequency of
cyber threats, when the human factor may not be able
to keep up with the dynamics of events.

However, the use of Al in cybersecurity has its
weaknesses. One of the key issues is the vulnerability
of Al algorithms to attacks on the Al systems them-
selves. For instance, data poisoning techniques can be
used by attackers to inject incorrect or manipulated
data into training sets, leading to erroneous system
decisions. Additionally, there are attacks based on
spoofing or manipulating input data that can trick
Al models into classifying malicious activity as safe.
Another limitation is the problem of interpretability
of Al models, especially deep neural networks. In cy-
bersecurity, it is important not only to detect a threat
but also to understand the causes and mechanisms of
its occurrence to further eliminate vulnerabilities. The
complexity of Al models can complicate this process,
which can negatively impact the effectiveness of re-
sponse and remediation. It can also create difficulties
in the context of compliance with regulatory and se-
curity standards, which often require transparency and
explanation of decisions.

Another important aspect is the dependence on
high-quality and representative data to train Al models.
If the training data does not reflect the full range of
possible threats or contains biases, this can lead to poor
system performance in real-world conditions (Dash et
al.,2022). Collecting and anonymising such data can be
difficult due to privacy restrictions and legislation gov-
erning the processing of personal data. In addition, the
use of Al can create a false sense of security and lead to
a lack of vigilance on the part of cybersecurity profes-
sionals. Excessive trust in automated systems can lead
to the missed detection of complex or atypical attacks
that were not predicted by Al models (Nobles, 2024).
This highlights the importance of combining automat-
ed solutions with expert human analysis. Ethical and
privacy issues must also be considered. The use of Al
in cybersecurity may involve the processing of large
amounts of personal and confidential data, which re-
quires compliance with strict data protection standards
(ISO/IEC No. 27001:2022, 2022). Improper or unethical
use of such data can lead to violations of users’ rights
and legal consequences for organisations.

Based on these aspects, the use of Al in cybersecu-
rity has both significant potential and serious challeng-
es. Maximising the benefits requires careful planning,
proper design and implementation of systems, as well
as continuous monitoring and improvement of models.
It is important to ensure that algorithms are transpar-
ent and interpretable and that they are integrated with
expert systems and human analysis. Cyber threats are
becoming increasingly dynamic and complex, requiring
the development of effective countermeasures. The
development of theoretical scenarios can be used to
model possible attacks and identify strategies to neu-
tralise them using artificial intelligence. This involves
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analysing current trends in cybercrime, identifying new
attack vectors, and forecasting their development.

The use of artificial intelligence in this process can
be used to create models that can adapt to changing
conditions. Machine learning and deep learning algo-
rithms can analyse large amounts of data in real-time,
identifying hidden patterns and anomalies that may in-
dicate a potential threat. This is especially relevant in
countering zero-day attacks that exploit unknown sys-
tem vulnerabilities. One of the key aspects is modelling
multi-vector attacks that combine different methods of
penetration and exploitation of vulnerabilities. To do
this, it is necessary to develop scenarios that consid-
er the combined actions of attackers, including phish-
ing, software exploits and social engineering. Artificial
intelligence can help predict such complex threats by
analysing the relationships between various events and
compromise indicators.

It is also necessary to address the dynamics of
changing tactics and techniques of cybercriminals. Con-
tinuously updating threat models using machine learn-
ing allows security systems to stay one step ahead of
attackers. This includes the implementation of self-up-
dating models that learn from new data and adjust
their predictions to the current situation. In addition to
technological solutions, counteraction scenarios should
consider the human factor. The development of theo-
retical models that simulate user reactions to different
types of attacks helps to identify possible vulnerabili-
ties related to human behaviour. This may include ana-
lysing susceptibility to phishing attacks or the use of
weak passwords. These aspects can be used to develop
more comprehensive security strategies that combine
technical tools with staff training.

DISCUSSION
The results of this study are consistent with the find-
ings of other cybersecurity and artificial intelligence
(Al) scholars, emphasising the importance of integrat-
ing modern technologies to improve the effectiveness
of information resource protection systems. M.M. Yam-
in et al. (2021) analysed the use of Al as a weapon in
cyber-attacks, demonstrating how Al can be used to
create more sophisticated and complex threats. This un-
derscores the need for continuous improvement of de-
fence systems capable of withstanding new types of at-
tacks that use Al to bypass traditional defence methods.
W.S. Admass et al. (2024) examined the current
state of cybersecurity, identifying the main challenges
and promising areas of development. The authors em-
phasised the need to integrate Al to provide adaptive
defences in response to dynamic threats, which is in
line with the findings of this study on the importance
of using Al to automate risk assessment and incident
response processes, increasing the efficiency and ef-
fectiveness of cybersecurity systems. N. Kaloudi &
J. Li (2020) provide a comprehensive overview of the
Al-driven cyber threat landscape, highlighting the
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diversity and complexity of modern attacks. They note
that Al can be used for both defence and attack, re-
quiring defenders to adopt the latest techniques and
technologies. This is consistent with the findings that
defence systems need to be constantly evolving and
adapting to new challenges.

R. Walters & M. Novak (2021) examine the inter-
play between cybersecurity, Al, data protection, and
law. They emphasise the importance of compliance
with legal norms and standards when using Al in cy-
bersecurity, which is an important aspect of this study,
which focuses on the socially responsible use of Al to
minimise potential risks and ensure user confidence in
security systems. M. Binhammad et al. (2024) explored
the role of Al in digital identity protection, highlight-
ing the potential of machine learning to detect and
prevent fraudulent activity. They demonstrate how Al
can be used to ensure the security of personal data
and prevent identity theft, which correlates with the
conclusion that Al needs to be integrated with human
expertise to ensure comprehensive security.

S.K. Shandilya et al. (2022) developed an Al-sup-
ported test platform for adaptive defence inspired by
natural processes. The results show that the use of Al in
cybersecurity simulations can significantly improve the
ability of systems to adapt and self-learn, supporting
the study’s recommendations to combine automated
methods with expert human expertise to create more
resilient defence systems. A. Ali et al. (2022) consider
the use of Al as a horizon event in cybersecurity, ana-
lysing how Al can transform threat prediction and pro-
tection. They emphasise the potential of Al to create
proactive defence systems that anticipate and respond
to threats before they occur. This is in line with the con-
clusion that it is necessary to develop models capable
of predicting and adapting to new threats. M. Tetaly &
P. Kulkarni (2022) discuss whether Al is a threat or a
cybersecurity solution, noting that while Al can signif-
icantly improve the effectiveness of defence systems,
there are risks of misuse, which require careful regula-
tion and ethical standards. This underscores the impor-
tance of the ethical use of Al, which is also considered
in this study, which focuses on the socially responsi-
ble use of Al to minimise potential risks and ensure
user confidence in security systems. S.A. Jawaid (2023)
analyses the relationship between Al and cybersecu-
rity, considering how Al can improve security methods
and create new types of threats. The author emphasises
the need to balance the use of Al for protection with
the management of its potential risks, which correlates
with the study’s recommendations for a comprehensive
approach to the use of Al in cybersecurity.

M.H.B.A. Alkareem et al. (2023) investigated the
linguistic aspects of crime in the world with the help
of Al-enabled cybersecurity. They show how Al can be
used to analyse language patterns in criminal commu-
nications, which helps to detect and predict criminal
activity. This underscores the importance of using Al

in integrated security systems, where it is important
to consider various aspects of cybersecurity, including
technical, social, and linguistic. J. Ebenezer Taiwo Akin-
sola et al. (2022) consider the use of Al in the design
of user interfaces for modelling cybersecurity threats.
They demonstrate how Al can be used to create in-
tuitive and adaptive interfaces that improve user in-
teraction with security systems and contribute to the
overall effectiveness of cybersecurity. A. Lakhani (2024)
analyses the revolutionary impact of Al on cybersecu-
rity, opening the future of digital defence. The author
emphasises that Al can significantly improve the ability
of systems to detect and respond to threats but also re-
quires continuous improvement and adaptation to new
challenges. This correlates with the conclusion that Al
technologies in cybersecurity need to be continuously
developed and adapted.

D. Aggarwal et al. (2023) examine the role of Al in
cybersecurity through anomaly and predictive analysis.
They demonstrate how machine learning techniques
can be used to detect anomalies in network data and
predict potential threats, allowing defence systems to
be proactive and effective. This highlights the impor-
tance of using Al to predict and prevent threats, which
is a key aspect of the research. However, despite sig-
nificant progress, there are serious challenges, such as
model interpretability, resource optimisation, and eth-
ical aspects of Al use. This requires a comprehensive
approach to the development and implementation of Al
technologies in cybersecurity, where it is important not
only to improve technical aspects but also to consider
social and ethical factors.

Integrating Al with other security and analytical
methods, as well as using Al to analyse different types
of data, can significantly improve the ability of systems
to detect and respond to complex and emerging threats.
This underscores the importance of a multidisciplinary
approach to cybersecurity, where Al acts as a powerful
tool in the complex of measures to protect informa-
tion systems. Further theoretical and practical research
should be aimed at developing more effective, adaptive
and interpretable protection models, as well as at in-
tegrating human expertise with automated protection
systems. Thus, the study results confirm the importance
of using modern Al methods to improve cybersecurity
systems. The joint efforts of scientists, engineers, and
cybersecurity professionals will help create a safer and
more resilient digital environment that can effectively
counter current and future cyber threats.

CONCLUSIONS

The study determined that the use of artificial intel-
ligence methods, in particular machine and deep
learning, significantly improves the efficiency of cy-
bersecurity systems. An analysis of existing approach-
es has shown that deep neural networks are able to
detect complex patterns and anomalies that are typi-
cal of modern cyber threats, providing a high level of
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accuracy and speed of response. Auto-encoders and re-
current neural networks proved to be particularly effec-
tive, demonstrating the ability to self-learn and adapt
to new types of attacks, which confirms their suitability
for dynamic cybersecurity environments.

Research has also shown that generative adversar-
ial networks (GANs) can be effectively used to create
realistic attack patterns, allowing defence systems to
better prepare for previously unknown threats. This
confirms the need to integrate advanced artificial in-
telligence techniques to increase the adaptability
and proactivity of cybersecurity systems. However, the
study determined that deep models often require sig-
nificant computing resources, which can limit their
use in resource-limited environments. Critical analysis
has shown that the interpretability of deep learning
models remains a significant challenge. Despite their
high accuracy in detecting threats, the difficulty of un-
derstanding the models’ decision-making mechanisms
poses risks to the trust of security professionals. This
underscores the need to develop explainable artificial
intelligence methods that would increase transparency
and trust in automated security systems.
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AHorTauig. MeTot AoCNiAKEHHS BY0 BUBYEHHSI MOXJIMBOCTEW 3aCTOCYBaHHS WUTYYHOTO iHTENEKTY ANS BAOCKOHANEHHS
cucTeM Kibepbesnekn B yMOBaX 3pOCTaHHS CKNAAHOCTI Ta YacToTu Kibep3arpos. Ocobnmea yBara npuainanacs
aHanisy e@eKTUBHOCTI iHTerpaLii MeTofiB MaWWHHOIO Ta MMUOBUHHOIO HaBYAHHS B MPOLLECU BUSBEHHS, OLiHKM
Ta HeMTpanizauii 3arpos, a TakoX BU3HAYEHHIO CUSIbHMX Ta CNabKMx CTOpiH Takux nigxoais. [locniokeHHs 6yno
CnpssMoBaHe Ha OOIPYHTYBAHHS HEOOXiAHOCTI MOEAHAHHA TEXHONOTIYHUX MOX/IMBOCTEN LUTYYHOrO iHTENEKTY
3 eKCNepTHWUM NIOACbKMM JOCBIAOM Ans 3a6e3neyYeHHs KOMMIEKCHOro Ta aAanTUBHOMO 3aXMCTy iHhOopMaLiMHUX
cucteM. Y focnigkKeHHi po3rngaanucs NOTEHUiMHI MOXIMBOCTI 3aCTOCYBAHHS LUTYYHOTO iHTENEKTY ANS BAOCKOHANEHHS
cucTeM Kibepbesneku, BpaxoBytoUumM 3poCTatodi 3arpo3um Ta CKIaHICTb CydacHMX Kibep3nounHie. AHanisyBaBCs BNAMB
TEXHOMOr M MAaWMHHOIO HAaBYaHHS Ta FMMOMHHOIO HABYAHHS HA NiABULLEHHS edeKTUBHOCTI TPAaAMLIMHUX METOAIB
3axmMCTy iHbopMaLiiHMX cucTeM. BiazHavanocs, Wwo HesBaxarum Ha HE3MiHHICTb OCHOBHMX MOTUBIB Kibep3/104MHLIB,
iXHi MeToamM cTaBanu aenani BUTOHYEHIWMMMU, LLLO BMUMATAO Bif 3aXUCHUKIB HOBUX MiAXOAiB A0 BUSIBIEHHS Ta
HenTpanisauii 3arpo3. BUKOPUCTaHHA WITYYHOrO iHTENEKTY po3rna4anocs K OAUH 3 HaMNepCneKTUBHILIUX HANPSMKIB
pO3BUTKY Kibepbe3neku, OCKifIbKM Lie [O3BOSE aBTOMATU3YBATU NPOLLECU OLLIHKM PU3MKIB Ta pearyBaHHSA Ha
IHUMAEHTH, 3HUXKYHOUM Yac pearyBaHHs Ta NiABULLYHOUM 3aranbHy edekTUBHICTb 3axucTy. Ocobnuea yeara npuainanacs
aHani3y CUbHUX i CNabKMxX CTOPIH WTYYHOrO iHTENEeKTY B KOHTEKCTi kibepbe3neku. O6rpyHTOBYBanacs HeobXigHiCTb
iHTerpauii WTY4YHOro iHTEeNEeKTY 3 IIOACHKO IHTYILLIEI Ta AOCBIAOM, OCKINIbKM MOEAHAHHS LMX KOMMOHEHTIB BUSBMIOCS
HaredeKTUBHIWMM NigxonoM Ans 3abe3neyeHHs KoMnnekcHoi 6esnekun. OKpiM TOro, AOCNiAKYBANUCSA NOTEHLiMHI
PY3MKM Ta 3aHEMOKOEHHS, MOB’A3aHi 3 BUKOPUCTAHHSM LUTYYHOrO iHTeNeKTy B Kibepbe3zneui. byno 3pobneHo BUCHOBOK,
Lo ANa NiABULLEHHS 3pinocTi cucteM Kibepbesnekn HeOOXigHWI LiNiCHUIA Niaxia, SKUM BPaxOBYE SK TEXHIYHI, TaK i
couianbHi acnekTW. Haronowysanocs Ha BaXIMBOCTI COLiaNbHO BiANOBIAANbHOMO BUKOPUCTAHHS WTYYHOrO iHTENEKTY,
Wwo6 MiHiMi3yBaTM NOTEHLiVHI 3arpo3u Ta 3abe3neunTu CTilKicTb KibepcucteM A0 HOBUX BUKAMKIB. [pakTnyHa
LiHHICTb JOCNIAXEHHS MONATae B po3pobLi pekoMeHAaLil WOoL0 BNPOBALXKEHHS WITYYHOrO iHTENEKTY B iCHYHOMI
cucTemu Kibepbesneku, Wo [03BONSE NiABULLMTM iX CTIAKICTb [0 HOBMX Ta CKNAAHMX Kibep3arpos, a Takox BUSBASATH
NOTEHLIMAHI PU3UKKM Ta HEOONIKM B iCHYHOUMX NigX0Aax A0 3abe3neveHHs iHPopMaLinMHoi be3neku

KniouoBi cnoBa: MalMHHE HABYAHHSA; HEMPOHHI Mepexi; aHanis MepexeBoro Tpadiky; BUSBNEHHS 3arpos;
aBTOMATUYHE pO3Mi3HABAHHS; afaANTUBHE pearyBaHHs
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