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Abstract. In modern data transmission systems, one of the key tasks is to ensure the reliability of communication
in conditions of noise. This is especially relevant for channels with high bit error rate, in particular, for radio
communication channels with intense natural or artificial noise, which limits the use of traditional error
correction methods. The purpose of this work was to develop algorithms for communication using code words
of non-separable factorial code, which implies the representation of code words in the form of permutations
using simplex binary symmetric communication channel with high bit error probability. To build these
algorithms, the method of frame synchronisation of non-separable factorial code, which uses majority and
correlation processing of fragments received from communication channel, was taken as a basis. Methods and
algorithms for noise-resilient transmission of permutations in communication channels with high bit error
probability were investigated. A general scheme of the protocol for organisation of simplex communication
was developed. An algorithm for detecting false synchronisations under conditions of high noise level in
communication channel was proposed. The effectiveness of the protocol for synchronisation of code words of
factorial code was studied, advantages of the used approach were identified and presented. A simulation model
of the communication system using a simplex binary symmetric communication channel and the possibility
of setting the bit error value in it was developed. The structure of the simulation model and the algorithms
of its component blocks were presented. Synchronisation parameters were calculated for bit error probability
of 0.4, simulation results based on 10,000 tests were presented, which made it possible to experimentally
determine synchronisation algorithm parameters. Simulation modelling was performed and the accuracy of
determining the boundaries of synchronisation blocks was estimated based on bit error probability in the
range from 0.1 to 0.4. An approach was proposed to reduce the error when determining the boundaries of
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permutations. The obtained results indicate the effectiveness of the proposed solutions, the consistency of
theoretical and practical indicators of the synchronisation subsystem, as well as the possibility of using the
developed algorithms to implement a three-pass cryptographic protocol based on permutations

Keywords: simplex binary symmetric channel; factorial coding; statistics; protocol; noise

INTRODUCTION
Information transmission is the basis of modern com-
munication systems, providing data exchange in various
environments - rom high-speed fiber-optic networks to
wireless systems operating in difficult conditions. The
performance of systems depends on the ability to main-
tain the reliability and integrity of information even un-
der the impact of interference, multipath effect, or other
factors of communication channel. That is why the de-
velopment of effective methods for encoding, synchro-
nisation, and protection of transmitted data is one of
the key tasks of modern communication technologies.
Modern data transmission technologies face new
challenges, which are caused by the need to ensure
high reliability of information transmission even in dif-
ficult conditions of signal propagation, in particular in
environments with high noise intensity. The security of
data transmission technology for 10T is critically impor-
tant, since these devices interact in environments with
a large number of potential threats. The vulnerability of
loT devices can cause leaks of confidential information,
disruption of systems, or even large-scale cyberattacks.
For example, the study by A. Jahangeer et al. (2023)
notes that the routing protocol for low-power and lossy
networks (RPL), specially designed for loT, is vulnerable
to many attacks, such as selective forwarding, blackhole,
sybil, wormhole, and sinkhole attacks, which signifi-
cantly affects network performance. The authors of the
study present an overview of attacks on the RPL pro-
tocol, as well as a detailed analysis of machine learn-
ing and methods for protection against these threats,
which highlights the need to improve loT security.
I.Ahmad et al. (2019) and H. Lee & Y-C. Ko (2021)
point out stringent reliability and latency requirements
in 5G cellular technologies. Y. Li et al. (2022) propose a
structure of a digital copy of a device, which through an
loT network using unmanned aerial vehicles (UAVs) can
be used as a mobile auxiliary server for edge comput-
ing. Such use requires high reliability of data transmis-
sion, a secure communication channel, and transmis-
sion delays. Modern research, in particular by Y. Sun et
al. (2021), actively implements optimised data encod-
ing and transmission algorithms, such as byte-parallel
configurable cyclic shift (BP-CCS) algorithm in low-den-
sity parity-check (LDPC) encoding, which significantly
improves data processing efficiency in 5G protocols.
Non-separable factorial codes have been con-
sidered and investigated in the study by E. Faure et
al. (2022).Such codes offer wide opportunities for using
permutations as the basis of the transport mechanism
in short-packet communication systems. Such systems
can be used in loT systems as discussed in the study by

Bulletin of Cherkasy State Technological University, Vol. 29, No.4, 2024

C.D. Ho et al. (2021). A similar system is considered by
C. Feng et al. (2021). The use of permutations in com-
munication is considered by Y.Yang & L. Hanzo (2023).
The study compares it with traditional data encapsula-
tion methods. Non-separable factorial codes allow for
the implementation of effective mechanism for joint
protection of transmitted data from errors occurring in
communication channel, as well as ensuring their secu-
rity from unauthorised access.

As shown by E. Faure et al. (2022), code words of
non-separable factorial code are formed from a sub-
set of the set of permutations of length M. To ensure
their transmission, permutation symbols are encoded
by uniform binary code with fixed code combination
length. The redundancy of information transmitted by
permutations is a feature of such codes. Due to this,
non-separable factorial codes, like permutation codes,
are able not only to detect, but also to effectively cor-
rect errors that occur in communication channel. For
example, the study by M. Gao & KW. Shum (2024)
suggests that in the context of combinatorics, permu-
tation codes can be interpreted as directed t-designs
and directed t-packings. This connection stems from
the fact that permutation code can correct any d-dele-
tions if and only if all subsequences of code words of
n-d length are distinct. In addition, the specific struc-
ture of permutations creates favourable conditions for
frame synchronisation without the need for additional
signals, which simplifies the transmission system op-
eration. Under these conditions, sync word length is
equal to permutation length, which guarantees signal
consistency between the transmitter and the receiver.

Previous studies have demonstrated the effective-
ness of non-separable factorial coding even in situa-
tions where the probability of bit errors in communica-
tion channel remains high. In particular, in the study by
B. Stupka (2024) this makes it possible to create: per-
mutation synchronisation algorithms; algorithms for re-
liable transmission of permutations in communication
systems with short packets. At the same time, the devel-
oped synchronisation methods imply knowledge of the
moment when sync word bits are received, which is not
always achievable in conditions of transmission through
noisy communication channels. In addition, the integra-
tion of synchronisation and protected transmission pro-
cedures within one protocol as of 2024 remains insuffi-
ciently studied.The purpose of this study was to develop
effective algorithms for the operation of the synchroni-
sation subsystem for simplex noise-resilient communi-
cation by permutations, as well as to develop a sim-
ulation model for their implementation and research.




Algorithms and simulation model for the synchronisation subsystem of..

MATERIALS AND METHODS

There are two systems connected by communication
channel. Data transmission through stationary com-
munication channel (Ch) occurs in one direction, from
one system to another (simplex type of transmission).
For better understanding, the names of the systems
are indicated according to their target function: the
first system is transmission, respectively: Tx, the

second system is reception, respectively: Rx. Informa-
tion is transmitted from Tx through Ch to Rx. Communi-
cation channel distorts the transmitted signal by super-
imposing noise on the input signal, resulting in bit error
probability .Accordingly, Rx receives the signal distorted
by communication channel. A graphical representation
of the communication scheme is shown in Figure 1.

Noise (po)

Tx Channel (Ch)

Rx

Figure 1. Communication scheme

Source: developed by the authors

Time diagram of the transmission procedure (Fig. 2)
shows the components: Tx, Ch, Rx. In addition, there are

fragments of information located at the Tx output, Rx
input, Ch input and output.
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Figure 2. Transmission procedure diagram

Source: developed by the authors

In [t £,;] time interval Tx does not send any data, so
the signal level at the input of the channel Ch remains
constant and zero one. The receiver does not “know”
anything about the moment of the start/end of trans-
mission, it constantly processes the input signal. In this
case, in [t; t;;] time interval Rx receives only noise. Ac-
cordingly, during this period of time the probability of
bit error in Rx is equal to 0.5.1n [t,; t,;] time interval the
transmitter forms a synchronisation block and a data
block and sequentially outputs them to the channel.

In the considered transmission procedure, the re-
ceiver Rx constantly analyses the signal coming from
communication channel, since the receiver does not
have additional information about the start of transmis-
sion from Tx, and the Tx transmission process can start
at any time (asynchronously). Accordingly, the first task

for the receiver is to be synchronised with the trans-
mitter to correctly determine the boundaries of trans-
mitted blocks. The second task is to reduce the impact
of noise in communication channel on the efficiency of
transmission procedures. The solution of these tasks
makes it possible to implement a reliable data trans-
mission protocol in communication channels with high
bit error probability. In his work, the author B. Stup-
ka (2024) proposes methods for reliable transmission
of permutations and demonstrates their effectiveness
in the channel with bit error probability p,<0.495. The
research by E. Faure et al. (2024) is aimed at studying
and evaluating the possibility of synchronisation in the
channel with p <0.4. Based on these works, the authors
of the study propose the structure of synchronisation
block and data block, which is shown in Figure 3.

Bulletin of Cherkasy State Technological University, Vol. 29, No. 4, 2024



A. Skutskyi et al.

\

block Wblock

[\ l\

max_letters max_words

Figure 3. Structure of synchronisation block and data block
Notes: [, — a sync character determined by permutation 7 that has the maximum value d, of minimum Hamming distance to
all its cyclic shifts; L, —ablockof{  of L synccharacters (synchronisation block); W - a word consisting of S characters
- cyclic shifts of a sync character L : {L,,L,,....L; }; W, - a block of lmawmds of words W (data block is a frame). Each Lj. character

is a permutation of symbols of length M. Each symbol is encoded with a binary uniform code. Thus, the length of each symbol
is equal to [ =[log,M | bits. Accordingly, the number of bits in a character: n=M- Ir, the number of bits in synchronisation block

L n =1

block® "L ‘max_letters

Source: developed by the authors

Permutation synchronisation algorithms with high
bit error probability are proposed and researched in the
studies by E. Faure et al. (2024) and B. Stupka (2024).
However, the condition of this study is that the receiver
has no knowledge about the beginning of data trans-
mission, and the transmission process can begin at any
time. In this case, only the permutation synchronisa-
tion algorithm from the study by E. Faure et al. (2024)
is suitable. This algorithm uses a fixed-size sliding
window to ensure a given synchronisation probabili-
ty, but creates significant redundancy, which increases
the transmission overhead. Despite this, its efficiency
makes it possible to achieve a theoretical probability of
false synchronisation P - =2.9-107), which makes it
promising for applications with high requirements for
synchronisation accuracy.

This work uses the frame synchronisation algorithm
(synchronisation by characters) without the need to in-
crease the length L, , of the synchronisation block. At
the same time, the procedures of majority and correla-
tion processing in a sliding window with L, . received
fragments remain unchanged. A series of cases of false
sync detection of the frame synchronisation subsystem
is considered as a separate concept. A series of cases for
determining false positions of sync character boundaries
(a false sync detection series) is a situation when, while
searching for the boundaries of a sync character-permu-
tation using a sliding window, the synchronisation sub-
system fixes false positions of the boundary for several
consecutive shifts of the sliding window. The number
of such shifts of the sliding window is the length of the
series. To determine the lengths of false sync detection
series,a simulation modelling of the frame synchronisa-
tion process was carried out. For this purpose, the follow-
ing parameters of the simulation model were adopted:

e permutation length M=8;

e number of bits to encode the permutation sym-
bol [ =3,

* bit error rate in communication channel in the
absence of transmitter signal p . _=0.5;

« bit error rate in the presence of transmitter sig-
nal p,=0.4;

e number of tests in the experiment - 10,000.
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M- s, and the number of bits in data block (frame) W,

n =1
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To ensure the condition of the absence of informa-
tion about the initial moment of data transmission by
the transmitter, the simulation model provides for the
formation of a noise block with a length equal to the
length of the sliding window of the frame synchronisa-
tion subsystem: L=( . -M-[ bits.In the conditions of
simulation modelling, it is possible to know the start of
transmission and the number of bits received by the re-
ceiver.Under the condition, the decision on false or true
definition of the boundary is formed based on the num-
ber of bits received by the [ receiver, the position of
the start of transmission to the synchronisation block
(O bit), the length of sync character fragment and the
set of all sync character shifts. Since sync characters in
the synchronisation block are arranged sequentially,
the sliding window that receives bits is sequential and
forms the R refined sequence.

For the next bit reception, the sliding window
is shifted by one bit, thus sync character boundary is
changed by one. If the frame synchronisation subsys-
tem has determined a boundary that is not equivalent
to the calculated boundary from the beginning of syn-
chronisation block transmission, the receiver may set
a false boundary of fragments in the synchronisation
block. The following expression (1) is the condition for
checking the false boundary setting by the frame syn-
chronisation subsystem:

Sfa[se_)nR¢ |lrxln’ (1)
where n, - the associated cyclic shift of the refined se-
quence R; [ - the number of bits received by the re-
ceiver Rx. Figure 4 presents a histogram of absolute
frequencies of lengths of false sync detection series ob-
served as a result of an experiment with 10,000 tests.

The simulation model, in accordance with the de-
fined algorithm, calculates false sync detection of the
synchronisation subsystem under condition (1). If there
is a false synchronisation, the run-length counter is
incremented. If there is no synchronisation or a true
synchronisation occurs, the value of the false synchro-
nisation run-length counter is recorded in the general
sample and reset to zero. If the correct sync character
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boundary is determined, the current test is completed,
and the transition to the next one occurs. From the ob-
tained results of the synchronisation process simulation
with the above-defined simulation parameters, the val-
ue of the maximum length of the false synchronisation

1E+5

[
m m
+  +
[ONR N

1E+2
1E+1
1E+0

Absolute frequency

seriesis (. ., =4 The obtained series value makes it
possible to form a procedure for increasing the efficien-
cy of input data processing by the receiver Rx and suc-
cessfully receive a frame (block of words) in conditions

of high noise intensity.

1 2 3 4

Lenght

Figure 4. Histogram of absolute frequenciesof false sync detection series

Source: developed by the authors

This procedure is as follows. If the frame synchroni-
sation subsystem run counter exceeds a specified false
synchronisation run-length threshold,a decision is made
to establish synchronisation. After this, the phase cor-
rection process (shifting to the beginning of the bound-
ary of the next fragment of n bits) occurs. An attempt to
decode the data word begins from the specified position
of the next fragment. The algorithm for noise-resilient
permutation reception is determined in the study by
E. Faure et al. (2024). With this procedure, a situation is
possible when part of L, sync characters of the L, , block
can be processed by the receiver as characters of the
W, ... block (an error occurs in determining the boundary
between L, , and W, . blocks). The distance from the
boundary between L, . and W, . blocks determined by
the synchronisation subsystem to the true boundary
is considered to be a numerical value of such an error.

This distance is measured in bits. Based on these ex-
pectations, two hypotheses are formed. Hypothesis 1. As
a result of performing the frame synchronisation proce-
dure using sync characters, there is an error in determining

the boundaries of L, and W, , blocks (the error val-
ue is not zero). Hypothesis 2. As a result of perform-
ing the frame synchronisation procedure using sync
characters, there is no error in determining the bound-

aries of L, and W, _ blocks (the error value is zero).

block block

RESULTS AND DISCUSSION

Consideration of the structure and algorithms of each
component of the simulation model of the data trans-
mission system in accordance with the specified trans-
mission procedure. The structure of the transmitter Tx
(Fig. 5) presents that:

* the word block W, formation subsystem receives
input data in the form of permutation m;

e transmitter settings accordingto L,¢ ...l .,
parameters are set by the user;

e the block L, , formation subsystem forms the
content of the block in accordance with the specified
transmitter parameters;

e the transmission subsystem forms L, , and W, _,
blocks according to the set transmission parameters.

Data
(permutation)

W block formation
subsystem

v

Subsystem of block
transmission to the
communication channel

To communication
channel

Transmitter

v

settings

settings

Block i

Figure 5. Structure of the transmitter Tx system

Source: developed by the authors

The block diagram of the transmitter block opera-
tion algorithm (Fig. 6) describes the following sequence
of actions:

1. Initialisation. It configures Tx based on the en-
tered settings:
e permutation length M;
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 number of bits per permutation symbol L;

* value L, of sync character in the form of a permu-
tation.

Conversion of permutation m into binary rep-
resentation. Determination of the size of information
vectors of synchronisation and data blocks according to
Lowmsdndl parameters.

- 2. Formation of L, and W, blocks from permuta-
tions in binary form by combining them into one vector
of arrays.

3. Transmission of blocks for output. It transmits bit
content of blocks to the transmitter output, to commu-
nication channel. Bit-by-bit transmission occurs until
the entire content of blocks is transmitted to the output.

START

Parameters init
{M, lr, LO, m,
Lmax_letters,
lmax_words}

}

‘ Create block ‘
—>

e

NO END

Out_buffer(bit)->out
L 1

Figure 6. Block diagram of the transmitter
Tx algorithm
Source: developed by the authors

The structure of the communication channel block
Ch (Fig. 7) contains:

* input, the channel receives data and transmits it
to a noise superposition block;

* noise superposition block that adds generated
noise to input data and transmits it to the output;

* noise generation block that generates a distorted
signal in accordance with adjustment of false bit rete
value set by the user in the form of p, value. Generated
noise is transmitted to the noise superposition block;

e output that receives data from the noise super-
position block and transmits it to the channel output.

Error probability, po

Figure 7. Structure of the communication
channel block Ch
Source: developed by the authors

Bulletin of Cherkasy State Technological University, Vol. 29, No.4, 2024

A. Skutskyi et al.

The noise superposition block implements the bi-
nary symmetric channel (BSC) model. Binary symmet-
ric transmission channel has: an input and an output
with an alphabet of binary values that take {1, 0} values
(Fig. 8). The output has the probability of false inverted
symbol received at p input. The 1 -p value sets the prob-
ability of transmitting the input symbol unchanged, i.e.
without distortion.

Figure 8. Model of a binary symmetric data
transmission channel
Source: developed by the authors

The structure of the receiver block Rx (Fig. 9) contains:

e input that receives data from the communication
channel system Ch;

e input data buffer that accumulates information
from the input;

e counter of the number of synchronisation cases
that records the length of a series of sync detection of
the synchronisation detection subsystem;

e synchronisation detection subsystem that per-
forms data analysis in the input data buffer, the results
of the analysis are displayed by increasing or resetting
the counter of the number of synchronisation cases;

e phase compensation subsystem that performs
phase shift compensation in case the threshold of the
synchronisation detection subsystem series is exceeded;

e word processing subsystem that analyses the in-
put data buffer after working out of the phase compen-
sation subsystem;

e output data buffer that stores and displays the de-
coded information by the word processing subsystem.

The block diagram of the algorithm of the receiver
block Rx operation is shown in Figure 10.

:r From Rx |
. . |
‘communication Input buffer !
| channel :
| Synchronisation Phase ;
| detection compensation ;
| subsystem subsystem [
|
l v !
| Synchronisation _|Word processing !
| length counter subsystem |
| T
| ¢ i
3 Output buffer }
|
,,,,,,,,,,,,,,,,,,,,, oo
Data

(permutation)

Figure 9. Structure of the receiver block Rx
Source: developed by the authors
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init{ M 1r, LO,
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input_buffer,
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Figure 10. Block diagram of the receiver block Rx operation algorithm

Source: developed by the authors

The receiver block operation algorithm is as fol-
lows:

1. Initialisation. It adjusts the receiver according to
the settings:

* value of L, sync character in the form of a permu-
tation;

* value of the permutation length M;

 number of bits [ per permutation symbol,

e permutation length n in bits;

* values of all bit and cyclic shifts of L, sync char-
acter;

it converts permutation m into a binary rep-
resentation;

* number of sync characters{ .

e number of words [, :

» minimum value of the synchronisation series
threshold: [ 0> Lo synens

¢ it determines the size of both input and output
buffers basedon( . -and! parameters.

2. Accumulation of information from the channel.
Constant accumulation of bits received at the input of

the receiver block and stored in the input data buffer.

The buffer has a size equal to the size of synchroni-
sation and data blocks: [ . =L+ W, bits. The algorithm
for recording to the buffer when it is filled can be rep-
resented in the form of a queue, first in first out (FIFO).
When the buffer is filled with the maximum number of
bits [ ., the first bit of information by index is deleted.
Next bits, starting with index two and ending with [
last bit, are shifted to the left, freeing up space for record-
ing the next bit that comes from communication channel.

3. Synchronisation analysis. Having accumulated [
bits, the receiver analyses a part of the input buffer
equal to L bits and forms the refined sequence R. If re-
fined bit sequence is associated with L, the synchro-
nisation series counter is incremented. Otherwise, the
synchronisation series counter is reset to zero and the
transition to receiving the next bit from the input of the
receiver block is performed (point 2).

4. Synchronisation series analysis. If the value
Ly nen wesn OF synchronisation series length is exceeded, go
to point 5, otherwise receive the next bit (point 2).

5. Phase correction. Based on the obtained data of
sync character, the value of the synchronisation phase
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shift is determined. For this, the refined sequence R is
compared with all cyclic shifts of the sync character. If
d, with a certain shift is present, the number of this j
shift is obtained. The number of bits to the boundary
of the next J, . =n-j permutation block (fragment) is
calculated. If the value of J, . =0, go to point 6,if /. #0,
accumulate the number of required J, . (points 2-5).

6. Word block analysis. A data fragment, which is
equal to W bits, is selected from the input buffer. The
refined sequences for each of [L; L] characters in the
block W, , are determined. A comparison with all cyclic
shifts of R € [L;; L] sync character is performed. As a
result of the comparison, the identified shift number j
for each of refined sequences is obtained. The obtained
shift number is recorded to the output buffer. If the word
is not recognised after the comparison procedure with
L, cyclic shifts, clear the output buffer and go to point 2.

7.Word content analysis. The number of entered
shifts in the output buffer is counted. When j={1; n-1}
shift numbers are accumulated, it is checked whether
the numbers are repeated (numbers of word shifts form
a permutation). If the numbers are unique, a permuta
tion is formed in the buffer, and the contents of the
buffer are analysed by index one. If the first number in
the output buffer is equal to one (identified with the
first cyclic shift of L, sync character-permutation), the
content of the output buffer is transmitted to the user.
A conclusion is formed that the reception of data (trans-
mitted permutation by the transmitter) is completed. If
no unique values of j shift numbers have been entered
in the buffer or the first number in the output buffer
is not equal to one, then clear the output buffer and
repeat the reception cycle from point 2.

In the process of testing, the simulation model was
experimentally investigated by conducting 1,000 ex-
periments. During the experiment, the data presented
in the form of permutation m=(1, 2, 3,..., 23) was trans-
mitted for different bit error rate p =[0.1; 0.4] with a
step of 0.05. L bits of zero values were transmitted to
communication channel, then a synchronisation block
L,.. and a word block W, . were formed.

Transmitter system setting parameters:

e permutation length M=8, symbols;

 number of bits per permutation symbol [ =3, bits;

A. Skutskyi et al.

* value of sync character-permutation L,=(0, 1, 7,
3,2,5,4,6);

» number of sync character blocks K=1;

* number of sync characters in the block( . =75;

* number of words in the data block(  =89.

Receiver system setting parameters:

e permutation length M=8, symbols;

 number of bits per permutation symbol [ =3, bits;

* value of sync character-permutation L,=(0, 1, 7,
3,2,5,4,6);

» number of sync character blocks K=1

* number of sync characters in the block [ ....=75

* number of words in the data block { . =89.

e minimum value of synchronisation series thresh-
old 5.

éygcsh_etémon the results of the experimental study of
the simulation model,a sample of the following param-
eters was formed:

1. The number N vame receives OF data blocks success-
fully received by the receiver - a situation when the
receiver was able to correctly perform synchronisation
by characters and decoded the word block - the test
was successful.

2. The number N, . of data blocks not received
by the receiver - a situation when the receiver was
unable to correctly perform synchronisation by char-
acters or correctly performed synchronisation, but in-
correctly decoded the word block - the test was not
successful.

3. The maximum number of bits from the block L, ,
to the sliding window for analysing the word block W,
iS lmax_[etter_b[ock'

4. The minimum number of bits from the block L, ,
to the sliding window for analysing the word block W,
iS lmin_letter_block'

5. The number of successfully decoded frames with
the maximum number of bits from the block L, _, to the
sliding window for analysing the block W, isN__ .

6. The number of successfully decoded frames with
the minimum number of bits from the block L, to the
block W, ,isN_ ..

/. Average transmission time ¢, in seconds.

The results obtained for each p,=[0.1; 0.4] with a

step of 0.05 as a result of 1,000 tests are given in Table 1.

lock

lock

block

Table 1. Results of the experiment

BER p, 0.1 0.15 0.2 0.25 0.3 0.35 0.4
s ame. received 1,000 | 1,000 1,000 1,000 1,000 1,000 1,000
frame_lost 0 0 0 0 0 0 0
max_letter_block 552 552 552 552 552 552 552

min_letter_block - ol - o - - 0
I 1,000 | 1,000 1,000 1,000 1,000 1,000 988
bx_min_ 0 0 0 0 0 0 12

t, 0.716 | 0.706 0.689 0.7 0.7 0.67 0.666

Note: * - value is equal to the maximum number
Source: developed by the authors
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To assess the impact of false determination of sync
character boundary by the receiver synchronisation sub-
system and to check the effectiveness of the receiver
operation algorithm, another 1,000 tests were carried
out with similar test parameters, the parameter of the

minimum value of synchronisation series threshold was
settol, , ..,==1inthe receiver block Rx.According to the
receiver block operation algorithm (Fig. 10), such an indi-
cator turns off the analysis of synchronisation series. The

results of the conducted experiment are shown in Table 2.

Table 2. Results of experiments with the turned off mechanism of synchronisation series analysis

BER p, 0.1 0.15 0.2 0.25 0.3 0.35 0.4
e recoived 1,000 | 1,000 1,000 1,000 1,000 1,000 1,000
e o5t 0 0 0 0 0 0 0
[ 552 552 552 1,104 1,104 1,104 1,104
Lo erter biock - - - 552 552 552 552
I 1,000 | 1,000 1,000 2 56 317 318
i 1 0 0 0 998 944 683 682
t, 0.68 0.681 0.69 0.736 0.702 0.613 0.488
Note: * - value is equal to the maximum number
Source: developed by the authors
According to the results of the experiment, L, and W, , blocks is equal to:w,=1-w  =0.012.

1,000 tests were conducted (Table 1). No lost trans-
mitted blocks were recorded during tests, the receiver
block reception algorithm with the proposed structure
(Fig. 9) successfully received all transmitted fragments
through communication channel with p =[0.1; 0.4] with
a step of 0.05. Under these conditions, the error in de-
termining the distance between L,  and W, , blocks
did not exceed the value of 552 bits.For M=8 and [ =3
parameters, this is equal to one word W (phase shift by
words). Average synchronisation and decoding time of
one frame is 0.666 s with p,=0.4. Relative frequency of
occurrence of an error in determining the boundary be-
tween L, and W, . blocks per word for p,=0.4 is equal

block 088 block .
t0: wyora = — = 0.988. Relative frequency of occurrence

1000

of a zero error in determining the boundary between

Relative frequency

1
. I I
0.01
0.25 0.3 Py

According to p, from 0.1 to 0.35, relative frequency of
occurrence of the error in determining the boundary
between L, , and W, . blocks per word is 1.0.

The results of 1,000 tests are shown in Table 2. The
algorithm of the receiver block performed the analy-
sis of the synchronisation series length by the [ .
parameter. According to Table 2, no lost transmitted
fragments were recorded during tests. The error value
for determining the boundary between L, , and W, _,
blocks is 1,104 bits, which is equal to 2W two words
with a p, ranging from 0.25 to 0.4. Relative frequencies
of error values for determining the boundary between
L,.. and w, . blocks are shown in Figure 11. Average
synchronisation and decoding time for one test is

0.488 s for p,=0.4,

[
0.35

= 2 words
® 1 word

0.4

Figure 11. Histogram of relative frequencies of error values for determining

the boundary between L

Source: developed by the authors

The presented simulation model of communication
uses binary symmetric channel (BSC) model to simulate
the transmission channel. The BSC model can be used
for theoretical analysis of data transmission channels,
in particular in the tasks of bandwidth calculation, as
shown in the study by H. Chen et al. (2024), where optimi-
sation using symmetrised KL information is considered.
At the same time, the BSC model is a simplified ideali-
sation of real data transmission channels, which has a
number of drawbacks in the context of noise simulation:

and W, blocks

block block

1. Unrealistic assumption of uniform error distribu-
tion. BSC assumes the same error probability for each
bit regardless of previous ones. In real channels, errors
often have a correlation.

2. Lack of noise type simulation. The BSC model
does not take into account physical nature of noise (for
example, white Gaussian noise, impulse noise, or inter-
ference), which is important in real systems.

3. Limitations of adaptation to the environment.
BSC does not take into account variable channel
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characteristics, such as dynamic signal-to-noise ratio
(SNR), which can change the error probability depend-
ing on current conditions. This characteristic is inher-
ent in complex modem systems where information
presentation and transmission are implemented using
phase and amplitude modulation, where errors depend
on signal and noise interaction.

4.Ignoring of packet or symbol losses. In many real
channels, not only errors in bit values, but also data
loss, which BSC does not simulate, can occur.

5.Non-consideration of spatiotemporal effects. BSC
does not take into account the effects of multipath and
signal displacement in time, which can significantly af-
fect the quality of transmission.

The study by J. Boiko et al. (2022) shows the influ-
ence of spatiotemporal effects on the noise resiliece of
telecommunication systems with orthogonal frequen-
cy-division multiplexing (OFDM) modulation. When
implementing the simulation model of the commu-
nication system, the phenomenon of signal displace-
ment in time is taken into account by implementing the
transmitter in the form of a separate system, as well as
transmitting a block of zero bit values with a length of
L=l ....-M-Lintothe channel that contains noise af-
ter the system passes through communication channel.
An alternative to the use of the BSC model implies the
following:

1. Binary channel with dependent error probabil-
ity. To take into account the correlation of errors, it is
possible to use models with Markov processes. Thus,
V. Vlasenko et al. (2023) propose the use of Markov
models for quantitative assessment of network relia-
bility, which allows predicting the state of the network
and planning preventive measures to ensure its stable
operation.

2. Real noise simulation. For a more accurate rep-
resentation of the environment, it is possible to use
channels that take into account the type of noise: a
channel with additive white Gaussian noise (AWGN);
a channel with impulse noise for cases when interfer-
ence is short-term and intense. The study by V. Anand
Kumar & V. Nandalal (2024), which conducts research
and evaluation of the 5G 3GPP cellular network stand-
ard, uses several transmission channel models, includ-
ing both the AWGN channel and the BSC model.

3. Multipath models. For example, Rayleigh or Rice
models for simulating multipath effects in wireless net-
works.

4. Channels with a variable signal-to-noise ratio
(SNR).

5. Iterative modelling using realistic simulators.

The overview of the functionality of use of MAT-
LAB software which is shown in the study by D.T. Val-
entine & B.H. Hahn (2022). The study by J.C. da Silva et
al. (2021) considers the possibilities of using the NS-3
network simulator to study the LORAWAN protocol used
in loT. The use of such tools allows for the integration
of more complex channel models taking into account
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real physical effects. To maintain the simplicity and
increase the realism of binary symmetric transmission
channel, some aspects can be improved by using the
Hilbert-Elliot model. H.Q. Ta et al. (2022) consider the
impact of noise and uncertainty on message through-
put using the Gilbert-Elliot model to simulate commu-
nication channel. The described approaches will help
to increase the accuracy of simulation studies and to
ensure greater compliance with real conditions of in-
formation transmission.

Word synchronisation and decoding procedure
used in the simulation model. In the presence of syn-
chronisation, phase shift compensation occurs only to
the boundary of the next sync character fragment, and
not to the beginning of the W, _, block with words, since
the receiver does not know where the beginning of the
block in the buffer of input information from Ch com-
munication channel is. Therefore, having the value of
a sync character-permutation, its structure and prop-
erties, the receiver block algorithm in the simulation
model of communication compensates for the phase
shift of the sliding window only until the beginning of
the next permutation fragment. When the boundaries
of a word block and a character block are incorrectly de-
termined, an error occurs in determining the boundary,
which affects the probability of a bit error in the word
block. The analysis of the results given in Table 1 with
p,=0.4 bit error probability in communication channel
indicates the presence of an error in determining the
boundary of 552 bits. This fragment does not belong to
the data block and, accordingly, increases the probabil-
ity of a bit error in it. This probability can be estimated
by expression (2):

pa — lmax_letter_block‘0-5+(:w_lmax_letter_block)'po . (2)
w

For specified model parameters, p,*=0.401. The er-
ror in determining the boundary occurs due to the fact
that the receiver does not know the exact beginning
of the block of sync characters-permutations and relies
only on information about the structure of information
flow.Accordingly, after establishing synchronisation, the
system performs phase shift correction to the boundary
of the character and assumes that the next block of W
bits may contain information with words. The reduction
in bit error probability when decoding a word depends
on accurate determination of the boundary of L, , and
W, ... blocks. The use of a mechanism for detecting the
synchronisation series threshold exceeding is one of
the means for increasing accuracy. The mechanism is
represented in the form of a counter showing the length
of the series, and in the model algorithm as lwh esh

The effectiveness of the mechanism for detecting
the synchronisation series threshold exceeding can be
assessed by comparing the results presented in Table 1
and Table 2. Based on the results of two experiments, it is
possible to draw a conclusion about the proposed Hypoth-
esis 1 and Hypothesis 2 regarding the synchronisation
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series length tracking mechanism. Hypothesis 1 has
been confirmed, since after exceeding the threshold for
the number of synchronisation cases, phase shift correc-
tion, the beginning of analysis and word decoding, the
value of the error of determination between L, . and
W, ... blocks is not zero. Accordingly, Hypothesis 2 has
not been confirmed. However, according to calculat-
ed boundary probability of bit error in communication
channel for the numberof L,  =1and( . =75 sync
character blocks, there are cases where the error in de-
termining the boundary of L, , and W, _, blocks is equal
to zero. Table 1 shows the results under conditions of
using the mechanism for detecting the synchronisation
series threshold exceeding. In this case, the error val-
ue is 552 bits. However, as a result of tests, where the
mechanism for detecting the synchronisation series
threshold exceeding has not been used, the error value
for determining the boundary of L, , and W, ., blocks
is 1,104 bits (Table 2). Accordingly, the introduction of
the mechanism for detecting the synchronisation series
threshold exceeding helps to increase the accuracy of
determining the boundary of L, , and W, ., blocks. The
analysis of synchronisation series helps to reduce the
value of the phase shift by words by half and increases
the accuracy of word recognition.

Average time taken to decode a word, when using
the synchronisation series length tracking mechanism,
was 0.666 s with p,=0.4. In the absence of the mecha-
nism for detecting the synchronisation series threshold
exceeding, this time with the same BER was 0.488 s,
which was 26.7% faster. BER in the word block during
analysis and decoding increases from 0.401 to 0.402.
It is possible to compensate for the error in determin-
ing the boundary of L, _, and W, , blocks by performing
compensation of the determined boundary after the
synchronisation procedure by the value of one word
during analysis and decoding by the receiver block.
Thus, the error in determining the boundary of sync
character and word blocks will decrease from 99.8% to
0.2% under specified model parameters and p,=0.4.

The difference between the synchronisation al-
gorithm of E. Faure et al. (2024) and the algorithm in
the study by B. Stupka (2024) consists in the use of a
fixed-size sliding window, where the data received from
communication channel is recorded. As a result, the al-
gorithm proposed in the study by E. Faure et al. (2024)
does not use a dynamic change in values of K and [ -
the number of blocks (K) of [ fragments of length M
received from the symbol channel. Therefore, K and (
values are constant. They are chosen in such a way as
to satisfy the requirements for the probabilities of true
and false synchronisation. The length of the sliding
window is equal to K- L - M symbols.

Using majority and correlation processing of re-
ceived fragments, the algorithm of E. Faure et al. (2024)
makes it possible to achieve a theoretical probability of
false synchronisation P, - =2.9-10% for p,=0.4, as
well as K=4,[=85 and M=8.The presence of significant

redundancy is a disadvantage of the frame synchroni-
sation algorithm proposed in the study by E. Faure et
al. (2024). With an increase in the number of L, , blocks
having a length of 1,800 bits (for M=8,[ =3,[=75 pa-
rameters) by 4 times, the number of sync character
bits in the synchronisation block will be 8,160 bits (for
M=8,1 =3, K=4, =85 parameters). Such redundancy
will result in an increase of overhead by time during
transmission/reception. In the study by J.R. Cotrim &
J.H. Kleinschmidt (2020), the authors review and eval-
uate the Long RangeWide Area Network (LoRaWAN)
link layer protocol. LoRaWAN is a low-power commu-
nication protocol that provides data transmission over
distances of up to several kilometers for loT devices. It
operates in radio frequency bands using Long Range
(LoRa) technology - spread spectrum modulation, which
provides high sensitivity and noise immunity. The study
by J.R. Cotrim & J.H. Kleinschmidt (2020) indicates that
packet size, spreading factor (SF) and bandwidth are
influential factors on the transmission/reception time.
The results of the authors’study demonstrate that in the
125 kHz bandwidth of data transmission with a length
of 50 bytes and SF=7, the time on air (ToA) is 0.113 s.
The calculated channel bandwidth is 3,543.1 bit/s.
Using the proposed structure (Fig. 3) and LoRaWAN
transmission technology, the number of L, , blocks is
increased by 4 times and the ToA value will be 2.303 s
for the same bandwidth and SF value. The introduction
of redundancy leads to a decrease in the “useful” chan-
nel bandwidth, since less useful information is trans-
mitted per unit of time, which affects the transmission
time. The processing time of received and transmitted
information is important when controlling real-time
devices or transmitting information in real-time mode.

CONCLUSIONS

The application of algorithms and methods for
noise-resilient transmission of permutations through
communication channel with high bit error probability
was considered and investigated. The structure of the
communication system, the synchronisation subsys-
tem, consisting of the synchronisation block L, . and
the word block W, , was solved by conducting simu-
lation modelling of the synchronisation process with
10,000 tests. The maximum length of the series of false
determination of sync character boundaries was exper-
imentally determined.

A simulation model of the communication sys-
tem using a simplex binary symmetric communication
channel with p,=0.4 was built. The structures and al-
gorithms for the operation of component blocks of the
simulation model: transmitter, communication channel,
and receiver were presented. The proposed algorithms
were tested in the simulation model of communication
by conducting 1,000 tests taking into account the mech-
anism for exceeding the synchronisation series thresh-
old, as well as a simulation modelling of 1,000 trans-
missions without taking into account the mechanism
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for exceeding the synchronisation threshold was con-
ducted in order to assess the impact of the accuracy of
determining the boundaries of synchronisation blocks
and words. The simulation parameters were present-
ed. The experiments were conducted for a specified
range of p,=[0.1; 0.4] with a step of 0.05. The simula-
tion modelling has shown that the procedure for taking
into account the length of the synchronisation series
makes it possible to reduce the error in determining
the boundary between L, and W, , blocks. The re-
sults of the model demonstrate successful information
transmission in each of tests with p,=0.4.This indicates

A. Skutskyi et al.

the adequacy of the proposed methods and algorithms,
which can form the basis for the implementation of the
synchronisation subsystem of the noise-resilient com-
munication system based on permutations and be used
to implement a three-pass cryptographic protocol.
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AHoTauif. Y cyyacHMx cucteMax nepegaBaHHS AAaHUX OOHIEH 3 KJIIOYOBMX 3a4a4 € 3abe3neyvyeHHsa HaginmHOCTI
KOMYHiKaLii B yMOBax 3aBag,. Lle € 0cob6n1BO akTyanbHUM A9 KaHaniB i3 BUCOKOK MMOBIPHICTIO 6iITOBMX NOMUNOK,
30KpeMma, A8 KaHanis pafio3Bs3Ky 3 IHTEHCMBHUMM NPUPOLHUMM YU LUITYHHUMM LWYMAMMU, LLO OOMEXYE BUKOPUCTAHHS
TPaAMLIMHMX METOAIB KopekLii noMuiok. MeToto Liei pobotn 6yna po3pobka anropuTMmiB iHbopMaLiiHOro 06MiHy
KOAOBMMMU CJIOBAaMM HEPO3AiNbHOIO haKTopiasbHOro KoAy, Wo nepenbavae npeactaBneHHsS KOLOBUX CiB Y BUTNSAI
nepecTtaHOBOK, CUMMNEKCHUM ABiMKOBMM CUMETPUYHUM KAaHANOM 3B13KY 3 BUCOKOI iMOBIpHIiCTIO 6iToBOI nomunku. ns
no6yLoBM LMX aNFOPUTMIB 33 OCHOBY B35TO METOA, LLUKNOBOI CMHXPOHI3aLii Hepo34ibHOro hakTopiasbHOro KAy, SKMM
BMKOPMUCTOBYE MAXXOPUTAPHY Ta KopenauiiHy 06pobKy NpURHATUX 3 KaHany 3B893Ky @parMeHTiB. [locnigxeHo MeToam Ta
ANropMTMM 3aBaOCTIMKOrO NepeaaBaHHsa NepecTaHOBOK Y KaHanax 383Ky 3 BUCOKOK MMOBIPHICTIO BiTOBOi NOMUAKM.
Po3pobneHo 3aranbHy CXeMy NPOTOKOJy OpraHi3auii CUMNAeKCHOro iHpopMauiiHoro 06MiHy. 3anponoHOBaHO
ANrOpUTM [ETEeKTYBAHHA XMOHMX CMHXPOHI3aLii AN YMOB BMCOKOMO PiBHS WYMy B KaHani 38'a3Ky. locnigkeHo
e(EeKTMBHICTb NPOTOKONY CMHXPOHI3aLii KOLOBKUX CNiB GAKTOPiaNnbHOro Koay, BUSIBIEHO Ta NpeACTaB/IEHO nepeBaru
BMKOPUCTAHOro nigxoay. Po3pobneHo iMiTauiinHy Moaenb cMcteMu iHPOpMaLLIMHOrO 06MiHY CUMMNIEKCHWUM ABIMKOBUM
CMMETPUYHMM KaHaNOM 3B'I3KY Ta MOX/IMBICTIO 3a4aHHS 3HAa4YEeHHS H6iTOBOi NMOMUIKM B HbOMY. HaBeaeHO CTpyKTypy
iMiTauinHoi Mogeni Ta anropuTMu poboTy ii CknafoBMx 610KiB. BUKOHAaHO po3paxyHOK NapaMeTpiB CMHXPOHI3aLii aAns
nMmogipHocTi 6itoBoi nomunku 0,4, npeactaBneHo pesynbtatn MogentoBaHHs 3a 10 000 BunpobyBaHb, L0 A03BOANO
€KCMePMMEHTANIbHMUM LLISIXOM BU3HAYUTU NAapaMeTpu afiropuTtMy CMHXPOHi3auii. BUKOHaHO iMiTaLifHe MOAEentoBaHHS
Ta OTPMMAHO OL,iHKY TOYHOCTi BU3HAUYEHHS MeX BNOKiB CMHXPOHi3aLii 32 MMOBIPHOCTI 6iTOBOI NOMWIIKM B Aiana3oHi
Bia 0,1 no 0,4. 3anponoHOBaHO NiaXif, WO A03BOMSE 3MEHLWINTM NOXMOKY Nifg 4ac BU3HAYEHHS MEX MepecTaHOBOK.
OTpuMaHi pe3ynbTaTi CBiAYaTb MPO ePEKTUBHICTb 3aNPONOHOBAHMX PilleHb, Y3rOAKEHICTb TEOPETUYHMX | MPAKTUYHUX
NOKa3HMKIiB poBOTH MiACUCTEMM CUHXPOHI3aLii, @ TAKOX MPO MOXJIMBICTb BUKOPUCTAHHS pO3p06AEHMX anrop1TMIiB
0N peanisauii TpbOXeTanHoro KpuntorpadiyHOro NPOTOKONY HAa OCHOBI NEpeCcTaHOBOK
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