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Abstract. The objective of this study was to develop approaches for the automated detection of coding errors 
through machine learning algorithms. The research examined five primary approaches: classification using decision 
trees, sequence analysis with recurrent neural networks, anomaly detection through clustering algorithms, a 
generative approach with transformers, and deep learning using convolutional neural networks. Each approach 
was evaluated on a five-point scale based on a systematic analysis of advantages and disadvantages, considering 
performance metrics. The results included examples of the implementation of these approaches, an analysis 
of their strengths and weaknesses, and assessments of their effectiveness. Transformers demonstrated high 
accuracy in complex cases, effectively processing large volumes of data and identifying errors in intricate code 
structures. This approach received a rating of 5 due to its high accuracy and efficiency in handling large and 
complex datasets. Decision tree algorithms, despite their speed and simplicity, had limited effectiveness in large-
scale tasks, particularly for complex software structures. Meanwhile, clustering algorithms proved versatile in 
anomaly detection, though their accuracy depended on the correct selection of clustering parameters. These 
algorithms received a rating of 3 due to their limited effectiveness in complex tasks and scalability issues. The 
approach based on recurrent neural networks showed good results in sequence analysis but was sensitive to 
long sequences and the vanishing gradient effect, which reduced its accuracy. Convolutional neural networks 
efficiently handled visual representations of code but had limited capability in considering sequence context. 
Neural network-based approaches received a rating of 4, as they are effective in specific tasks but have limitations 
related to resource consumption and contextual analysis. Thus, the results confirmed that for automated error 
detection in large and complex programs, the most effective approach is the use of generative models, such as 
transformers, which can process substantial data volumes with high accuracy

Keywords: decision trees; sequence analysis; anomaly detection; generative transformers; clustering and 
classification algorithms; neural network applications

INTRODUCTION
Automation of error detection in code is a key aspect of 
modern software engineering aimed at improving soft-
ware quality. As code volume and complexity continue 
to grow, traditional methods such as manual testing 
or static analysis often prove insufficiently effective. 
Machine Learning (ML), as a subfield of artificial in-
telligence, offers innovative approaches to data anal-
ysis and processing, enabling the automation of error  

detection by analysing the structure, logic, and behav-
iour of code. ML algorithms detect existing errors and 
predict potential vulnerabilities, which is particularly 
important for ensuring system security. However, tra-
ditional error detection methods often fail to provide 
the required accuracy and efficiency due to their limit-
ed capacity to process large and complex systems. This 
increases the risk of critical errors going unnoticed,  
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potentially leading to software failures or security 
breaches. One of the primary challenges is the insuffi-
cient adaptability of existing tools to new types of er-
rors and non-standard architectures. Additionally, mod-
ern systems are often highly complex, making manual 
testing difficult. Another pressing issue is integrating 
automated approaches into existing development cy-
cles with minimal implementation costs.

The study by A. Yanko  et al.  (2024) demonstrated 
the effectiveness of using ML combined with Soft-
ware-Defined Networking for the automated detection 
of low-intensity Distributed Denial-of-Service attacks, 
achieving an accuracy of 99.7%. These results highlight 
ML’s potential in complex traffic analysis tasks, which is 
relevant for improving error detection methods in code. 
Researchers P.Y. Grytsiuk et al. (2023) proposed a method 
for error detection and correction in codewords based 
on the properties of Fibonacci matrices, particularly 
their approximation of the golden ratio. They presented 
algorithms for error correction using the solution of Di-
ophantine equations and validation relations. Further-
more, O.  Pozharytska & K.  Troitskyi  (2021) examined 
methods for the automated correction of grammatical 
errors, particularly models based on syntactic n-grams 
and the GECToR architecture. This model proved effec-
tive, achieving an F0.5 score of 66.7%, nearly nine times 
higher than the n-gram-based model (7.6%).

Similarly, S. Abed Alsaedi et al.  (2023) proposed a 
new predictive model for analysing error reports and 
forecasting the nature of errors in software develop-
ment systems using an ensemble ML algorithm and 
natural language processing. The simulation results 
showed that the proposed model achieved higher 
accuracy than existing models, with an accuracy of 
90.42% without text expansion and 96.72% with ex-
pansion. J.  Chen  et al.  (2024) introduced a novel ap-
proach, LLM4FPM, to improve the accuracy of static 
security analysis tools by automating the reduction 
of false positives. The LLM4FPM model employs an 
advanced graph structure and an algorithm for gath-
ering complete code context, achieving an F1-score 
above 99% and significantly reducing verification costs 
by minimising review time. Moreover, N.  Kumari  et 
al. (2024a) explored the potential of automating error 
detection using ML and natural language processing. 
Their proposed Bug Triage model demonstrated strong 
results in categorising and prioritising error reports, 
opening new opportunities for enhancing error-han-
dling methods in software development.

Additionally, P.  Batchu  et al.  (2024) investigat-
ed error detection methods in Python programmes, 
particularly those related to built-in type errors, and 
compared different approaches to error detection in 
Python, JavaScript, and C, including static and dynam-
ic analysis, as well as ML- and deep learning-based 
methods. S.A.  Kumar & B.  Prasanna  (2024) present-
ed a software error prediction model using ML algo-
rithms (Naïve Bayes, Decision Tree, Artificial Neural 

Networks). The results showed that these methods 
effectively predict errors with high accuracy, outper-
forming other approaches in performance metrics. 
Meanwhile, M.  Nadim & B.  Roy  (2022) developed a 
feature extraction method based on syntactic pat-
terns of source code to enhance defect detection in 
software commits. Their research demonstrated that 
the proposed features significantly improve error de-
tection efficiency compared to traditional approaches, 
particularly through ML models. Thus, this study fo-
cused on developing error detection methods based 
on ML patterns, an aspect not covered in the reviewed 
works, which primarily relied on traditional approach-
es without considering these specific characteristics. 
The research objectives included creating algorithms 
for error detection based on syntactic features, com-
paring the effectiveness of the proposed approaches 
with existing methods, and evaluating the results us-
ing practical examples of software code.

MATERIALS AND METHODS
To achieve the research objective, five approaches 
to automated error detection in software code were 
developed. The first approach involved classification 
using decision trees. A scheme for the error detection 
process based on a decision tree was designed, and 
a simple Python program was written in the Python3 
Online Compiler. The code implements a decision tree 
model that categorises code samples based on their 
characteristics (e.g., number of lines, nesting level, and 
variable count) into classes (error-free or erroneous). 
The model stores these relationships in a dictionary 
during training and determines the corresponding 
class for an input sample during prediction. The sec-
ond approach focused on sequence analysis using a 
Recurrent Neural Network (RNN). A scheme illustrat-
ing how the RNN model considers code context was 
developed. A Python program was implemented to 
simulate RNN functionality, using character sequenc-
es represented in the American Standard Code for In-
formation Interchange (ASCII) format. The program is 
trained on these sequences, generating predictions 
based on RNN logic.

The third approach involved anomaly detection 
through clustering algorithms. A scheme for anom-
aly detection was created, including an analysis of 
code fragments based on specific metrics. The clus-
tering algorithms K-means and Density-Based Spatial 
Clustering of Applications with Noise (DBSCAN) were 
implemented to group code based on metric similar-
ity. The algorithm was tested on code samples where 
anomalies indicating potential errors were detected. To 
demonstrate the method’s application, an example of 
its integration into a Continuous Integration/Continu-
ous Delivery (CI/CD) pipeline was provided. The fourth 
approach employed generative analysis using trans-
formers. A scheme was developed to illustrate the use 
of a transformer for code analysis and error correction. 
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RESULTS
Automated error detection in code is one of the key 
challenges in software engineering, as increasing sys-
tem complexity demands more effective methods to 
ensure software correctness. Traditionally, static and 
dynamic code analysis methods have been used for this 
purpose; however, their effectiveness is limited, par-
ticularly in large, complex projects where the number 
of possible errors and their variations is significantly 
higher. To address these challenges, ML-based meth-
ods are employed, automating the error detection pro-
cess while improving accuracy and speed. ML enables 
models to be trained on large codebases, identifying 
patterns that are difficult or impossible to detect using 
traditional methods. Specifically, ML algorithms can an-
alyse code patterns to detect errors that may go unno-
ticed by humans and predict potential vulnerabilities in 
code, which is crucial for maintaining system security 
and stability.

Certain approaches to automated error detection 
in code stand out. For instance, classification using de-
cision trees for identifying errors in programs (Fig. 1). 
This method relies on analysing code through a deci-
sion tree trained on input data containing code metrics 
and an error label (e.g., 0 – no errors, 1 – errors present). 
A trained model can classify new code fragments and 
indicate their potential erroneousness.

A Python program leveraging a transformer-based lan-
guage model for automatic code correction was imple-
mented. An example was also provided to demonstrate 
how this approach could be applied to large-scale soft-
ware systems.

The fifth approach utilised a Convolutional Neu-
ral Network (CNN) for analysing the structural rep-
resentation of code, specifically the Abstract Syntax 
Tree (AST). A scheme was designed to depict the se-
quential process of analysing code using AST, after 
which the information was fed into the CNN. A simple 
Python-based simulation of the model was imple-
mented, enabling the prediction of code errors based 
on its structural representation. An example of this 
method’s application for analysing large code frag-
ments was provided. To compare these approaches, 
a table was created, assessing their advantages and 
limitations, including ease of implementation, accura-
cy, and processing speed. Additionally, each approach 
was rated on a five-point scale (where 1 represents 
the lowest score and 5 the highest) based on a sys-
tematic evaluation of their strengths and weaknesses, 
taking performance metrics into account. This allowed 
for conclusions to be drawn regarding their effective-
ness in specific scenarios. A corresponding graph was 
also generated to determine the most efficient meth-
ods for various error detection scenarios.

Figure 1. Error detection process using a decision tree
Source: created by the author

The diagram in Figure 1 illustrates the process of 
automated error detection in code using a decision 
tree. Initially, the code undergoes a preprocessing 
stage, where it is cleaned and standardised. Key met-
rics are then extracted and used for both training the 
model and conducting detailed analysis. The trained 
model, implemented as a decision tree, classifies the 
code, determining its status. The classification results 
are presented as an error report or a confirmation of 
code correctness (Fig. 2). The code implements a sim-
ple decision tree model that establishes a relationship 
between code characteristics (number of lines, nesting 
level, number of variables) and their respective classes 
(error-free or erroneous code). The model stores these 
relationships as a dictionary during training and, during 
prediction, searches for the corresponding class for the 
input sample. If the sample is absent from the training 

data, a default value is returned. The obtained result 
indicates that there are no errors (Fig. 3). This classifi-
cation approach using decision trees can be applied for 
automatic code analysis in various Integrated Develop-
ment Environments (IDEs), such as Visual Studio Code 
or PyCharm. Based on the model’s results, the IDE can 
alert developers to potential errors in real time. On the 
other hand, sequence analysis using RNN is also a note-
worthy approach, as RNNs are powerful tools for analys-
ing sequential data (Fig. 4). In the context of automated 
error detection in code, RNNs can be used to analyse 
textual sequences representing code to identify logical 
errors or syntax violations. This approach is based on 
the RNN’s ability to consider the context of previous 
elements in the sequence when processing the current 
element. For example, the network can detect incorrect 
loop terminations or mismatched brackets in a program.

Input Data Preprocessing Feature Extraction 

Code Metrics Model Training 

Code Analysis Results Classification 

Faulty Code Error Report 
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The diagram in Figure 4 illustrates the multi-level 
processing of input code, where each stage improves 
data quality or adds new information necessary for ac-
curate error detection. An example implementation of 
a sequence analysis algorithm simulating RNN logic is 
shown in Figure 5. Each character of the code is con-
verted into a numerical token using a simple mapping 
(ASCII module). The sequence is trimmed or padded to a 
fixed length. A weight-based state update is calculated 
for each token, with the state constrained within limits 

(modulo 100). If the final state exceeds a threshold (50), 
the code is marked as erroneous. The result shows that 
the first code fragment contains no errors, while the 
second one indicates a potential error (Fig. 6).

This approach can be integrated into modern code 
analysis systems, such as static analysis tools or IDE 
plugins. For instance, an IDE-integrated mechanism 
using RNN enables real-time verification of new lines 
of code, alerting developers to potential syntax errors, 
mismatched brackets, or other logic-related issues. This 

Figure 2. Error report or confirmation of code correctness
Source: created by the author

Input Code Sequence Tokenisation 

Syntax Analysis Preprocessing 

Error Checking Code Structure Embedding Layer 
Normalisation 

RNN Processing Contextual Representation 

RNN Processing 

Output 

Figure 3. Decision tree model output
Source: created by the author

Figure 4. Code analysis process using RNN
Source: created by the author
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significantly reduces the risk of introducing critical er-
rors and enhances team efficiency.

Another important approach is anomaly detection 
using clustering algorithms, which is effective for iden-
tifying potential errors, particularly those that do not 

conform to the overall code structure or style (Fig. 7). 
Clustering algorithms, such as K-means and DBSCAN, 
allow for grouping similar code fragments based on 
their metrics and identifying fragments that signifi-
cantly deviate from the rest.

Figure 5. Example implementation of a sequence analysys algorithm simulating RNN logic
Source: created by the author

Figure 6. Sequence analysis algorithm output
Source: created by the author

Figure 7. Anomaly detection process using clustering
Source: created by the author

Feature Extraction (Code Metrics) Normalise Features (Scaling) 

Distance Matrix Calculation Apply Clustering (K-means/DBSCAN) 

Cluster Labels Anomaly Detection (Identify Outliers) 

Generate Anomaly Report 
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The diagram in Figure 7 describes the anomaly de-
tection process in code: metric extraction, data normal-
isation, distance matrix computation, clustering, iden-
tification of anomalous fragments, and generation of a 
report for developers (Fig. 8).

The program analyses code fragments based on 
metrics using two clustering algorithms: K-means and 

DBSCAN. K-means groups data into two clusters, and 
the deviation of fragments from the cluster centre is 
used to identify anomalies. DBSCAN classifies frag-
ments by detecting dense groups and marking outliers 
as anomalies. As a result, clustering algorithms deter-
mine specific indices indicating that these fragments 
significantly differ in terms of metrics (Fig. 9).

Figure 8. Example implementation of anomaly detection algorithm
Source: created by the author

Figure 9. Anomaly detection algorithm output
Source: created by the author

Thus, the considered approach can be used in 
Continuous Integration/Continuous Delivery (CI/CD) 
systems for automatic analysis of new changes in a 
code repository. The system can alert developers to 
suspicious code fragments that deviate from estab-
lished standards. This enables early detection of po-
tential errors, improving code quality and reducing 
future debugging costs.

Attention should also be given to the generative 
approach using transformers (Fig.  10). Transformer- 

based generative models, such as ChatGPT, demon-
strate significant potential in code analysis tasks. Due 
to their architecture, which accounts for global con-
text, these models can not only identify errors but also 
suggest possible corrections. This approach involves 
using large language models trained on extensive da-
tasets that include both text and programming code. 
These models can analyse input code, predict subse-
quent elements or lines, and generate corrections for 
identified errors.
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The diagram in Figure  10 illustrates how a code 
fragment is first tokenised and then analysed using 
a pre-trained transformer model. The model detects 
potential errors and subsequently generates correc-
tions, which are outputted as a suggested version 
of the correct code (Fig.  11). The program utilises a  

transformer-based model for the automatic detection 
and correction of errors in code. It receives erroneous 
code as input and generates a suggestion for its cor-
rection. The result is corrected code that conforms to 
Python syntax standards, enhancing the accuracy and 
efficiency of the development process (Fig. 12).

Figure 10. Using a transformer for code analysis and correction
Source: created by the author

Figure 11. Example of using a language model for code correction
Source: created by the author

Figure 12. Result of the language model for code correction
Source: created by the author

Input Code Snip Tokenisation 

Code Correction Suggested Solution 

Pre-trained Model 

Error Identification 
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This approach can be integrated into IDEs or auto-
mated testing systems, where it can assist developers in 
correcting code errors in real time. For instance, when 
writing functions or classes, the transformer model can 
automatically detect syntactic errors, suggest correc-
tions, and even automatically adjust the code before 
compilation or testing. This significantly reduces the 
likelihood of errors, improves team efficiency, and ac-
celerates the software development process.

Additionally, deep learning using CNN should be 
considered (Fig.  13). This approach leverages CNN 
capabilities for detecting errors in the structural rep-
resentation of code. Instead of analysing code at the 
textual level, it focuses on its structural representation, 

enabling the detection of complex errors related to 
logic or code organisation, such as improper function 
interactions or misplacement of code elements. CNNs 
effectively process such structural representations due 
to their ability to identify significant patterns in data 
with 2D or multidimensional structures.

AST or dependency graph data initially undergo 
normalisation and structural feature extraction. Then, 
CNN processes this data, performing convolution-
al analysis with multi-scale pooling. The results are 
passed to fully connected layers and used to generate 
final predictions. In addition to the main flow, residual 
learning techniques are applied to improve accuracy 
(Fig. 14).

Figure 13. Sequential process of analysing the structural representation of code
Source: created by the author

Figure 14. Example of model emulation and prediction
Source: created by the author

Input: Code in AST/Dependency Graph Format 

Preprocessing: Normalisation Feature Extraction: Structural Patterns 

Convolutional Layers 

Multi-Scale Pooling 

Dense Layers Residual Learning 

Error Detection Prediction 

This program emulates the steps typically per-
formed by CNNs. Input data in the form of AST is passed 
through a sequence of operations: convolution, pooling, 

and “pseudo-dense layers”. Based on AST data, the pro-
gram returns a prediction of “1” (no errors), indicating the 
absence of structural errors in the given code (Fig. 15).
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Figure 15. Result of the model and prediction
Source: created by the author

Source: created by the author

Figure 16. Evaluation of approaches for automated error detection
Source: created by the author

This approach can be applied to the automated 
detection of structural errors in large projects where it 
is necessary to quickly analyse relationships between 
different code elements, such as functions, variables, 

and loops. For example, when checking code for vul-
nerabilities or inefficient resource usage, this ap-
proach can be applied to structural code representa-
tions (AST or dependency graphs) to detect inefficient 
or unsafe patterns that are difficult to identify using 
simple static analysis methods. However, the choice of 
a specific approach depends on the task context and 
requirements for accuracy, implementation complex-
ity, processing speed, and the scale of the analysed 
code (Table 1).

Approach Benefits Limitations Rating

Decision Tree Classification
Easy interpretation of results Less effective for complex data 

structures 3Low computational costs
Suitable for small datasets Limited scalability

Sequence Analysis using RNN
Suitable for analysing sequences, such 

as program logic
Sensitivity to long sequences (vanishing 

gradient effect) 4
Ability to consider context High resource requirements

Anomaly Detection via 
Clustering

Detection of unknown or new types of 
errors

Complexity in selecting the optimal 
clustering algorithm 3

Independence from labelled data Does not always ensure high accuracy

Generative Approach using 
Transformers

High accuracy due to analysis of large 
volumes of data Requires a large amount of training data

5
Suitable for complex code structures High resource requirements

Deep Learning using CNN
Effective for analysing code as visual 

representations
Limited ability to consider sequence 

context 4
High processing speed Requires large datasets

Table 1. Comparison of approaches for automated error detection in code

Thus, each approach has its strengths and weak-
nesses. The assigned rating (from 1 to 5) allows for an 
understanding of their advantages and disadvantages 
in the context of automated error detection in code 
(Fig.  16). The generative approach using transformers 
receives the highest rating (5 points) due to its ability 
to provide high accuracy and efficiency in working with 
large and complex data, although it has high resource 

requirements. Sequence analysis with RNNs and deep 
learning with CNNs received ratings of 4, as these ap-
proaches are effective for specific tasks but also have 
limitations related to resources and contextual anal-
ysis. Decision tree classification and clustering algo-
rithms have the lowest ratings (3 points) because they 
are suitable for simple tasks but have limited efficiency 
and scalability.

3 3

4 4

5
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5

4
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Overall, the reviewed approaches enable the auto-
mation of error detection in code with varying levels 
of accuracy and efficiency. The optimal method choice 
depends on the task’s specifics, available resources, and 
result requirements. Considering modern trends, the 
use of generative models (particularly transformers) 
has the greatest potential due to their ability to analyse 
complex structures and large data volumes.

DISCUSSION
The obtained results demonstrated that ML algorithms 
exhibit high accuracy in detecting errors in code, espe-
cially when working with large datasets and complex 
structures, due to their ability to analyse context and 
effectively handle intricate dependencies. Similarly, in 
the study by M.  Shah  et al.  (2023), error detection in 
code using ML algorithms was analysed. However, the 
present study considered more diverse approaches, in-
cluding classification, neural networks, clustering, and 
transformers, and also compared their effectiveness. 
While the aforementioned study focused on numerical 
parameters for model training and showed improve-
ments in precision and recall for code written in C, the 
present research provided a broader analysis of differ-
ent methods with implementation examples in Python, 
along with assessments and their advantages.

In the study by P.  Chatterjee & A.  Das  (2023), ML 
algorithms such as Random Forest, Support Vector Ma-
chines, and neural networks were used to predict soft-
ware defects, whereas the present study covered a wider 
range of approaches, including classification, clustering, 
and transformers. The findings of the referenced study 
confirm the conclusions of the present research, as 
they demonstrate that ML algorithms can significant-
ly outperform traditional methods in terms of defect 
prediction accuracy, thereby improving error detection 
in program code. Regarding the study by P.S. Nouwou 
Mindom  et al.  (2024), which examined learning tech-
niques for error localisation under variable data condi-
tions, such an approach is tailored to specific unstable 
environments. In contrast, the present study focused on 
more general methods for error detection in code with-
out emphasising variable environments, making these 
methods applicable to a wider range of tasks, including 
stable environments with fixed data.

Furthermore, the results of this study demon-
strated the high efficiency of automation approaches 
in detecting software errors, particularly due to their 
accuracy and speed of prediction. Meanwhile, the work 
of M.  Symala Sai Sree  et al.  (2024) showed that the 
Nature-Based Prediction Model of Bug Reports, which 
utilises ensemble methods and algorithms such as ge-
netic algorithms, particle swarm optimisation, and ant 
colony optimisation, outperforms traditional methods 
in prediction accuracy. The present study confirms the 
findings of that research but demonstrates that other 
approaches can be equally effective with minimal re-
source requirements. Additionally, the current results 

showed high accuracy in error detection using a gen-
erative approach with transformers, which efficiently 
handles large datasets and complex structures. Com-
pared to the study by K. Kodamasimham et al.  (2024), 
which also employed generative artificial intelligence, 
the present approach offers advantages in accura-
cy and speed with lower computational resource de-
mands, making this method more stable and less prone 
to ethical concerns.

While the study by A. Solitto Da Silva et al. (2023) 
used ontologies to detect errors in C# code, the present 
research employed various ML algorithms in Python, 
focusing on automating error detection. This provides 
greater flexibility when working with large datasets. 
Moreover, the study by L.T. Yi  (2024) used the super-
vised ML algorithm Gaussian Processes for Java pro-
grams. However, the present research applied a broader 
range of ML methods for error detection in code, al-
lowing for adaptability to different tasks and program-
ming languages. Unlike the study by S.  Himashree  et 
al.  (2024), which applied eXtreme Gradient Boosting 
for detecting undesirable parameters in clinical trials, 
the present approach was tailored specifically to error 
detection in programs. Nevertheless, the approaches of 
this study can be adapted to various fields, including 
not only the clinical domain but also other industries 
where automated analysis of large datasets and anom-
aly detection are crucial.

Whereas the study by P.  Chakraborty  et al.  (2024) 
proposed reinforcement learning methods for error lo-
calisation in code, the present research focused on ap-
plying ML methods for error detection. The approach in 
the referenced study was centred on error localisation 
with direct metric optimisation, which can be useful in 
specific cases where precise determination of error lo-
cation is required. However, the present approach pro-
vides greater flexibility in handling different types of 
errors, covering more aspects of the detection process. 
The study by S. Wang et al. (2024) focused on detecting 
errors in register-transfer-level code using a neural net-
work, which operates only in highly specialised fields 
such as chip design. Therefore, the current results are 
more universal for various software projects. Addition-
ally, in the research by M. Kumari et al. (2024b), a combi-
nation of entropy and ML algorithms was applied for bug 
prioritisation, which is similar to the present approach. 
However, this study not only focused on error predic-
tion but also on their resolution, improving program-
mers’ efficiency and reducing defect correction time.

This study demonstrated outstanding results in 
automated error detection in code using ML methods, 
allowing efficient processing of large datasets and 
identifying various types of errors. This provides great-
er flexibility and accuracy compared to traditional stat-
ic tools, such as those in the study by N.S. Harzevili et 
al.  (2023), where static tools detected only 0.01% of 
errors, highlighting the limited effectiveness of such 
methods in complex ML systems.
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On the other hand, in the work of T.  Aladics  et 
al.  (2021), the use of abstract syntax trees and the 
Doc2Vec algorithm was proposed to create vector rep-
resentations of code, which improved error prediction 
accuracy beyond methods relying solely on code met-
rics. The present research complements this approach 
as it not only aids in prediction but also eliminates 
errors, making the process more comprehensive and 
adaptable to various tasks. Similarly, the study by L. Re-
hman  et al.  (2023) used statistical features for error 
detection, with ensemble models and neural networks 
showing high accuracy. In this regard, the present study 
confirms the effectiveness of existing models and pro-
poses a more universal solution that integrates both 
error detection and correction.

The present study considered five approaches to 
error detection, allowing for the selection of the most 
effective method depending on the task. While the au-
thors Z. Li et al. (2023) used only one approach – WELL, 
based on weakly supervised learning, which showed 
good results in error localisation – the present study is 
more flexible and covered multiple methods, enabling 
better adaptation to different error types. Regarding the 
work of K. Sarawan et al. (2023), their research demon-
strated the effectiveness of Logistic Regression for clas-
sifying errors by severity and Long Short-Term Memory 
for specific datasets. However, the present study offers 
greater versatility and better accounts for error specif-
ics, providing a comprehensive solution for error detec-
tion and resolution in code.

This study focused on using ML for automated soft-
ware error detection. In contrast, in the work of F. Fazal 
& C.  Farook  (2024), where the ExtraTreesClassifier al-
gorithm achieved the highest accuracy in depression 
detection in textual data, a method tailored to text 
analysis was used. Therefore, the results of the refer-
enced study are not directly related to software error 
detection, but they demonstrate the effectiveness of ML 
algorithms for classification, partially confirming the 
potential of such methods for various tasks. As for the 
study by W. Albattah & M. Alzahrani (2024), where Long 
Short-Term Memory exhibited high accuracy in predict-
ing software bugs, the current results confirmed the 
effectiveness of similar approaches. However, unlike 
the referenced study, which focused on a single meth-
od, the conducted research proposed several different 
approaches, allowing for a more tailored solution for 
various error types.

Overall, the obtained results confirm that modern 
ML methods have great potential for automating er-
ror detection in code, particularly due to their ability 
to work with large and complex datasets. This enables 
high accuracy and speed in error prediction, represent-
ing a significant advancement over traditional methods. 

CONCLUSIONS
The research results demonstrated the high effective-
ness of applying (ML) for automated error detection in 
code, particularly when working with large and com-
plex data. Classification using decision trees yielded 
good results when analysing smaller datasets, where 
straightforward result interpretation and processing 
speed are crucial. However, this approach has limited 
efficiency when handling complex structures and large 
data volumes. Sequence analysis using recurrent neu-
ral networks (RNNs) proved effective in tasks requiring 
contextual and sequential dependencies, particularly 
for analysing program logic. However, these methods 
were sensitive to the vanishing gradient effect when 
processing long sequences, reducing their effectiveness 
in certain cases. In turn, clustering algorithms were 
useful for anomaly detection in code, especially when 
identifying new or previously unknown error types. 
However, these methods require well-tuned parameters 
and do not always achieve high accuracy, particularly in 
complex scenarios. A generative approach using trans-
formers showed the best results in tasks involving large 
data volumes and complex code structures. This meth-
od effectively processes substantial amounts of infor-
mation but requires significant computational resourc-
es for training and application. Moreover, deep learning 
with convolutional neural networks (CNNs) demon-
strated good efficiency in code visualisation tasks but 
had limited capability in capturing sequential context.

Recommendations for further research include im-
proving the efficiency of transformers through the in-
tegration of new architectures and methods to reduce 
computational costs, as well as developing approaches 
for automated error localisation to enhance accuracy 
and convenience in defect correction. Additionally, fur-
ther exploration of methods for optimising classical 
algorithms is advisable to improve their efficiency in 
more complex cases.

A limitation of the study is that the examined meth-
ods have varying computational requirements, which 
may restrict their application in real-world environ-
ments with limited resources. Furthermore, the limited 
amount of test data for specific methods prevents a de-
finitive determination of the best approach for all types 
of code errors.
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Автоматизація виявлення помилок у коді за допомогою машинного навчання
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Анотація. Мета роботи полягала в розробці підходів до автоматизованого виявлення помилок у коді шляхом 
використання алгоритмів машинного навчання (ML). У дослідженні розглянуто п’ять основних підходів: 
класифікація за допомогою дерев рішень, аналіз послідовностей з використанням рекурентних нейронних 
мереж, пошук аномалій через алгоритми кластеризації, генеративний підхід з трансформерами та глибоке 
навчання з використанням згорткових нейронних мереж. Для кожного підходу проведено оцінювання за 
п’ятибальною шкалою, яке базувалося на систематичному вивченні переваг і недоліків, з урахуванням показників 
виконання. Результати включають приклади реалізацій цих підходів, аналіз переваг та недоліків, а також оцінки 
їх ефективності. Трансформери продемонстрували високу точність у складних випадках, ефективно обробляючи 
великі обсяги даних і виявляючи помилки в складних структурах коду. Цей підхід отримав оцінку 5 балів завдяки 
своїй здатності до високої точності та ефективності в роботі з великими і складними даними. Алгоритми дерев 
рішень, незважаючи на свою швидкість і простоту, мали обмежену ефективність у масштабних задачах, особливо 
для складних програмних структур. В той же час, алгоритми кластеризації показали свою універсальність у 
виявленні аномалій, однак їх точність залежала від правильності вибору параметрів кластеризації. Ці алгоритми 
отримали оцінки 3 бали через обмежену ефективність у складних задачах та проблеми з масштабованістю. В 
свою чергу, підхід на основі рекурентних нейронних мереж продемонстрував хороші результати при аналізі 
послідовностей, але був чутливий до довгих послідовностей та ефекту зникання градієнта, що знижувало його 
точність. Згорткові нейронні мережі ефективно працювали з візуальними репрезентаціями коду, але мали 
обмежену здатність до врахування контексту послідовностей. Підходи на основі нейронних мереж отримали 
оцінки 4 бали, оскільки ефективні в специфічних задачах, але мають обмеження, пов’язані з ресурсами та 
контекстуальним аналізом. Таким чином, результати підтвердили, що для автоматизованого виявлення помилок 
у великих і складних програмах найбільш ефективним є використання генеративних моделей, таких як 
трансформери, що здатні обробляти значні обсяги даних з високою точністю

Ключові слова: дерева рішень; аналіз послідовностей; пошук аномалій; генеративні трансформери; алгоритми 
кластеризації та класифікації; використання нейронних мереж
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