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Abstract. The growth of cyberthreats and network traffichas highlighted the need for effective methods for detecting
anomalies.The purpose of the study was to develop a hybrid model for detecting anomalies in telecommunications
networks with increased accuracy based on comparative analysis of uncontrolled algorithms. Four main algorithms
were compared: Isolation Forest, Local Outlier Factor (LOF), One-Class Support Vector Machine (SVM), and Elliptic
Envelope using simulated network traffic data. Analysis methods included data normalisation using Z-score and
Min-Max Scaling to eliminate large-scale differences between traits. An ensemble of 100 decision trees was used
to improve the accuracy of anomaly detection. As a result, it was found that Isolation Forest provided the highest
accuracy of anomaly detection (F1-Score = 85.8%) and high processing speed (processing time per 10,000 records
in 2.5 seconds), which is important for real-world conditions of telecommunications networks with large amounts
of data. LOF showed high accuracy in detecting local anomalies, but with greater computational complexity. The
one-class SVM algorithm detected global anomalies, but showed lower accuracy for local ones. Elliptic Envelope
had limited performance due to the assumption of normal data distribution. Additionally,a comprehensive model
was developed that combined the advantages of Isolation Forest, LOF, and Density-Based Spatial Clustering of
applications with Noise, which allowed increasing the F1-Score to 88% and exceeding the results of individual
models. The hybrid model showed adaptability to multimodal distributions and efficiency in detecting local
anomalies. Practical significance lies in improving the accuracy and stability of network security systems and form
the basis for adaptive real-time algorithms, which allowed cybersecurity and telecommunications specialists to
more effectively monitor and protect networks from threats

Keywords: anomaly detection; performance evaluation; scalability; accuracy; unsupervised algorithms; hybrid
model; clustering

INTRODUCTION

With the development of digital technologies and the  of cyber-attacks, in particular, zero-day attacks and
expansion of network interaction, the issue of ensur-  Distributed Denial of Service (DDoS) attacks, creates
ing reliable protection of information systems has significant problems for conventional intrusion de-
become particularly relevant. The growing number tection systems, which are mainly based on signature
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methods. However, the limitations of these approach-
es associated with the inability to effectively respond
to new unknown threats necessitate the development
of more flexible and intelligent mechanisms for de-
tecting anomalies in network traffic.

Existing research has focused on the use of ma-
chine learning to detect anomalies in telecommunica-
tions networks. D. Adhikari et al. (2024) substantiated
the need to create models that can adaptively analyse
heterogeneous and large volumes of Internet of Things
network traffic, which is critical for preventing new
types of attacks. F-N. Loo et al. (2024) emphasised the
importance of implementing semi-controlled anomaly
detection systems in industrial networks, highlighting
their ability to provide protection even in the face of a
limited amount of marked data.

Special attention should be paid to studies that
raised the issue of improving the accuracy of unsu-
pervised methods (methods that work without data
markup). J.I. lturbe-Araya & H. Rifa-Pous (2025) showed
that competent optimisation of hyperparameters can
significantly improve anomaly detection in smart home
systems, which is directly related to the overall approach
of optimising the intrusion detection system in dynamic
traffic conditions. In turn,Y.Meidan et al. (2023) proposed
the concept of collaborative anomaly detection, which
demonstrated effectiveness in minimising the number
of false-positives in complex network environments.

In the context of identifying new types of attacks,
the study by T. Zoppi et al. (2023) was important in
the context of identifying new types of attacks. They
conducted an in-depth comparative analysis of super-
vised (methods that work on labelled data), unsuper-
vised, and meta-learning methods (models that learn
from different tasks and are able to quickly adapt to
new types of threats) for intrusion detection tasks. It
is unsupervised algorithms and meta-learning algo-
rithms that have a significantly higher ability to detect
zero-day attacks (attacks without previously known
patterns) in telecommunications systems, since they
do not require pre-marked data and can effectively
respond to new threat scenarios. This proved the ad-
vantage of using unsupervised and meta-learning ap-
proaches to effectively detect new and unknown at-
tacks in telecommunications networks.

Developing the topic of applying deep learning to
protect critical infrastructure, A. Dairi et al. (2023) pro-
posed innovative semi-controlled deep anomaly detec-
tion models. Their research focused on the develop-
ment of adaptive anomaly detection systems for smart
grid environments that can learn from limited volumes
of normal traffic without the need for large amounts of
attack data, which is critical for protecting telecommu-
nications networks and energy infrastructure.

Ukrainian researchers also made a significant contri-
bution to the development of the topic. Y. Chychkarov et
al.(2023) proposed a hybrid approach that combines ma-
chine learning and fuzzy logic techniques to improve the

accuracy of detecting cyber-attacks in telecommunica-
tions networks. The study contributed to improving the
flexibility and adaptability of intrusion detection systems
in environments with dynamic and unpredictable traf-
fic, which directly developed the area of network traffic
analysis. D. Ilin & I. Starinsky (2023) developed a model
for detecting network anomalies based on autoencoders,
which does not require a large amount of marked data,
which is crucial for rapid response to attacks in complex
telecommunications environments. Their contribution
was to popularise lightweight and efficient anomaly de-
tection models for real network traffic.

Research by H.I. Haidur et al. (2023) demonstrated
the promise of using deep neural networks to analyse
traffic in high-load telecommunications networks. Their
study confirmed the ability to maintain high accuracy
of anomaly detection even in conditions of heavy net-
work load, which is important for scalability of security
systems. In addition, A. Nikitenko & Y. Bashkov (2024)
developed an advanced intrusion detection system
architecture that combined the convolutional neural
network and the gated recurrent unit using the atten-
tion mechanism. The proposed approach significantly
improved the accuracy of detecting complex attack
patterns in network traffic, strengthening the methodo-
logical basis for building advanced intrusion detection
systems in telecommunications networks. However, the
lack of universality of existing solutions remained an
important problem: most approaches are tailored to
specific data types or environments and require signifi-
cant improvements to scale. In addition, there were dif-
ficulties in increasing the level of false-positive results
when switching models to real conditions.

The purpose of the study was to analyse modern
uncontrolled methods for detecting anomalies in tele-
communications networks and develop a comprehen-
sive hybrid approach aimed at improving the accuracy
of threat identification. To achieve this goal, the follow-
ing tasks were completed:

1.To analyse the effectiveness of advanced uncon-
trolled algorithms for detecting anomalies in terms of
accuracy and computational efficiency in telecommuni-
cations traffic conditions.

2.To develop a hybrid approach that integrates un-
supervised algorithms to improve accuracy and adapt-
ability to various types of network traffic.

3.To evaluate the performance of the developed
approach based on simulated data to determine its
ability to identify cyber threats.

MATERIALS AND METHODS

The study was conducted from February 2025 to
April 2025. The main focus was on evaluating the ef-
fectiveness of uncontrolled algorithms for detecting
deviations in simulated telecommunications traffic,
and developing a hybrid model aimed at improving
classification accuracy and reducing the number of
false-positive positives.
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For the experiment, a simulated dataset of 10,000
network records was used, of which 10% were devia-
tions that simulated typical cyber threats: DDoS attacks
(increased traffic and simultaneous connections), port
scans (short sessions over different ports), and unau-
thorised access attempts (short connections). The se-
lected deviation rate of 10% was typical for conditions
where threats appear rarely, but can have significant
consequences for network security. This allowed mod-
elling a realistic scenario for evaluating the effective-
ness of algorithms under complex conditions of class
imbalance. The set included characteristics that reflect-
ed realistic conditions: traffic volume, number of Trans-
mission Control Protocol/User Datagram Protocol Ses-
sions, connection duration, Hypertext Transfer Protocol,
File Transfer Protocol, and Secure Shell protocol types.
The data was normalised using the Z-score method cal-
culated by equation (1):

z=2F (1)

where x - attribute value; y - average sample value;
o - standard deviation.

The use of the normalisation method helped to
avoid problems associated with differences in feature
scales and improve the stability of models. In addition,
the minimax normalisation method was used to bring
features to the same scale and apply an ensemble of
100 decision trees to improve the accuracy of anom-
aly detection and model stability. Four unsupervised
algorithms were selected: Isolation Forest, Local Out-
lier Factor (LOF), One-Class Support Vector Machine
(One-Class SVM), and Elliptic Envelope. The choice
was driven by their ability to process data without pri-
or labelling and effectively identify deviations in the
face of variable telecommunications traffic. The hyper-
parameters (contamination = 0.1 for Isolation Forest,
n_neighbors =20 for LOF, nu=0.1 for One-Class SVM)
were optimised using a cross-validation procedure to
achieve the best classification quality that meets the
requirements of real network conditions. Additionally,
the density-based spatial clustering of applications
with noise (DBSCAN) algorithm is used to cluster mul-
timodal network traffic data to detect anomalies by
identifying non-clustered points. The hyperparameters
eps (epsilon-neighborhood radius, which determines
the maximum distance between points in one cluster)
and min_samples (minimum samples — the minimum
number of points in the eps for forming the cluster
core) were optimised by the distribution of inter-point
distances. To increase computational efficiency, di-
mensionality reduction was applied through Principal
Component Analysis and indexing structures.

The data was divided into training (70%) and test
(30%) sets. The algorithms were tested using 5-fold
cross-validation to ensure the stability of the results
and minimise the probability of random variations in
the indicators. Performance was evaluated using the
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metrics Precision, Recall, F1-Score, area under the re-
ceiver operating characteristic curve (AUC-ROC), and
area under the precision-recall curve (AUC-PR), which
enabled a comprehensive analysis of the balance be-
tween classification accuracy and the ability to identi-
fy deviations in class imbalance conditions. Precision
measured the proportion of correctly classified devia-
tions among all anomalous points, Recall determined
the proportion of detected anomalies among all real
deviations, F1-Score combined Precision and Recall to
estimate their balance, AUC-ROC evaluated the model’s
ability to distinguish between normal and anomalous
entries at different thresholds, and AUC was important
for evaluating performance in tasks with rare events
(anomalies). Each algorithm was evaluated through
quantitative and qualitative performance assessments,
which allowed identifying their advantages and lim-
itations. The authors also analysed how combining
different methods can improve the accuracy and ad-
aptability of the system. Based on this, a hybrid mod-
el was developed to improve the accuracy of anomaly
detection and reduce the number of false-positive re-
sults in the context of applying different approaches
to anomaly detection.

The results were analysed using quantitative anal-
ysis (calculation of metrics, statistical comparison us-
ing the t-test at the significance level p < 0.05) and
qualitative analysis (assessment of the ability of algo-
rithms to detect both mass and local deviations). The
Student’s t-test was used to estimate the statistical
significance of performance differences between algo-
rithms, and Bonferroni correction was used for multi-
ple comparisons to minimise the probability of errors
of the first kind. Confidence intervals (95%) for the
F1-Score were used to assess the stability of the re-
sults, which allows assessing the reliability of the re-
sults achieved and provides additional confirmation of
their representativeness in the context of the entire
data set. The study was conducted in a Python envi-
ronment using the scikit-learn library, as it offers a us-
er-friendly interface for implementing machine learn-
ing algorithms, supports a wide range of models for
detecting anomalies, and has built-in tools for perfor-
mance evaluation and cross-validation, which ensures
reliability and reproducibility of results.

RESULTS

Comparison of the effectiveness of anomaly detection
algorithms on simulated telecommunications traffic
The Isolation Forest algorithm is an effective method
for detecting anomalies in telecommunications net-
works, which is based on the principle of isolating data
points using random decision trees. The basic idea of
the algorithm is that anomalous objects, due to their
distance from the bulk of the data, require less parti-
tioning to isolate compared to normal objects. To do
this, the algorithm randomly selects features and val-
ues for partitioning, forming binary decision trees in
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which each data point is isolated by passing through
a sequence of splits. The average length of the isola-
tion path for each point was used as an indicator of
anomaly: a shorter path indicates a higher probability
of anomaly (Sharma et al., 2024).

Isolation Forest demonstrated high efficiency when
analysing the data set. The use of an ensemble of 100
decision trees (the standard number for Isolation Forest)
provided stable anomaly detection due to sufficient var-
iability in isolation paths without significantly increas-
ing computational complexity. Using contamination
(@ parameter that determines the expected proportion
of anomalies in the data) at 0.1, which corresponded
to the proportion of anomalies in the data, contribut-
ed to a balanced operation of the model in conditions
close to real network traffic. This choice turned out to
be effective, because the share of anomalies in such

problems is usually 5-15%, and the value of 0.1 allowed
minimising false-positive and false-negative results.

Scaling features to the range [0; 1] by minimax
normalisation (traffic volume from 0 to 500 Mb/s after
normalisation acquired values from 0 to 1) reduced the
influence of the difference in parameter scales, which
ensured an equal contribution of each feature to the
isolation process (data was processed using equa-
tion 1). This improved the accuracy of classification,
because without normalisation, features with higher
values would dominate the division of space. Using
an ensemble approach of 100 trees and the contami-
nation =0.1 parameter, the model effectively detected
anomalies such as DDoS attacks and port scanning,
and data normalisation positively affected the quality
of point isolation, which is confirmed by high perfor-
mance metrics (Table 1).

Table 1. Analysis of the effectiveness of the Isolation Forest algorithm

Metric Value
Precision 87.5%
Recall 84.2%
F1-Score 85.8%
AUC-ROC 091
AUC-PR 0.88

Source: compiled by the authors

Precision 87.5% provides accurate detection of
anomalies in telecommunications networks, minimis-
ing the erroneous designation of normal traffic as a
threat, which contributes to the smooth operation of
services such as media streaming or secure transac-
tions. Recall demonstrates that the model detected
84.2% of the total number of true anomalies. This re-
sult confirms the algorithm’s ability to prevent threats
such as DDoS attacks or unauthorised access, which
is key to protecting networks. An F1-Score of 85.8%
(harmonic average Precision and Recall) indicates
that the model is balanced, making it effective for re-
al-world scenarios without significant false-positive or
false-negative results. The AUC-ROC (0.91) and AUC-
PR (0.88) metrics evaluate the overall classification
quality. The AUC-ROC value of 0.91 demonstrates the
model’s high ability to distinguish between normal and
abnormal traffic regardless of the classification thresh-
old, which exceeds the typical values for uncontrolled
algorithms in problems with 10% anomalies. AUC-PR
0.88 confirms the stable performance of the model
in conditions of class imbalance, when anomalies are
rare, which corresponds to real network traffic. Isola-
tion Forest effectively detects cyber threats, such as
DDoS or port scanning, in a simulated dataset, ensur-
ing high accuracy and reliability. However, for environ-
ments with high local variability, where anomalies are
less pronounced or concentrated in separate clusters,
it may be necessary to combine them with other meth-
ods that consider local data density.

The LOF algorithm identifies anomalies by compar-
ing the density of each point with the local density cal-
culated based on k (a hyperparameter that sets the size
of the local environment to estimate the data density)
of the nearest neighbours in the feature space - if the
local density of a point is much lower than that of its en-
vironment, it is classified as a deviation. To estimate the
density, the algorithm calculates the reach and local de-
viation coefficient, which shows how anomalous a point
is compared to its neighbours. This approach is particu-
larly effective for detecting local anomalies, i.e., objects
that look normal in a global context, but differ signifi-
cantly in a local one (rare protocol attacks) that may not
be visible in global analysis (Sharma et al., 2024).

LOF showed stable performance when applied to
a simulated dataset. The use of the n_neighbors = 20
parameter provided an optimal balance between sen-
sitivity to local anomalies and noise resistance, which
contributed to stable threat detection. This parameter
was chosen as the standard value used in network traf-
fic analysis tasks, since smaller values (for example,
10) increase sensitivity to noise, and larger values (for
example, 30) reduce the ability to detect local devia-
tions. Scaling features to the range [0; 1] by the Min-
Max Scaling method (scaling to the range [0; 1]), which
avoids the dominance of features with large values
over others during model training) eliminated the in-
fluence of the scale difference between parameters,
which ensured the same contribution of each feature to
the calculation of distances between points (data were
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obtained using equation 1). This increased the accuracy
of classification, because without normalisation, fea-
tures with higher values would dominate local density

A. Ry & M. Kyryk

calculations. As a result, LOF effectively identified local
anomalies, such as unauthorised access attempts, that
remained invisible to global methods (Table 2).

Table 2. Performance indicators of the LOF algorithm

Metric Value
Precision 91.2%

Recall 82.5%
F1-Score 86.6%
AUC-ROC 0.89
AUC-PR 0.85

Source: compiled by the authors

Precision at 91.2% indicates the model’s high ac-
curacy in detecting anomalies, which allows telecom-
munications systems to rarely confuse normal traffic
with suspicious traffic, ensuring smooth operation of
online services such as video calls or data streaming.
Recall in 82.5% detects true anomalies out of the to-
tal number, although 17.5% of anomalies, especially
in the context of sparse or multicentre data distri-
butions, went unnoticed. F1-Score, which is 86.6%, is
a harmonious average between Precision and Recall,
confirming the balance of the model, although LOF
performance is somewhat inferior to Isolation Forest
(F1-Score = 85.8%) due to omissions of rare anoma-
lies. The AUC-ROC index (0.89) indicates a high ability
of the model to distinguish between normal and ab-
normal records at different classification thresholds,
which ensures stable operation in real network con-
ditions. AUC-PR at 0.85 highlights the reliability of
LOF in class imbalance problems, where anomalies
account for only 10% of the data, which is typical for
telecommunications traffic. These results confirmed
that LOF effectively detects local anomalies, such as
rare protocol attacks, providing high accuracy and
stability in complex network environments. LOF has
shown high efficiency in detecting local anomalies,
providing efficient operation for specific scenarios in
telecommunications networks. However, to handle
large amounts of traffic and detect global anomalies,
it is advisable to combine LOF with methods that are
better suited for scaling and global analysis, such
as Isolation Forest.

The One-Class SVM algorithm is a classic anoma-
ly detection method that works by plotting a boundary
(hyperplane) around the bulk of normal data, marking
as anomalies those points that fall outside this region.
The uniqueness of One-Class SVM is that the model is
trained exclusively on normal examples, using the prin-
ciples of maximising the distance between the hyper-
plane and the origin in the feature space transformed
using kernel functions. This makes it particularly rel-
evant for unsupported or semi-supervised intrusion
detection tasks (a method that uses both marked and
unallocated data to train the model) in telecommuni-
cations networks, where anomalous examples may not
be available at the training stage, for example, when
detecting zero-day attacks (Ahmad et al., 2023).

One-Class SVM showed moderate performance
when analysing the data set. The use of a radial basis
core with the parameter v=0.1 (@ parameter that de-
termines the proportion of anomalies and adjusts the
sensitivity of the model, selected according to the pro-
portion of anomalies in the data) allowed the mod-
el to efficiently separate nonlinear data distributions,
which is typical for network traffic. Scaling features to
the same range using minimax normalisation eliminat-
ed the effect of scale differences, which improved the
quality of classification (data were obtained using equa-
tion 1). Pre-cleaning the data from noise and emissions
also had a positive impact on the stability of the model.
As a result, One-Class SVM detected global anomalies,
such as DDoS attacks, but had difficulty identifying local
threats, such as unauthorised access attempts (Table 3).

Table 3. Evaluating the effectiveness of One-Class SVM based on simulated data

Metric Value
Precision 84.3%

Recall 76.1%
F1-Score 79.9%
AUC-ROC 0.86
AUC-PR 0.81

Source: compiled by the authors

Precision (84.3%) shows that only 15.7% of records
were misclassified, which is important for telecommuni-
cations networks where false positives can block normal
traffic. Recall reflects that the model detected 76.1% of
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short connection durations, which were often classi-
fied as normal due to their proximity to the main data
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distribution. F1-Score (79.9%), characterises the rela-
tive imbalance between Precision (84.3%) and Recall
(76.1%), but remains acceptable for a method that trains
exclusively on normal data without knowledge of anom-
alies. The AUC-ROC (0.86) and AUC-PR (0.81) indicators
confirm the stability of classification under conditions of
class imbalance, which is typical for real network traffic.
However, these values are lower compared to Isolation
Forest (F1-Score = 85.8%) and LOF (F1-Score = 86.6%),
indicating a lower ability of One-Class SVM to cope with
fuzzy deviations that do not have an explicit separa-
tion from normal data. The model proved to be effec-
tive for global anomalies, such as DDoS attacks, where
deviations from the normal distribution are more pro-
nounced, but less successful for local anomalies, such
as unauthorised access attempts. Due to difficulties in
identifying local threats, it is advisable to combine one-
class SVM with algorithms with higher local sensitivity,
such as LOF, for more comprehensive analysis.

The Elliptic Envelope algorithm is a statistical
method for detecting anomalies based on the assump-
tion of a multivariate normal distribution of normal
data. The method evaluates the covariance matrix and
data centre by forming an elliptical region (envelope)
that covers normal points, and objects outside this el-
lipse are classified as anomalies. This approach is rel-
evant for network monitoring tasks if traffic features
are close to normal distribution, making it suitable
for pre-filtering or working with aggregated statistical

characteristics such as average packet sizes or request
frequency (Sharma et al., 2024).

Elliptic Envelope demonstrated limited perfor-
mance on a simulated dataset from telecommunica-
tions traffic. For preprocessing, Z-score Normalization
(feature scaling to mean O and standard deviation 1)
was applied, which ensured adequate alignment of the
scales and allowed correctly estimating the covariance
matrix required for constructing the elliptical boundary
(data were obtained using equation 1). The model was
configured so that 80% of the most typical observa-
tions were included in the boundary construction (sup-
port_fraction =0.8 parameter, i.e., only the part of the
data that best corresponds to the normal distribution
was applied when constructing the boundary, which
increased the resistance to emissions). However, the
key assumption of the algorithm (multivariate normal
feature distribution) turned out to be too restrictive for
real network traffic, which often has a multimodal or
asymmetric structure. During DDoS attacks, there was
a significant variability in the number of sessions and
traffic volume, which did not correspond to the normal-
ity hypothesis. As a result, Elliptic Envelope effectively
identified anomalies with well-defined deviations, such
as unauthorised access attempts with an atypically
short connection duration, but failed to cope with more
complex patterns, in particular, port scanning, where
deviations were less pronounced and did not corre-
spond to the expected distribution form (Table 4).

Table 4. Anomaly detection metrics using Elliptic Envelope

Metric Value
Precision 78.2%

Recall 70.4%
F1-Score 74.1%
AUC-ROC 0.79
AUC-PR 0.76

Source: compiled by the authors

With Precision at 78.2%, the algorithm incorrectly
marked 21.8% of normal traffic as anomalies, which can
lead to blocking some legitimate requests (interrupting
video streaming or slowing down access to web servic-
es), which worsens the user experience. Recall notes that
the model detected only 70.4% of true anomalies, miss-
ing 29.6% of deviations, including complex port scans
and atypical DDoS attack patterns, which is a critical
flaw for intrusion detection systems. F1-Score (74.1%) is
a harmonic mean between Precision (78.2%) and Recall
(70.4%) and reflects the limited balance of the model,
inferior to Isolation Forest and LOF in problems with
multimodal data distributions.An AUC-ROC score of 0.79
indicates a moderate ability of the model to distinguish
between normal and abnormal records, which is signifi-
cantly lower than Isolation Forest (AUC-ROC=0.92) and
LOF (AUC-ROC=0.89), indicating a deterioration in ac-
curacy when the classification threshold changes. The

0.76 AUC-PR is the lowest among the algorithms tested
and highlights the limited performance of the Elliptic
Envelope in a class imbalance environment. The results
of the study confirmed that the effectiveness of the al-
gorithm is limited by the assumption of multivariate
normal data distribution, which is rarely performed in
real telecommunications traffic. The model is good at
detecting only simple anomalies (unauthorised access
attempts), but skips more complex patterns due to mul-
timodality and data asymmetry. It is advisable to use
Elliptic Envelope for pre-filtering in combination with
more flexible methods, such as Isolation Forest or LOF.

Performance analysis and comparative evaluation

of basic anomaly detection algorithms

followed by flexible hybrid architecture design
Analysis of the performance of the Isolation Forest, LOF,
One-Class SVM, and Elliptic Envelope models showed
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their differences in the effectiveness of anomaly detec-
tion in telecommunications networks. Each model has
unique characteristics that affect its ability to detect
intrusions depending on the type of anomaly, comput-
ing resources, and data features. To effectively detect

A. Ry & M. Kyryk

anomalies in telecommunications networks, it is impor-
tant to evaluate the strengths and weaknesses of each
algorithm to determine their applicability in real-world
conditions. Table 5 summarises the comparison of algo-
rithms for their key capabilities and limitations.

Table 5. Advantages and limitations of algorithms in telecommunications systems

Algorithm

Advantages

Disadvantages

Isolation
Forest

Flexibility for large networks: easily handles millions of
traffic records (for DDoS detection);
minimal data preparation: works without complex
attribute configuration;
noise tolerance: ignores minor data deviations

Skipping rare anomalies: does not notice subtle attacks
like password cracking attempts;
risk of errors due to settings: the wrong share of
anomalies can block normal traffic;
difficulty with atypical data: it does not work well if
traffic is very diverse

LOF

Accuracy for hidden threats: finds anomalies such
as short access attempts that are invisible to other
methods;
flexible adjustment: easily change the sensitivity due
to the number of neighbours;
working with data groups: analyses traffic well with
clear clusters

Long processing: cannot handle large networks due to
slow calculations;
noise issues: small traffic fluctuations
can distort the results;
weakness for mass attacks: misses large anomalies,
such as DDoS, by focusing on local changes

One-Class
SVM

Detection of new attacks: finds unknown threats, such
as new types of hacker attacks;
accuracy for complex traffic: works well with non-Llinear
data, such as mixed HyperText Transfer Protocol/File
Transfer Protocol; easy integration: easily added to
existing security systems

Slow operation: not suitable for fast analysis of large
traffic flows;
complex setup: neccessary to choose the exact
parameters, otherwise there are a lot of errors;
noise vulnerability: small deviations in traffic reduce
accuracy

Elliptic
Envelope

Fast analysis: instantly processes traffic
for pre-verification;
easy visualisation: shows anomalies as points outside
the ellipse, which is convenient for analysis;
performance for simple data: good at detecting
anomalies in stable traffic, such as short connections

It does not work with real traffic: it cannot handle
various or unstable data;
skip complex attacks: does not notice subtle anomalies
like port scanning;
problems without preparation: requires perfect data
normalisation, otherwise inefficient

Source: compiled by the authors based on A.K. Shukla et al. (2023), N. Sharma et al. (2024), E.F. Agyemang (2024),
F. Gutierrez-Portela et al. (2024), L. Diana et al. (2025), U.C. Akuthota & L. Bhargava (2025)

To better understand the advantages and disadvan-
tages of each model, a comparative analysis was per-
formed on key criteria such as anomaly type, scalability,

data resistance, and real-world applicability of telecom-
munications systems. In Table 6, the optimal use cases
for each model were systematised and determined.

Table 6. Comparative analysis of anomaly detection models in telecommunications networks

. . . . Applicability
Effectiveness by type Computational complexity Resistance . . )
Model of anomaly and scalability to data features in telecommunications
networks
Better detects global . . . . High: suitable for
. anomalies by isolating High processing speed | Resistant to high handling large real-
Isolation points; due to tree independence; | dimension, but sensitive time traffic flows due to
Forest less effective for local scales well on large to incorrect setting of the its speed and markup
. amounts of data contamination parameter B
anomalies independence
Effective for local anomalies High clomputjtlonal Sensitive to parameter k L M(l)derate:lgseful f?]r
due to density analysis; dg:omp eXItE/ llje.to . and noise; oca anorpa 'ss (sl.uc. a;
LOF less accurate for global . dlstance ca clu atlolr, works better with rare attabc.l.s),f Utl imite
deviations it does not scale well on clustered data scalability for large
large sets networks
One-Class Separates normal data well, Quadratic difficulty; to hyS:rnps;'I;ﬁeters szeer?og-?j:asyu;?cgéisfor
SVM but handles fuzzy anomalies | poorly scaled on large and noise: but requires optimisation
worse data sets .
prone to overtraining for large traffic volumes
Effective only for data with . Strongly depends on the e )
Elliptic | a normal distribution; Low complexity; scales | = 0ol of the data; Low: Llimited for pre
Envelope | poorly detects complex and well duae torsasctr? tistical unstable to multimodal ﬁggr:;n?éflﬁe'tr\:ve;ﬂf 'ter;‘}ﬁfc‘”
local anomalies pp distributions P

Source: compiled by the authors based on N. Sharma et al. (2024), F. Gutierrez-Portela et al. (2024), E.F. Agyemang (2024)
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Comparative analysis has shown that Isolation For-
est is the most versatile solution for telecommunica-
tions networks due to its high processing speed and
ability to work with large amounts of data, which is crit-
ical for detecting global anomalies in real time. LOF is
effective in specific scenarios with local anomalies, but
it is limited by low scalability. One-Class SVM can be
useful for detecting new types of attacks, but requires
additional optimisation for large traffic flows. Elliptic
Envelope was the least suitable due to its strong de-
pendence on normal data distribution, which rarely cor-
responds to real network traffic. The results highlighted
the need to develop a hybrid model that could combine
the strengths of Isolation Forest (speed and scalability)
and LOF (sensitivity to local anomalies), and consider
the adaptability to multimodal data distributions in-
herent in telecommunications networks. This approach
will improve the effectiveness of intrusion detection, in
particular, for complex and fuzzy anomalies that remain
a problem for the methods under study.

The proposed hybrid model consists of three main
components. The first component is the Isolation
Forest module for global analysis, which uses an en-
semble of 100 trees (contamination =0.1) to quickly
detect global anomalies (for example, DDoS attacks)
and pre-filter traffic. The second component is the
LOF module (n_neighbors=20), which is applied to se-
lected Isolation Forest points for detailed analysis of
local anomalies (for example, rare protocol attacks).
The third component is an adaptive clustering module
based on the DBSCAN algorithm (noise-based spatial
density clustering), which identifies non-clustered
points as potential anomalies, which is effective for
processing multimodal data distributions characteris-
tic of network traffic with various patterns of normal
behaviour and attacks (rare protocol attacks). DBSCAN
is used as the final component for detecting anom-
alies in network traffic after global analysis using
Isolation Forest and local analysis via LOF. The key
parameters of DBSCAN eps and min_samples were
dynamically configured based on statistical charac-
teristics of the data, such as distance distribution or
density. This adaptive approach is scientifically sound
because it allows the algorithm to consider local data
features, which is crucial for detecting anomalies in
heterogeneous data sets.

The eps parameter determines the sensitivity to
local density. Too small values lead to cluster fragmen-
tation and an increase in false-positive results, while
inflated values reduce the ability to detect rare anom-
alies due to the combination of different patterns. The
min_samples parameter sets a density threshold for
cluster development. Low values increase sensitivity,
but contribute to the development of unstable clusters.
High values make the algorithm stricter by increasing
the number of points marked as noise. Dynamic adjust-
ment of parameters based on local characteristics, in
particular, through analysis of k-nearest neighbours

or average density, ensures adaptability to changes in
traffic. However, the efficiency of DBSCAN depends on
the quality of input data and is accompanied by high
computational costs, which limits its use in real time.
DBSCAN is sensitive to noise and abnormal features in
data, which can also distort clustering in network traf-
fic conditions. In addition, its computational complexi-
ty (without optimisation) makes it difficult to process
large amounts of real-time data (Sharma et al., 2024).

To improve efficiency, the model uses indexing
structures such as K-d trees, which speeds up the
search for neighbouring points under favourable con-
ditions, and preliminary dimensionality reduction
through Principal Component Analysis with key feature
retention control. Dynamic adjustment of eps and min_
samples parameters were based on the distribution
of inter-point distances and sample size, and the k-d
tree index structures and Principal Component Analysis
were tested on hybrid model data, which confirms their
effectiveness. These measures, which were validated on
test datasets, ensure DBSCAN adaptability and syner-
gy with Isolation Forest and LOF in the hybrid model.
DBSCAN complements Isolation Forest, which reduces
data volume, and LOF, which clarifies local anomalies,
allowing DBSCAN to focus on clustering and identifying
isolated points. This interaction increases the accuracy
of detecting complex attacks, and clear parameter set-
tings and proven optimisations guarantee the reliabili-
ty and transparency of the model.

The hybrid model’s operation algorithm includes
five stages. At the first stage, data preprocessing is per-
formed when incoming network traffic is normalised
using Min-Max Scaling. In the second step, DBSCAN
clusters data, isolating clusters and noise. In the third
step, Isolation Forest is applied to each cluster and
non-clustered points, identifying points with a high
anomalous rating. In the fourth step, LOF clarifies the
status of selected points by analysing the local density.
In the fifth stage, the results of both modules are aggre-
gated using weighted voting (Isolation Forest - weight
0.6, LOF - weight 0.4), determining the final anomaly
rating for each point. The hybrid model has a number
of expected advantages. The combination of global and
local analysis improves the accuracy of detecting both
large-scale and local anomalies. Using DBSCAN provid-
ed adaptability to multimodal distributions, which is
typical for real network traffic. Based on Isolation For-
est, the model maintains a high processing speed, and
applying LOF only to a subset of data reduces the com-
putational load. The model is flexible due to dynamic
configuration of DBSCAN parameters.

However, the model has potential problems. Setting
parameters (contamination, n_neighbors, eps, min_sam-
ples) required careful optimisation, for which it is sug-
gested to use cross-validation based on F1-Score. The
computational complexity of LOF and DBSCAN can be
reduced by parallel cluster processing. To detect fuzzy
anomalies in future studies, it is advisable to integrate

Bulletin of Cherkasy State Technological University, Vol. 30, No. 2, 2025



deep learning techniques such as autoencoders. The
next step in developing the model was to test it experi-
mentally on real-world datasets such as NSL-KDD (NSL
Knowledge Discovery in Databases) or CICIDS2017 (Ca-
nadian Institute for Cybersecurity Intrusion Detection
System, 2017), followed by performance comparisons

A. Ry & M. Kyryk

with individual Isolation Forest and LOF models. This
will allow quantifying improvements in the accuracy
and scalability of the model in the context of telecom-
munications networks. Table 7 shows a comparison of
the predicted characteristics of the hybrid model with
the results of other algorithms by key metrics.

Table 7. Comparative analysis of the hybrid approach and standard anomaly models

S . Adaptabili
Fusoe  frssnate  Pestmefiol o miiimoda
’ ’ distributions
Isolation Forest 85.8% 2.5 Low Low
LOF 86.6% 15 High Average
One-Class SVM 79.9% 20 Average Low
Elliptic Envelope 74.1% 1.8 Low Very low
Hybrid model 88% 4 High High

Source: compiled by the authors

A comparative analysis of the hybrid approach and
standard models demonstrated their performance with
F1-Score metrics and processing times of 10,000 re-
cords, and their ability to detect local anomalies and
adaptability to multimodal data distributions. The hy-
brid model achieved the highest F1-Score (88%) with
a processing time of 4 seconds, surpassing the stand-
ard Isolation Forest (F1-Score = 85.8%, 2.5 s), LOF
(F1-Score 86.6%, 15 s), One-Class SVM
(F1-Score = 79.9%, 20 s), and Elliptic Envelope
(F1-Score = 74.1%, 1.8 s) methods. Elliptic Envelope
and Isolation Forest process data the fastest (1.8 s and
2.5 sec, respectively), but their lower F1-Score (74.1%
and 85.8%) reflects limited ability to detect local anom-
alies (low for both) and adaptability to multimodal
distributions. LOF shows a high ability to detect local
anomalies (F1-Score =86.6%) and average adaptability,
but its processing time (15 seconds) was much higher.
One-class SVM has an average capacity for local anom-
alies and low adaptability, which makes it less efficient
in complex network scenarios.

The hybrid model, which combines Isolation Forest,
LOF and DBSCAN, provides an optimal balance with an
F1-Score of 88.0%, reflecting high accuracy in detect-
ing global and local anomalies, and high adaptability
to multimodal distributions for efficient processing of
complex network data. The processing time of 4 sec-
onds, although longer than that of Elliptic Envelope
(1.8 seconds) or lIsolation Forest (2.5 seconds), is an
acceptable trade-off for telecommunications systems
where accuracy in detecting threats such as DDoS at-
tacks or port scanning is a priority. The performance
of the hybrid model is evaluated by integrating the
strengths of its components, where Isolation Forest
provides fast pre-filtering (2.5 s), LOF helps to detect lo-
cal anomalies (F1-Score=86.6%), and DBSCAN increas-
es adaptability to multimodal distributions. Processing
time is optimised due to DBSCAN parallel clustering
and lsolation Forest preprocessing. These results con-
firmed the potential of the hybrid model as a universal
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solution for detecting intrusions in telecommunications
networks, capable of adapting to various scenarios with
high accuracy. Thus, the developed hybrid model com-
bined the key advantages of leading anomaly detection
methods, demonstrating improved predictive charac-
teristics, high adaptability and processing efficiency in
real telecommunications traffic conditions. Its applica-
tion can significantly increase the level of security of
information systems, and serve as a basis for further
research and implementation of intelligent intrusion
detection systems in critical infrastructures.

DISCUSSION

The results of the simulation of the hybrid anoma-
ly detection system, which combines Isolation Forest,
LOF and DBSCAN clustering algorithms, showed a sig-
nificant increase in the accuracy of threat detection
(F1-Score=0.88) compared to the use of separate mod-
els. This indicates the effectiveness of the integrated
approach in conditions of high variability and multimo-
dality of telecommunications traffic. An attempt to im-
plement such integration was observed in the HYbrid
and Robust Intrusion DEtection (HYRIDE) model pro-
posed by S.Srivastav et al. (2025), which was also based
on the idea of hybridisation methods. However, the key
difference is that HYRIDE does not have a pre-cluster-
ing component, which limits its flexibility in working
with spatially heterogeneous data. The use of DBSCAN
in this model helped to better adapt to multimodal
traffic distributions, reducing the impact of excessive
noise and unstructured deviations.

In the study by A. Russell-Gilbert et al. (2025), the
Retrieval-Augmented Anomaly Detection using Large
Language Models (RAAD-LLM) model implemented
threat detection by integrating large language mod-
els with Retrieval-Augmented Generation. The gen-
eral concept of adaptation to new threats correlated
with the results of the study, but the implementation
differed fundamentally. In RAAD-LLM, adaptation was
achieved by semantic enrichment of queries, where as
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in the presented hybrid architecture, through struc-
tural processing of the feature space. Thus, the sim-
ilarity was manifested at the level of the functional
task, while the discrepancy was in the choice of tools.
In addition, M.A. Akif et al. (2025), who examined the
combination of several classical voting-based mod-
els, partially coincided with the current study, because
both models were built as hybrid and used a consist-
ent solution of several algorithms. Simultaneously,
unlike the implemented architecture in this study, the
researchers’ approach did not involve step-by-step fil-
tering or structural decomposition of input data, since
all models work on a single flow.

Equally significant was the focus on the heter-
ogeneity of network traffic highlighted by K-C. Lu et
al. (2024), where intrusion detection in Supervisory
Control and Data Acquisition Systems was investigat-
ed. The researchers noted the critical role of adaptive
mechanisms for energy monitoring systems, which, like
telecommunications networks, are characterised by
complex, multi-layered flows. Although the model was
focused on a narrow infrastructure sector, in both cases,
the need for algorithms that work efficiently with mul-
timodal data was identified. The system built as part
of this study confirmed its ability to adapt to this by
combining cluster and outlier analysis.

Another aspect was the automatic configuration
of models without labels, which was considered by
O. Anser et al. (2024). Their AutoML approach allowed
creating detectors based on “clean” (unpacked) data,
reducing dependence on pre-known attack patterns.
A similar problem was solved in the current model
by dynamically optimising DBSCAN parameters (eps,
min_samples) and controlling contamination in Iso-
lation Forest. The difference lies in the way it is im-
plemented - while AutoML works as a “black box”, the
approach of this study provided greater transparency
and control over the detection logic.

G.M. Firdaus & V. Suryani (2024) proposed an ap-
proach to improving DBSCAN clustering by pre-reduc-
ing the sample size. Their methodology was aimed at
reducing the computing load, which was especially im-
portant in conditions of large traffic flows. In the devel-
oped model of this study, a similar effect was achieved
by combining with Isolation Forest, which cuts off
anomalous or irrelevant points before clustering is per-
formed. This automated filter reduced the processing
time to 4 seconds per 10,000 records, which is signifi-
cantly lower than that of LOF or One-Class SVM.

The search for more error-resistant anomaly de-
tection methods was shown in the study by S. Cohen et
al. (2023), who proposed a Test-Time Augmentation
model for Neural-network-based Anomaly Detection
based on the test-time augmentation mechanism. Their
approach involved generating input data variations
directly during testing, which helped to improve clas-
sification accuracy in conditions of unstable traffic. In
this study, a similar effect was achieved in another way,

which included structural interaction between global
analysis (Isolation Forest), local analysis (LOF),and clus-
ter module (DBSCAN). Although the technical means
differ significantly, both approaches have demonstrat-
ed alternative solutions to the same problem, namely,
the detection of weakly expressed, mixed, or unstable
anomalies in the network environment.

TJ. Hassan et al. (2024) in their study focused on
modelling False Data Injection Attacks in distributed
generation systems. Their proposed attack scenarios
showed how easily anomalies can disguise themselves
as normal traffic, which made them difficult to detect
using conventional methods. Despite the difference in
the subject area, this problem is extremely relevant in
telecommunications networks. It is due to the combina-
tion of DBSCAN and LOF within the hybrid model that
it was possible to achieve resistance to such hidden
structures, especially after the preliminary isolation of
anomalous points through the Isolation Forest module.

The study by M.A.Uddin et al.(2024) and M.Ahmed et
al. (2025), dedicated to detecting fuzzy and zero-day
attacks, demonstrate the effectiveness of approaches
based on deep neural networks. Autoencoders and hy-
brid recurrent convolutional models can work success-
fully without labelled samples. However, the proposed
model in this study had significantly lower computa-
tional costs, which was critical in real time. In addition,
the compared results (F1 =88%) showed that classical
algorithms, properly combined, can compete with more
complex architectures.

Efforts to reduce the number of false-positive re-
sults were traced in the study by H. AL-Husseini et
al. (2024), where Long Short-Term Memory and evolu-
tionary algorithms such as the Whale Optimisation Al-
gorithm were combined to fine-tune hyperparameters.
This approach provided flexibility, but required signifi-
cant resources at the training stage. Instead, the hybrid
architecture presented in the current study achieved a
similar balance between Precision and Recall through
weighted voting and parallel configuration of compo-
nents without using complex optimisers.

The problems of trust in models under unfavoura-
ble conditions were investigated by H. He et al. (2025),
who focused on countering data poisoning during
training. Their approach, based on the use of marginal
time samples, actualised the risk of latent influence on
model parameters. Although the proposed hybrid sys-
tem did not contain a direct mechanism for countering
such attacks, its multi-level structure, with independent
decision-making at each stage, potentially increases re-
sistance to distorted or atypical inputs.

C-W. Tsai et al. (2024) proposed a solution for de-
tecting power theft in smart grid, which was based on
combining several weak models into a single ensem-
ble. Despite the applied focus on a narrow domain,
their architecture showed similar structural features
to that developed by the results of this study: both
systems relied on the idea of complementarity of
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models. However, the proposed hybrid model went
beyond specialised applications and demonstrated
the potential for scaling in conditions of heterogene-
ous traffic and a wide range of attacks.

C. Rajathi & P.Rukmani (2025) implemented com-
bining models with different natures (parametric and
nonparametric), which was consistent with the idea
of combining the approaches of the current study.
Their system did not include a clustering level and
did not implement adaptive hyperparameter selection
for structuring multimodal space, which fundamen-
tally distinguished it from the approach implemented
in this study. The similarity can be traced in the very
attempt to consider the complementarity of models,
while the discrepancy lies in the level of flexibility and
scalability of the solution.

Consequently, the hybrid model demonstrated
high efficiency and adaptability, and improved resist-
ance to changes in the network environment, which
is important for ensuring the security of telecommu-
nications networks. The use of a combination of Iso-
lation Forest, LOF, and DBSCAN helped to accurately
detect anomalies even in difficult and variable tel-
ecommunications traffic conditions. The results of
the study confirmed that the hybrid approach allows
working effectively with large amounts of data and
reducing the level of false positives, which is criti-
cal for real-world operating conditions. The technical
implementation of this approach provides high scal-
ability and processing speed, which makes the model
suitable for use in real networks. The proposed mod-
el has the advantage of processing multimodal data
and adapting to variable conditions, which makes it
promising for use in intelligent security systems of
telecommunications networks.

CONCLUSIONS

As a result of the study, the effectiveness of the hy-
brid anomaly detection model for telecommunications
networks was confirmed. The combination of Isolation
Forest, LOF, and DBSCAN clustering algorithms sig-
nificantly improved the accuracy of threat detection
(F1-Score=88%), which was an important achievement
compared to using separate models. On a simulated
dataset of 10,000 records, where 10% were anomalies
(DDoS attacks, port scanning, unauthorised access),
the model achieved an F1-Score of 88%, surpassing
individual algorithms Isolation Forest (85.8%), LOF
(86.6%), One-Class SVM (79.9%), and Elliptic Envelope
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Intrusion detection in telecommunications networks using network traffic analysis
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AHoTauif. 3pocTaHHs Kibep3arpos i 0bcsaris MepexxeBoro Tpadiky nigkpecnmnun notpeby B ebeKTUBHMUX
MeToAax BUSBIEHHS aHOMani. MeToto pocnipxeHHs byna po3pobka ribpuaHoi Mogeni BUSBNEHHS aHOManin y
TeNeKOMYHiKaLiMHUX Mepexax i3 MiABULLEHOI TOYHICTIO HA OCHOBI MOPIBHANBHOIO aHani3y 6€3KOHTPONbHUX
anroputmMiB. Y xoai po6otu 6yno npoBefeHo NOPIiBHSHHS YOTMPbOX OCHOBHWMX anropuTMmiB: Isolation Forest, Local
Outlier Factor (LOF), One-Class Support Vector Machine (SVM) Ta Elliptic Envelope, 32 LonoMorotw CMMynboBaHMX
[aHuX MepexeBoro Tpadiky. Metoaun aHanisy BKAOYaNM HOpManisaLio AaHUX 33 gonomoroto Z-score Ta Min-Max
Scaling ong ycyHeHHst MaclwTabHMX BiAMIHHOCTEN MiXK 03HAKaMu. N9 NigBULLEHHS TOYHOCTI BUSB/IEHHS aHOMaNin
6yno 3acTocoBaHo aHcaMbb i3 100 pepes piweHb. Y pesynbtati 6yno BuaeneHo, Wwo Isolation Forest 3abe3nevysas
HaMbinbLy TOYHICTb BUABNEHHS aHoManin (F1-Score= 85,8 %) i BUCOKy WwBMAaKicTb 06pobku (4ac 06pobku Ha 10000
3anuciB y 2,5 cek), wo 6yno BaXIMBUM 418 peanbHUX YMOB TeNIEKOMYHIKaLiMHUX Mepex 3 BENUMKUMK 0b6Caramm LaHuX.
LOF noka3saB BMCOKY TOUHICTb NPY BUSIBAEHHI JIOKAZIbHUX aHOManii, ane 3 Hinbwo 06YMCOBaNbHOK CKNAAHICTHO.
Anroput™ One-Class SVM BusBngs rnobanbHi aHoManii, ane 4EMOHCTPYBAB HUXYY TOUHICTb AN NokanbHuX. Elliptic
Envelope MaB obMexeHy eheKTUBHICTb Yepe3 NPUNYLLEHHS NPO HOPManbHUIM po3noain aaHux. lonatkoso 6yno
po3pobieHO KOMMIEKCHY MOLENb, KA NOEAHYBaNa nepeearw Isolation Forest, LOF Ta Density-Based Spatial Clustering
of Applications with Noise, wo no3sonuno nigeuwmtn F1-Score no 88 % Ta NnepeBUWNTM pe3ynbTaTM OKPEMMUX
mopenei. [i6puaHa Modenb Nokasana afanTMBHICTb A0 BaraToMoAanbHUX PO3NOAINiB Ta eHEKTUBHICTb Y BUSBIEHHI
NOKaNbHUX aHOManii. MpakTMYHa 3HAUYMMICTb NONsSrana B MiABMLLEHHI TOYHOCTI I CTIMKOCTI CUCTEM MepexeBoi be3neku
Ta POpPMYBaHHi OCHOB ANS1 AAANTUBHUX ANTOPUTMIB PEaNbHOMO Yacy, Wo A03BOANN0 daxiBLaM 3 Kibepbe3neku Ta
TeNneKoMyHiKaLin epekTUBHiLLEe MOHITOPUTHU Ta 3aXMLLATK Mepexi Bif 3arpo3
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