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Abstract. The relevance of the study was determined by the increasing threat of covert distribution of malicious
software through the metadata of digital images, which complicated the detection using standard methods.
The aim of the work was to develop a new approach to detecting malicious files through the analysis of image
metadata using artificial intelligence methods. To achieve this, a detailed analysis of the main metadata standards
was carried out, and vulnerable fields capable of hiding malicious code and being ignored by traditional security
methods were identified. The results of the theoretical study showed that the most informative characteristics
for threat detection were metadata features such as timestamps, geolocation coordinates, and device data. It
was also established that non-standard values in the fields, such as abnormal timestamps or suspicious code
markers, could serve as indicators of malicious activity. A comparison of traditional threat detection methods
was conducted, which revealed the low effectiveness when working with metadata, as these methods were
mainly focused on identifying malicious elements in the visual part of the file rather than on analysing the
accompanying structure. The developed conceptual model, oriented towards the specified characteristics,
demonstrated significant potential for effectively detecting anomalies and hidden malicious code in metadata.
This approach made it possible to reduce the number of false positives, as it focused not only on detecting
obvious deviations but also on subtler changes in the structural layer of images. The conclusions confirmed that
the analysis of accompanying information was an important tool for detecting new forms of threats. The practical
significance of the study lay in the possibility of using the proposed concept as a basis for the development of
specialised systems for monitoring and preventing cyber incidents
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INTRODUCTION

The issue of covert distribution of malicious software
through digital images remained one of the most com-

remained invisible to traditional security systems. Due
to the combination of classical and multi-level methods

plex challenges in the field of cybersecurity. One of the
latest directions in this domain was the use of image
metadata to conceal malicious code, which significant-
ly complicated the process of detecting threats using
standard file-checking methods. A particular threat was
posed by subtle modifications in the pixels or meta-
data structure that did not cause visual changes and

of hiding information, traditional detection approaches
proved to be ineffective. With the advancement of ste-
ganographic capabilities, there was a growing need for
new systems of automatic threat recognition capable of
analysing not only the visual component but also hid-
den information in the structure of images. Therefore,
the development and evaluation of the effectiveness of
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such systems based on artificial intelligence (Al) was a
pressing task for modern cybersecurity.

Against the backdrop of active development of
steganographic techniques in metadata, the task of
creating such methods and developing techniques
for detecting hidden information became important.
Y. Fernando et al. (2024) presented an innovative ap-
proach to steganography via image metadata, which
ensured a high level of concealment of transmitted
information. However, the authors focused on im-
proving hiding methods while leaving the issue of
detection without thorough analysis. In the work of
D.R.Setiadi et al. (2025), a wide range of modern steg-
anographic methods were reviewed, including image,
textual and 3D data, but the need to explore practical
aspects of detecting malicious modifications in meta-
data was also noted.

The challenges of increased data stealth and
detection difficulty were addressed in the study by
0. Kuznetsov et al. (2024a), which showed that using a
wide range of signals in steganography significantly in-
creased detection complexity. This, in turn, required the
adaptation of more complex analytical models, includ-
ing Al applications. In this context, the works of L. Cav-
iglione & W. Mazurczyk (2022) outlined the danger of
stego-malware as hidden threats, emphasising the in-
effectiveness of traditional antivirus tools in detecting
new types of attacks. V. Verma et al. (2022) supported
this conclusion by describing the difficulties of iden-
tifying malicious code disguised as legitimate digital
objects in Windows environments.

The use of deep learning for image analysis was
explored by J. EL Abdelkhalki et al. (2022), where the
successful application of neural networks for detect-
ing malicious content was highlighted. However, at-
tention was paid to the analysis of the visual part of
images, while the issue of hidden threats in metadata
remained underexplored. The study by A.l. Iskande-
rani et al. (2021) demonstrated the effectiveness of
using Al for steganalysis of digital objects, but the au-
thors did not address the modelling of threats at the
metadata level.

Additionally, C. Ahmadi et al. (2024), in their work,
analysed the use of steganography in backdoor at-
tacks against Al models, emphasising the difficulty of
detecting such intrusions, which further underscored
the need to create adaptive protection mechanisms.
Meanwhile, reviews by I.H. Sarker (2023) and A.H. Sa-
lem et al. (2024) confirmed the growing role of intelli-
gent systems in ensuring cybersecurity, but the issue
of metadata analysis remained insufficiently devel-
oped in the works.

The comparison of traditional and intelligent solu-
tions for threat detection tasks conducted by F. Wang
& Y.Tang (2024) showed the advantages of Al methods
in complex scenarios, although without detailing the
specific features of working with supplementary infor-
mation in media files. Regarding Ukrainian research,

A.Kashtalian et al. (2024) developed a multi-computer
system for detecting malicious software considering
metamorphic changes, focusing on code transforma-
tions and behavioural characteristics of programs.
However, metadata structure remained outside the
scope of analysis. At the same time, A. Kobozieva et
al. (2023) focused on developing steganalysis meth-
ods for digital video and image sequences, paying at-
tention to changes at the bit-sequence level. However,
the approaches were primarily oriented towards con-
tent analysis rather than structural metadata features,
leaving open the question of integrating such solu-
tions into the task of detecting malicious attachments
in image-associated data.

The aim of the study was to develop a conceptu-
al approach to detecting malicious files by analysing
image metadata using modern Al methods. To achieve
this aim, the following objectives were formulated: to
justify the selection of key metadata characteristics
subject to analysis for detecting malicious software; to
analyse typical scenarios of using steganography in im-
age metadata to conceal malicious software; to assess
the potential of using Al methods for automatic threat
recognition in metadata; and to develop a basic con-
cept for a model that detects malicious files based on
metadata analysis.

MATERIALS AND METHODS

The assessment of the possibility of concealing mali-
cious software in digital images was conducted through
the analysis of the technical characteristics of metada-
ta formats, the usage patterns in file processing, and
potential risk aspects related to manipulation of struc-
tural elements. The study took into account scenarios
of covert threat distribution via modification, addition,
or encryption of information in metadata fields with-
out affecting the visual integrity of the file. The exami-
nation was based on open technical documentation of
metadata formats, such as the EXIF Specification (Cam-
era & Imaging Products Association, 2012) and the In-
ternational Press Telecommunications Council (2024),
as well as cybersecurity analytical reports, such as the
Internet Security Threat Report (2017), which explored
the use of steganography for hiding malicious soft-
ware. For the sake of analytical relevance, the materi-
als were selected based on criteria of topicality, prac-
tical orientation, and alignment with the subject of
malicious code detection in metadata. Open archives
of digital images also played an important role, pro-
viding examples of typical metadata structures, such
as the Openlmages Dataset (Krasin et al., 2017), Break
Our Steganographic System (Bas et al., 2011), and Ste-
goAppDB (Newman et al., 2019).

Theoretical modelling of the malware detection
system in image metadata was performed through the
analysis of structural features of the exchangeable im-
age file format (EXIF), the international press telecom-
munications council metadata standard (IPTC), and the
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extensible metadata platform (XMP), involving open
technical specifications and academic publications in
the field of information security. To develop the con-
ceptual design, data were used on metadata organi-
sation, potential attack vectors, and known practices
of manipulating supplementary information in digital
files. Critical metadata characteristics were identified
through the systematisation of fields that allowed un-
restricted input or storage of large data volumes with-
out mandatory validation. Particular attention was paid
to timestamps, geolocation coordinates, device identi-
fiers, software versions, structural consistency of fields,
and total metadata volume. The list of features was
formed based on comparative analysis of typical and
anomalous values found in publicly available metadata
examples of digital images.

The conceptual model of processing was built by
determining the main stages of input data transfor-
mation: extraction of supplementary information, re-
moval of secondary fields, normalisation of numerical
values to a single scale, and encoding of categorical
variables using one-hot encoding. All processed fea-
tures were considered as an input vector for further
analysis using machine learning. To ensure the mod-
el’s resilience to data structure variability, consistency
of feature formats was maintained regardless of the
original metadata type. The classification component
of the concept was developed with a focus on using a
shallow multi-layer perceptron (MLP) neural network.
This decision was based on the requirements for com-
putational efficiency and the model’s ability to adapt
to complex interdependencies between features with-
out manual pattern identification. The alternative
use of gradient boosting models was considered for
situations requiring increased classification accuracy
with limited input features. To manage classification
sensitivity, the system proposed a probabilistic inter-
pretation of model outputs with the ability to adjust
threshold values.

The conceptual verification of the system’s archi-
tecture was carried out by logical modelling of poten-
tial scenarios for concealing malicious code in meta-
data, based on typical anomalies and non-standard
structural modifications described in the literature.
The modelling was theoretical in nature and involved
risk analysis arising from manipulations with metada-
ta fields (UserComment, MakerNote, XMP custom fields,
etc.). All assumptions were based on publicly available
technical documentation and analytical reports, which
avoided the experimental influence of variable envi-
ronments and ensured the generalisability of the con-
cept for future implementation.

RESULTS

Metadata of digital images represent a critically impor-
tant element of modern information systems, providing
contextual descriptions of content, facilitating index-
ing, copyright management, and automation of content
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processing. However, alongside the widespread use of
metadata, significant information security threats arise
due to the peculiarities of implementation and func-
tioning of the main metadata storage standards. The
most common formats are EXIF, IPTC, and XMP, each
with specific data organisation characteristics and cor-
responding vectors of potential attacks.

The EXIF standard, initially developed for digital
cameras, involves embedding metadata directly into
image files, primarily in JPEG or TIFF formats. Since
EXIF was primarily aimed at preserving technical in-
formation, such as shooting parameters, camera mod-
el, or geolocation data, the issue of metadata struc-
ture security was not a priority during the design of
the standard. Fields that allow free input of data, such
as “UserComment” and “MakerNote”, may store arbi-
trary text or binary arrays without proper validation.
This creates a possibility for injecting hidden code,
including scripts or objects, for subsequent system
exploitation during file processing by inadequately
protected software (Monika & Eswari, 2023).

IPTC metadata, used mainly in professional jour-
nalism and media production, allow the description
of textual image attributes: titles, keywords, author
names, usage rights, etc. The IPTC format provides
stricter data structuring compared to EXIF, but sev-
eral fields still allow the input of large volumes of
text without format or length limitations. According-
ly, if the receiving system does not implement ade-
quate mechanisms for checking or cleaning textual
data, such fields may be exploited to inject malicious
content, including SQL injections, scripts, or other
forms of attacks on system integrity or confidentiality
(Jian et al., 2021).

The XMP format, proposed by Adobe Systems, im-
plements a more flexible metadata concept based on
the principles of extensibility and integration. XMP
uses standardised XML structures to describe meta-
data fields, allowing the inclusion of an unlimited
number of hierarchically organised records. Com-
pared to EXIF and IPTC, XMP offers greater flexibil-
ity and expansion potential by adding user-defined
schemas and namespaces. At the same time, the use
of XML as a foundation introduces additional vul-
nerabilities specific to the processing of structured
data. Since most XML parsing libraries do not impose
default restrictions on document depth or size, in-
adequate handling of XMP metadata may become a
serious attack vector on applications interacting with
digital images. For illustration, Table 1 presents an
example of a typical EXIF metadata set and a simu-
lated example with anomalous values that may po-
tentially contain hidden payloads or indicate steg-
anographic use of the field.

Thus, digital image metadata can be used to hide
malware using a variety of techniques aimed at manip-
ulating the structural elements of the file. Table 2 lists
the main methods of hiding threats through metadata.
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Table 1. Examples of typical and anomalous values in digital image metadata

Field Typical value Abnormal value
Make Canon $$%null%%
Model EOS 600D bash_exec:systemctl.sh
Software Adobe Photoshop CC 2019 aHROcDovL21hbGljaW91cy5leGU=
UserComment Summer vacation, Aug 2022 <script>eval('malware’)</script>
XMP Payload - {“payload™:“execute’flag”:true}

Source: created by the author

Table 2. Typical methods of hiding malware in digital image metadata

Hiding method Metadata field

Risk description

Inserting encrypted text

UserComment, MakerNote

Hidden payload among legitimate data

Creating redundant fields XMP custom fields Injection of non-standard metadata
Manipulation of geolocation data GPSInfo Transferring malicious commands
Paste into file header File Header Code masking in service segments

Mutation of standard fields

Make, Model, Software

Imitation of legitimate data to hide commands

Using non-standard encodings

UserComment, XMP Description

Data masking via Base64, Hex and other encodings

Source: created by the author based on data from the Camera & Imaging Products Association (2012), Internet Security Threat
Report (2017), and International Press Telecommunications Council (2024)

The analysis of metadata storage standards demon-
strated that the existing solutions did not provide an
adequate level of security without additional meas-
ures of validation, cleaning, and input data restriction.
In this regard, it became necessary to investigate the
effectiveness of existing mechanisms for detecting hid-
den malicious objects in digital images, focusing both
on traditional antivirus approaches and on specialised
steganalysis methods.

The main methods used in practice remained gener-
al-purpose antivirus systems.The functioning was based
on searching for known signatures, behavioural analy-
sis of objects, or heuristic anomaly detection. However,
when working with images, antivirus systems demon-
strated significant limitations. Image files by nature
contained numerous permissible variations in content
and metadata, complicating the construction of unam-
biguous signatures for malicious modifications. In ad-
dition, antivirus products were mostly content-oriented
and did not conduct in-depth analysis of accompanying
data, which allowed attackers to use metadata for trans-
ferring hidden code without hindrance (Sarker, 2024).

Steganography in metadata differs from classical
methods of hiding visual information in that it uses
textual or binary metadata fields to embed hidden
content. Therefore, another approach to detecting con-
cealed changes in images became steganalytic meth-
ods based on pixel structure analysis. Such methods
aimed to detect traces of steganography by examining
statistical anomalies in pixel distribution, histogram
analysis, or the calculation of specific signal charac-
teristics. The use of such approaches allowed for the
highly sensitive identification of classical forms of in-
formation hiding in visual data (Ptachta et al., 2022).
However, in the case of working with metadata, the
effectiveness of steganalytic methods significantly

decreased, as the accompanying image information
could not be analysed via visual features (Kuznetsov et
al., 2024b). Thus, traditional pixel-based analysis did
not allow for the detection of hidden threats embed-
ded at the level of an image’s structural data.

It is also worth noting attempts to use simple ma-
chine learning models to detect changes in file data
structure. These models were generally built on clas-
sification or clustering approaches using limited sets
of features, such as metadata size, number of fields, or
types of attributes used. Although the results of such
analysis made it possible to detect obvious anomalies,
these methods remained insensitive to complex and
well-camouflaged threats. The models often failed to
consider deep interrelations between different meta-
data characteristics and were prone to high levels of
false positives in cases of non-standard but legitimate
changes to file structure. For a visual comparison of the
effectiveness of traditional methods for detecting hid-
den malicious software in metadata of digital images,
Figure 1 illustrates the dependence of detection accu-
racy on the level of attack complexity.

As a result of the analysis of existing solutions, it
was established that none of the traditional approach-
es provided an adequate level of effectiveness in de-
tecting concealed malicious code in image metadata.
The lack of adaptability in models and the limitations
of classical analysis methods at the level of content or
simple characteristics of accompanying data created
significant obstacles to detecting new forms of threats.
Thus, the analysis showed that existing methods had
limited potential for identifying modern threats, espe-
cially those masked within the metadata layer of digital
images. Consequently, there arose a need to develop a
solution focused specifically on analysing the structural
information of files.
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Figure 1. Dependence of the effectiveness of various methods for detecting malware
in metadata on the complexity of attacks

Source: created by the author

Based on the analysis conducted, it was expect-
ed that the input to the proposed system could be a
digital image file in JPEG, PNG, or another common
graphic format containing a metadata structure. Giv-
en the specific task - detecting concealed malicious
elements - it would be reasonable to focus not on the
full visual analysis of the image, but rather on pro-
cessing its structural part. Metadata are considered a

Pre-cleaning
and
normalisation

Input image Metadata

extraction

potentially vulnerable carrier of hidden information,
which justifies the prioritisation in the analysis. To
ensure a structured approach to detecting malicious
software in image metadata, the proposed system en-
visaged the sequential execution of several stages of
data processing. Figure 2 presents the general system
architecture, illustrating the main stages of analysis
of the input object.

Convert to
feature
vector

Risk definition:
Safe/suspicious

MLP/boosting
classification

Figure 2. General scheme of digital image processing in the proposed threat detection system

Source: created by the author

It was envisaged to perform preliminary parsing of
the input file to extract supplementary data, such as the
EXIF section and other accessible fields, characteristic
of the respective format. This approach was determined
by the fact that metadata usually contains static textu-
al or numerical values, which simplifies the processing
compared to the analysis of complex pixel structures.
Metadata analysis was expected to include the study
of a number of characteristics that could potentially
serve as indicators of malicious activity. Specifically, it
was proposed to evaluate the overall size of the EXIF
section, the number of present tags, the types of tags
used, and to check for anomalous or unusual values in
the metadata fields. Such anomalies could include ex-
cessively large or negative numerical values, incorrect
date formats, unusual or suspicious codes identifying
device manufacturers or shooting parameters.

To increase system reliability, a superficial analysis
of basic pixel structure characteristics was allowed - for
example, noise levels or microdeformations - however,
the main focus would remain on processing metadata
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as a more probable vector for threat concealment. The
most informative elements for analysis proved to be
the timestamps for file creation and editing, geoloca-
tion coordinates, recording device data, software ver-
sion numbers, and the total metadata size. Anomalies
in these fields, especially in cases of inconsistency or
excessive size, could indicate attempts to conceal a ma-
licious payload (Zuppelli et al., 2021).

In selecting the type of machine learning model,
it would be appropriate to focus on the need to en-
sure a balance between high analytical sensitivity and
moderate computational demands. Accordingly, one of
the most suitable architectures was considered to be an
MLP with some layers. This structure allows for efficient
operation with medium-dimensional input vectors and
provides sufficient flexibility for adaptive learning. Al-
ternatively, gradient boosting methods could have been
chosen, due to demonstrating high accuracy on tabular
data. However, the neural network was considered the
preferred option due to its ability to self-update and
better suitability for processing new types of threats
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without requiring full model reconstruction. Compared
to decision trees or support vector machines, MLPs offer
a higher learning capacity on complex interdependen-
cies between features, which is critically important for
detecting non-standard and masked malicious patterns
in metadata structures (Yadav et al,, 2022).

The data processing concept in the system was ex-
pected to involve several sequential stages. First, the
structural information extracted from the input image
would be cleansed of secondary attributes, then con-
verted into a feature vector. When forming input feature
vectors for the model, preprocessing steps such as nor-
malisation of numerical values (e.g. scalingtoa Oto 1
range) and one-hot encoding for categorical fields like
tag types or device identifiers were to be applied. Such
data preparation would allow the model to more effec-
tively identify patterns in mixed feature sets. This vector
would then be fed into the model, which would compute
internal representations and classify the file into two
classes: safe object or object with potential threat. To
improve prediction accuracy, a probabilistic interpreta-
tion of the model output would be used, enabling flex-
ible adjustment of trigger thresholds depending on the
acceptable risk level in specific application conditions.

At the system’s output, a decision on the analysed
object would be generated in the form of a percent-
age probability that the metadata contained hidden
malicious code. For practical use, an integrated inter-
pretation of the result was also foreseen, in the form
of a simple label - “safe” or “suspicious” - which would
simplify operational decision-making on whether to
further process or isolate the file. The proposed model
was expected to ensure adaptability to new methods of
malicious code concealment in metadata, while main-
taining a low rate of false positives when processing
atypical but safe changes. Thanks to the ability of neu-
ral networks to learn from complex multidimensional
data, it was anticipated that such a system could signif-
icantly enhance the reliability and timeliness of detect-
ing modern cyber threats that remain beyond the reach
of traditional analysis methods.

The expected results of the model’s functioning
were clarified through an analysis of typical use-case
scenarios. For instance, in cases of processing images
with EXIF metadata of standard size-approximate-
ly 1,000 bytes - containing only typical tags such as
camera model, exposure parameters, etc., a high prob-
ability of safe classification at 98-99% was anticipated.
Conversely, if anomalies were present in the metada-
ta - non-standard date formats, atypical or excessive-
ly large numerical values in geolocation or timestamp
fields - the system would be expected to demonstrate
a significant increase in threat detection probability. In
such cases, the likelihood of classifying the image as
suspicious was expected to rise to 80-90%, depending
on the nature and intensity of the detected deviations.
Thus, the model could effectively support decisions re-
garding the further processing or isolation of potentially

dangerous files, which is critically important for ensur-
ing information security amid growing cyber threats.

If image processing involved metadata with many
tags and anomalous values - e.g. up to 2,000 bytes of
data in the EXIF section, where strange or non-standard
codes for camera manufacturers or shooting parameters
were detected - this could result in a significantly higher
probability of threat detection, reaching 95% or more. In
such a case, the system would need to be capable of ad-
justing its trigger thresholds to prevent excessive false
positives, ensuring that ordinary files with mistakenly in-
correct but harmless metadata would not be blocked. To
maintain the model’s relevance, it was possible to foresee
the implementation of a mechanism for periodic updates
based on new data. The system could store anonymised
feature vectors of new files and periodically undergo
fine-tuning based on stored data without requiring full
retraining. This would allow the model to adapt to evolv-
ing methods of malicious code obfuscation.

At the same time, understanding and awareness of
potential issues proved essential for further improving
the model. One such issue could be the processing of data
with certain but frequently recurring metadata anomalies
that are not harmful, but might be misclassified as threats.
This phenomenon may occur due to non-standard yet
safe user operations - for example, when metadata con-
tains incorrect or unusual values that do not conform to
general patterns. This situation, in particular, could lead
to false positives. However, these errors could be mini-
mised due to the possibility of continuous learning and
model adjustment on new data (Carneiro et al., 2023). An
essential part of this process is the adaptation of algo-
rithms for optimising classification based on new data,
which reduces the likelihood of errors in future use.

Another possible issue could be the trade-off be-
tween data processing speed and result accuracy. In
cases where metadata has a complex structure or an
image contains a large volume of data, the processing
time may increase, potentially affecting overall system
speed. Nevertheless, thanks to innovative optimisation
techniques such as parallel data processing or the use
of more powerful computing resources, this issue could
be significantly mitigated (Monteiro et al, 2021). The
prospects for integrating faster computational mech-
anisms would significantly improve processing speed
without loss of accuracy, which would positively impact
overall efficiency. Further important challenge might
be the scalability of the model as the volume of data
processed increases. However, this issue could be ad-
dressed by improving big data processing methods,
applying intelligent algorithms for automatic resource
allocation, and reducing the need for constant process-
ing of all data via early-stage filtering. As a result, these
measures would allow the system to remain effective
even when working with large volumes of metadata.
Thus, despite some potential challenges, the imple-
mentation of this model could demonstrate significant
potential for improving threat detection accuracy and
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speed. Thanks to its ability to adapt to new data and
to optimised processing workflows, the model would
maintain a high level of effectiveness even under com-
plex or changing data conditions, offering a considera-
ble advantage over traditional security methods.

DISCUSSION

Automated threat detection systems based on Al meth-
ods have become an important tool in countering steg-
anographic techniques used by malicious actors to con-
ceal harmful components within digital objects. Data
analysis in such systems usually focuses on visual in-
formation; however, metadata remains a less explored,
albeit promising, source of intrusion indicators. The
study examined the potential for constructing a model
to detect malicious images based on the analysis of file
structural information. This approach allowed not only
for reduced computational costs, but also for identify-
ing anomalies that remain invisible to systems focused
on image content. In this regard, it became necessary to
compare the obtained results with other contemporary
studies on the use of Al in the classification and detec-
tion of threats in graphical data.

The proposed approach to analysing metadata of
digital images as the primary source of potential threat
indicators proved relevant in the context of an increas-
ing number of attacks using steganographic methods
to disguise malicious code. The conducted study con-
firmed that it is the structural characteristics of fields,
rather than the visual features of images, that represent
a promising target for threat modelling. This line of in-
quiry continued the direction initiated by D. Puchalski et
al. (2020), who demonstrated the viability of detecting
malicious objects through structural analysis of media
files. The application of detailed parsing of accompa-
nying information allowed for increased classification
accuracy of objects while reducing the risk of false pos-
itives during atypical but legitimate file modifications.

Particular attention should be paid to the work
of S. Kiltz et al. (2024), which implemented metada-
ta-based tracing of image changes to detect files with
hidden malicious payloads. The study confirmed that
even with minimal visual changes, metadata remains
a sensitive indicator of interference. This reinforced the
conclusions regarding the effectiveness of metadata as
a vector of analysis, complementing classical pixel com-
parison methods. Equally significant for drawing con-
clusions was the analysis of approaches to construct-
ing classification models that use images as a source of
input features. In the work of R. Chaganti et al. (2022),
malware was represented as images and classified us-
ing EfficientNet. This approach demonstrated high ac-
curacy in threat detection due to the capability of con-
volutional neural networks to detect complex spatial
patterns. At the same time, this study substantiated the
relevance of focusing on the structural features of ac-
companying data, thus avoiding excessive dependence
on the visual representation of the object.
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Asimilar approach was implemented in the study by
S.A.Roseline et al. (2020), where a deep model based on
a random forest was used to classify images based on
visual features. The authors highlighted the advantages
of the ensemble approach in improving accuracy and
reducing the likelihood of overfitting in the presence
of large volumes of heterogeneous input data. How-
ever, the model proved sensitive to visual deviations
in pixel structure and was ineffective in cases where
information concealment was carried out not through
the visual channel, but at the level of the file’s accom-
panying information. This confirmed the limitations of
models focused exclusively on image analysis without
considering contextual metadata. In this context, the
structural analysis of metadata implemented in the
current study made it possible to detect threats that re-
mained outside the focus of visual-type models, while
maintaining lower computational costs and greater ad-
aptability to non-standard input object formats.

More advanced architectures were proposed by
F. Ullah et al. (2022), who developed a hybrid model
with visualisation of control-flow graphs and a mul-
ti-head self-attention mechanism. By combining struc-
tural features of program behaviour with deep analysis
of instruction dependencies, the model achieved high
accuracy in detecting complex threats. However, this
approach required complex pre-processing, including
decompilation and execution tracing, which rendered it
unsuitable in scenarios with limited access to full code
or in cases involving isolated media files. The concept
proposed in the current study had the advantage that
only the accompanying structural information was used
for analysis, which is generally available without spe-
cialised tools. This ensured flexibility, scalability, and
suitability for integration into high-performance envi-
ronments with stringent response time requirements.

A significant contribution to model optimisation
was offered in the study by A. El-Ghamry et al. (2023),
where an effective loT threat detection system was de-
veloped based on an optimised image-based classifier
structure. The authors focused on reducing resource
demands without sacrificing accuracy by combin-
ing relevant feature selection with adaptive learning.
This approach reinforced the importance of focusing
on compact yet meaningful feature sets, which aligns
with the current study’s orientation toward analysing a
limited but informative segment of metadata. The pro-
posed model did not require processing the visual con-
tent of the image, thereby lowering computational re-
quirements and allowing effective detection of hidden
anomalies in metadata structures, particularly through
combining EXIF, IPTC, and XMP fields.

In the study by D.Vasan et al. (2024), a broad learn-
ing architecture was proposed for GPU-free classifi-
cation, ensuring efficiency under limited resources by
reducing model depth and employing multidimension-
al feature representation. This approach was evaluated
as suitable for deployment in applied scenarios lacking




Evaluating the effectiveness of image recognition systems...

access to powerful graphics processors. The concept
proposed in the current work, with a similar emphasis
on resource efficiency, differed in that operations were
conducted on tabular rather than visual vectors. This
simplified data pre-processing and enabled system
scalability without significantly burdening the runt-
ime environment. The use of an MLP model with a low
number of layers was supplemented by normalisation
of input values, which collectively ensured efficient and
adaptive processing of structural metadata features
with the ability to accurately detect hidden threats.

The issue of algorithm explainability was also of
particular importance in the context of applying intel-
ligent systems for threat detection. The work by A. Gal-
li et al. (2024) analysed methods for improving trans-
parency in behavioural models for malware detection.
The authors emphasised the importance of result inter-
pretability for the practical implementation of Al solu-
tions in cybersecurity. In light of this, the conceptual
model proposed in this study provided for the possibil-
ity of outputting a probabilistic estimate and a flexible
classification threshold, which would support better
understanding of the analysis results even without a
full “black box” model. This approach aligns with the
position that algorithm transparency is a critical factor
of trust in automated threat detection systems.

A general overview of the prospects of machine
learning for malware detection was presented by J. Is-
pahany et al. (2024). This study pointed to limitations
related to excessive dependence on signature databas-
es, insufficient adaptability of existing systems to new
types of attacks, and the difficulty of ensuring scala-
bility. The conclusions obtained in the current study
aligned with these statements, as the metadata-based
detection concept aimed to overcome these limita-
tions through structural analysis of accompanying data
without reliance on known threat patterns. A particular
prospect was the potential for continuous model up-
dating without the need for full retraining, which met
the challenges outlined by the authors of the review.

Another direction worth noting is the application of
metadata in a broader sense - not only for images but
also for network flows. M. Russo et al. (2021) demon-
strated the effectiveness of network metadata analysis
for detecting illegal cryptocurrency mining. The authors
proved that even without access to full packet content,
traffic metadata could serve as a sufficient source of
indicators for threat detection. In this respect, the study
reaffirmed a common idea: metadata, despite its aux-
iliary nature, can act as the primary indicator of mali-
cious activity. This further justified the need to develop
detectors focused on analysing the structural layer of
data in various formats, including graphical ones. Com-
parison of the results obtained with modern approach-
es to malware detection showed that structural infor-
mation analysis, particularly of digital image metadata,
fills the gaps characteristic of methods focused solely
on visual or behavioural features. The rationale for this

approach was confirmed by several studies highlight-
ing the importance of additional information layers for
improving threat detection accuracy. Unlike traditional
models, metadata analysis proved more informative in
cases of complex or non-standard concealment forms
and demonstrated better consistency with require-
ments for interpretability, speed, and adaptability.

CONCLUSIONS

The results of the study demonstrated the importance of
metadata as a potential vector for concealing malicious
programs, significantly complicating the detection us-
ing classical cybersecurity tools. It was established that
standard threat detection approaches, mainly focused
on visual features, are ineffective because of overlook-
ing anomalous changes in the image’s service struc-
tures. In particular, it was found that metadata in EXIF,
IPTC, and XMP formats may contain hidden elements
used to disguise malicious payloads. This significantly
increases the vulnerability of information systems, as
most traditional mechanisms analyse only the image
content, ignoring its structural wrapper. Analysis of typ-
ical and anomalous field values, such as UserComment,
Software, or XMP Payload, made it possible to identify
characteristic injection vectors that require dedicated
monitoring by detection systems.

Based on a comparative review and logical model-
ling,a conceptual model for detecting changes in digital
image metadata using Al methods was proposed.The ar-
chitecture, based on MLP, accounted for both numerical
and categorical parameters after appropriate pre-pro-
cessing, including scaling and encoding. The model
demonstrated potential in detecting structural anoma-
lies, such as incorrect date formats or suspicious geolo-
cation coordinates,positioning it as a promising solution
for practical implementation in the context of modern
cyber threats. The results obtained underscored the ad-
visability of focusing not only on file content but also
on accompanying technical data, which may serve as an
independent source of critically important information.

At the same time, the study identified a number of
limitations, including the likelihood of false positives
when processing non-standard but legitimate metadata
changes, as well as challenges associated with system
scalability when working with large volumes of data.
To improve the efficiency of future implementations, it
would be advisable to consider integrating additional
approaches, such as behaviour-based file analysis at
higher levels, and optimising computational algorithms
to ensure rapid response without sacrificing accuracy.
A promising area for further research is the adaptation
of the model to new steganographic techniques and its
integration into comprehensive cybersecurity systems,
including automated tools for monitoring and counter-
ing multi-level threats.
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AHoTauif. AKTyanbHiCTb LOCNIAXEHHS 0O0YMOBNEHA 3pOCTaHHSM 3arpo3u NMPUXOBAHOMO PO3MOBCIOAKEHHS LWKIAIUBUX
nporpam yepes MeTagaHi uMdpoBUX 306pakeHb, WO YCKAALHIOE iX BUSBNEHHS CTAaHAAPTHUMKU MeToAaMu. MeTor
poboTn 6yno po3pobuTu HOBUI MiAXif 4O BUSBNEHHS WKiAAMBUX DainiB yepes aHanis MeTagaHux 306paxeHsb i3
BMKOPUCTAHHAM METOAIB WTY4YHOro iHTenekTy. [1ng uboro 6yno npoBefaeHo AeTanbHUIM aHani3 OCHOBHWX CTaHAAPTIB
MeTafaHuX, a TaKOX BU3HAYEHO YPas3/MBi NONS, 343aTHI NPUXOBYBATH LIKIAAMBUI KO Ta SIKi iTHOPYIOTbCSA TPAAMLIMHUMM
MeTogamu besneku. Pe3ynbTaTv TEOPETUYHOO AOCIAXKEHHS NOKA3au, WO HaWbinbL iHHOPMaTUBHUMM ANS BUSBIEHHS
3arpo3 € XapakTepuCTUKM MeTafaHuX, Taki K 4acoBi BIAMITKKU, reONOKaLiMHi KOOPAMHATK Ta AaHi Npo NpUCTPOiI.
OkpeMo 6yNio BCTAHOBJIEHO, WO HECTAHAAPTHI 3HAYEHHS B MNONAX, HAMPUKAAL, aHOMAJIbHI YAaCOBi MO3HAYKKU YM
nifo3pini KoAOBI NO3HAYEHHS, MOXYTb BUCTYNATU iIHAMKATOPAMM LWKIANWBOIT aKTUBHOCTI. bByno 3aiicHEHO NOPiBHSAHHA
TPaAMLIiAHUX METOLIB BUSAB/IEHHS 3arpo3, ke BUSIBUIO iX HU3bKY ePeKTUBHICTb Npy poboTi 3 MeTagaHWMMU, OCKiNTbKK
Ui MeToam 34e6inblloro OPiEHTOBAHI HA BUSIBIEHHS LKIANMBUX €IEMEHTIB Y Bi3yanbHilh YacTuUHI aiiny, a He Ha
aHani3 cynpoBigHoi cTpykTypu. Po3pobneHa KoHuenTyanbHa MoAeNb, OPIEHTYHOUMCh HA 3a3HAYEHI XapaKTEPUCTUKY,
NpoAEeMOHCTpYBana 3Ha4yHMIM noTeHuian ang eheKTUBHOrO BUSBAEHHS aHOMaNiM i MPMXOBAHOrO WKiAMBOrO Koay B
MeTafaHux. Llei niaxin A03BONSE 3HMXKYBATU KiIbKiCTb MOMMAKOBMX CNPaLLOBaHb, OCKiIbKM DOKYCYETLCS HE nuLue
Ha BUSIBNIEHHI OYEBWUIHMUX BiAXUEHD, a/ie M Ha BiNbll TOHKMX 3MiHAX Y CTPYKTYpHOMY Lapi 306paxeHb. BUCHOBKM
NiATBEPAXYIOTb, WO aHani3 CynpoBigHoi iHPopMaLii € BaXIMBUM iIHCTPYMEHTOM AN BUSBNEHHS HOBUX DOPM 3arpos.
[MpakTWMyYHa 3HAYUMICTb AOCAIAKEHHS MNONATAaE B MOXAMBOCTI BUKOPUCTAHHS 3anNponOHOBAHOT KOHLUENLiT SK OCHOBM
Ans nobynoBuM cnewianizoBaHUX CUCTEM MOHITOPUHIY Ta NONEpPesKeHHSN KibepiHUMAEHTIB

KntouoBi cnoBa: cteraHorpadis; wkifnmee nporpaMHe 3abesneyeHHs; LMGPOBi 300paXKeHHS; MALIMHHE HABYAHHS;
aHoManii B MeTagaHux
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