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Abstract. The purpose of this study was to investigate approaches to ensuring high availability of microservice
systems with a focus on fault tolerance, scalability, and continuous operation of services. The study applied a
comparative and analytical method to analyse technical solutions for ensuring high availability, systematise
the characteristics of container orchestration platforms, and evaluate load balancing tools according to the
criteria of performance, flexibility, reliability, and integration convenience. Fault-tolerance patterns - retry,
circuit breaker, and fallback - that provide flexible error management, reduce the risk of cascading failures, and
maintain system continuity are investigated. The study found that the behaviour of fault-tolerance patterns
depends on the configuration of execution parameters,such as timeouts, retry limits,and conditions for activating
fallback mechanisms. The effectiveness of such tools as NGINX, HAProxy, Envoy, and Amazon Web Services
Elastic Load Balancing is evaluated in terms of their impact on the scalability and resilience of the architecture,
as well as the possibility of automatic scaling on the example of Amazon Web Services and Google Cloud
platforms. It was found that built-in autoscaling services ensure stable operation of services under variable
load and enable a rapid response to peak loads. An overview of container orchestrators (Kubernetes, OpenShift,
Amazon ES) was provided, among which Kubernetes is recognised as the most effective due to the support of
self-healing mechanisms, distributed deployment, health checks, and integration with Continuous Integration/
Continuous Delivery. The findings of this study can serve as an analytical basis for designing sustainable
microservice architectures in cloud and enterprise environments to improve the reliability, scalability, and
continuity of business processes
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INTRODUCTION

In the context of digital business transformation, micros-
ervice architecture has become one of the key approach-

es to building scalable and flexible software systems.

Thanks to their distributed structure, where each service
performs a separate function, microservices are easy to
develop, deploy,and maintain. However, with distribution
comes increased demands on system resilience and up-
time. High availability becomes a major factor, as even
a short-term downtime can lead to extensive financial
losses or a degraded user experience. However, ensuring
high availability of such distributed systems is a com-
plex engineering task due to the considerable number
of interdependent components, the possibility of partial

failures, and the requirement for continuous operation
around the clock. It also involves choosing the right
container orchestration tools, setting up monitoring sys-
tems, and implementing distributed deployment strate-
gies. Despite the availability of powerful platforms such
as Kubernetes or OpenShift, in practice their capabilities
are not always fully utilised due to a lack of experience
or a lack of a systematic approach.

In the field of microservice architecture, a signif-
icant challenge is to ensure high availability of the
system while maintaining scalability and management
efficiency. M.K. Foka (2024) analysed the key advantag-
es of microservice architecture, including development
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flexibility, simplified updates, and the ability to work
in parallel by teams. The study showed that automat-
ic scaling and health checks markedly increase the re-
silience of Web applications, but it was noted that the
implementation of these mechanisms is often com-
plicated due to the complexity of the interaction be-
tween microservices. T. Seliviorstrova & N. Krasnoshap-
ka (2023) described the role of automatic monitoring
and health checks in improving system reliability. The
study confirmed the effectiveness of using Kubernetes
and analogous platforms to maintain high availabili-
ty. The specific features of integrating automatic scal-
ing, monitoring, load balancing, and disaster recovery
mechanisms should be studied.

In @ microservice architecture, ensuring high avail-
ability is challenging due to the need to effectively
coordinate numerous services, ensure load balancing,
maintain data consistency, and resilience to possible
failures in the distributed infrastructure. J. Li (2025)
proposed an optimisation model to increase the avail-
ability and flexibility of blockchain systems built on a
microservice architecture. The researcher developed
an approach to load balancing and service redundancy,
which allows increasing the overall system resilience to
failures. D. Rossi (2020) studied the Consistency Availa-
bility Partition (CAP-theorem) dilemma in microservice
systems, analysing the trade-offs between consistency
and availability. The results showed that achieving high
availability often requires a reduction in the level of
consistency, which affects the consistency of data in
distributed systems.

One of the challenges is the complexity of choos-
ing the most suitable tools, frameworks, and platforms
to ensure high availability, service consistency, and
scalability of a microservice architecture under variable
loads. G. Marquez et al. (2020) analysed the most pop-
ular frameworks and technological solutions used in
industrial microservice systems to achieve high avail-
ability. The researchers found that most companies
use off-the-shelf orchestrators (e.g., Kubernetes) and
monitoring tools, but there are challenges with their
proper configuration and integration into concrete
business cases. G. Liu et al. (2020) reviewed the general
challenges of microservice architecture, including high
availability, containerisation, and service management.
The researchers highlighted the complexity of debug-
ging services in a distributed environment, the need to
closely monitor the status of services,and manage their
interaction as key issues.

Ensuring high availability in a microservice archi-
tecture is complicated by the need to scale, maintain
performance, system resilience,and integrate numerous
services in large distributed and cloud environments.
N. Suleiman & Y. Murtaza (2024) reviewed comprehen-
sive strategies for scaling microservices in enterprise
applications, with a focus on increasing availability,
optimising performance, and system resilience. The
researchers highlighted the significance of horizontal

scaling to adapt to load changes and emphasised
the role of dynamic resource balancing in preventing
overload. The researchers also analysed approaches
to automatic scaling in cloud environments, consid-
ering the specifics of microservice architecture. L. Ro-
da-Sanchez et al. (2023) proposed a comprehensive
cloud-edge microservice architecture using service or-
chestration that improves the real-world conditions for
deploying and managing services. The researchers em-
phasised the significance of hybrid interaction between
cloud infrastructure and edge devices, which enabled
increased performance and reduced delays. Despite the
contribution to the development of approaches to en-
suring high availability of microservice systems, the an-
alysed studies are mostly applied or narrowly focused
and do not cover the complex interaction between scal-
ing, monitoring, load balancing, and automatic recovery
mechanisms. Additionally, most studies do not account
for the challenges associated with integrating these
solutions in large-scale distributed cloud environments
with high load dynamics.

The purpose of this study was to substantiate
solutions to ensure the reliability, fault tolerance, and
scalability of microservice systems, considering the
requirements for their continuous operation. To fulfil
the purpose of this study, the following tasks were set:
studying existing approaches to ensuring the resilience
of microservice systems; analysing methods of auto-
matic scaling and load balancing; researching tools and
platforms for microservice orchestration.

MATERIALS AND METHODS

The study of microservice architectures and mecha-
nisms for increasing their fault tolerance and perfor-
mance was performed through the consistent appli-
cation of four principal methodological approaches,
which included analysis, comparison, and systemati-
sation of technical characteristics and functional ca-
pabilities of key technologies. The first stage of the
study was based on a functional and comparative
analysis of the key fault-tolerance patterns in micros-
ervice architectures. Specifically, the study considered
the retry, circuit breaker, and fallback patterns, which
are fundamental to ensuring the continuity and sta-
bility of the system in the face of temporary and long-
term failures. The method involved a detailed study of
the functional principles of each pattern, their areas
of application, and their impact on the stability and
response time of the system.

The second stage focused on comparing load bal-
ancing systems used in microservice environments. The
choice was focused on three key tools — NGINX, HAProxy,
and Envoy - due to their ability to provide interactivity,
gamification, and adaptive learning. They allow creat-
ing dynamic tasks, track student progress, analyse re-
sults, and personalise the learning process. This helps
to increase motivation, engagement, and efficiency of
learning, which directly corresponds to the purpose of
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this study. Additionally, the Amazon Web Services (AWS)
Elastic Load Balancer cloud solution is considered, the
analysis of which covered such balancing models as
client, server, Domain Name System (DNS) balancing,
Application Programming Interface (API) Gateway, and
service mash, based on official guides and typical use
cases.A comparative review of Istio, Linkerd,and Consul
Connect technologies was used to analyse the possi-
bilities of implementing load balancing using a ser-
vice mash. The review covered typical functionalities,
including centralised traffic management, support for
observability, authentication, and security in a dynamic
microservices environment. A documented analysis of
the implementation of automatic scaling mechanisms
in leading cloud platforms was performed: AWS Auto
Scaling, Google Cloud Autoscaler. The method of com-
parative analysis helped to assess their ability to dy-
namically respond to load changes, ensure fault toler-
ance, and rational use of resources.

At the final stage, the study reviewed the function-
ality of modern platforms that support microservice ap-
plication lifecycle management, with a focus on deploy-
ment, scaling, monitoring, and automatic recovery tools.
To investigate the life cycle management of microser-
vice applications, the method of comparative analysis
of the technical characteristics of tools and platforms
was employed, which allowed structuring their func-
tionality according to the key criteria of modern con-
tainer orchestration platforms Kubernetes, OpenShift,
and Amazon Electronic Stability Control (ECS). The
analysis included a review of the functionality of these
platforms in terms of automatic scaling, health checks,
monitoring, and distributed service deployment.

Separately, the study reviewed the documentation
on health checks mechanisms - liveness and readiness
probes - used in orchestration platforms for prompt de-
tection of faults and automatic restart of problematic
components, with examples of application in Kuber-
netes. Integration of real-time monitoring with micro-
service lifecycle management to maintain continuous
system availability is applied. The distributed deploy-
ment of microservices on physical and virtual nodes,
including geographical distribution in different data
centres or regions, avoids single points of failure, and
increases scalability. Overall, the application of these
methods helped to obtain a comprehensive and sys-
tematic overview of technologies, their advantages and
limitations that affect the resilience, scalability, and
performance of microservice architectures. The findings
obtained became the analytical basis for developing
recommendations for implementing the most suitable
solutions in corporate and cloud environments.

RESULTS

The key factors in the resilience of microservice sys-
tems are the use of fault tolerance patterns (retry, cir-
cuit breaker, fallback), isolation of services in containers
to avoid cascading failures, automatic recovery through
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self-healing mechanisms, monitoring and health
checks, and load balancing (Paz & Bernardino, 2018).
In microservice architectures, the key patterns of fault
tolerance are retry, circuit breaker, and fallback, each of
which is used depending on the type and duration of
failures that occur in the system (Raj & David, 2021).
The retry pattern is used in situations of temporary ser-
vice unavailability or short-term network errors when
the probability of successful re-execution of the oper-
ation is high. In case of a failure, the operation is auto-
matically repeated several times at specified intervals.
This approach reduces the probability of failure due to
temporary problems, but it can also increase system re-
sponse times, especially if the number of retries and
delays are not optimally configured.

In practice, a properly configured retry helps to
avoid unnecessary failures without significantly degrad-
ing performance, increasing overall system stability. The
circuit breaker pattern is used to protect the system
from prolonged and stable service failures. It monitors
the number of errors over a certain period and, if it ex-
ceeds a threshold, temporarily blocks further calls to
the problematic service, putting it in an ‘open” state. In
this state, no requests are sent, which gives the service
time to recover. After a certain pause, the circuit breaker
switches to the “half-open” state, checking whether the
service has recovered, and if so, returns to normal oper-
ation.This pattern reduces the load on the faulty service
and prevents failures from spreading to other system
components. The impact on response time in the nor-
mal state is minimal, but during activation, there may be
a delay due to temporary call blocking. Overall, circuit
breakers increase system reliability, especially in case of
long-term failures. The fallback mechanism is used as a
backup option in cases where the main service is una-
vailable or malfunctions. In such situations, the system
executes alternative logic - e.g., it returns cached data,
a standard response, or a message about the temporary
unavailability of the service. This allows preserving ba-
sic functionality and maintain the user experience even
during partial failures. In terms of response time, fall-
back can be faster than waiting for the primary service
to be restored, but with certain limitations in terms of
data relevance or completeness. The use of fallback is a
significant component of a fault tolerance strategy, as
it ensures the continuity of the system. The generalised
characteristics of the key fault tolerance patterns that
contribute to the stability of microservice systems are
presented in Table 1. It reflects their functions, purpose,
and implementation features.

The integrated implementation of Retry, Circuit
Breaker, and Fallback patterns allows increasing the
resilience and availability of microservice architecture,
minimising the consequences of failures and ensuring
stable system operation in dynamic environments. Ser-
vice isolation in a microservice architecture ensures
component independence by placing each service in
its individual container or runtime environment. This
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allows localising faults, avoiding cascading failures,and
provides flexibility in updating and scaling individual
services without affecting the entire system. Self-heal-
ing is implemented through mechanisms for automat-
ic restart, replacement of faulty instances, and traffic

redirection, which minimises downtime and maintains
system stability without operator intervention. Orches-
tration platforms, such as Kubernetes, provide built-in
health checks that automatically monitor the health of
services and initiate their recovery in case of a failure.

Table 1. Key patterns of fault tolerance in microservices

Pattern Description Purpose Setup features
Repeat operation or request . . Configuration of the number of
Retry in case of temporary failure or Redufggncﬁghir‘gfd of attempts and intervals to avoid
unavailability porary overload
Circuit tf:/elz escgri/?ésé";vthhea; gl;;ﬁgaf;lj&ois Prevention of cascading failures Transitions between states: closed,
Breaker and overloading open, half-open; error thresholds
detected
Fallback Alternative logic or fallback in case | Maintenance of functionality during | Use of cached data or messages for
of unavailability of the main service failures the user

Source: compiled by the author of this study based on F. De Souza Miranda et al. (2024)

Monitoring and health checks are key mechanisms
that ensure the continuity and stability of microservice
systems (Waseem et al., 2021). Monitoring allows track-
ing the status of each service in real time, analysing
performance, detecting anomalies, and potential prob-
lems before they lead to failures. In practice, monitor-
ing systems such as Prometheus or Grafana provide
visualisation of key metrics such as Central Processing
Unit (CPU), memory, response time, which allows quick-
ly detecting anomalies related to overload or “hanging”
requests. Collecting metrics, logs, and call tracing en-
sures transparency of the system’s internal processes,
which enables prompt response to malfunctions and
optimisation of performance. Health checks automate
the monitoring of the health of individual components.
They periodically check the availability and correctness
of services, detecting failures or degradation. For exam-
ple, the readiness-probe in Kubernetes allows exclud-
ing a component from balancing if it is not yet ready
to process requests, while the liveness-probe restarts a
container in case of a freeze. These checks reduce the
average downtime of one instance to a few seconds
without the need for an engineer. If a problem is detect-
ed, health checks can initiate a service restart or notify
the orchestrator to redirect traffic to healthy instances,
which prevents the failure from spreading to the entire
system. Such mechanisms allow quickly isolating faults
and minimising downtime. Implementation of monitor-
ing and health checks helps to increase the reliability
and availability of microservice systems, promptly de-
tect problems, reduce the risk of cascading failures, and
ensure stable operation even in case of partial failures.

The distributed deployment of microservices is a
crucial factor in ensuring high system availability, as it
avoids a single point of failure (Kansal & Balasubra-
maniam, 2024). Due to the fact that services run on dif-
ferent physical or virtual nodes, the failure of a single
component does not lead to a complete shutdown of the
system. This approach ensures resource redundancy and

load balancing, which contributes to greater resilience
to failures. Additionally, distributed deployment enables
the geographical location of services in different data
centres or regions, which increases resilience to localised
disruptions, such as power outages or network problems.
In practice, this means that delays or failures in one re-
gion do not affect the overall performance of the system
if the routing of requests between regions is properly
configured. This reduces downtime and improves overall
system reliability. Implementing a distributed deploy-
ment also makes it easier to scale the system, as one can
independently add resources where needed without af-
fecting other components. Thus, distributed deployment
is an effective means of increasing the availability and
resilience of microservice architectures.

One of the key conditions for ensuring high avail-
ability and resilience of a microservice architecture is
effective load balancing between service instances
(Barua & Kaiser, 2024). This allows the system to even-
ly distribute requests, avoid overloading individual
nodes, and ensure real-time scalability. There are sev-
eral key approaches to implementing load balancing,
each of which has its specific features, advantages, and
applications. Client-based load balancing implies that
the logic of selecting a service instance is delegated to
the client. The client has a list of available instances
(e.g., obtained through a service discovery service) and
decides which one to send a request to. This approach
reduces the load on the central components but re-
quires a more complex implementation on the client
side and up-to-date information about the instances.
Examples of client-side balancing include the use of
Netflix Ribbon or Spring Cloud LoadBalancer in micro-
service applications, when the client receives a list of
instances from Eureka, Consul, or ZooKeeper and se-
lects them by an algorithm (e.g., round-robin or ran-
dom). Google Remote Procedure Call also has built-in
client balancing mechanisms, where the client library
distributes requests between known instances. En-
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voy employs an analogous approach in sidecar mode,
where balancing is performed directly at the proxy lev-
el, which is integrated into the client loop. Server bal-
ancing is implemented through a separate component,
the load balancer,which independently routes requests
to the relevant instance. For this, special tools such as
NGINX, HAProxy, Envoy, or cloud solutions such as AWS
Elastic Load Balancing (ELB) are used. The advantage
of this approach is centralised request management,
but there is a risk of a bottleneck if the balancer is not
scalable or fails.

Another relevant approach to organising load
balancing is the use of a service mash, which is im-
plemented by introducing proxy servers (sidecars) to
each microservice. Istio, Linkerd, and Consul Connect
provide automatic traffic redirection based on perfor-
mance metrics, centralised control, tracing, monitoring,
authentication, and other service functions without

B. Fedoryshyn

changing business logic. Istio provides the broadest
configuration and integration capabilities with Kuber-
netes, Linkerd is distinguished by its simplicity and
minimal overheads, while Consul Connect focuses on
integration with HashiCorp infrastructure and support
for hybrid environments. All these solutions increase
the reliability and manageability of systems, but require
extra computing resources and complex configuration,
which should be considered when designing the archi-
tecture. To better compare the key load balancing tools,
the study analysed their characteristics according to
the key criteria: reliability, routing flexibility, configura-
tion complexity, and compatibility with other services.
This enables a clearer understanding of the strengths
and weaknesses of each solution and helps to choose
the best tool depending on the specific needs and fea-
tures of the microservice architecture. The results of
this comparison are presented in Table 2.

Table 2. Comparison of load balancing tools by key characteristics

. . — Customisation Compatibility with other
Tool Reliability Routing flexibility complexity services
Support for basic and
:dvar]rced .'i_OUtiTcg Mod . Extensive module
. yperText Transfer oderate, requires . )
NGINX High, proven over years Protocol (HTTP), configuration knowledge support, integration
e with CI/CD
Transmission Control
Protocol (TCP)
. . . Solid integration
HAProxy Very high, widely used comH IL%QS:&?\(ET; forrules l‘\;lieadégnmﬁ CSP{R?;?; i:g with various protocols
P 9 9 and monitoring
Very high, support for High, requires time for Perfectly integrates
Envoy Highly cloud-focused L3-L7 routing, configuration with service mash-up
service mesh and training platforms
. . . Limited compared Low, manageable Tight integration
AwsELB | High,automaticscaling | "NciNk and Envoy, | configuration via AWS | with AWS ecosystem
and high availability :
standard methods console and services
High, centralised traffic Very high, support for | High, requires knowledge | Support for Kubernetes,
Istio management, fault- intelligent routing based of Kubernetes and Prometheus, Jaeger, and
tolerance on performance metrics configurations other monitoring services
Linkerd High, simple and High-level, basic routing Low, easy installation Solid integration with
lightweight solution for services and basic configuration | Kubernetes, Prometheus
_— . Integration with
Highly centralised service|  High-performance Moderate, requires HashiCorp Vault,
Consul Connect management routing with security customisation of the Terraform. and other
policy support HashiCorp infrastructure HashiCorp services

Notes: CI/CD - Continuous Integration/Continuous Delivery
Source: compiled by the author of this study

The comparison shows that all of the tools under
consideration provide a high level of reliability but
differ in terms of routing flexibility and configuration
complexity. Envoy is ideal for complex cloud and ser-
vice-mix environments that require high adaptability,
although it is more resource intensive to implement.
NGINX and HAProxy offer an optimum balance be-
tween functionality and simplicity and are well suited
for traditional systems with a medium workload. AWS
ELB is best used in the AWS ecosystem, valuing ease
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of configuration and deep integration, although with
some routing limitations. The choice of a particular
tool should be based on infrastructure requirements
and project specifics.

Automatic scaling methods are key to ensuring high
availability of microservice systems, as they enable the
number of service instances to be dynamically adapted
to the current load. The key approaches to automatic
scaling are horizontal and vertical scaling. Horizon-
tal scaling involves adding or removing instances of
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the same service, which allows quickly responding to
changes in load and reduces the risk of overloading in-
dividual components. Vertical scaling involves chang-
ing the CPU, Random Access Memory (RAM) resources
of individual instances, which is limited by the physical
characteristics of the infrastructure but can be effective
for short-term peaks. In cloud environments, automat-
ic scaling is implemented through specialised servic-
es that provide an adaptive response to load changes.
Specifically, AWS Auto Scaling and Google Cloud Auto-
scaler are the leading solutions that are widely used to
maintain stable operation of microservices.

AWS Auto Scaling works on the principle of contin-
uous monitoring of key metrics such as CPU, number
of requests, memory usage, and others. Based on the
set thresholds and scaling policies, the service auto-
matically adds or removes instances, maintaining the
optimum level of resources. Another major advantage
is the tight integration with other AWS services, such
as Elastic Load Balancer and CloudWatch, which pro-
vides detailed monitoring, alerts, and flexible scaling
management. This enables quick response to peak
loads and ensures traffic balancing between active in-
stances. The key limitations are a strong dependence
on the AWS ecosystem and the complexity of settings
when dealing with complex scaling scenarios. Google
Cloud Autoscaler supports scaling for both virtual ma-
chines and containerised environments in Kubernetes.
It monitors CPU, memory, network load, and even cus-
tom metrics, enabling precise resource allocation to
meet workload demands. Thanks to integration with
the Google Kubernetes Engine (GKE), the service pro-
vides flexible horizontal container scaling with high
response speed. The advantage is support for various
types of metrics and fine-tuning of thresholds, which
avoids over- or under-scaling. The disadvantage may
be a slightly more complex configuration compared
to other providers, as well as the need for addition-
al Kubernetes knowledge to fully utilise the features.
Both services support integration with health checks
and load balancing mechanisms, which allows not only
scaling resources but also ensuring business continuity
by quickly replacing faulty instances. The choice be-
tween these platforms is usually based on the chosen
cloud provider, the specifics of the infrastructure, and
the scaling needs of the project.

A variety of container orchestration platforms are
used to ensure high availability, scalability, and efficient
lifecycle management of microservices. Kubernetes is
a leading container orchestration system that provides
extensive capabilities for automating the deployment,
scaling, and management of microservice applications
(Zhou et al., 2021). Its architecture provides high avail-
ability due to mechanisms for automatically checking
the state of containers through liveness and readiness
probes, which enable the rapid detection of inoperable
service instances. Scaling is performed using Horizontal
Pod Autoscaler,which responds to the load by measuring

resource consumption (CPU, memory) or custom met-
rics. Additionally, support for geo-distributed deploy-
ment across multiple availability zones avoids a single
point of failure and thus increases system resilience.
Kubernetes integrates closely with CI/CD processes
(e.g., through GitLab Cl or Jenkins), supports Infrastruc-
ture as a Code, and can work in conjunction with ser-
vice mashups such as Istio, which provides advanced
traffic, security, and observability management (Must-
yala, 2022). Due to its modularity and distributed na-
ture, Kubernetes is considered the most complete and
flexible solution for building a scalable, isolated, and
self-healing microservice architecture.

OpenShift is an extension of Kubernetes aimed
at enterprise use and includes advanced tools for im-
proved management, security, and application lifecy-
cle automation. Apart from the basic features of Ku-
bernetes, OpenShift integrates built-in Cl/CD support
through OpenShift Pipelines, providing controlled and
repeatable application deployment. The platform fea-
tures enhanced security policies implemented through
the Security Context Constraints (SCC) and Role-Based
Access Control (RBAC) mechanisms, which enable gran-
ular access control to resources. The monitoring and
logging system is based on the Prometheus, Grafana,
and EFK (Elasticsearch, Fluentd, Kibana) stack, which
provides deep observability. Service scaling is support-
ed by built-in controllers, analogous to Kubernetes. Due
to its extensive management capabilities, advanced
security, and centralised approach to administration,
OpenShift is a reasonable choice for large organisa-
tions that require not only high availability but also
strict control over infrastructure, access policies, and
auditing (Al-Harbi & Al-Qahtani, 2024).

Amazon ECS is a managed container orchestration
service on the AWS cloud infrastructure focused on
simplifying the deployment and management of mi-
croservices. ECS provides basic availability mechanisms
through health checks, automatic scaling through AWS
Auto Scaling, and load balancing through AWS Elastic
Load Balancer. All these features are tightly integrated
with other AWS services, such as Identity and Access
Management for access control, Virtual Private Cloud
for network isolation, and Secrets Manager for secure
storage of confidential information. Monitoring is im-
plemented through Amazon CloudWatch, which allows
creating triggers and alerts based on load metrics,
response time, or number of requests. One of the key
advantages of ECS is the minimal complexity of setup -
the platform hides most of the technical details, which
allows deploying a stable and scalable environment
with minimal effort. However, this convenience is ac-
companied by a deep tie to the AWS ecosystem, which
can limit flexibility in multi-cloud or hybrid scenarios
(Bagai, 2024). Table 3 presents the key features of each
platform, such as automatic scaling, load balancing,
monitoring, and implementation features that directly
affect the resilience and reliability of services.
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Table 3. Comparison of container orchestration platforms

Platform Scaling Load balancing Health Checks Features Application
The most popular,
with a developed Suitable for all
Kubernetes Automatic Built-in, supports | Liveness, readiness, ecosystem, environments,
horizontal scaling | L4 and L7 levels startup probes supports Helm, especially in large
and has a large | distributed systems
community
OpenShift Automanc, Built-in, extended | Advanced features security, CI/CD, Enterprlses{
improved access control corporate solutions
Automatic scaling Tight integration N
Amazon ECS with AWS Auto | Built-in, integrated | Supported with AWS Cloud applications,
. . scalable services
Scaling infrastructure

Source: compiled by the author of this study based on E. Truyen et al. (2019), A.M. Kovalenko (2021)

The integrated use of these platforms allows op-
timising the deployment of microservices, ensuring
their continuity, and responding quickly to failures,
which ultimately increases the overall availability and
efficiency of the system. Based on this analysis, the fol-
lowing practical recommendations for implementing
high availability in microservice architectures can be
formulated. It is worth implementing well-known fault
tolerance patterns - retry, circuit breaker, and fallback -
that allow the system to automatically respond to tem-
porary failures, avoid excessive loads on problematic
components, and provide alternative ways to process
requests. Correctly configuring the parameters of these
patterns is critical to achieving the optimal balance
between reliability and performance. One should also
use a distributed deployment of microservices across
different physical or virtual nodes, as well as in differ-
ent geographical regions. This approach eliminates a
single point of failure, increases resilience to localised
failures, reduces the risk of large-scale disruptions, and
facilitates faster system recovery. Furthermore, it is vital
to implement automatic scaling mechanisms that allow
adapting resources to the current load without disrupt-
ing services. This ensures system flexibility and saves
resources while maintaining stable operation even at
peak times. Along with automatic scaling, it is necessary
to implement effective load balancing between service
instances, which prevents overloading of individual
nodes and increases overall system performance.

Monitoring and health checks should be integrat-
ed into all levels of the architecture to promptly de-
tect failures and automatically launch recovery pro-
cesses. This allows promptly responding to problems,
minimising downtime, and improving user experience.
The use of modern container orchestration platforms
such as Kubernetes, Docker Swarm, or OpenShift is a
key element of high availability. These platforms sup-
port automated deployment, scaling, load balancing,
and recovery of microservices, which greatly simplifies
the management of complex systems. Finally, the im-
plementation of continuous integration and delivery
(C1/CD) practices ensures fast and secure service up-
dates without interruptions, which increases the overall
reliability and efficiency of software support.
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Comprehensive adherence to these recommenda-
tions helps to increase the resilience, reliability, and
availability of microservice architectures, minimises the
risk of failure and ensures business continuity even in
case of a malfunction. To summarise the results, high
availability of microservice systems is achieved through
a combination of service isolation, fault-tolerance pat-
terns, autoscaling, load balancing, and self-healing
mechanisms. The most effective solution in practice is
to use Kubernetes with autoscaling, service mash, and
distributed deployment. In contrast, more simplistic
approaches such as DNS balancing have limitations in
scalability and adaptability.

DISCUSSION

The findings confirmed the significance of using
fault tolerance patterns (retry, circuit breaker, fall-
back), isolation of services in containers, self-healing
mechanisms, monitoring and health checks, and load
balancing to ensure the resilience of microservice ar-
chitectures. The implementation of these approaches
has helped minimise the impact of failures, localise
malfunctions, and ensure system continuity by auto-
mating recovery processes. These solutions help to
increase system reliability and efficiency, reducing
the need for human intervention and improving pro-
ductivity. The results obtained are consistent with the
provisions highlighted in M. Kuppam (2024), where the
researcher emphasises the need to develop a resilient
architecture through the introduction of self-healing
mechanisms that minimise human intervention and
automate the response to failures. These research
findings have confirmed the practical effectiveness of
such approaches when automatic restart or replace-
ment of faulty instances helps to ensure continuous
operation of the system. B. Arugula (2024) proposed
a model for building resilient cloud-native APIs in
event-driven microservice ecosystems that involves
autonomous disaster recovery and adaptive request
routing. These approaches echo the conclusions of
this paper regarding the significance of load balancing
between healthy instances, as well as the use of fall-
back mechanisms that allow the system to continue
functioning even in case of individual service failures.
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The findings confirmed that automatic scaling is
a key mechanism for maintaining the resilience and
adaptability of microservice architecture in the cloud
environment. Modern services, such as AWS Auto Scal-
ing and Google Cloud Autoscaler, demonstrate high
efficiency by monitoring key metrics (CPU, memory,
network load) and dynamically managing the number
of instances based on predefined policies. Integration
with load balancing and health checks ensures fast re-
sponse to failures and minimises downtime. AWS Auto
Scaling is distinguished by its close interaction with
other components of the AWS ecosystem (CloudWatch,
ELB), which contributes to flexible and centralised
scale management. Google Cloud Autoscaler is deep-
ly integrated with GKE and supports custom metrics,
providing precise adaptation to load changes in Kuber-
netes clusters. Both approaches confirm the effective-
ness of combining scaling with availability and load
control, increasing the overall resilience of microser-
vice infrastructure.

N. Singh et al. (2023) reached analogous conclu-
sions, emphasising the role of load balancing mech-
anisms and service discovery in the Docker Swarm
environment for distributed big data systems. The re-
searchers noted the effectiveness of horizontal scaling
inreducing the risk of overloading individual containers,
which coincides with the conclusions drawn from the
study on the benefits of horizontal scaling for flexible
adaptation to load changes. S. Rabiu et al. (2022) high-
lighted the problems and challenges of load balancing
and auto-scaling in cloud microservices environments,
especially the limitations of vertical scaling and the
need for dynamic resource management to ensure sys-
tem resilience. These findings are also consistent with
the findings of the present study, which showed that
horizontal scaling in combination with service-mash-
ups provides the best level of resilience and adaptabil-
ity for microservice architectures.

These results confirm that Kubernetes is a leading
container orchestration system that provides a promi-
nent level of availability, scalability, and resilience for
microservice architectures through deployment auto-
mation, horizontal scaling (via Horizontal Pod Autoscal-
er (HPA)),self-healing mechanisms,and geo-distribution
of instances. Built-in health checks (liveness and read-
iness probes) enable rapid detection of failures, while
integration with service mashups such as Istio enables
advanced traffic, security, and availability management.
The platform tightly integrates with CI/CD processes,
supports infrastructure-as-a-service approaches, and
is a flexible solution for building an isolated, scala-
ble, and self-healing microservice architecture. In turn,
OpenShift, as an enterprise-oriented extension of Ku-
bernetes, offers additional security features (SCC,RBAC),
centralised monitoring (EFK, Prometheus, Grafana),
and native CI/CD integration through OpenShift Pipe-
lines, making it a viable choice for large organisations
with increased access control and audit requirements.

Amazon ECS, as a managed solution within the AWS
ecosystem, provides a simplified container manage-
ment model, automatic scaling, CloudWatch monitor-
ing, and deep integration with other AWS services. ECS
enables rapid deployment of resilient services with
minimal configuration but is less flexible in multi-cloud
environments due to its strong tie to AWS.

The results of this study are in line with the find-
ings of A. Saboor et al. (2022), who emphasised the sig-
nificance of efficient orchestration of containerised mi-
croservices to ensure high availability, scalability, and
reliability of cloud systems. Specifically, the researchers
focused on conceptual approaches to automated de-
ployment and life cycle management of microservices,
which is in line with the recommendations identified
in the study on the use of orchestration platforms (Ku-
bernetes, etc.) to improve service resilience. R.R. Van-
gala (2018) confirmed the significance of dynamic or-
chestration and automatic scaling as key factors in the
adaptive resilience of microservice systems. The adap-
tive framework proposed by the researcher emphasised
the need for rapid response to load changes and auto-
matic recovery from failures, which is consistent with
the results of the present study on the effectiveness
of horizontal scaling and automatic load balancing to
maintain system continuity.

Monitoring and health checks have played a key
role in ensuring the continuity and stability of micros-
ervice systems. By being capable of detecting faults at
an early stage and responding to them quickly, these
mechanisms considerably reduce the risk of cascading
failures and minimise downtime. Most significantly,
automated health checks help to isolate problemat-
ic components and ensure that traffic is redirected to
healthy instances, which increases overall system re-
Liability. It also confirms the significance of distributed
deployment as a key factor in the high availability of
microservice architecture. Running services on multiple
physical or virtual nodes eliminates a single point of
failure, providing resource redundancy and load bal-
ancing. The geographical location of components in
different data centres or regions further increases the
system’s resilience to local failures, which is especially
relevant for critical applications with continuous oper-
ation requirements.

The findings are consistent with the approaches
described in OV. Talaver & T.A. Vakaliuk (2023), which
emphasises the significance of comprehensive system
health management to improve system reliability. The
researchers emphasised the need to use automated
tools to monitor service performance, which enabled
prompt detection of failures and minimised the impact
of individual component failures on the functioning of
the entire system - a conclusion that is consistent with
the emphasis on the significance of health checks in
the study. Additionally, the findings of the present study
are consistent with the findings of Y.Wang et al. (2021),
who examined both the benefits and challenges of
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microservice architectures. Specifically, authors em-
phasised that the scalability and resilience of systems
directly depend on the proper design of distributed
deployment and well-established mechanisms for
self-healing services. This coincides with the conclu-
sions about the need to avoid single points of failure
by distributing the load across different nodes and ge-
ographical areas, which allows the system to stay oper-
ational even in case of partial failures.

Overall, the findings of the study confirmed that
microservice architecture is a modern and effective
approach to creating scalable, flexible, and adaptive
software systems that can meet the requirements of
a dynamic business environment. The comprehensive
implementation of microservice architecture, which
includes not only technical tools but also suitable
management approaches, enables organisations to
create highly reliable, flexible, and scalable soft-
ware systems that can effectively respond to market
changes, reduce support costs, and provide high qual-
ity customer service.

CONCLUSIONS

The study found that the stability, reliability, and conti-
nuity of microservice systems are achieved through the
integrated implementation of a series of architectural
approaches, mechanisms, and patterns. Service isola-
tion, automatic recovery of instances, load balancing,
and continuous monitoring form the foundation for en-
suring stable operation even in case of partial failures
or anomalies. Practical cases revealed that the use of
fault tolerance patterns - retry, circuit breaker, and fall-
back - reduces the risk of cascading failures while opti-
mising system response times through adaptive param-
eter settings. Specifically, retry reduces the probability
of failure due to temporary problems. Circuit breaker ef-
fectively isolates faulty components, preventing exces-
sive load, while fallback provides alternative request
processing scenarios in case of prolonged failures.
Tools such as Consul provided efficient service
management, detection, traffic routing, and implemen-
tation of fault tolerance patterns (retry, circuit breaker,
fallback). In turn, the use of Istio as a service mashup
enabled centralised management of inter-service inter-
action, load balancing, security, and observability. The
introduction of distributed deployment of services in
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AHotauia. MeToto poboTtun 6yno gocnifxeHHs niaxonis A0 3abe3neyeHHs BUCOKOI JOCTYNMHOCTI MiKpOCepBiCHUX
CMCTeM 3 aKL,eHTOM Ha CTiMKiCTb A0 BiAMOB, MacluTabyBaHHs i 6e3nepepBHy poboTy cepBiciB. Y AOCHIAXKEHHI
3aCTOCOBAHO MOPiBHSANbHO-aHANITUYHUI METOA, aHaNi3y TEXHIYHMX pilleHb 3abe3neyeHHs BUCOKOT AOCTYMHOCTI,
cucTeMaTm3auii xapakTepuctuk nnathopM opkecTpauii KOHTEMHEepIB i OLiHKKM IHCTPyMeHTIB 6anaHCyBaHHS
HaBaHTAXEHH$ 3a KpUTepiaMu NpoayKTUBHOCTI, THYYKOCTI, HAAIAHOCTI Ta iHTerpauiiHoi 3pyyHocTi. locnhiakeHo
fault-tolerance natepHu - retry, circuit breaker i fallback - siki 3a6e3neuyoTb rHy4Yke ynpaBaiHHS MOMUAKaMMU,
3HWXYHOTb PU3MK KacKagHMX BiAMOB i NiATpUMYIOTb 6e3nepepBHicTb poboTu cucteM. BctaHoBnEHO, WO NoBediHKa
fault-tolerance naTtepHiB 3anexuTb Bif KOHbIrypauii napameTpiB BUKOHAHHS, TAKMX K TaWMayTu, iMiTU NOBTOPHUX
cnpob i ymoBu akTuBauii fallback-mexaHismis. OuiHeHO edeKTUBHICTb TakMx iHCTPYMeHTIB, 9k NGINX, HAProxy, Envoy
Ta Amazon Web Services Elastic Load Balancing, 3 ornagy Ha ix BNAMB Ha MacwTaboBaHiCTb i CTiMKICTb apXiTekTypy,
a TaKOX MOX/IMBOCTI aBTOMATMYHOro MacwTabyBaHHA Ha Npuknagi xmMapHux nnatdopm Amazon Web Services i
Google Cloud. BuseneHo, wo BbynoBaHi cepsicu autoscaling 3abe3neuytotb cTabinbHy poboTy cepBiciB Npy 3MiHHOMY
HaBaHTaXXEHHI Ta JO3BONAIOTb ONEPaTUBHO pearyBaTh Ha MiKOBi HaBaHTaXeHHs. HagaHo ornag opkecTpaTopis
koHTeliHepiB (Kubernetes, OpenShift, Amazon ECS), cepep akux Kubernetes Bu3HaHO Habinbw ePpekTUBHUM
3aBASKM NIATPMMLI MEXaHi3MiB CaMOBIAHOBNEHHS, pO3MN04ineHoro po3ropTaHHs, health checks ta iHTerpauii 3
Cl/CD. Pe3ynbtatvt BOCNIAKEHHS MOXYTb CTYryBaTW aHAIITUYHOKO OCHOBO A/1 MPOEKTYBAHHS CTIMKMX MiKpPOCEPBICHMUX
apXiTEKTYp Y XMapHOMY Ta KOpNopaTUBHOMY CepefoBM1LIAX 3 METOH MiABULLEHHS HAAIAHOCTI, MaclwTaboBaHOCTI Ta
6e3nepepBHOCTI Hi3Hec-npoueciB

KniouoBi cnoBa: nnathopma opKkecTpalii KOHTEMHEepPIB; po3nofineHe Po3ropTaHHS; MacWTabyBaHHS; MOHITOPUHT;
H6anaHCcyBaHHS HaBaHTAXEHHS
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