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Abstract. With the rapid growth in the number of mobile applications and the volume of processed personal data, 
the need for effective means of the protection increased. The aim of the study was to develop hybrid cryptographic 
algorithms and to analyse the possibilities of the integration into mobile applications to enhance the protection of 
personal data. The study implemented hybrid cryptographic algorithms that combined symmetric and asymmetric 
encryption methods, modelled the operation using Python-based software modules, and assessed the efficiency 
considering the characteristics of the mobile environment. The main results showed that the combination of 
symmetric encryption algorithms Advanced Encryption Standard and ChaCha20 ensured complete data preservation 
during decryption and reduced the risk of compromise due to the two-layer encryption structure. It was also found 
that during testing of asymmetric methods, the Rivest-Shamir-Adleman algorithm successfully protected symmetric 
keys, and the Elliptic Curve Cryptography algorithm enabled both parties to compute a shared secret without 
transmitting the key itself, which improved resistance to interception. The results of the software implementation 
confirmed the identity of input and output data, demonstrating the reliability of the hybrid encryption approach. On 
Android platforms, Keystore, Bouncy Castle, Spongy Castle, and Conscrypt provided fast encryption using Advanced 
Encryption Standard (~275.6 milliseconds with hardware acceleration) and ChaCha20 (~2 milliseconds), as well as 
efficient key exchange via Elliptic Curve Cryptography (~15.8 milliseconds) compared to Rivest-Shamir-Adleman 
(~2,532.8 milliseconds), with support for post-quantum algorithms. On iPhone Operating System platforms, 
CryptoKit, CommonCrypto, and Open Secure Sockets Layer offered similar encryption speeds, while Secure Enclave 
optimised Elliptic Curve Cryptography, although post-quantum algorithms required additional optimisation. The 
hybrid approach reduced memory usage, making the algorithms effective for mobile devices. The obtained results 
could be used by mobile application developers to improve data protection in financial, medical, and corporate 
systems on smartphones running Android and iPhone Operating System platforms
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INTRODUCTION
In the context of the rapid spread of digital technolo-
gies, mobile devices became the primary environment 
for storing and transmitting confidential information, 
which necessitated the improvement of protection 
methods. Given the limited resources of mobile devic-
es – particularly regarding energy consumption, perfor-
mance, and memory – traditional cryptographic methods  

were not always effective in mobile environments. 
The problem was compounded by the fact that mod-
ern cyber threats use complex mechanisms to bypass 
protection, including traffic analysis, attacks on key in-
frastructure, data interception through compromised 
communication channels, or local interference. Since 
symmetric methods provided high speed but required 
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Elliptic Curve Cryptography (ECC) for key exchange, and 
digital signature algorithm for digital signing in ensur-
ing data confidentiality, integrity, and protection while 
maintaining computational efficiency. Furthermore, 
R.R.  Pitale  et al.  (2024) underlined the importance of 
well-grounded cryptographic algorithm selection (in-
cluding DES, 3DES, RSA, AES, International Data Encryp-
tion Algorithm, Blowfish, and homomorphic encryption) 
to ensure data confidentiality and integrity in the con-
text of growing digital interaction, highlighting the 
role of algorithmic complexity and key management in 
countering modern threats.

The gaps in the cited studies lay in the insufficient 
focus on optimising hybrid cryptographic algorithms 
for mobile platforms, considering the hardware limita-
tions, and in the limited analysis of the impact of such 
algorithms on performance and energy efficiency in 
mobile applications. In contrast, the present study fo-
cused on examining the prospects for applying hybrid 
cryptographic algorithms based on a mobile operating 
system to improve the protection of users’ personal 
data. The research included the following objectives: 
to develop hybrid cryptographic algorithms combin-
ing symmetric and asymmetric encryption methods; to 
analyse the potential for implementing the developed 
algorithms in mobile operating system environments; 
and to carry out a comparative analysis of the effective-
ness of hybrid solutions versus traditional cryptograph-
ic methods based on performance, energy consumption, 
and security levels.

MATERIALS AND METHODS
At the first stage of the study, a concept and basic im-
plementation of hybrid cryptographic algorithms com-
bining symmetric and asymmetric encryption methods 
were developed, taking into account the specifics of 
mobile environments. The main focus was placed on 
achieving a balance between cryptographic strength 
and computational efficiency. Within this stage, a jus-
tification for the hybrid approach was provided, where 
symmetric algorithms such as AES and ChaCha20 were 
used for primary data encryption, while asymmetric 
methods including RSA and ECC were used for secure 
key transmission. For clarity, a visualisation of the hy-
brid cryptographic algorithm using symmetric and 
asymmetric encryption was presented.

During testing, four separate software modules 
were created in Python using the cryptography library 
in the Visual Studio Code environment. The first pro-
gramme implemented data encryption using AES-256 
in Cipher Block Chaining mode with Public Key Cryptog-
raphy Standard No. 7 padding. The second programme 
applied stream encryption using ChaCha20 with a 
unique nonce for sequential message protection. In 
turn, the third programme demonstrated encryption of 
the symmetric key using RSA with Optimal Asymmetric 
Encryption Padding and verified the correctness of its 
decryption. The fourth implemented key exchange via 

secure key exchange, and asymmetric ones ensured 
secure exchange but demanded more resources, there 
arose a need to develop hybrid solutions that would 
combine the advantages of both approaches.

For example, O. Borysenko & A. Tymoshenko (2024) 
focused on the risks of data leakage in cloud environ-
ments, emphasising the importance of encryption dur-
ing storage and transmission, as well as the use of Se-
cure Sockets Layer (SSL)/Transport Layer Security (TLS) 
protocols and access control to ensure the confidenti-
ality of personal data. V.  Semerenska  (2025) analysed 
post-quantum cryptographic algorithms and concluded 
that lattice-based schemes  – particularly Kyber and 
Nth-degree truncated polynomial ring unit – offered 
the best balance between performance and resistance 
to quantum attacks, also stressing the appropriate-
ness of using hybrid solutions combining classical and 
post-quantum algorithms to protect critical systems. In 
addition, A. Sereda et al. (2023) analysed cryptographic 
algorithms used in mobile operating systems, reviewed 
approaches to protecting confidential information, disk 
space encryption, and end-to-end encryption, and pro-
posed methods for evaluating the resilience and effi-
ciency of cryptographic systems in mobile environments.

In turn, M.A.  Sayed  (2024) compared traditional 
cryptographic algorithms such as Advanced Encryption 
Standard (AES), Rivest-Shamir-Adleman (RSA), and hy-
brid models with machine learning-based models (au-
toencoders, Generative Adversarial Network, Random 
Forest) for encrypting personal data, demonstrating the 
advantages of the hybrid approach in balancing speed, 
security, and scalability. The study by G.A. Nwatuzie et 
al. (2025) proposed a hybrid cryptographic model com-
bining AES, data encryption standard (DES), and Rivest’s 
Cipher 6 to enhance encryption speed, scalability, and 
resistance to attacks in cloud environments, with sup-
port for automated key management and password-
less authentication. A.  Muthaura & J.  Kandiri  (2024) 
developed and tested a cryptographic algorithm using 
Base64 and a fixed 512-bit length to enhance data 
protection, which showed optimal results in encryp-
tion speed, attack resilience, and plaintext vulnerability. 
Researchers H. Fan et al.  (2022) also proposed a stat-
ic “black-box” testing method for detecting the use of 
cryptographic algorithms in binary files without access 
to source code, revealing the widespread use of outdat-
ed and vulnerable algorithms such as Message Digest 4 
and Secure Hash Algorithm 1.

The findings of R. Neve & R. Bansode (2024) pre-
sented the lightweight hybrid cryptographic algorithm 
Hybrid-SIMON-SPECKey, combining the SIMON round 
function and SPECK key schedule, which achieved 50% 
faster execution and 20% less memory usage com-
pared to the original algorithms, while maintaining 
attack resilience under the avalanche effect criterion. 
The conclusions of A. Gour et al.  (2024) confirmed the 
high effectiveness of the proposed hybrid cryptograph-
ic algorithm combining AES for symmetric encryption, 
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the ECC-based Elliptic Curve Diffie-Hellman protocol, 
generating public and private key pairs for two parties 
and computing a shared secret.

At the second stage of the study, a comprehensive 
analysis of the integration of hybrid cryptographic al-
gorithms into mobile applications was carried out, 
taking into account the peculiarities of the mobile 
environment based on comparative analysis methods 
and empirical evaluation of algorithm efficiency in a 
test environment. The focus was placed on assessing 
hardware constraints such as Central Processing Unit, 
Random Access Memory, energy consumption, and 
execution environments including Android Runtime  
(ART)/Dalvik and iOS runtime, as well as secure key 
storage capabilities (Keystore, Keychain). The analysis 
of mobile environment factors for cryptographic algo-
rithms was conducted based on criteria such as compu-
tational resources, energy consumption, code execution 
characteristics across different mobile operating sys-
tems, support for libraries and Application Programming 
Interfaces, and secure key storage mechanisms  (Ali et 
al., 2025; Khalid et al., 2025). For this purpose, a compar-
ison of the performance of symmetric and asymmetric 
algorithms was conducted in terms of encryption time, 
key generation, memory usage, and energy consumption.

In addition, through structural-functional analy-
sis, frameworks, and libraries supporting hybrid and 
post-quantum algorithm implementation were exam-
ined. For Android, Android Keystore and Bouncy Castle 
were considered, along with Spongy Castle and Con-
scrypt. Furthermore, the potential use of hybrid cryp-
tography in combination with deep learning methods 
for detecting malware on Android was explored. In 
particular, a model combining a deep learning classi-
fier with a cryptographic approach based on ECC and 
Blowfish was analysed. In the context of iOS, CryptoKit 
and CommonCrypto were reviewed. Additionally, tools 
such as Secure Enclave and OpenSSL were analysed. 
Based on this, a comparative analysis of mobile plat-
forms was conducted using the above-mentioned tools, 
assessing the capabilities for implementing hybrid and 
post-quantum cryptographic algorithms. The analysis of 
iOS’s comprehensive approach to data security covered 
information protection and SSL/TLS protocols (Kalpha-
na et al. 2024; Prodduturi, 2025). Thus, this study carried 

out an analysis of the development, implementation, 
and adaptation of hybrid cryptographic algorithms, con-
sidering the characteristics of mobile platforms, which 
allowed for the identification of optimal combinations 
of encryption and key exchange methods to enhance 
the security and performance of mobile applications.

RESULTS
Development of hybrid cryptographic algorithms based 
on symmetric and asymmetric encryption methods
The protection of personal data in mobile applications 
requires a specific approach to cryptography, taking into 
account both the increased security requirements and 
the limited resources of devices. In this context, the de-
velopment of hybrid cryptographic algorithms that com-
bine symmetric and asymmetric encryption methods 
emerges as an effective solution that enables a balance 
between performance and cryptographic strength. The 
concept of hybrid encryption is based on the combina-
tion of two fundamental cryptographic principles. On the 
one hand, symmetric algorithms – such as AES (e.g., AES-
256) or ChaCha20 – provide extremely fast encryption of 
large volumes of data with minimal processor load. On 
the other hand, asymmetric methods – particularly RSA 
or ECC – allow for the secure transmission of keys even 
in untrusted environments, as these methods rely on the 
computational complexity of factoring large numbers 
or computing the discrete logarithm on elliptic curves.

In the hybrid approach, data is encrypted using a 
symmetric method, which reduces processing time, 
while the symmetric key is encrypted using an asym-
metric algorithm – and only the key is transmitted via 
an open channel. This combination minimises the risk 
of key interception without sacrificing speed, which is 
critically important in environments with limited mo-
bile device performance. Such hybrid schemes can be 
effective in many security protocols, such as TLS; how-
ever, adapting these schemes to the specifics of mobile 
environments requires careful optimisation and testing. 
To better understand the main stages of hybrid encryp-
tion, a diagram is provided that illustrates the sequence 
of actions: from symmetric key generation to data en-
cryption and the transmission of encrypted messages 
with a protected key, as well as subsequent decryption 
by the recipient (Fig. 1).

Generate symmetric Encrypt key with RSA/ECC Decrypt data with AES/ChaCha20

Encrypt data with 
AES/ChaCha20

Transmit encrypted data + 
encrypted key

Decrypt key with private key 

Figure 1. Scheme of operation of a hybrid cryptographic algorithm using symmetric and asymmetric encryption
Source: created by the author

The diagram illustrates the logic of combining 
symmetric and asymmetric encryption within a hy-
brid approach. One of the key stages in implementing  

a hybrid cryptographic algorithm is the correct organ-
isation of the key generation and secure transmission 
process. In mobile environments, where resources 
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are limited, it is necessary to ensure not only cryp-
tographic robustness but also the optimisation of 
this process in terms of performance and energy con-
sumption. Within the hybrid approach, the symmetric 
key (to be used for the primary encryption of data) is 
generated on the sender’s side using a cryptograph-
ically secure random number generator. This key is 
then encrypted with the recipient’s public key (RSA or 
ECC) and transmitted as part of the message. That is, 
only the recipient, who possesses the corresponding 
private key, can decrypt the symmetric key and use 
it to decrypt the data. This approach effectively sep-
arates the tasks: symmetric algorithms perform the 
fast encryption/decryption of data, while asymmetric 
algorithms are used solely for the secure transmission  
of the key. Such a division of workload is critically 

important for mobile devices, where computational 
power and energy resources are limited.

Among symmetric cryptographic algorithms active-
ly used in modern security systems, AES and ChaCha20 
hold a special place. AES is a block-based symmetric 
encryption algorithm that provides reliable data pro-
tection and is widely used as an international standard. 
In contrast, ChaCha20 is a stream cipher optimised for 
high performance on devices without specialised cryp-
tographic instructions, which makes it particularly ef-
fective in mobile applications with limited resources. 
Its strength lies in chaotic bit mixing and minimal use 
of complex operations. In Python, both algorithms can 
be implemented using the cryptography library, which 
supports flexible configuration of operating modes and 
encryption parameters (Fig. 2).

Figure 2. Code snippet for implementing hybrid encryption using AES-256 and ChaCha20 in Python
Source: created by the author

Figure 3. Result of executing the hybrid symmetric encryption and decryption program
Source: created by the author

The programme demonstrates the implementation 
of hybrid symmetric encryption, where data is first en-
crypted using AES-256 in Cipher Block Chaining mode 
with padding (extending the message to a multiple of 
the block length required for correct block cipher oper-
ation) according to Public Key Cryptography Standard 
No. 7, and then the result is additionally encrypted with 
the ChaCha20 algorithm. In the first stage, a random 
256-bit key for AES and a 128-bit initialisation vector 
are generated. The data is padded to the required block 
length and encrypted. The resulting ciphertext is then 
re-encrypted using ChaCha20 with its own 256-bit key 

and a nonce (a unique number that does not repeat). 
During the decryption phase, the reverse sequence of 
actions is applied: ChaCha20 first removes the outer 
encryption layer, and then AES-256 decrypts the data, 
removing the padding to recover the original message. 
The programme demonstrates the step-by-step trans-
formation of the input message: first, the original text is 
displayed, followed by its encrypted version after apply-
ing AES-256, then the result after additional ChaCha20 
encryption. After the decryption steps, the AES-encrypt-
ed block is first restored, and finally, the original mes-
sage is fully recovered (Fig. 3).
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The obtained result confirms that the encryption 
and decryption of data using the combined symmet-
ric approach was performed correctly: the encryption 
structure was preserved, and the output data were ful-
ly identical to the input message. Compared to tradi-
tional symmetric algorithms, such as the standalone 
use of AES or ChaCha20, the hybrid encryption method 
demonstrates a balanced compromise between security 
and performance. The use of AES in Cipher Block Chain-
ing mode ensures high cryptographic strength, particu-
larly due to standard support for hardware acceleration 
on modern mobile processors, which positively impacts 
encryption speed and energy consumption. In contrast, 
the additional application of ChaCha20, which is opti-
mised for software implementations on resource-con-
strained devices, enhances resistance to attacks while 
only slightly increasing computational costs. This hybrid 
combination is especially relevant for mobile applica-
tions, where it is necessary to ensure both high data 
security and efficient use of device resources. Compared 
to the standalone use of either AES or ChaCha20, the 
hybrid algorithm may slightly lag in performance but 

provides more comprehensive protection, reducing the 
risk of potential vulnerabilities in individual methods. 
Thus, it is a promising solution for mobile platforms 
with heterogeneous hardware support for cryptography 
and varying performance and security requirements.

On the other hand, asymmetric algorithms such 
as RSA and ECC are important components of modern 
hybrid encryption, especially in the context of mobile 
applications. RSA is based on the mathematical com-
plexity of factoring large prime numbers, and is most 
commonly used for the secure transmission of sym-
metric keys. At the same time, ECC, which is based 
on the algebra of elliptic curves, provides equivalent 
cryptographic strength with significantly shorter key 
lengths, making it more energy-efficient and suitable 
for mobile platforms. Both approaches can be integrat-
ed into hybrid cryptographic schemes to combine the 
strengths – the high speed of symmetric algorithms 
with secure key exchange through asymmetric meth-
ods. Similar to symmetric methods, these algorithms 
can also be implemented in Python using the cryptog-
raphy library (Fig. 4).

Figure 4. Results of executing the hybrid asymmetric encryption and decryption code
Source: created by the author

This code demonstrates two key mechanisms of hy-
brid asymmetric encryption: asymmetric encryption of 
a symmetric key using RSA and key exchange via ECC. 
First, a random symmetric key (32 bytes) is generated, 
which is then encrypted using the RSA public key with 
the Optimal Asymmetric Encryption Padding algorithm, 
based on SHA-256, ensuring enhanced resistance to at-
tacks. Decryption is then performed using the private 
key, followed by a verification of the original and re-
covered keys, confirming the correctness of the encryp-
tion. Next, key pair generation for two parties (A and 
B) is demonstrated using the X25519 algorithm. Each 
party uses its private key and the other party’s public 

key to compute a shared symmetric secret through the 
Elliptic Curve Diffie-Hellman protocol. The results show 
that both parties obtained identical keys, indicating a 
successful and secure exchange (Fig. 5).

This approach allows a shared secret to be es-
tablished without transmitting the key itself, which 
significantly increases resistance to interception and 
manipulation in open environments. Moreover, the 
hybrid encryption method combining RSA and ECC 
has substantial advantages compared to using each 
of these methods individually. The traditional use of 
RSA alone for data protection provides a reliable lev-
el of security but is characterised by relatively large 
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key sizes and slower performance, which is especial-
ly noticeable on mobile devices with limited resourc-
es. In turn, using ECC alone offers high cryptographic 
strength with significantly shorter key lengths and 
better performance; however, its standalone use may 
complicate compatibility with existing protocols and 
may require additional configuration. The current ap-
proach combines the strengths of both algorithms: 

RSA effectively protects the symmetric key, while ECC 
ensures secure and efficient key exchange, enhancing 
the overall security and performance of the system. 
Thus, the hybrid approach optimises the balance be-
tween security, processing speed, and resource con-
sumption, making it particularly appropriate for mobile  
applications and environments with heightened data 
protection requirements.

Notes: ARMv8 – Advanced RISC Machine version 8
Source: created by the author

Table 1. Analysis of mobile environment factors for cryptographic algorithms
Factor Limitation Opportunities for symmetric algorithms Opportunities for asymmetric algorithms

Central 
Processing 

Unit

Limited processing power of 
mobile processors requires 

efficient algorithms

AES: efficient with hardware acceleration 
(encryption time ~275.6 ms)

RSA: high load due to slow operations 
(key generation ~2,532.8 ms)

ChaCha20: faster in software (~2 ms) ECC: faster, lower load (~15.8 ms)
Random 
Access 

Memory

Limited RAM (2-8 GB) requires 
low memory usage

AES: low usage (~17.74 MB) RSA: moderate memory usage
ChaCha20: higher (~148.4 MB),  

needs optimisation ECC: less usage due to compact keys

Energy 
consumption

Limited battery capacity 
requires energy-efficient 

algorithms

AES: high without hardware acceleration RSA: high due to complex calculations
ChaCha20: lower due to speed  

in software
ECC: lower due to smaller keys  

and faster operations

Android 
runtime

ART/Dalvik affects 
cryptographic operations, 

limiting performance

Algorithms are supported via Android 
Security library, AES is more efficient 

with hardware acceleration

Both algorithms are supported, ECC  
is faster and more efficient on ARMv8

iOS runtime

iOS runtime with 
CommonCrypto and Secure 
Enclave has limitations on 
implementation flexibility

Supported via CommonCrypto,  
ES is more efficient with Secure Enclave

Both algorithms are supported,  
ECC is more efficient due to hardware 

support

Libraries and 
Application 

Programming 
Interface

Limited support for complex 
cryptographic libraries in 
mobile operating systems

Available via Android Security  
and CommonCrypto, providing flexible 

integration

Supported through standard libraries, 
ECC is easier to integrate due  

to smaller keys

Secure key 
storage

Need to protect keys from 
unauthorised access

Use Keystore (Android) and Keychain (iOS) 
for secure storage of symmetric keys

Use Keystore/Keychain, ECC is more 
efficient due to smaller key sizes

Figure 5. Results of executing the hybrid asymmetric encryption and decryption code
Source: created by the author

Analysis of the possibilities of integrating hybrid  
cryptographic algorithms into mobile applications  
and assessment of the effectiveness
The integration of hybrid cryptographic algorithms into 
mobile applications requires consideration of several 
specific constraints inherent to the mobile environment. 
The main factors affecting the implementation of cryp-
tographic solutions on mobile devices include: limited 
hardware resources (Central Processing Unit, Random 
Access Memory, battery); specific runtime environments, 

such as ART/Dalvik, iOS runtime; and restrictions related 
to energy consumption and security maintenance. At the 
same time, these factors also encompass the availabili-
ty of advanced hardware security tools (Secure Enclave, 
Advanced RISC Machine (ARM) Crypto Extensions), which 
open up new possibilities for cryptographic optimisation. 
Table 1 provides a comparative overview of the main con-
straints and capabilities of the mobile environment in the 
context of implementing hybrid cryptographic algorithms 
that combine symmetric and asymmetric encryption.
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and Blowfish, in conjunction with deep learning, im-
proves the accuracy of malware detection on Android 
devices. For example, a model combining deep learning  
(AlexNet classifier) with hybrid cryptography (ECC 
and Blowfish) for detecting ransomware on Android 
achieves a detection accuracy of 99.89%, outperform-
ing traditional methods such as Graph Neural Network 
(94.76%), Convolutional Neural Network (95.76%), and 
Random Forest (96%) (Kalphana et al. 2024).

On the other hand, iOS offers a set of cryptograph-
ic frameworks, notably CryptoKit and CommonCrypto, 
which provide access to modern encryption, hashing, 
and digital signature algorithms. To enhance security, 
iOS also actively uses hardware means, such as the 
Secure Enclave, which securely stores keys in isola-
tion and performs critical cryptographic operations, 
and OpenSSL, which offers flexible support for a broad 
range of cryptographic algorithms. For example, the 
comprehensive approach of iOS to data security in-
cludes protection of data “at rest”, during transmis-
sion, and secure communication via SSL/TLS protocols 
(Prodduturi, 2025). The comparison of different mobile 
platforms was illustrated in Table 2.

Thus, symmetric algorithms, particularly AES and 
ChaCha20, demonstrate high efficiency when hard-
ware acceleration or software execution optimisation 
is available, whereas asymmetric methods (RSA,  ECC) 
differ significantly in terms of resource load, with ECC 
being more suitable for mobile environments due to 
smaller key sizes and faster operations. Given the above 
characteristics of cryptographic algorithms, it is also 
important to understand the capabilities provided by 
modern mobile platforms for the implementation. Dif-
ferent operating systems, such as Android and iOS, of-
fer the own cryptographic frameworks, libraries, and key 
storage and processing tools, which directly affect the 
adaptation and optimisation of hybrid solutions.

The Android platform provides developers with a 
wide range of cryptographic tools, particularly Android 
Keystore, which ensures secure key storage, and the 
Bouncy Castle library, which supports various cryp-
tographic algorithms. The Spongy Castle and Conscrypt 
libraries are also important. These tools enable effec-
tive implementation of both symmetric and asymmetric 
encryption algorithms. In particular, the use of hybrid 
cryptographic models, such as the combination of ECC 

Tool Platform Algorithm support Features and limitations Opportunities for hybrid and post-
quantum algorithms

Keystore

Android

AES, RSA, ECC, 
partially Kyber, 

Dilithium

Hardware-secured key storage, limited 
support for ChaCha20 and post-quantum 

algorithms

Secure key storage for AES, RSA, ECC; 
post-quantum algorithms require 

external libraries

Conscrypt
Optimised for Android, integrated with 
ART, limited support for ChaCha20 and 

SPHINCS+

Fast for AES, ECC with ARMv8 Crypto 
Extensions; post-quantum algorithms 

require additional libraries

Bouncy 
Castle AES, ChaCha20, RSA, 

ECC, Kyber, Dilithium, 
Falcon, SPHINCS+

Flexible, but resource-intensive, needs 
optimisation for mobile devices

Full support for hybrid (AES+ChaCha20, 
RSA+ECC) and post-quantum algorithms, 

but slower without hardware 
acceleration

Spongy 
Castle

A lighter version of Bouncy Castle, 
adapted for Android, but less active 

support

Efficient for hybrid and post-quantum 
algorithms on older devices, supports all 

algorithms

CryptoKit

iOS

AES, ChaCha20, ECC, 
partially Kyber

Modern, iOS-optimised, limited support 
for RSA and post-quantum algorithms

Suitable for hybrid schemes 
(ChaCha20+ECC), partial support for 

Kyber, requires OpenSSL for other post-
quantum algorithms

Common-
Crypto

AES, ChaCha20, RSA, 
ECC

Reliable but less flexible, no direct 
support for post-quantum algorithms

Full support for hybrid schemes, but 
post-quantum algorithms require 

external libraries

OpenSSL
AES, ChaCha20, RSA, 
ECC, Kyber, Dilithium, 

Falcon, SPHINCS+

Flexible but complex integration due to 
the closed iOS ecosystem, high resource 

intensity

Supports all hybrid and post-quantum 
algorithms, but needs optimisation for 

iOS

Notes: SPHINCS – Stateless Practical Hash-based Incredibly Nice Crypto Signature
Source: created by the author

Table 2. Comparative analysis of mobile platforms

Overall, Keystore is the standard Android mechanism 
for securely storing cryptographic keys in an encrypt-
ed, hardware-backed container, ensuring a high level of 
data protection. An addition to this is Conscrypt – a cryp-
tographic provider from Google, specifically optimised 
for working with TLS and integrated into the ART runt-
ime environment, which contributes to the efficient ex-
ecution of cryptographic operations on Android devices.  

For extended algorithm support, Bouncy Castle was 
used – a universal cryptographic library offering a wide 
range of symmetric, asymmetric, and post-quantum al-
gorithms, including Kyber, Dilithium, and SPHINCS+. For 
resource-constrained devices, Spongy Castle is avail-
able  – a lightweight and Android-adapted version of 
Bouncy Castle that ensures compatibility with legacy 
devices while maintaining support for core algorithms.
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On the iOS platform, CryptoKit plays an important 
role – a modern framework that supports ChaCha20, 
ECC, and is closely integrated with the Secure Enclave 
hardware module, enhancing the security of cryp-
tographic operations. Also in use is CommonCrypto – a 
low-level C-library from Apple, which focused on imple-
menting basic cryptographic functions with support for 
AES, RSA, and ECC, which provides a stable though less 
flexible implementation. No less important is OpenS-
SL – a powerful and flexible library supporting all ma-
jor and post-quantum algorithms, including Falcon and 
Dilithium; however, its integration into iOS is often 
complicated by the closed nature of Apple’s ecosystem. 
Thus, these tools create a broad field for selecting op-
timal cryptographic components when building hybrid 
security models, allowing the adaptation of algorithms 
to the specifics of a given mobile platform.

Therefore, on Android, the hybrid method Cha-
Cha20 + AES provides fast encryption (~2 ms for Cha-
Cha20, ~275.6 ms for AES with hardware acceleration), 
whereas RSA + ECC optimises key exchange (~15.8 ms 
for ECC versus ~2,532.8 ms for RSA), which is signif-
icantly faster than using RSA alone. On iOS, thanks 
to CryptoKit and Secure Enclave, ChaCha20  +  AES 
achieves comparable encryption speed, and ECC re-
duces load compared to RSA, ensuring better energy 
efficiency. The separate use of AES or RSA is slower 
and less energy-efficient, especially without hardware 
acceleration, whereas the hybrid approach optimises 
performance and security, particularly through the use 
of Keystore (Android) and Keychain (iOS) for key pro-
tection. Moreover, hybrid algorithms reduce execution 
latency and resource consumption, which is critical for 
mobile devices. For instance, in the hybrid approach, 
ChaCha20 reduces reliance on hardware acceleration, 
unlike AES, and ECC provides faster, and more com-
pact key exchange compared to RSA. Although indi-
vidual algorithms like ChaCha20 (~148.4 MB memory 
usage) may impose greater memory load than AES 
(~17.74 MB), the hybrid method compensates for this 
through comprehensive security and adaptability to 
various hardware configurations, making it more ef-
fective for mobile applications.

DISCUSSION
The results of this study highlighted that hybrid cryp-
tographic algorithms provide effective protection of 
personal data in mobile applications due to the com-
bination of symmetric and asymmetric encryption and 
optimisation for the mobile environment. In turn, the 
study by V.B. Bhimanapati et al. (2024) applied artificial 
intelligence and machine learning to detect vulnera-
bilities and behavioural threats in mobile applications. 
Thus, both studies align: the present one – in the field 
of cryptographic protection, and the mentioned one – in 
the aspect of dynamic monitoring and adaptive security.

The results showed that the proposed hybrid cryp-
tographic algorithms not only enhance the security  

of personal data but are also effectively adapted to 
the limited resources of mobile devices, ensuring per-
formance, energy efficiency, and low memory usage. 
At the same time, the study by A. Grace (2025) focused 
on adaptive solutions for mobile security, which apply 
machine learning and behavioural analytics to detect 
threats in real time. Both approaches complement 
each other: the current study strengthens protection 
through cryptographic methods at the data level, 
while the cited study was aimed at active threat de-
tection and prevention at the level of user behaviour  
and system activity.

The current conclusions also demonstrated that the 
integration of symmetric (AES,  ChaCha20) and asym-
metric (RSA, ECC) algorithms within hybrid cryptogra-
phy allows achieving a balance between high security 
and performance, which is especially important for mo-
bile applications with limited resources. Meanwhile, in 
the study by V.R.  Kanagavalli & A.  Meenakshi  (2024), 
the main focus was placed on the theoretical analy-
sis of the interrelation between machine learning and 
cryptography, in particular – how machine learning can 
improve cryptographic methods, or how encryption can 
be used to protect models and machine learning data. 
Both studies demonstrated the potential for interdisci-
plinary integration, albeit from different perspectives: 
the current research focused on the implementation 
of hybrid algorithms in mobile environments, whereas 
the mentioned study offered a conceptual generalisa-
tion of the interaction possibilities between machine 
learning and cryptography.

In addition, in the conducted study, AES-256 was 
implemented as a key element of hybrid symmetric 
encryption, providing high cryptographic strength, effi-
ciency due to hardware acceleration, and adaptation to 
mobile environments with limited resources. Similarly, 
in the study by W. Abbas et al. (2025), AES was applied 
for message encryption, ensuring fast and reliable pro-
tection of personal messages in mobile networks, com-
patible with most Android devices. The results of both 
studies align, confirming the high efficiency of AES in 
mobile environments as a universal tool for the protec-
tion of confidential data.

The conclusions of this study emphasised that the 
implementation of hybrid cryptographic algorithms, 
particularly using AES, ChaCha20, RSA, and ECC, not 
only increases the level of protection of personal data 
in mobile applications but also takes into account 
the requirements for data confidentiality and security 
in the modern digital environment. Similarly, in the 
study by P.M. Bandara et al. (2025), the importance of 
cryptographic technologies such as encryption and 
anonymisation for complying with international data 
protection standards, particularly the General Data 
Protection Regulation (2016) and the California Con-
sumer Privacy Act (2018), was highlighted. Both studies 
complement each other, showing that cryptographic 
solutions can serve as both a technical means of data 
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protection and a tool for ensuring compliance with 
privacy legislation.

The ChaCha20 algorithm analysed in this study is 
a high-performance stream cipher optimised for mo-
bile applications with limited resources, where it, as 
part of a hybrid scheme with AES-256, provides a bal-
anced compromise between security and performance, 
in particular due to its fast software implementation 
and moderate energy consumption, although it requires 
some memory optimisation. In the study by F.A.  Fa-
dhil et al. (2024), ChaCha20 was applied for encrypting 
data before hiding these data in video frames using the 
Laplacian of Gaussian algorithm, which demonstrated 
high speed, reliable protection, and preservation of vid-
eo quality, confirmed by experimental metrics. There-
fore, the results of the current study confirmed the 
conclusions of the mentioned study, demonstrating the 
versatility and efficiency of ChaCha20 for both mobile 
cryptography and multimedia information protection.

Regarding the RSA algorithm, the current results 
indicated that it provides a high level of security but 
involves significant computational costs and slow key 
generation, which limits its efficiency on mobile de-
vices. Similarly, the authors Y. Gao et al.  (2023), in the 
blockchain model, applied RSA for data encryption and 
digital signing, noting its high cryptographic strength 
but also emphasising the need for optimisation due to 
high computational load. This coincides with the cur-
rent conclusions regarding the limitations of RSA in the 
mobile environment.

The results of this study generally align with the 
findings presented in the work by Z. Chen et al. (2023), 
which proposed a hybrid cryptographic algorithm Hy-
brid AES and ECC, combining symmetric data encryp-
tion using AES and asymmetric key encryption using 
ECC. As in the current study, the authors emphasised 
the efficiency of the hybrid approach in enhancing se-
curity, optimising key management, and ensuring a bal-
ance between performance and protection. Both studies 
demonstrated the advantages of hybrid cryptography 
under resource constraints: in this case – mobile appli-
cations, in the mentioned study – blockchain systems.

The conducted study emphasised that ECC pro-
vides high cryptographic strength, fast key generation 
(~15.8 ms), and low energy consumption in mobile ap-
plications. Moreover, in the study by Y. Yan  (2022), ECC 
was noted as one of the strongest and most efficient 
modern cryptographies, capable of optimisation through 
hardware acceleration. Thus, both studies agree in the 
conclusion that ECC is the optimal choice for secure 
and efficient encryption under limited mobile resources. 
While the current work focused on the implementation 
of hybrid algorithms for the mobile environment, includ-
ing RSA and ECC, the study by C. Gitonga (2025) analysed 
the risks for these algorithms in the context of quantum 
attacks and considered post-quantum alternatives such 
as CRYSTALS-Kyber and SPHINCS+. That is, the current 
work has an advantage in the applied aspect, as it offers 
adapted solutions for modern mobile platforms.

Whereas the present study focused on the imple-
mentation of hybrid cryptographic algorithms for the 
protection of personal data in mobile applications, the 
work by F.  Ogwara  et al.  (2025) concentrated on the 
application of machine learning and stochastic meth-
ods for threat detection in mobile cloud computing 
environments. Both approaches are complementary: 
the current work proposed universal solutions for data 
encryption and storage, while the other study focused 
on dynamic monitoring and anomaly detection. The 
advantage of the current approach lies in its lower 
implementation complexity and compatibility with a 
wide range of mobile platforms without the need for 
cloud infrastructure.

In discussing the effectiveness of hybrid cryp-
tographic schemes for protecting personal data in 
mobile applications, it is instructive to reference 
V.V.  Lukichov  et al.  (2023), who proposed an adaptive 
multi‑layer protection method combining steganog-
raphy and cryptography. Their approach demonstrates 
how these two techniques can synergistically enhance 
resistance to attacks, assessed using metrics such as 
MSE and PSNR. Compared to their work, the proposed 
hybrid scheme similarly integrates symmetric encryp-
tion with asymmetric authentication mechanisms 
(e.g. AES with RSA or ECC), aiming to achieve a balance 
of confidentiality and integrity tailored to mobile envi-
ronments. Additionally, the study by V.I. Malinovskyi et 
al.  (2024) presented a mathematical model for evalu-
ating cyber-threats and informational impacts within 
microcontroller systems. Their analysis of specific risk 
vectors and threat dynamics provides a useful par-
allel to the mobile application context described in 
this study, where separation of key management (via  
ECC/RSA) and symmetric encryption modules enhances 
both scalability and robustness.

In general, this study implemented a hybrid sym-
metric encryption approach combining AES-256 and 
ChaCha20, which enabled a balance between perfor-
mance and security on mobile devices. Compared to the 
results of M. Vinothkumar & S. Ram  (2025), who pro-
posed a modified AES with chaotic key generation to 
enhance the security of electronic documentation, the 
current implementation demonstrates lower computa-
tional costs and better suitability for the mobile envi-
ronment due to AES hardware acceleration support and 
the software efficiency of ChaCha20. Although the men-
tioned approach strengthens the dynamic nature of 
keys, it requires more complex integration into mobile 
platforms. In turn, compared to the study by W.B. Nu-
groho et al. (2024), in which ChaCha20 was successfully 
applied for image encryption, the current approach was 
aimed not only at images but at universal encryption 
of textual data in mobile applications, providing addi-
tional resistance through cascading encryption and key 
storage via Keystore/Keychain.

The conclusions of this study regarding RSA (key 
generation ~2,532.8  ms) confirmed that not only 
its high reliability but also its limitations in mobile  
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environments due to significant computational costs, 
which aligns with the findings of J.C. Vimala (2023), who  
emphasised its advantages in cloud security but ac-
knowledged implementation complexity. In turn, R. Al-
sowail (2025) demonstrated the efficiency of ECC in vid-
eo encryption with an encryption time of 4.49 seconds 
and security of 98.5%. At the same time, the current 
approach using ECC (Central Processing Unit ~15.8 ms) 
confirmed its speed and resource efficiency for mobile 
applications, making the combined use of RSA and ECC 
an optimal solution.

Additionally, the current conclusions regarding the 
hybrid use of cryptographic algorithms are consistent 
with the results of the study by Z. Yasqi et al.  (2025), 
which confirmed the efficiency of combining symmetric 
(ChaCha20) and asymmetric (RSA) algorithms to ensure 
reliable data protection against various cyber threats. 
Both studies note successful encryption and decryption 
operation, as well as confirm the system’s resistance 
to unauthorised access. Meanwhile, the present study 
focuses on performance optimisation and energy effi-
ciency in the mobile environment, which is a logical 
continuation of the directions proposed by the authors 
for further development  – improving algorithm effi-
ciency and reducing execution time.

Thus, the results of the study confirmed that hy-
brid cryptographic algorithms are an effective and 
practical solution for the protection of personal data 
in mobile applications, ensuring a balance between 
security, performance, and resource efficiency. The 
proposed approaches were adapted to the specifics 
of the mobile environment and meet modern require-
ments for confidentiality and information protection. 
The implementation of such solutions will contrib-
ute to raising the overall level of cybersecurity in  
mobile technologies.

CONCLUSIONS
At the first stage of the study, a concept of hybrid en-
cryption was proposed, combining symmetric (AES, 
ChaCha20) and asymmetric (RSA, ECC) cryptographic 
algorithms with the aim of achieving a balance be-
tween performance, security, and efficient use of mobile 
device resources. The results demonstrated the practi-
cal implementation of two variants of the hybrid ap-
proach in Python: symmetric double encryption using 
AES-256 and ChaCha20, as well as a scheme for secure 
transmission of a symmetric key using RSA and key ex-
change based on ECC  (X25519). The obtained results 
emphasised the correctness of both approaches, con-
firming the feasibility for mobile applications, where 
limited computational resources require optimisation 
of cryptographic solutions without compromising the 
level of personal data protection.

The second stage of the study showed that effec-
tive integration of hybrid cryptographic algorithms into 
mobile applications is only possible with a deep under-
standing of the mobile environment’s specifics. For ex-
ample, symmetric algorithms (AES, ChaCha20) demon-
strated high performance on devices with hardware 
support – AES achieved encryption times of ~275.6 ms 
with low memory usage (~17.74  MB), whereas Cha-
Cha20 provided even higher speed (~2 ms), although it 
consumed more memory (~148.4 MB). In the context of 
asymmetric algorithms, ECC proved significantly more 
efficient than RSA: ECC key generation took ~15.8 ms 
versus ~2532.8  ms for RSA, which also positively af-
fected power consumption and overall system load. 
Accordingly, hybrid models enable an optimal balance 
between speed, security, and resource consumption. 
Platform-specific features, such as the use of Android 
Keystore or iOS Keychain, support for Secure Enclave, 
ARM Crypto Extensions, further enhance these advan-
tages, especially on modern devices. Analysis of such 
tools confirmed that Android provides broad support 
for both classical and post-quantum algorithms (via 
Bouncy Castle, Spongy Castle, Conscrypt), while iOS 
offers a more tightly controlled but hardware-opti-
mised environment (CryptoKit, CommonCrypto). Thus, 
the proposed hybrid approach, combining symmetric 
encryption ChaCha20 or AES with asymmetric ECC or 
RSA, demonstrated better efficiency than traditional al-
gorithms in terms of both speed and energy efficiency.

A limiting aspect of this study is that testing was 
carried out on a limited number of devices and emu-
lators, which does not allow for a full coverage of the 
variability of mobile platforms and scenarios of the 
practical use. Also, performance analysis of the algo-
rithms was not conducted in the context of different 
hardware configurations, particularly with regard to 
long-term load and changes in power consumption 
under real operating conditions. In this regard, it is 
advisable in further studies to expand the experi-
mental base through testing on various devices and 
long-term monitoring of resource consumption, as 
well as to analyse the possibilities of adaptive in-
tegration of hybrid and post-quantum cryptographic 
algorithms depending on the dynamics of the envi-
ronment and security threats.
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Анотація. Зі стрімким зростанням кількості мобільних додатків та обсягу оброблюваних персональних 
даних підвищується потреба у впровадженні ефективних засобів їхнього захисту. Мета роботи полягала в 
розробці гібридних криптографічних алгоритмів і в аналізі можливостей їх інтеграції в мобільні додатки для 
підвищення рівня захисту персональних даних. У дослідженні реалізовано гібридні криптографічні алгоритми, 
які поєднують симетричні та асиметричні методи шифрування, проведено моделювання їхньої роботи на 
прикладі програмних модулів мовою Python, а також здійснено оцінку їх ефективності з урахуванням 
характеристик мобільного середовища. Основні результати показали, що поєднання алгоритмів симетричного 
шифрування Advanced Encryption Standard і ChaCha20 забезпечує повне збереження даних при дешифруванні 
та дозволяє зменшити ризики компрометації завдяки двошаровій структурі шифрування. Також встановлено, 
що під час тестування асиметричних методів алгоритм Rivest-Shamir-Adleman успішно захищає симетричні 
ключі, а алгоритм Elliptic Curve Cryptography забезпечує обчислення спільного секрету двома сторонами без 
передачі самого ключа, що підвищує стійкість до перехоплення. Результати програмної реалізації підтвердили 
ідентичність вхідних і вихідних даних, що засвідчує надійність гібридного підходу до шифрування. З іншого 
боку, на Android платформах Keystore, Bouncy Castle, Spongy Castle і Conscrypt забезпечують швидке 
шифрування Advanced Encryption Standard (~275,6 мілісекунд з апаратним прискоренням) і ChaCha20 
(~2 мілісекунди), а також ефективний обмін ключами через Elliptic Curve Cryptography (~15,8 мілісекунд) 
порівняно з Rivest-Shamir-Adleman (~2532,8 мілісекунд), з підтримкою постквантових алгоритмів. На iPhone 
Operating System платформах CryptoKit, CommonCrypto і Open Secure Sockets Layer забезпечують схожу 
швидкість шифрування, а Secure Enclave оптимізує Elliptic Curve Cryptography, хоча постквантові алгоритми 
потребують додаткової оптимізації. Гібридний підхід знижує використання пам’яті, що робить алгоритми 
ефективними для мобільних пристроїв. Отримані результати можуть використовувати розробники мобільних 
додатків для покращення захисту даних у фінансових, медичних та корпоративних системах на смартфонах 
з операційними системами Android і iPhone 
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