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Abstract. With the rapid growth in the number of mobile applications and the volume of processed personal data,
the need for effective means of the protection increased. The aim of the study was to develop hybrid cryptographic
algorithms and to analyse the possibilities of the integration into mobile applications to enhance the protection of
personal data. The study implemented hybrid cryptographic algorithms that combined symmetric and asymmetric
encryption methods, modelled the operation using Python-based software modules, and assessed the efficiency
considering the characteristics of the mobile environment. The main results showed that the combination of
symmetric encryption algorithms Advanced Encryption Standard and ChaCha20 ensured complete data preservation
during decryption and reduced the risk of compromise due to the two-layer encryption structure. It was also found
that during testing of asymmetric methods, the Rivest-Shamir-Adleman algorithm successfully protected symmetric
keys, and the Elliptic Curve Cryptography algorithm enabled both parties to compute a shared secret without
transmitting the key itself, which improved resistance to interception. The results of the software implementation
confirmed the identity of input and output data, demonstrating the reliability of the hybrid encryption approach.On
Android platforms, Keystore, Bouncy Castle, Spongy Castle, and Conscrypt provided fast encryption using Advanced
Encryption Standard (~275.6 milliseconds with hardware acceleration) and ChaCha20 (~2 milliseconds), as well as
efficient key exchange via Elliptic Curve Cryptography (~15.8 milliseconds) compared to Rivest-Shamir-Adleman
(~2,532.8 milliseconds), with support for post-quantum algorithms. On iPhone Operating System platforms,
CryptoKit, CommonCrypto, and Open Secure Sockets Layer offered similar encryption speeds, while Secure Enclave
optimised Elliptic Curve Cryptography, although post-quantum algorithms required additional optimisation. The
hybrid approach reduced memory usage, making the algorithms effective for mobile devices. The obtained results
could be used by mobile application developers to improve data protection in financial, medical, and corporate
systems on smartphones running Android and iPhone Operating System platforms
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INTRODUCTION

In the context of the rapid spread of digital technolo-
gies, mobile devices became the primary environment
for storing and transmitting confidential information,
which necessitated the improvement of protection
methods. Given the limited resources of mobile devic-
es - particularly regarding energy consumption, perfor-
mance,and memory - traditional cryptographic methods

were not always effective in mobile environments.
The problem was compounded by the fact that mod-
ern cyber threats use complex mechanisms to bypass
protection, including traffic analysis, attacks on key in-
frastructure, data interception through compromised
communication channels, or local interference. Since
symmetric methods provided high speed but required
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secure key exchange, and asymmetric ones ensured
secure exchange but demanded more resources, there
arose a need to develop hybrid solutions that would
combine the advantages of both approaches.

For example, O. Borysenko & A.Tymoshenko (2024)
focused on the risks of data leakage in cloud environ-
ments, emphasising the importance of encryption dur-
ing storage and transmission, as well as the use of Se-
cure Sockets Layer (SSL)/Transport Layer Security (TLS)
protocols and access control to ensure the confidenti-
ality of personal data. V. Semerenska (2025) analysed
post-quantum cryptographic algorithms and concluded
that lattice-based schemes - particularly Kyber and
Nth-degree truncated polynomial ring unit - offered
the best balance between performance and resistance
to quantum attacks, also stressing the appropriate-
ness of using hybrid solutions combining classical and
post-quantum algorithms to protect critical systems. In
addition, A. Sereda et al. (2023) analysed cryptographic
algorithms used in mobile operating systems, reviewed
approaches to protecting confidential information, disk
space encryption, and end-to-end encryption, and pro-
posed methods for evaluating the resilience and effi-
ciency of cryptographic systems in mobile environments.

In turn, M.A. Sayed (2024) compared traditional
cryptographic algorithms such as Advanced Encryption
Standard (AES), Rivest-Shamir-Adleman (RSA), and hy-
brid models with machine learning-based models (au-
toencoders, Generative Adversarial Network, Random
Forest) for encrypting personal data, demonstrating the
advantages of the hybrid approach in balancing speed,
security, and scalability. The study by G.A. Nwatuzie et
al. (2025) proposed a hybrid cryptographic model com-
bining AES, data encryption standard (DES), and Rivest’s
Cipher 6 to enhance encryption speed, scalability, and
resistance to attacks in cloud environments, with sup-
port for automated key management and password-
less authentication. A. Muthaura & J. Kandiri (2024)
developed and tested a cryptographic algorithm using
Base64 and a fixed 512-bit length to enhance data
protection, which showed optimal results in encryp-
tion speed, attack resilience, and plaintext vulnerability.
Researchers H. Fan et al. (2022) also proposed a stat-
ic “black-box” testing method for detecting the use of
cryptographic algorithms in binary files without access
to source code, revealing the widespread use of outdat-
ed and vulnerable algorithms such as Message Digest 4
and Secure Hash Algorithm 1.

The findings of R. Neve & R. Bansode (2024) pre-
sented the lightweight hybrid cryptographic algorithm
Hybrid-SIMON-SPECKey, combining the SIMON round
function and SPECK key schedule, which achieved 50%
faster execution and 20% less memory usage com-
pared to the original algorithms, while maintaining
attack resilience under the avalanche effect criterion.
The conclusions of A. Gour et al. (2024) confirmed the
high effectiveness of the proposed hybrid cryptograph-
ic algorithm combining AES for symmetric encryption,
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Elliptic Curve Cryptography (ECC) for key exchange, and
digital signature algorithm for digital signing in ensur-
ing data confidentiality, integrity, and protection while
maintaining computational efficiency. Furthermore,
R.R. Pitale et al. (2024) underlined the importance of
well-grounded cryptographic algorithm selection (in-
cluding DES, 3DES, RSA, AES, International Data Encryp-
tion Algorithm, Blowfish, and homomorphic encryption)
to ensure data confidentiality and integrity in the con-
text of growing digital interaction, highlighting the
role of algorithmic complexity and key management in
countering modern threats.

The gaps in the cited studies lay in the insufficient
focus on optimising hybrid cryptographic algorithms
for mobile platforms, considering the hardware limita-
tions, and in the limited analysis of the impact of such
algorithms on performance and energy efficiency in
mobile applications. In contrast, the present study fo-
cused on examining the prospects for applying hybrid
cryptographic algorithms based on a mobile operating
system to improve the protection of users’ personal
data. The research included the following objectives:
to develop hybrid cryptographic algorithms combin-
ing symmetric and asymmetric encryption methods; to
analyse the potential for implementing the developed
algorithms in mobile operating system environments;
and to carry out a comparative analysis of the effective-
ness of hybrid solutions versus traditional cryptograph-
ic methods based on performance, energy consumption,
and security levels.

MATERIALS AND METHODS

At the first stage of the study, a concept and basic im-
plementation of hybrid cryptographic algorithms com-
bining symmetric and asymmetric encryption methods
were developed, taking into account the specifics of
mobile environments. The main focus was placed on
achieving a balance between cryptographic strength
and computational efficiency. Within this stage, a jus-
tification for the hybrid approach was provided, where
symmetric algorithms such as AES and ChaCha20 were
used for primary data encryption, while asymmetric
methods including RSA and ECC were used for secure
key transmission. For clarity, a visualisation of the hy-
brid cryptographic algorithm using symmetric and
asymmetric encryption was presented.

During testing, four separate software modules
were created in Python using the cryptography library
in the Visual Studio Code environment. The first pro-
gramme implemented data encryption using AES-256
in Cipher Block Chaining mode with Public Key Cryptog-
raphy Standard No. 7 padding. The second programme
applied stream encryption using ChaCha20 with a
unique nonce for sequential message protection. In
turn, the third programme demonstrated encryption of
the symmetric key using RSA with Optimal Asymmetric
Encryption Padding and verified the correctness of its
decryption. The fourth implemented key exchange via
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the ECC-based Elliptic Curve Diffie-Hellman protocol,
generating public and private key pairs for two parties
and computing a shared secret.

At the second stage of the study, a comprehensive
analysis of the integration of hybrid cryptographic al-
gorithms into mobile applications was carried out,
taking into account the peculiarities of the mobile
environment based on comparative analysis methods
and empirical evaluation of algorithm efficiency in a
test environment. The focus was placed on assessing
hardware constraints such as Central Processing Unit,
Random Access Memory, energy consumption, and
execution environments including Android Runtime
(ART)/Dalvik and iOS runtime, as well as secure key
storage capabilities (Keystore, Keychain). The analysis
of mobile environment factors for cryptographic algo-
rithms was conducted based on criteria such as compu-
tational resources, energy consumption, code execution
characteristics across different mobile operating sys-
tems, support for libraries and Application Programming
Interfaces, and secure key storage mechanisms (Ali et
al.,2025; Khalid et al.,2025).For this purpose,a compar-
ison of the performance of symmetric and asymmetric
algorithms was conducted in terms of encryption time,
key generation,memory usage,and energy consumption.

In addition, through structural-functional analy-
sis, frameworks, and libraries supporting hybrid and
post-quantum algorithm implementation were exam-
ined. For Android, Android Keystore and Bouncy Castle
were considered, along with Spongy Castle and Con-
scrypt. Furthermore, the potential use of hybrid cryp-
tography in combination with deep learning methods
for detecting malware on Android was explored. In
particular, a model combining a deep learning classi-
fier with a cryptographic approach based on ECC and
Blowfish was analysed. In the context of iOS, CryptoKit
and CommonCrypto were reviewed. Additionally, tools
such as Secure Enclave and OpenSSL were analysed.
Based on this, a comparative analysis of mobile plat-
forms was conducted using the above-mentioned tools,
assessing the capabilities for implementing hybrid and
post-quantum cryptographic algorithms. The analysis of
i0OS’s comprehensive approach to data security covered
information protection and SSL/TLS protocols (Kalpha-
na et al. 2024; Prodduturi, 2025). Thus, this study carried

out an analysis of the development, implementation,
and adaptation of hybrid cryptographic algorithms, con-
sidering the characteristics of mobile platforms, which
allowed for the identification of optimal combinations
of encryption and key exchange methods to enhance
the security and performance of mobile applications.

RESULTS
Development of hybrid cryptographic algorithms based
on symmetric and asymmetric encryption methods
The protection of personal data in mobile applications
requires a specific approach to cryptography, taking into
account both the increased security requirements and
the limited resources of devices. In this context, the de-
velopment of hybrid cryptographic algorithms that com-
bine symmetric and asymmetric encryption methods
emerges as an effective solution that enables a balance
between performance and cryptographic strength. The
concept of hybrid encryption is based on the combina-
tion of two fundamental cryptographic principles.On the
one hand, symmetric algorithms - such as AES (e.g.,AES-
256) or ChaCha20 - provide extremely fast encryption of
large volumes of data with minimal processor load. On
the other hand, asymmetric methods - particularly RSA
or ECC - allow for the secure transmission of keys even
in untrusted environments, as these methods rely on the
computational complexity of factoring large numbers
or computing the discrete logarithm on elliptic curves.
In the hybrid approach, data is encrypted using a
symmetric method, which reduces processing time,
while the symmetric key is encrypted using an asym-
metric algorithm - and only the key is transmitted via
an open channel. This combination minimises the risk
of key interception without sacrificing speed, which is
critically important in environments with limited mo-
bile device performance. Such hybrid schemes can be
effective in many security protocols, such as TLS; how-
ever, adapting these schemes to the specifics of mobile
environments requires careful optimisation and testing.
To better understand the main stages of hybrid encryp-
tion,a diagram is provided that illustrates the sequence
of actions: from symmetric key generation to data en-
cryption and the transmission of encrypted messages
with a protected key, as well as subsequent decryption
by the recipient (Fig. 1).

% Encrypt key with RSA/ECC Decrypt data with AES/ChaCha20

Encrypt data with
AES/ChaCha20

Transmit encrypted data +
encrypted key

A
ma Decrypt key with private key

Figure 1. Scheme of operation of a hybrid cryptographic algorithm using symmetric and asymmetric encryption

Source: created by the author

The diagram illustrates the logic of combining
symmetric and asymmetric encryption within a hy-
brid approach. One of the key stages in implementing

a hybrid cryptographic algorithm is the correct organ-
isation of the key generation and secure transmission
process. In mobile environments, where resources
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are limited, it is necessary to ensure not only cryp-
tographic robustness but also the optimisation of
this process in terms of performance and energy con-
sumption. Within the hybrid approach, the symmetric
key (to be used for the primary encryption of data) is
generated on the sender’s side using a cryptograph-
ically secure random number generator. This key is
then encrypted with the recipient’s public key (RSA or
ECC) and transmitted as part of the message. That is,
only the recipient, who possesses the corresponding
private key, can decrypt the symmetric key and use
it to decrypt the data. This approach effectively sep-
arates the tasks: symmetric algorithms perform the
fast encryption/decryption of data, while asymmetric
algorithms are used solely for the secure transmission
of the key. Such a division of workload is critically

38 chacha_decryptor = Cipher(

V. Yasenenko

important for mobile devices, where computational
power and energy resources are limited.

Among symmetric cryptographic algorithms active-
ly used in modern security systems, AES and ChaCha20
hold a special place. AES is a block-based symmetric
encryption algorithm that provides reliable data pro-
tection and is widely used as an international standard.
In contrast, ChaCha20 is a stream cipher optimised for
high performance on devices without specialised cryp-
tographic instructions, which makes it particularly ef-
fective in mobile applications with limited resources.
Its strength lies in chaotic bit mixing and minimal use
of complex operations. In Python, both algorithms can
be implemented using the cryptography library, which
supports flexible configuration of operating modes and
encryption parameters (Fig. 2).

39 algorithms.ChaCha20(chacha_key, chacha_nonce),
40 mode=None,
41 backend=default_backend()

42 ).decryptor()

43  aes_encrypted_restored = chacha_decryptor.update(chacha_encrypted)

45 print("

47  aes_decryptor = Cipher(

48 algorithms.AES(aes_key),
49 modes.CBC(aes_iv),
50 backend=default_backend()

51 ).decryptor()

[ChaCha20] Decrypted (AES encrypted message):", aes_encrypted_restored)

52 padded_plaintext = aes_decryptor.update(aes_encrypted_restored) + aes_decryptor.finalize()

54 unpadder = padding.PKCS7(128).unpadder()

55 decrypted_message = unpadder.update(padded_plaintext) + unpadder.finalize()

57 print("# [AES-256] Final decrypted message:", decrypted_message)

Figure 2. Code snippet for implementing hybrid encryption using AES-256 and ChaCha20 in Python

Source: created by the author

The programme demonstrates the implementation
of hybrid symmetric encryption, where data is first en-
crypted using AES-256 in Cipher Block Chaining mode
with padding (extending the message to a multiple of
the block length required for correct block cipher oper-
ation) according to Public Key Cryptography Standard
No. 7,and then the result is additionally encrypted with
the ChaCha20 algorithm. In the first stage, a random
256-bit key for AES and a 128-bit initialisation vector
are generated. The data is padded to the required block
length and encrypted. The resulting ciphertext is then
re-encrypted using ChaCha20 with its own 256-bit key

and a nonce (a unique number that does not repeat).
During the decryption phase, the reverse sequence of
actions is applied: ChaCha20 first removes the outer
encryption layer, and then AES-256 decrypts the data,
removing the padding to recover the original message.
The programme demonstrates the step-by-step trans-
formation of the input message: first, the original text is
displayed, followed by its encrypted version after apply-
ing AES-256, then the result after additional ChaCha20
encryption. After the decryption steps, the AES-encrypt-
ed block is first restored, and finally, the original mes-
sage is fully recovered (Fig. 3).

» Original message: b'Confidential data for hybrid symmetric encryption’
11 [AES-256] Encrypted message: b'\xfcw\xbeq\xfd\xa8y\xla]%\t\xa7\xbb\xbek\xea\xbd8\xd7\xf
aV\xce\x19\xa3n\xf7\xf2\xae\xe9\xc8C\x00jg\r0O\xb5\r\xf6\xel\xca\xda\xff\xf4\xbo\x95\x9%ew\x

18b\xcb\xa8m\x9aQ\\ \xf8;wf3\x82ju"

© [ChaCha20] Encrypted message: b'\xea~\x1b\x9fp=\xeb\x86\xc7\n s\x9f\xcbR\xalD\x9doE\xdo
\xc2\x90]\xd8 (\xb0\xe8\xe5\xdf\x99c8\xbOB&u\xbbg" \xe@Y\xfclWY\xe4 v\xb4\x12\x12\x8f)\xdf\xe

c\x8b\xd6\xfe\xdd\xeaR\x88\xf8\x07 "

[ChaCha20] Decrypted (AES encrypted message): b'\xfcw\xbeq\xfd\xa8y\xla]%\t\xa7\xbb\xbe
k\xea\xbd8\xd7\xfaV\xce\x19\xa3n\xf7\xf2\xae\xe9\xc8C\x00jg\r0\xb5\r\xf6\xel\xca\xda\xff\x
F4\xb0\x95\x9%ew\x18b\xcb\xa8m\x9aQ\\\xf8;wf3\x82ju"’

[AES-256] Final decrypted message: b'Confidential data for hybrid symmetric encryption’

Figure 3. Result of executing the hybrid symmetric encryption and decryption program

Source: created by the author
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The obtained result confirms that the encryption
and decryption of data using the combined symmet-
ric approach was performed correctly: the encryption
structure was preserved, and the output data were ful-
ly identical to the input message. Compared to tradi-
tional symmetric algorithms, such as the standalone
use of AES or ChaCha20, the hybrid encryption method
demonstrates a balanced compromise between security
and performance. The use of AES in Cipher Block Chain-
ing mode ensures high cryptographic strength, particu-
larly due to standard support for hardware acceleration
on modern mobile processors, which positively impacts
encryption speed and energy consumption. In contrast,
the additional application of ChaCha20, which is opti-
mised for software implementations on resource-con-
strained devices, enhances resistance to attacks while
only slightly increasing computational costs. This hybrid
combination is especially relevant for mobile applica-
tions, where it is necessary to ensure both high data
security and efficient use of device resources. Compared
to the standalone use of either AES or ChaCha20, the
hybrid algorithm may slightly lag in performance but

provides more comprehensive protection, reducing the
risk of potential vulnerabilities in individual methods.
Thus, it is a promising solution for mobile platforms
with heterogeneous hardware support for cryptography
and varying performance and security requirements.

On the other hand, asymmetric algorithms such
as RSA and ECC are important components of modern
hybrid encryption, especially in the context of mobile
applications. RSA is based on the mathematical com-
plexity of factoring large prime numbers, and is most
commonly used for the secure transmission of sym-
metric keys. At the same time, ECC, which is based
on the algebra of elliptic curves, provides equivalent
cryptographic strength with significantly shorter key
lengths, making it more energy-efficient and suitable
for mobile platforms. Both approaches can be integrat-
ed into hybrid cryptographic schemes to combine the
strengths - the high speed of symmetric algorithms
with secure key exchange through asymmetric meth-
ods. Similar to symmetric methods, these algorithms
can also be implemented in Python using the cryptog-
raphy library (Fig. 4).

29 def rsa_decrypt_key(private_key, encrypted_key):

30 decrypted_key = private_key.decrypt(

31 encrypted_key,

32 padding.OAEP(

33 mgf=padding.MGF1(algorithm=hashes.SHA256()),
34 algorithm=hashes.SHA256(),

35 label=None

36 )

37 )

38 return decrypted_key

39
40 def generate_ecc_keys():

41 private_key = x25519.X25519PrivateKey.generate()

42 public_key = private_key.public_key()

43 return private_key, public_key

44

45 def compute_shared_secret(private_key, peer_public_key):
46 shared_secret = private_key.exchange(peer_public_key)
47 derived_key = HKDF(

48 algorithm=hashes.SHA256(),

49 length=32,

50 salt=None,

51 info=b'handshake data',

52 backend=default_backend()

Figure 4. Results of executing the hybrid asymmetric encryption and decryption code

Source: created by the author

This code demonstrates two key mechanisms of hy-
brid asymmetric encryption: asymmetric encryption of
a symmetric key using RSA and key exchange via ECC.
First, a random symmetric key (32 bytes) is generated,
which is then encrypted using the RSA public key with
the Optimal Asymmetric Encryption Padding algorithm,
based on SHA-256, ensuring enhanced resistance to at-
tacks. Decryption is then performed using the private
key, followed by a verification of the original and re-
covered keys, confirming the correctness of the encryp-
tion. Next, key pair generation for two parties (A and
B) is demonstrated using the X25519 algorithm. Each
party uses its private key and the other party’s public

key to compute a shared symmetric secret through the
Elliptic Curve Diffie-Hellman protocol. The results show
that both parties obtained identical keys, indicating a
successful and secure exchange (Fig. 5).

This approach allows a shared secret to be es-
tablished without transmitting the key itself, which
significantly increases resistance to interception and
manipulation in open environments. Moreover, the
hybrid encryption method combining RSA and ECC
has substantial advantages compared to using each
of these methods individually. The traditional use of
RSA alone for data protection provides a reliable lev-
el of security but is characterised by relatively large
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key sizes and slower performance, which is especial-
ly noticeable on mobile devices with limited resourc-
es. In turn, using ECC alone offers high cryptographic
strength with significantly shorter key lengths and
better performance; however, its standalone use may
complicate compatibility with existing protocols and
may require additional configuration. The current ap-
proach combines the strengths of both algorithms:

V. Yasenenko

RSA effectively protects the symmetric key, while ECC
ensures secure and efficient key exchange, enhancing
the overall security and performance of the system.
Thus, the hybrid approach optimises the balance be-
tween security, processing speed, and resource con-
sumption, making it particularly appropriate for mobile
applications and environments with heightened data
protection requirements.

¢ Original key: b'\xcc\x@f\xe5h\xd3\xb2\xa2\xfdL.\xcdo\xd5\xd5x*\x19\x88\xbb@_\xdf\x7f\x03\xe4\xe5\xd1\x0
e\xf3\xf2\xd2\xe0"

i RSA encryption key: b'\x8aZ8%|\xb3.\x81\xb6b\x94\xebC\x8f (x\xe9\x@3\xf1\x8b\x9c1\x@0Bm\x8d.W\x9d\xd5\xd
4\xbc\xc5q\xf3\x84\xfe\xe9z\xad\xc5b\xc5GYC\xd4\xf2\x00\xee\xd70\x0c \x08\xf1\x8fo\xbd\x9c”j\xac\x8bwF\x92*
\xcd{\x93\xc5A\xec\x8b\x99\xa2\x8b\x15\x1e ! $\xc9j\xe29\xcd\xea\xc5\x17z\xalfX\xfbKc\xac\x12\x137\x0b0\x10
\xd5r~*z\xe9\xc1t\x04\x12\xb6\xa2\xe0? \xe9\xab\xa7\x11\x8a\xa4} \xa8\x13=\x0b\xed\r\xee\xc9\x0e \x0e \x0fH\x1d
\x16\xec\x10\xf9Zu\x85W\xadK\x05\xd8Y ; \xae. \xef\xfck+1\xbajH\x883\xc7\xcb\xac\x8b\xa8f\x13\x955\xba\xee\x8
71zR\x1eVd\xb6\x1d\xaf\xc4" " {\x0e\x1c\x16\xfe\xdb#\xe2\xe6\xaf\xb5\xec\xc5\x08\xc1\x02\x9a\x7fn\xf4\r\xf1\
xe2Fs\x97" \xf6bd\xleL [ \xc8\xaf\xef\x1d\x9b=C\x89\xcOfx\xac, \xe6 | \x14\x96) \xa7\x89\x90\xae\xe9\xd2 9IN\xe8/\
xc@Xk\x89\xd@\xd7p"

i RSA decrypted key: b'\xcc\x@f\xe5h\xd3\xb2\xa2\xfdL.\xcdo\xd5\xd5x*\x19\x88\xbb@_\xdf\x7f\x@3\xe4\xe5\x
d1\x@e\xf3\xf2\xd2\xe0"

ECC shared secret A: b'\xal\x90"\x0e\x7fy#\xf5kQ\x0f\xcb\x86\xbe\xe5\x17P\x0e\x04\xccQ\xd4\x10<~\x83\xc
7\xcaFx\x88N"
ECC shared secret B: b'\xal\x90"\x0e\x7fy#\xf5kQ\x0f\xcb\x86\xbe\xe5\x17P\x0e\x04\xccQ\xd4\x10<~\x83\xc

7\xcaFx\x88N"
ECC secrets match!

Figure 5. Results of executing the hybrid asymmetric encryption and decryption code

Source: created by the author

Analysis of the possibilities of integrating hybrid
cryptographic algorithms into mobile applications

and assessment of the effectiveness

The integration of hybrid cryptographic algorithms into
mobile applications requires consideration of several
specific constraints inherent to the mobile environment.
The main factors affecting the implementation of cryp-
tographic solutions on mobile devices include: limited
hardware resources (Central Processing Unit, Random
Access Memory, battery); specific runtime environments,

such as ART/Dalvik, iOS runtime; and restrictions related
to energy consumption and security maintenance. At the
same time, these factors also encompass the availabili-
ty of advanced hardware security tools (Secure Enclave,
Advanced RISC Machine (ARM) Crypto Extensions), which
open up new possibilities for cryptographic optimisation.
Table 1 provides a comparative overview of the main con-
straints and capabilities of the mobile environment in the
context of implementing hybrid cryptographic algorithms
that combine symmetric and asymmetric encryption.

Table 1. Analysis of mobile environment factors for cryptographic algorithms

requires energy-efficient

consumption algorithms

Factor Limitation Opportunities for symmetric algorithms | Opportunities for asymmetric algorithms

Central Limited processing power of | AES: efficient with hardware acceleration | RSA: high load due to slow operations
Processing mobile processors requires (encryption time ~275.6 ms) (key generation ~2,532.8 ms)

Unit efficient algorithms ChaCha20: faster in software (~2 ms) ECC: faster, lower load (~15.8 ms)
AES: L ~17.74 MB RSA: moderat

Random | ;i RAM (2-8 GB) requires ow usage ( ) moderate memory usage

Access low memory usage ChaCha20: higher (~148.4 MB), ECC: less usage due to compact keys

Memory needs optimisation ’

Energy Limited battery capacity AES: high without hardware acceleration | RSA: high due to complex calculations

ChaCha20: lower due to speed
in software

ECC: lower due to smaller keys
and faster operations

ART/Dalvik affects

Algorithms are supported via Android

Enclave has limitations on
implementation flexibility

Android ; : I . . Both algorithms are supported, ECC
runtime cryptqgraphm operations, Securlt.y library, AES is more gfﬁuent is faster and more efficient on ARMv8
limiting performance with hardware acceleration
iOS runtime with .
. Both algorithms are supported,
iOS runtime CommonCrypto and Secure Supported via CommanCrypto, ECC is more efficient due to hardware

ES is more efficient with Secure Enclave

support

Libraries and Limited support for complex

Available via Android Security

Supported through standard libraries,

Péggprl;crr&rr[rl](i)gg cryptographic libraries in and CommonCrypto, providing flexible ECC s easier to integrate due
Interface mobile operating systems integration to smaller keys
Secure key Need to protect keys from Use Keystore (Android) and Keychain (iOS) Use Keystore/Keychain, ECC is more
storage unauthorised access for secure storage of symmetric keys efficient due to smaller key sizes

Notes: ARMv8 - Advanced RISC Machine version 8
Source: created by the author
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Thus, symmetric algorithms, particularly AES and
ChaCha20, demonstrate high efficiency when hard-
ware acceleration or software execution optimisation
is available, whereas asymmetric methods (RSA, ECC)
differ significantly in terms of resource load, with ECC
being more suitable for mobile environments due to
smaller key sizes and faster operations. Given the above
characteristics of cryptographic algorithms, it is also
important to understand the capabilities provided by
modern mobile platforms for the implementation. Dif-
ferent operating systems, such as Android and iOS, of-
fer the own cryptographic frameworks, libraries, and key
storage and processing tools, which directly affect the
adaptation and optimisation of hybrid solutions.

The Android platform provides developers with a
wide range of cryptographic tools, particularly Android
Keystore, which ensures secure key storage, and the
Bouncy Castle library, which supports various cryp-
tographic algorithms. The Spongy Castle and Conscrypt
libraries are also important. These tools enable effec-
tive implementation of both symmetric and asymmetric
encryption algorithms. In particular, the use of hybrid
cryptographic models, such as the combination of ECC

and Blowfish, in conjunction with deep learning, im-
proves the accuracy of malware detection on Android
devices. For example, a model combining deep learning
(AlexNet classifier) with hybrid cryptography (ECC
and Blowfish) for detecting ransomware on Android
achieves a detection accuracy of 99.89%, outperform-
ing traditional methods such as Graph Neural Network
(94.76%), Convolutional Neural Network (95.76%), and
Random Forest (96%) (Kalphana et al. 2024).

On the other hand, iOS offers a set of cryptograph-
ic frameworks, notably CryptoKit and CommonCrypto,
which provide access to modern encryption, hashing,
and digital signature algorithms. To enhance security,
iOS also actively uses hardware means, such as the
Secure Enclave, which securely stores keys in isola-
tion and performs critical cryptographic operations,
and OpenSSL, which offers flexible support for a broad
range of cryptographic algorithms. For example, the
comprehensive approach of iOS to data security in-
cludes protection of data “at rest’, during transmis-
sion, and secure communication via SSL/TLS protocols
(Prodduturi, 2025). The comparison of different mobile
platforms was illustrated in Table 2.

Table 2. Comparative analysis of mobile platforms

. TN Opportunities for hybrid and post-
Tool Platform | Algorithm support Features and limitations quantum algorithms
Hardware-secured key storage, limited Secure key storage for AES, RSA, ECC;
Keystore AES. RSA. ECC support for ChaCha20 and post-quantum post-quantum algorithms require
aErtialL |'<Eber’ algorithms external libraries
P it | Optimised for Android, integrated with | Fast for AES, ECC with ARMv8 Crypto
Conscrypt ART, limited support for ChaCha20 and Extensions; post-quantum algorithms
SPHINCS+ require additional libraries
Android Full support for hybrid (AES+ChaCha20,
Bouncy Flexible, but resource-intensive, needs | RSA+ECC) and post-quantum algorithms,
Castle AES, ChaCha20, RSA, optimisation for mobile devices but slower without hardware
ECC, Kyber, Dilithium, acceleration
Spon Falcon, SPHINCS+ Alighter version of Bouncy Castle, Efficient for hybrid and post-quantum
Cpastlgey adapted for Android, but less active algorithms on older devices, supports all
support algorithms
Suitable for hybrid schemes
CryptoKit AES, ChaCha20, ECC, | Modern, i0S-optimised, limited support (ChaCha20+ECC), partial support for
yp partially Kyber for RSA and post-quantum algorithms Kyber, requires OpenSSL for other post-
quantum algorithms
Common- i0S AES, ChaCha20, RSA, Reliable but less flexible, no direct Fl;lcl)sstt_iggaorrl';uf(rlg ngtg;ﬂﬁfnhseggz,i?eUt
Crypto ECC support for post-quantum algorithms external libraries
AES, ChaCha20, RSA, | Flexible but complex integration due to | Supports all hybrid and post-quantum
OpenSSL ECC, Kyber, Dilithium, | the closed iOS ecosystem, high resource | algorithms, but needs optimisation for
Falcon, SPHINCS+ intensity i0S

Notes: SPHINCS - Stateless Practical Hash-based Incredibly Nice Crypto Signature

Source: created by the author

Overall, Keystore is the standard Android mechanism
for securely storing cryptographic keys in an encrypt-
ed, hardware-backed container, ensuring a high level of
data protection. An addition to this is Conscrypt - a cryp-
tographic provider from Google, specifically optimised
for working with TLS and integrated into the ART runt-
ime environment, which contributes to the efficient ex-
ecution of cryptographic operations on Android devices.

For extended algorithm support, Bouncy Castle was
used - a universal cryptographic library offering a wide
range of symmetric, asymmetric, and post-quantum al-
gorithms, including Kyber, Dilithium, and SPHINCS+. For
resource-constrained devices, Spongy Castle is avail-
able - a lightweight and Android-adapted version of
Bouncy Castle that ensures compatibility with legacy
devices while maintaining support for core algorithms.
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On the iOS platform, CryptoKit plays an important
role — a modern framework that supports ChaCha20,
ECC, and is closely integrated with the Secure Enclave
hardware module, enhancing the security of cryp-
tographic operations. Also in use is CommonCrypto - a
low-level C-library from Apple, which focused on imple-
menting basic cryptographic functions with support for
AES, RSA, and ECC, which provides a stable though less
flexible implementation. No less important is OpenS-
SL - a powerful and flexible library supporting all ma-
jor and post-quantum algorithms, including Falcon and
Dilithium; however, its integration into iOS is often
complicated by the closed nature of Apple’s ecosystem.
Thus, these tools create a broad field for selecting op-
timal cryptographic components when building hybrid
security models, allowing the adaptation of algorithms
to the specifics of a given mobile platform.

Therefore, on Android, the hybrid method Cha-
Cha20 + AES provides fast encryption (~2 ms for Cha-
Cha20,~275.6 ms for AES with hardware acceleration),
whereas RSA + ECC optimises key exchange (~15.8 ms
for ECC versus ~2,532.8 ms for RSA), which is signif-
icantly faster than using RSA alone. On iOS, thanks
to CryptoKit and Secure Enclave, ChaCha20 + AES
achieves comparable encryption speed, and ECC re-
duces load compared to RSA, ensuring better energy
efficiency. The separate use of AES or RSA is slower
and less energy-efficient, especially without hardware
acceleration, whereas the hybrid approach optimises
performance and security, particularly through the use
of Keystore (Android) and Keychain (iOS) for key pro-
tection. Moreover, hybrid algorithms reduce execution
latency and resource consumption, which is critical for
mobile devices. For instance, in the hybrid approach,
ChaCha20 reduces reliance on hardware acceleration,
unlike AES, and ECC provides faster, and more com-
pact key exchange compared to RSA. Although indi-
vidual algorithms like ChaCha20 (~148.4 MB memory
usage) may impose greater memory load than AES
(~17.74 MB), the hybrid method compensates for this
through comprehensive security and adaptability to
various hardware configurations, making it more ef-
fective for mobile applications.

DISCUSSION
The results of this study highlighted that hybrid cryp-
tographic algorithms provide effective protection of
personal data in mobile applications due to the com-
bination of symmetric and asymmetric encryption and
optimisation for the mobile environment. In turn, the
study by V.B. Bhimanapati et al. (2024) applied artificial
intelligence and machine learning to detect vulnera-
bilities and behavioural threats in mobile applications.
Thus, both studies align: the present one - in the field
of cryptographic protection,and the mentioned one - in
the aspect of dynamic monitoring and adaptive security.
The results showed that the proposed hybrid cryp-
tographic algorithms not only enhance the security
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of personal data but are also effectively adapted to
the limited resources of mobile devices, ensuring per-
formance, energy efficiency, and low memory usage.
At the same time, the study by A. Grace (2025) focused
on adaptive solutions for mobile security, which apply
machine learning and behavioural analytics to detect
threats in real time. Both approaches complement
each other: the current study strengthens protection
through cryptographic methods at the data level,
while the cited study was aimed at active threat de-
tection and prevention at the level of user behaviour
and system activity.

The current conclusions also demonstrated that the
integration of symmetric (AES, ChaCha20) and asym-
metric (RSA, ECC) algorithms within hybrid cryptogra-
phy allows achieving a balance between high security
and performance, which is especially important for mo-
bile applications with limited resources. Meanwhile, in
the study by V.R. Kanagavalli & A. Meenakshi (2024),
the main focus was placed on the theoretical analy-
sis of the interrelation between machine learning and
cryptography, in particular - how machine learning can
improve cryptographic methods, or how encryption can
be used to protect models and machine learning data.
Both studies demonstrated the potential for interdisci-
plinary integration, albeit from different perspectives:
the current research focused on the implementation
of hybrid algorithms in mobile environments, whereas
the mentioned study offered a conceptual generalisa-
tion of the interaction possibilities between machine
learning and cryptography.

In addition, in the conducted study, AES-256 was
implemented as a key element of hybrid symmetric
encryption, providing high cryptographic strength, effi-
ciency due to hardware acceleration, and adaptation to
mobile environments with limited resources. Similarly,
in the study by W. Abbas et al. (2025), AES was applied
for message encryption, ensuring fast and reliable pro-
tection of personal messages in mobile networks, com-
patible with most Android devices. The results of both
studies align, confirming the high efficiency of AES in
mobile environments as a universal tool for the protec-
tion of confidential data.

The conclusions of this study emphasised that the
implementation of hybrid cryptographic algorithms,
particularly using AES, ChaCha20, RSA, and ECC, not
only increases the level of protection of personal data
in mobile applications but also takes into account
the requirements for data confidentiality and security
in the modern digital environment. Similarly, in the
study by PM. Bandara et al. (2025), the importance of
cryptographic technologies such as encryption and
anonymisation for complying with international data
protection standards, particularly the General Data
Protection Regulation (2016) and the California Con-
sumer Privacy Act (2018),was highlighted. Both studies
complement each other, showing that cryptographic
solutions can serve as both a technical means of data
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protection and a tool for ensuring compliance with
privacy legislation.

The ChaCha20 algorithm analysed in this study is
a high-performance stream cipher optimised for mo-
bile applications with limited resources, where it, as
part of a hybrid scheme with AES-256, provides a bal-
anced compromise between security and performance,
in particular due to its fast software implementation
and moderate energy consumption, although it requires
some memory optimisation. In the study by F.A. Fa-
dhil et al. (2024), ChaCha20 was applied for encrypting
data before hiding these data in video frames using the
Laplacian of Gaussian algorithm, which demonstrated
high speed, reliable protection, and preservation of vid-
eo quality, confirmed by experimental metrics. There-
fore, the results of the current study confirmed the
conclusions of the mentioned study, demonstrating the
versatility and efficiency of ChaCha20 for both mobile
cryptography and multimedia information protection.

Regarding the RSA algorithm, the current results
indicated that it provides a high level of security but
involves significant computational costs and slow key
generation, which Llimits its efficiency on mobile de-
vices. Similarly, the authors Y. Gao et al. (2023), in the
blockchain model, applied RSA for data encryption and
digital signing, noting its high cryptographic strength
but also emphasising the need for optimisation due to
high computational load. This coincides with the cur-
rent conclusions regarding the limitations of RSAin the
mobile environment.

The results of this study generally align with the
findings presented in the work by Z. Chen et al. (2023),
which proposed a hybrid cryptographic algorithm Hy-
brid AES and ECC, combining symmetric data encryp-
tion using AES and asymmetric key encryption using
ECC. As in the current study, the authors emphasised
the efficiency of the hybrid approach in enhancing se-
curity, optimising key management, and ensuring a bal-
ance between performance and protection. Both studies
demonstrated the advantages of hybrid cryptography
under resource constraints: in this case - mobile appli-
cations, in the mentioned study - blockchain systems.

The conducted study emphasised that ECC pro-
vides high cryptographic strength, fast key generation
(~15.8 ms), and low energy consumption in mobile ap-
plications. Moreover, in the study by Y. Yan (2022), ECC
was noted as one of the strongest and most efficient
modern cryptographies, capable of optimisation through
hardware acceleration. Thus, both studies agree in the
conclusion that ECC is the optimal choice for secure
and efficient encryption under limited mobile resources.
While the current work focused on the implementation
of hybrid algorithms for the mobile environment, includ-
ing RSA and ECC, the study by C. Gitonga (2025) analysed
the risks for these algorithms in the context of quantum
attacks and considered post-quantum alternatives such
as CRYSTALS-Kyber and SPHINCS+. That is, the current
work has an advantage in the applied aspect, as it offers
adapted solutions for modern mobile platforms.

Whereas the present study focused on the imple-
mentation of hybrid cryptographic algorithms for the
protection of personal data in mobile applications, the
work by F. Ogwara et al. (2025) concentrated on the
application of machine learning and stochastic meth-
ods for threat detection in mobile cloud computing
environments. Both approaches are complementary:
the current work proposed universal solutions for data
encryption and storage, while the other study focused
on dynamic monitoring and anomaly detection. The
advantage of the current approach lies in its lower
implementation complexity and compatibility with a
wide range of mobile platforms without the need for
cloud infrastructure.

In discussing the effectiveness of hybrid cryp-
tographic schemes for protecting personal data in
mobile applications, it is instructive to reference
VV. Lukichov et al. (2023), who proposed an adaptive
multi-layer protection method combining steganog-
raphy and cryptography. Their approach demonstrates
how these two techniques can synergistically enhance
resistance to attacks, assessed using metrics such as
MSE and PSNR. Compared to their work, the proposed
hybrid scheme similarly integrates symmetric encryp-
tion with asymmetric authentication mechanisms
(e.g. AES with RSA or ECC), aiming to achieve a balance
of confidentiality and integrity tailored to mobile envi-
ronments. Additionally, the study by V.I. Malinovskyi et
al. (2024) presented a mathematical model for evalu-
ating cyber-threats and informational impacts within
microcontroller systems. Their analysis of specific risk
vectors and threat dynamics provides a useful par-
allel to the mobile application context described in
this study, where separation of key management (via
ECC/RSA) and symmetric encryption modules enhances
both scalability and robustness.

In general, this study implemented a hybrid sym-
metric encryption approach combining AES-256 and
ChaCha20, which enabled a balance between perfor-
mance and security on mobile devices. Compared to the
results of M. Vinothkumar & S. Ram (2025), who pro-
posed a modified AES with chaotic key generation to
enhance the security of electronic documentation, the
current implementation demonstrates lower computa-
tional costs and better suitability for the mobile envi-
ronment due to AES hardware acceleration support and
the software efficiency of ChaCha20.Although the men-
tioned approach strengthens the dynamic nature of
keys, it requires more complex integration into mobile
platforms. In turn, compared to the study by W.B. Nu-
groho et al.(2024), in which ChaCha20 was successfully
applied for image encryption, the current approach was
aimed not only at images but at universal encryption
of textual data in mobile applications, providing addi-
tional resistance through cascading encryption and key
storage via Keystore/Keychain.

The conclusions of this study regarding RSA (key
generation ~2,532.8 ms) confirmed that not only
its high reliability but also its limitations in mobile
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environments due to significant computational costs,
which aligns with the findings of J.C.Vimala (2023), who
emphasised its advantages in cloud security but ac-
knowledged implementation complexity. In turn, R. Al-
sowail (2025) demonstrated the efficiency of ECCin vid-
eo encryption with an encryption time of 4.49 seconds
and security of 98.5%. At the same time, the current
approach using ECC (Central Processing Unit ~15.8 ms)
confirmed its speed and resource efficiency for mobile
applications, making the combined use of RSA and ECC
an optimal solution.

Additionally, the current conclusions regarding the
hybrid use of cryptographic algorithms are consistent
with the results of the study by Z. Yasqi et al. (2025),
which confirmed the efficiency of combining symmetric
(ChaCha20) and asymmetric (RSA) algorithms to ensure
reliable data protection against various cyber threats.
Both studies note successful encryption and decryption
operation, as well as confirm the system’s resistance
to unauthorised access. Meanwhile, the present study
focuses on performance optimisation and energy effi-
ciency in the mobile environment, which is a logical
continuation of the directions proposed by the authors
for further development - improving algorithm effi-
ciency and reducing execution time.

Thus, the results of the study confirmed that hy-
brid cryptographic algorithms are an effective and
practical solution for the protection of personal data
in mobile applications, ensuring a balance between
security, performance, and resource efficiency. The
proposed approaches were adapted to the specifics
of the mobile environment and meet modern require-
ments for confidentiality and information protection.
The implementation of such solutions will contrib-
ute to raising the overall level of cybersecurity in
mobile technologies.

CONCLUSIONS

At the first stage of the study, a concept of hybrid en-
cryption was proposed, combining symmetric (AES,
ChaCha20) and asymmetric (RSA, ECC) cryptographic
algorithms with the aim of achieving a balance be-
tween performance, security, and efficient use of mobile
device resources. The results demonstrated the practi-
cal implementation of two variants of the hybrid ap-
proach in Python: symmetric double encryption using
AES-256 and ChaCha20, as well as a scheme for secure
transmission of a symmetric key using RSA and key ex-
change based on ECC (X25519). The obtained results
emphasised the correctness of both approaches, con-
firming the feasibility for mobile applications, where
limited computational resources require optimisation
of cryptographic solutions without compromising the
level of personal data protection.
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The second stage of the study showed that effec-
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Development and testing of the effectiveness...

Po3po6ka Ta TectyBaHHA epeKTUBHOCTI ri6puaHUX KpuntorpadiuHmMx anropuTmis
ANA 3aXMCTY NePCOHANbHUX AAHMX Y MOBINbHUX AoAATKAX

Bitanii ceHeHko

MaricTp, cTapwmii po3po6HUK NpOrpaMHoOro 3abesneyeHHs
TP-Link

92618, Byn. TexHonoriw, 36, M. IpeaiH, CLLUA
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AHoTauif. 3i CTpiMKMM 3pOCTaHHAM KinbKOCTi MOBINbHUX A0AaTKIB Ta 06cary o6pobntoBaHMX NepCoOHaNbHUX
[aHMX NiaBULLYETbCS NoTpeba y BNpoBagXeHHi edekTMBHUX 3aco6iB iXHbOro 3axucty. Meta poboTu nondrana B
po3pobui ribpuaHux kpunTorpadiyHMX anroOpuTMIB i B aHANi3i MOXIMBOCTEW iX iHTerpauii B MobinbHi nonatkm ons
NiABULLEHHS PiBHSA 3aXMCTY NEPCOHaNbHUX AaHMX. Y AOCNILXEHHI peani3oBaHo ribpuaHi kpuntorpadiyHi anroputmu,
SKi NOEAHYHOTb CUMETPUYHI Ta AaCUMETPUYHI METOAM WIMPPYBAHHS, NPOBEAEHO MOAENIOBAHHS iXHbOT po60TH Ha
npuKnagi nporpaMHUX Moaynis Moot Python, a TakoX 34iMCHEHO OLHKY X ePeKTUBHOCTI 3 ypaXyBaHHAM
XapakKTepucTuK MobinbHOro cepenoBumila. OCHOBHI pe3ynbTaTy NOKasau, WO NOEAHAHHA aAropUTMiB CUMETPUYHOTO
wudpyBaHHa Advanced Encryption Standard i ChaCha20 3abe3neuvye noBHe 36epexeHHs AaHUX Npy AelndpyBaHHi
Ta A03BONSAE 3MEHWMUTU PU3MKM KOMNPOMETaLLiT 3aBAAKM ABOLWAPOBINA CTPYKTYpi WndpyBaHHS. TaKoX BCTaHOBNEHO,
WO Mif Yac TeCTYBaHHA aCMMETPUUYHUX METOAIB anropmutM Rivest-Shamir-Adleman ycniwHO 3axXUWAE CUMETPUYHI
Kntoui, a anropuTMm Elliptic Curve Cryptography 3a6e3neuye 064nCIeHHS CMiNbHOTO CEKpeTy ABOMA CTOpOHaMu be3
nepegadi CamMoro K/wua, Lo NiaBULLYE CTIMKICTb A0 NepexonneHHs. PesynstaTv nporpamHoi peanisauii niatsepaunm
iDEHTUYHICTb BXiAHWX | BUXIGHUX AaHUX, WO 3aCBIAYYE HAAIMHICTD MiGPUAHOro Niaxony A0 WKdpyBaHHS. 3 iHWOro
60Ky, Ha Android nnatpopmax Keystore, Bouncy Castle, Spongy Castle i Conscrypt 3abe3neuytoTb WwWBKUAKE
wudpysaHHa Advanced Encryption Standard (~275,6 MinicekyHa, 3 anapatHuM npuckopeHHam) i ChaCha20
(~2 minicekyHaM), a Takox edekTuBHUIM 0OMiH kntoyamm yepes Elliptic Curve Cryptography (~15,8 minicekyHpa)
nopieHaHo 3 Rivest-Shamir-Adleman (~2532,8 MinicekyHg), 3 NiATPUMKOI MOCTKBAHTOBMX anropuTMmiB. Ha iPhone
Operating System nnatpopmax CryptoKit, CommonCrypto i Open Secure Sockets Layer 3abe3neuytoTb CXOXy
WwBmaKicTb WudpysaHHg, a Secure Enclave ontumisye Elliptic Curve Cryptography, xo4a noOCTKBaHTOBI anropuTMu
noTpebytoTb [,0AATKOBOT ONTUMi3aLii. [IGpMAHMIA NiaXif 3HWXKYE BUKOPUCTAHHA NaMaTi, WO pobuTb anropuTMu
edeKTMBHUMM Ans MoBinbHMX NpUcTpoiB. OTpUMaHi pe3ynsTaTi MOXYTb BUKOPUCTOBYBATU PO3POOHUKM MOBINbHMX
[OAATKIB ANS NOKPALEHHS 3aXUCTY AaHMX Y GiIHAHCOBUX, MEAUYHUX Ta KOPNOPATUBHUX CUCTEMAX Ha CMapThOHax
3 onepauinHumMmn cuctemamm Android i iPhone

KntouoBi cnoBa: poswmpenuii ctaHaapt wudpysaHHg; ChaCha20; Rivest-Shamir-Adleman; kpuntorpadis Ha OCHOBI
eninTuyHux Kpueux; Android; onepauiiHa cucteMa iPhone
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