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Abstract. The research relevance is determined by the growing threats in cybersecurity, which require improved
methods of detecting vulnerabilities in software, with the help of the latest technologies such as artificial
intelligence (Al). The study aimed to determine the effectiveness of Al for vulnerability testing as an alternative
to traditional security testing methods, particularly pentesting. To achieve this goal, machine learning algorithms
were analysed, a hybrid model for vulnerability detection was developed, and the use of intrusion detection and
prevention systems, automated approaches to software testing, and application interface security was addressed.
The study determined that decision trees quickly classify traffic but overlearn; support vector machines accurately
analyse logs but are sensitive to settings; naive Bayesian classifiers effectively filter messages but are limited by
assumptions; neural networks and deep learning detect complex threats but require a lot of data; the k-nearest
neighbours’algorithm is suitable for small systems but slow; and random forests are accurate in code analysis but
less interpretable. Al is fast and scalable but limited in understanding context and responding to new threats. The
results showed that pentesting prevailed in detecting complex vulnerabilities, and the hybrid machine learning
model achieved 93% accuracy and 100% prediction accuracy but missed 17% of vulnerabilities. For their part,
cybersecurity technologies such as application interface testing, bug bounty programmes, security integration
into development, intrusion detection systems, end-to-end encryption, loT security and phishing are also effective,
but need to be adapted to new threats. The results of the study can be used by cybersecurity companies, software
developers,and security engineers to improve vulnerability testing and cyber threat protection processes, including
with the help of Al-based tools

Keywords: machine learning algorithms; hybrid analysis models; intrusion detection and prevention systems;
software verification automation; application interface protection; attack simulation scenarios

INTRODUCTION

Given the rapid development of information technolo-
gy, the issue of cybersecurity is becoming particularly
relevant, as the growing number of digital services and
the amount of personal and confidential data trans-
mitted over the network require effective detection of
software vulnerabilities.Modern approaches to security
testing are based on the principles of vulnerability de-
tection, penetration testing, as well as the concepts of

Artificial Intelligence (Al) and Machine Learning (ML),
which can be used for creation of automated systems
for analysing and responding to threats. The research
relevance is determined by the fact that traditional
methods, in particular manual pentesting, have several
limitations, such as significant time and resource costs,
dependence on the human factor, lack of scalability
and low efficiency in identifying the latest threats.
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In turn, Al technologies and ML algorithms have the
potential to improve detection accuracy, automate se-
curity analysis processes, reduce the number of false
positives, and adapt more quickly to new attacks. How-
ever, these systems also have several disadvantages,
including limited ability to detect fundamentally new
threats, lack of model explanation, dependence on the
quality of training samples, and the risk of generating
false conclusions. In this regard, there is a need for a
comprehensive study of the possibilities and limita-
tions of using Al for vulnerability testing, assessing the
effectiveness of different approaches and developing
recommendations for their integration with classical
cyber defence methods.

For instance, F. Shvets et al. (2024) investigated the
potential of Al for detecting deviations and anomalies
in user behaviour using analytical tools and automat-
ed control systems, which is relevant for cybersecurity
tasks, particularly the detection of potentially malicious
activity. A. Kudriashov (2024) analysed the integration
of Al into the security architecture of 5G and 6G mo-
bile networks, emphasising the need to implement the
concept of zero trust and post-quantum cryptography
to counter modern cyber threats in the context of in-
creasing network technology complexity. In addition,
O. Trofymenko et al. (2024) analysed the application of
Al for military network cybersecurity, focusing on the
use of intelligent agents, ML and deep learning (DL)
for real-time threat detection, analysis and mitigation,
highlighting the potential of Al in proactive protection
of critical infrastructures.

On the other hand, M. Nasir & J. Pomeroy 2025)
examined the transformative impact of Al on ethical
hacking, including the increased efficiency, accuracy,
and scalability of vulnerability assessment and pentest-
ing. The study emphasised the ability of Al to automate
vulnerability detection, predict attack vectors, conduct
exploit simulations, and improve post-exploitation
analysis,which significantly enhances cyber defence ca-
pabilities. The results of A.M. Akinyemi & S.Sims (2025)
demonstrated that the use of Al in vulnerability man-
agement increases the accuracy and speed of threat
detection, reducing false positives and optimising re-
source use. The study emphasised the effectiveness
of a hybrid approach that combines human expertise
with Al. In turn, the study by S.A. Teo (2025) proposed
the concept of “algorithmic vulnerability” as a new the-
oretical framework for understanding the risks arising
from Al, which generates unpredictable and dynamic
threats. It substantiates the need for a multi-level re-
silience strategy to overcome both traditional and new
forms of vulnerabilities in the digital age. At the same
time, E. Cruz (2025) considered human vulnerability as
a potential defence mechanism in the context of Al de-
velopment, in particular its ability to analyse personal
data and interpret mental processes. The study empha-
sised that the limited and opaque nature of the human
inner world can serve as a barrier against excessive Al

intervention and help preserve individual autonomy in
the context of digital surveillance.

N.Wang et al.(2025) found that Al has a positive im-
pact on the innovation of sustainable business models,
through strategic flexibility, and the dynamism of the
environment enhances this effect. The results empha-
sised the importance of adaptability and the use of Al
to effectively respond to changes and opportunities in
a volatile market. A study by H.M. Almheiri et al. (2024)
highlighted that Al has a positive impact on dynamic
organisational capabilities, creativity, and overall per-
formance of public entities, with dynamic capabilities
and creativity mediating this relationship. This under-
scores the potential of Al to enhance decision-mak-
ing and productivity in the public sector through tar-
geted management of internal resources. Additionally,
G. Capelli et al. (2023) highlighted the ethical aspects
and reliability of Al use. The study reviewed six main
topics: reliability of Al systems, respect for privacy, use
of complete and representative data, transparency and
uncertainty of Al, equity in access to technology, and the
role of technology in equality of opportunity.

The study aimed to determine how effective Al can
be in detecting vulnerabilities compared to traditional
security testing methods, which are not sufficiently cov-
ered in the reviewed works. The tasks included a com-
prehensive analysis of the capabilities and limitations of
Al in vulnerability detection, as well as a study of the
current challenges, advantages, and limitations of tradi-
tional pentesting and related cybersecurity technologies.

MATERIALS AND METHODS
The research was conducted as a theoretical and empir-
ical study, combining theoretical literature analysis and
empirical modelling to assess the effectiveness of Al in
vulnerability testing compared to traditional pentest-
ing. The analysis was based on open sources, including
reports and scientific articles, as well as implementa-
tion of testing through software modelling. For the the-
oretical part, data on ML algorithms such as Decision
Trees (DT), Support Vector Machines (SVM), Naive Bayes
Classifiers (NBC), Neural Networks (NN), DL, k-Nearest
Neighbours (k-NN), and Random Forest (RF) were used
(Putri et al., 2024). The choice of these algorithms was
based on their popularity in cybersecurity, ability to pro-
cess various types of data (traffic, logs, code), and adapt-
ability to hybrid systems (Nguyen et al., 2024).

The empirical part included the development of
a custom Python program using pandas (for data pro-
cessing), numpy (for number generation), sklearn (for
model creation and evaluation), and matplotlib (for
visualisation) to create a synthetic dataset of 50 HTTP
requests simulating vulnerabilities such as Structured
Query Language (SQL) injection and Cross-Site Script-
ing (XSS) with a clear feature dependency and minimal
noise. The simulation was implemented through a hy-
brid model combining RF and SVM algorithms (chosen
due to the high resilience of RF to overtraining and the
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ability of SVM to work effectively with low-dimensional
and complex data), with data normalisation and train-
ing on balanced classes, and the results were interpret-
ed using charts and statistical metrics (Accuracy, Preci-
sion, Recall). To compare Al approaches with pentesting,
values based on literature data were used (Pratama et
al.,2024; Kumar, 2025; Thool & Brown, 2025).
Automation of the testing of Application Program-
ming Interfaces (APIs), including authentication, author-
isation, access restrictions, and detection of excessive
data disclosure, was addressed (Neelapu & Pub, 2023).
The visualisation of automated testing and examples
of tools for detecting excessive data disclosure through
APIs displayed the key stages of system-level testing
(Pan et al., 2024). The role of bug bounty programmes
was also analysed, and examples of the effective use
of such programmes in modern conditions were given
(Mayoral-Vilches et al., 2025). The study examined the
Development, Security, Operations (DevSecOps) method-
ology, which involves the implementation of security as
an integral element of the entire software development
cycle. A comparative analysis of Intrusion Detection Sys-
tem (IDS) and Intrusion Prevention System (IPS) was
conducted. The evaluation was based on several crite-
ria: purpose, principle of operation, typical deployment
point, response to the threat, application examples, and
the level of integration with Al tools (Karambelkar, 2025).
Moreover, the study also examined such topical ar-
eas of cybersecurity as Phishing 3.0, end-to-end encryp-
tion, and challenges related to the security of Internet
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of Things (IoT) devices. The final part of the study pro-
vided a comparative analysis of all the technologies
considered, from classical pentesting to modern auto-
mated approaches and Al solutions, based on such met-
rics as the level of automation, the ability to detect both
typical and complex logical vulnerabilities, integration
compatibility, flexibility in application, human resource
requirements, implementation and support costs, and
sensitivity to new or complex threats. All visualisations
were implemented in the Python programming lan-
guage using the Visual Studio Code environment, which
was used to efficiently structure the results and ensure
the integration of the analytical and visual components
of the study. The method of data collection involved the
use of research results through their analysis and syn-
thesis, and the interpretation of the results was based
on statistical analysis and visualisation to ensure an
objective assessment of effectiveness.

RESULTS

Analysing the effectiveness of modern approaches

to detecting Al-based vulnerabilities

Given the rapid development of digital technologies,
effective detection of vulnerabilities in software is crit-
ical to cybersecurity. One of the most promising areas
in this field is the use of Al methods, in particular ML
algorithms (Table 1). They can be used for automating
the processes of analysing code, network activity, and
user behaviour, which, in turn, can significantly acceler-
ate and scale the detection of potential threats.

Table 1. ML algorithms for software vulnerability detection

Algorithm Possibilities Limitations
Easy for interpretation Propensity to relearn
DT - P
Speed of learning Limited accuracy
SVM Efficiency with small amounts of data Heavy scaling
High precision Sensitivity to settings
Speed Assumption of independence of features,
NBC - S
Easy to implement which is often not true
Power in detecting hidden patterns Requirement for large data sets
NN pre - - - -
Ability to process big data Difficulty of interpretation
High precision High computing costs
DL - p « »
Automatic feature extraction Black Box
NN Easy to use Low large data amount processing rate
No training required Sensitivity to noise
RE High precision Less interpretable result
Resilient to relearning Slow prediction with a large number of trees

Source: compiled by the author based on A.l. Putri et al. (2024)

That is, DT methods are used to quickly classify
network traffic and detect potential malicious activi-
ty, for example, behavioural analysis to detect attacks.
SVMs are effective for detecting anomalies in system
logs (detecting SQL injections or XSS attacks). As for
NBCs, they are suitable for fast real-time filtering of
spam or malicious messages. In turn, NNs are used for
complex threats, such as zero-day attacks, for example,
analysing logs to detect abnormalities. DL, on the other
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hand, is used to analyse unstructured data, such as text
logs or query sequences, to detect multi-vector attacks.
The k-NN algorithm is used in small systems to classify
packets or requests, for example, in local networks to
determine traffic security.

At the same time, RFs analyse source code or vari-
ables to detect vulnerabilities, for example, in code or
configuration analysis systems. Thus, the effective use
of Al in vulnerability detection often involves not so
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much the selection of one best algorithm as a combina-
tion of approaches or their integration into larger hy-
brid systems, considering current security constraints
and goals. As shown in Figure 1, the components of
an Al-based hybrid system interact with each other
to effectively detect vulnerabilities. The positions of

Algorlthms

Data
Collection
Pentesting
Methods

the components indicate their relationships and roles
in the vulnerability testing process, which simplifies
the perception of system architecture. Different meth-
ods, such as data collection, vulnerability analysis, and
others, work together to improve the results in identi-
fying potential threats.

Expert
Rules

\\
-

Hybrid Al
System

Threat
Intelligence

Figure 1. Architecture of an Al-based hybrid system for vulnerability detection
Source: compiled by the author based on H.P. Nguyen et al. (2024)

This diagram illustrates the relationships between
the main components of a hybrid vulnerability detec-
tion system, including data collection methods, ML
algorithms, and traditional vulnerability testing ap-
proaches. Each component has a specific role in the
decision-making process, which improves accuracy and
efficiency of diagnosis of system vulnerabilities. How-
ever, despite their high technical capabilities, Al meth-
ods are not sufficiently capable of deep contextual
understanding. In the field of vulnerability testing, this
is manifested in the fact that even the most advanced
models may not address the specifics of business logic,
user roles, or peculiarities of interaction with software.
For instance, a certain action may look harmful from a
technical point of view but be perfectly acceptable from
a business process perspective. This is especially critical
in complex or non-standard systems, where the rules
for interacting with data depend on the context, which
is difficult to formalise in the form of a training data-
set. As a result, models can produce false-positive or
false-negative results because they analyse mainly for-
mal features rather than the logic of user behaviour or
system goals. This limitation requires additional inter-
vention from specialists or the use of hybrid approach-
es that combine Al with classical analysis methods.

Another major challenge for using Al in vulnerabil-
ity testing is its limited ability to respond to new, pre-
viously unknown types of attacks. ML algorithms work
based on the data they have been trained on, and their
effectiveness directly depends on the completeness
and relevance of this data. If a certain vulnerability or
attack scenario is not included in the training set, the

model may simply not recognise it as a threat. This is
a particularly critical problem in the rapidly changing
cyber threat landscape, where new security circumven-
tion techniques, zero-day attacks, and complex mul-
ti-vector incidents are constantly emerging. In such
situations, Al systems may be powerless if there are no
mechanisms for continuous training or integration with
external knowledge sources (e.g., threat intelligence).
Therefore, the use of Al in cybersecurity requires not
only one-time training but also constant updating of
models and verification of their relevance.

In general, Al, similarly to any automation tool, is
not immune to false decisions, including false positives
and false negatives. In the first case, the system can
classify legitimate activity as malicious, which leads to
unnecessary alarms, overloading security specialists,
and blocking the normal work of users. In the second
case, the threat will not be detected, which opens a po-
tential opportunity for a successful attack. False neg-
atives are particularly critical, as they create a false
sense of security. The reasons for such errors vary from
an incomplete training set to overgeneralisation of the
model. An excessive number of false positives, in turn,
reduces the confidence in the system on the part of
professionals and may lead to the ignoring of impor-
tant alerts. Thus, to really improve the level of cyber
defence, it is necessary not only to implement Al solu-
tions but also to constantly monitor their accuracy and
combine models with human expertise.

Despite its limitations, Al is a highly useful tool in
cybersecurity. It can operate in real time, responding
quickly to suspicious events or behavioural anomalies,
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which significantly reduces the response time to poten-
tial incidents. In addition, Al models can detect complex
correlations between events that are difficult or impos-
sible to detect manually, which increases the level of
proactive protection.Another advantage is the ability to
self-learn modern algorithms can improve their efficien-
cy as new data is accumulated, adapting to changes in
the environment.Thanks to this,Al technologies not only
automate routine processes but are also able to detect
new types of threats before they become widespread.

V. Rudenko

Comparison of Al approaches and pentesting

Despite the growing role of Al in information security,
traditional approaches to vulnerability testing remain
relevant and indispensable in many scenarios. Profes-
sional pentesting, focused on the practical simulation of
the actions of real attackers, remains central in the cyber
resilience of organisations (Fig. 2). In contrast to fully au-
tomated Al solutions, pentesting can be used for atypical
configurations, complex logical errors,and contextual risks
that often remain outside the scope of algorithmic analysis.

Pentesting Methods

Pentesting Methods

Pentesting Methods

Pentesting Methods

Pentesting Methods

| Pentesting Methods

I S

Pentesting Methods ]

| Pentesting Methods |

Figure 2. Diagram of the traditional pentesting process

Source: compiled by the author based on D. Pratama et al. (2024)

The diagram shows the key stages of penetration
testing from initial reconnaissance to final retesting.
This visualisation demonstrates both the standard
course of pentesting and the flexibility of the process
depending on the identified vulnerabilities and the re-
sponse of the system under test. In general, in 2025,
pentesting techniques have significantly expanded to
cover more complex attack scenarios that address ar-
chitectures such as microservices, dynamic Continuous
Integration/Continuous Delivery (Cl/CD) environments,
multi-level authentication mechanisms,and integration
with event log monitoring and analysis systems (Thool
& Brown, 2025). With the growth of digital infrastruc-
ture and the number of threats, pentesting is becoming
critical to identifying vulnerabilities and preventing in-
cidents. For a comprehensive system check, black-box,
white-box, and grey-box testing approaches are used,
as well as the standards of the Open Worldwide Appli-
cation Security Project and the Open-Source Security
Testing Methodology Manual (Kumar, 2025). The focus
is on legal and ethical aspects, as well as responsible
disclosure of vulnerabilities.

Although Al systems are making significant pro-
gress in identifying common vulnerabilities, they can-
not completely replace professional pentesters. Human
expertise remains indispensable in situations requir-
ing contextual comprehension, creative thinking, and
adaptation to non-standard conditions. At the same
time, automated solutions are becoming an effective
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complement to traditional pentesting due to their
high analysis speed, ability to process large amounts
of data, and autonomous adaptation to new types of
threats. Such solutions include static and dynamic code
analysis systems with Al elements, automated scanning
frameworks, exploit generators, and real-time system
behaviour analysis tools. However, their effectiveness
directly depends on the context of application, configu-
ration, and depth of the built-in models.

Despite the speed and scalability advantages of
Al, its integration into vulnerability testing does not
eliminate the need for traditional pentesting, but
rather complements it, creating a synergy between
automation and human expertise. Modern Al-based
tools, such as static and dynamic analysis systems,
can be used to quickly process large amounts of data
and identify common vulnerabilities with high ac-
curacy. However, their effectiveness depends on the
quality of training data and settings, which can limit
them in real-world scenarios. In this context, a hybrid
approach that combines Al and pentesting becomes
the optimal solution, ensuring a balance between the
speed of automation and the depth of human analy-
sis. To compare the effectiveness of these approaches
in detail, a Python program that implements a hybrid
ML model for detecting vulnerabilities in web appli-
cations, compares its effectiveness with the results of
manual pentesting, and creates a visualisation of the
results was created (Fig. 3).
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29 data['is_vulnerable'] = is_vulnerable

30

31 df = pd.DataFrame(data)

32

33 X = df.drop('is_vulnerable', axis=1)
34 = df['is_vulnerable']

36
37 scaler = StandardScaler()

y
35 X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.3, random_state=42)

38 X_train_scaled = scaler.fit_transform(X_train)

39 X_test_scaled = scaler.transform(X_test)
40

41 rf = RandomForestClassifier(n_estimators=100, random_state=42, class_weight="balanced")
42  svm = SVC(probability=True, C=1.0, random_state=42, class_weight="balanced")
43  hybrid_model = VotingClassifier(estimators=[('rf', rf), ('svm', svm)], voting='soft')

44

45  hybrid_model.fit(X_train_scaled, y_train)

46

47 proba = hybrid_model.predict_proba(X_test_scaled)[:, 1]

48 'y pred = (proba > 0.4).astype(int)

Figure 3. Python code snippet of a hybrid Al model for vulnerability testing

Source: compiled by the author

First, the necessary libraries are imported, such
as pandas, numpy, sklearn, and matplotlib. A synthetic
dataset of 50 records is created that simulates HTTP
requests with features such as request length, number
of special characters, method type (GET/POST), and the
presence of SQL injection or XSS patterns. This set is
generated with a clear relationship between the fea-
tures and vulnerability labels, with minimal noise add-
ed.This approach demonstrates the ability of Al to auto-
matically model data, which significantly speeds up the
process compared to manual collection of vulnerability
examples by a pentester, but highlights limitations due
to the potential dependence on data quality.

Accuracy: 0.93
Precision: 1.00
Recall: .83

False Positives (FP): ©
False Negatives (FN): 1

The next stages of the programme focus on data
preparation and model training. The data is nor-
malised and split into training and test samples. A
hybrid model that combines RF and SVM is trained
with balanced class weights, which efficiently rec-
ognises both safe and malicious queries. As a result,
the metrics (Accuracy, Precision, Recall) are calcu-
lated for the test sample, and the chart compares
them with the pentesting results. In this case, the
ML model reaches higher values, which illustrates
its advantage in automated detection of typical vul-
nerabilities, as evidenced by the correct classifica-
tion of a new request (Fig. 4).

Prediction for new request: Safe
Comparison plot saved as 'comparison_plot.png'

Figure 4. Evaluation of model performance by metrics

Source: compiled by the author

The first metric (Accuracy) means that the model
correctly classified 93% of the queries in the test sam-
ple. This indicates a high overall accuracy, but since the
classes may be unbalanced, this metric should be con-
sidered along with other metrics. Metrics such as Preci-
sion and Recall provide a deeper understanding of the
model’s performance. They show that all the requests
that the model labelled as malicious were indeed
malicious (no false positives), which is a significant

advantage in cybersecurity, as false alarms can waste
analysts’ time. At the same time, the model missed one
malicious request, meaning that 17% of vulnerabil-
ities went undetected. This highlights the limitations
of Al: although the model avoids false alarms, it can
miss critical vulnerabilities, which can be dangerous in
real-world conditions. For better visualisation, a chart
that compares ML and pentesting, helping to explore
their strengths and weaknesses, was created (Fig. 5).
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Figure 5. A diagram comparing an ML model and manual pentesting

Source: compiled by the author

Visually, the diagram shows that the ML model out-
performs pentesting in Precision (1.00 vs. 0.94), which
emphasises its ability to avoid false alarms, which is an
advantage in automated testing. However, the pentest-
ing is better in terms of Recall (0.83 vs.0.92), which illus-
trates the strength of human analysis - higher sensitivity
to vulnerabilities, as the pentester can address the con-
text that the ML model missed. In terms of Accuracy, both
approaches have the same value (0.93), which indicates
parity in overall accuracy. In other words, the diagram
emphasises the balance between the speed and accura-
cy of Al and the depth of pentesting analysis, suggesting
a hybrid approach as the best for vulnerability testing.

When it comes to generating attack scenarios in the
context of integrating Al into the pentesting process, Al
opens new opportunities for automating this process,
enabling the creation of diverse and complex scenarios
based on large amounts of data about previous attacks.
Thanks to its ability to analyse threat patterns in real
time, Al can generate scenarios that mimic the actions

of attackers, including attacks on microservices, Cl/CD
environments, or multi-level authentication systems,
which significantly expands the range of testing. How-
ever, the effectiveness of such scenarios depends on the
quality of the training data and algorithms, as well as
human supervision, as Al may not cover unique contex-
tual factors or ethical constraints that a pentester as-
sesses intuitively, which underscores the importance of
Al-human integration rather than Al replacing humans.

Prospects and challenges

of modern cybersecurity technologies

APIs are one of the most vulnerable and yet most com-
mon components of digital ecosystems. Automating API
testing can detect common threats, such as insufficient
authentication, injection, mismanagement of authori-
sation, or sensitive information leaks (Fig. 6). Modern
tools, including Al-enhanced scanners, can automati-
cally create requests, check server responses, and de-
tect anomalies in data processing.

| C1/CD Pipeline |

| Automated Testing Tool (Al-powered) |

Test APl Requests

| %

Analyse Responses

Identify Vulnerabilities

I

VNV

Results Output (Alerts, Logs) |

/
AN
/

| ¥

Security Dashboard

= Y
| Feedback into Development Process |

Figure 6. Automated API security testing
Source: created by the author based on M. Neelapu & A. Pub (2023)

This illustration demonstrates a branched log-
ic where several parallel threads can come from one
stage, which simulates real-life automated security con-
trol scenarios. Additionally, one of the most advanced
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testing approaches is the use of the Excessive Data Ex-
posure Fuzz tool, developed to detect excessive data
exposure through APIs (Pan et al., 2024). This tool ap-
plies a metamorphic testing method to identify cases
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where APIs transmit more data than necessary, which
can lead to leaks of confidential information.

In turn, Al-enhanced automated bug bounty pro-
grammes demonstrate significant potential in detect-
ing vulnerabilities but cannot completely replace ethi-
cal hackers. Al systems are able to quickly process large
amounts of data, identify common vulnerabilities, and
automate certain aspects of security testing. For in-
stance, the Cybersecurity Al framework demonstrates
the ability to autonomously solve security problems
up to 3,600 times faster than humans, reducing testing
costs by an average of 156 times (Mayoral-Vilches et
al., 2025). Such a system combines Al agents with hu-
man supervision, which provides efficient detection of
critical vulnerabilities.

In the context of automation, an important area of
improving cyber resilience is the implementation of
DevSecOps practices that integrate security at all stag-
es of the software development lifecycle. By automating

code review processes, continuous vulnerability mon-
itoring, and configuration control, DevSecOps can
quickly detect and correct security issues before prod-
uct deployment. Static and dynamic analysis tools, de-
pendency checking, automatic container scanning, and
integration with CI/CD pipelines help reduce the risk
of vulnerability exploitation in a production environ-
ment. This approach not only reduces threat response
times but also fosters a culture of security responsibili-
ty among developers, testers, and DevOps teams.

IDS and IPS systems are also important elements
of cyber defence, especially in large corporate net-
works (Table 2). However, their effectiveness directly
depends on the ability to accurately identify threats
and minimise the number of false positives. Testing
IDS/IPS solutions using modern methods, including Al,
can improve the quality of attack detection, adaptabil-
ity to new threat vectors, and the overall reliability of
the security infrastructure.

Table 2. Comparative analysis of IDS and IPS

deployment point

Characteristic IDS IPS
Use Detection of potentially harmful activity Detection and automatic block of attacks
?ﬁﬁ] r?ig?: Analyses network traffic in passive mode Actively filters, blocks or redirects traffic
Typical

Switch mirror port or tap device

In the gap of network traffic (inline)

Reaction to threats

Generates a message or warning

Automatically applies measures (blocking, drop)

Monitoring of internal traffic

Protection at the perimeter level

Application

examples Security Information

and Event Management analytics

Blocking exploits

Al integration

Anomaly detection, correlation with logs

Automatic decision-making, self-learning

Source: compiled by the author based on A. Karambelkar (2025)

Thus, IDS/IPS testing is becoming increasingly
important as network attacks grow and architectures
become more complex. At the same time, threats are
increasingly shifting from the technical level to the
user level, where new generation phishing attacks are
becoming particularly dangerous. This stage in the
evolution of social engineering, dubbed phishing 3.0,
involves the use of Al to create personalised messag-
es, deepfake content and fake calls, making it difficult
to detect attacks. Modern phishing campaigns are no
longer limited to email, as messengers, social media,
and video platforms are also actively used. Effective
protection involves a combination of technological
solutions, raising user awareness, and implementing
Zero Trust principles. In this context, special attention
is required to protect critical data transmitted through
open or cloud environments.

One of the most effective approaches to protecting
data in cloud environments is end-to-end encryption.
This method ensures data confidentiality by encrypting
it on the sender side and decrypting it only on the re-
ceiver side, making data secure even if the infrastructure
is compromised. However, end-to-end encryption does

not protect against all types of attacks. For example, if
the encryption keys are not managed properly or if they
are leaked, data can become vulnerable. This also affects
performance, especially in data-intensive environments.
However, when combined with other security mecha-
nisms, such as multi-factor authentication and anom-
aly detection systems, end-to-end encryption can be an
important element of data protection in cloud systems.

As for the vulnerabilities of loT devices, they remain
one of the most significant cybersecurity challenges, as
these devices are often weak points in the network in-
frastructure. Many of them have limited capacity to im-
plement complex security mechanisms such as encryp-
tion or multi-factor authentication. Due to the lack of
proper protection, they can be used as entry points for
attacks, giving attackers access to more critical network
elements. One of the key methods of addressing these
vulnerabilities is to implement “security by default”,
which includes automatic firmware updates, strong
passwords, data encryption, and restricted access to
devices. In addition, it is important to integrate loT de-
vices into an overall monitoring and anomaly detection
strategy that provides quick identification and response
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to potential threats. Table 3 shows a comparative anal-
ysis of different approaches to cybersecurity testing

V. Rudenko

and protection, where each approach has unique capa-
bilities and limitations.

Table 3. Comparative analysis of approaches to testing and protection in cybersecurity

Approach Possibilities Limitations
Automation of verification Requires proper configuration and integration
API testing Id?ntiﬁgation of common threats. with other systems
Integration with Cl/CD f.o.r garly detection of May not cover new or complex threats
vulnerabilities
Scalability High dependence on the quality of testers
p%%gg?#;?g Involving a large number of experienced testers It may not be SUfﬁc'tehnrte;?E; complex or specific
Quick detection of vulnerabilities Requires constant monitoring
Integrating security at all stages of development | Requires changes in organisational culture and
DevSecOps Automation of testing processes ongoing resources to support
Continuous monitoring and patching of It can be difficult to integrate with existing
vulnerabilities before release processes
Increased ability to detect attacks May generate false alarms
IDS/IPS Automatic blocking of threats in real time (IPS) Complexity of setup to minimise errors
Correlation with other security systems (IDS) Limited ability to detect new, unknown threats
. Dependence on users (their training and
o Use of Al to create personalised attacks P awarent(ess) 9
Phishing High complexity of detection Requires constant adaptation of defence
Multichannel mechanisms for new attacks
Protects data in transit Requires proper key maqagement
End-to-end May affect productivity
encryption Ensures data confidentiality even in the case of Does not protect against all types of attacks
infrastructure compromise (from leakage through malware)
High relevance for network security Poor device security
loT security Integration with other monitoring systems Limited resources to implement complex
Support for security principles by default security measures

Source: compiled by the author based on M. Neelapu & A. Pub (2023),A. Thool & C.Brown (2025)

Comparing Al and pentesting to other modern ap-
proaches to testing and protection, such as API testing,
Bug Bounty, DevSecOps, IDS/IPS, end-to-end encryp-
tion, loT security, and phishing, it is possible to note
that each has a specific role in cyber defence. Unlike
most automated or process-oriented solutions, Al tools
provide threat detection through adaptability and scal-
ability, while pentesting remains indispensable for in-
depth analysis of complex, context-sensitive vulnera-
bilities. As a result, Al and pentesting do not compete
with other methods, but rather fill in the gaps left by
those methods or need to be supplemented in the face
of real-world threats, making them important compo-
nents of a hybrid security approach.

DISCUSSION

The study determined that the use of Al in automat-
ed vulnerability testing ensures high efficiency in de-
tecting typical threats at early stages, especially in
time-limited conditions. Similarly, the study by A. Pispa
& K. Halunen (2024) proved the importance of imple-
menting structured approaches, including the Open
Worldwide Application Security Project, to classify and
assess vulnerabilities of Al systems throughout their
life cycle. Both papers recognise the critical role of Al
in security, but the present focus is shifted to practical
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applications, while the aforementioned paper focuses
on methodological support.

The results showed that traditional pentesting re-
mains critical for detecting complex and context-de-
pendent vulnerabilities that are not available to fully
automated Al solutions. At the same time, P. Wylie &
K. Crawley (2020) reviewed key pentesting tools (Kali
Linux, Metasploit, Wireshark) and the importance of
hands-on labs for practising skills. Both papers agree
on the importance of pentesting, but the current one
focuses on analysing the strategic benefits, while the
other one points out the technical implementation of
individual tools.

The present study determined that automated API
testing using Al can effectively detect typical threats
related to authentication, authorisation, and data leaks,
and it is also integrated into Cl/CD for early detection of
vulnerabilities. In contrast,Z.Wang et al. (2024) analysed
the detection of logical errors in REST (Representation-
al State Transfer) APIs that remain outside the scope of
traditional testing methods by building a logic model
and feedback-based analysis. Both approaches agree on
the importance of automation and deep API analysis,
but the present study addressed typical automation and
Cl/CD integration, while the other focuses on modelling
API logic and finding complex logic defects.




Possibilities and limitations of artificial intelligence in vulnerability testing...

The study analysed the use of various ML algo-
rithms for vulnerability detection, in particular RF, k-NN
and NBC, incorporating their capabilities, limitations
and feasibility in cybersecurity. In the work of M. An-
dani et al. (2025), the effectiveness of these algorithms
was also investigated based on various attributes. Both
works emphasised the high performance of RF and the
general suitability of ML algorithms for classification
tasks. However, the current study focused on their ap-
plication in the field of cybersecurity, where not only
accuracy but also interpretability, speed, and attack re-
sistance are critical, while the present study uses ML in
a less dynamic environment.

Similarly, to a study by R. Martin et al. (2024), the
present research addressed the use of DT, SVM and NN
algorithms for cyber threat detection. Both studies con-
firmed the effectiveness of these algorithms, in particular
the accuracy of SVM and the ability of NN to detect com-
plex patterns. At the same time, the current study empha-
sised the interpretability, performance, and robustness of
models in the field of vulnerability detection, while the
aforementioned study focused on their application in
antivirus systems without a deep analysis of limitations.

Moreover, the results showed that Al-enhanced bug
bounty programmes effectively automate the detection
of common vulnerabilities and reduce costs, but do not
replace ethical hackers in complex cases. J. Silomon et
al. (2022) also emphasised the role of bug bounty pro-
grammes, namely crowdsourced platforms, as tools for
cooperation and regulation in cyberspace. Both ap-
proaches acknowledge the effectiveness of bug boun-
ties, but the work conducted focuses on technical au-
tomation, while the other on the socio-political aspect.

Compared to the study by S. Riaz et al. (2025), where
DevSecOps was considered mainly as a concept of inte-
grating security into the entire software lifecycle with
a review of current literature, Al tools and trends (ML,
zero-trust, cloud-native security), this study focused on
the implementation of DevSecOps in the CI/CD environ-
ment. It considered aspects of automating code analysis,
dependency checking, container scanning, and contin-
uous vulnerability monitoring until release. Thus, these
works correlate with the importance of continuous se-
curity testing and integration of controls into develop-
ment, but the study complements the existing review by
analysing the use of Al in the DevSecOps context, em-
phasising the effectiveness of automated approaches
at the stages of vulnerability detection and API security.

S.Arifin et al. (2025) considered a hybrid encryption
system that combines a unimodular cypher and the Ad-
vanced Encryption Standard in an electronic codebook
mode, with an emphasis on cryptographic performance
and statistical characteristics such as encryption time
and entropy.In comparison, the current study focused on
end-to-end encryption as part of a data protection strat-
egy in cloud environments. Both approaches share the
common goal of ensuring data confidentiality, but the
current study additionally focuses on key management

and integration with other security mechanisms, mak-
ing it more applicable to modern cloud infrastructures.

While the study by S. Bharti (2024) addressed the
integration of IDS/IPS into the operating system en-
vironment as a means of increasing their resilience
to cyber threats, the present research analysed these
systems in the context of corporate networks and their
testing with the use of Al. While both approaches rec-
ognise the critical role of IDS/IPS in modern cybersecu-
rity, this study focuses on improving them through Al,
particularly in terms of anomaly detection, adaptability,
and reducing false positives, which is especially rele-
vant in the context of complex network infrastructure.

In this study, DL is considered an effective tool for
automated analysis of unstructured data, such as event
logs or network traffic, with a special focus on detecting
multi-vector attacks using recurrent neural networks.
In turn, the study by A. Almajali et al. (2024) also used
DL, particularly the Deep Reinforcement Learning ap-
proach, to create an agent capable of automated ex-
ploitation of a specific vulnerability. Thus, both works
confirmed the effectiveness of DL in vulnerability de-
tection and exploitation, but the present study focused
on the active component of the attack, the formation
of reward-based exploit actions, while the work con-
ducted on event and data analysis for the purpose of
classifying and early detection of threats.

Current results have shown that Al significantly im-
proves the efficiency of automated testing, especially in
Cl/CD environments, providing accuracy, speed, and de-
tection of common vulnerabilities. A. Awad et al. (2024)
also highlighted the benefits of Al to improve the quality
of automated testing and overcome the limitations of
traditional methods. Both studies agree on the potential
of Al in automation, but the current study goes deeper
into the integration into dynamic development processes.

The conclusions of the present study and those of
P. Singh et al. (2025) showed different approaches to
vulnerability detection, in particular in the context of
phishing attacks.While the work conducted in this study
focuses on the use of Al to create personalised phishing
attacks that use deepfake content and fake calls, which
makes them difficult to detect, the aforementioned
study addressed automation of intelligence through
the Recon Automator tool, which helps to quickly find
vulnerabilities in infrastructure, through data collection
and analysis. However, their work does not pay as much
attention to social engineering, which is a major fac-
tor in modern phishing attacks. At the same time, the
current study emphasised the complexity of detecting
phishing 3.0, the need to constantly adapt defence
mechanisms and integrate Zero Trust principles to im-
prove overall system security.

Additionally, the study by B-H. Liang et al. (2025)
discussed the main vulnerabilities of loT devices,
in particular, vulnerability to Denial-of-Service at-
tacks and malware detection methods. It was found
that some devices are immune to certain viruses. The
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current study also highlighted the limited ability of loT
devices to implement sophisticated security measures,
such as encryption and multi-factor authentication, as
well as their vulnerability due to the lack of regular up-
dates. At the same time, it highlighted the importance
of regular updates and monitoring to detect anomalies
in networks with loT devices.

Thus, this study has shown that the use of Al in
automated vulnerability testing significantly increases
the efficiency of detecting common threats, especially
in time-sensitive environments. At the same time, tra-
ditional pentesting remains important for detecting
complex and context-dependent vulnerabilities. The
use of Al for automated API testing, integration into
Cl/CD environments, and the application of ML algo-
rithms demonstrated high accuracy and speed in de-
tecting vulnerabilities. Al proved particularly effective
in detecting typical cybersecurity threats such as au-
thentication, authorisation, and data leaks.

CONCLUSIONS

The analysis of the effectiveness of modern Al-based
approaches to vulnerability detection has shown that
the use of ML algorithms significantly improves the pro-
cess of threat detection compared to traditional meth-
ods. Algorithms such as DT, SVM, NBC, NN, DL, k-NN, and
RF have different capabilities and limitations, which
can be used for further combination to efficiently solve
vulnerability detection tasks. While some algorithms
demonstrated high accuracy, others were distinguished
by their speed or ability to process big data. At the same
time, none of the algorithms in question is universal,
and their choice depends on the specifics of the task
and available resources. For instance, lighter models,
such as DT or NBC, are suitable for standard tasks, while
more complex models, such as DL, are substantial in
the detection of non-trivial attacks but require signifi-
cant computing power. At the same time, the use of hy-
brid systems that combine several approaches provided
better results in the face of complex cyber threats.
Despite the growing role of Al in cybersecurity, tra-
ditional pentesting methods remain important due to
their ability to address complex contexts and atypical
situations. Pentesting, which involves simulating real
attacks, is important for identifying complex vulnera-
bilities that automated Al systems are not always able
to detect. However, due to its speed and ability to adapt,
Al is becoming an effective complement to pentesting,
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MoXXn1BOCTi Ta 06MEXEHHS LWITYYHOrO iHTENEKTY B TECTYBAHHI BPa3NMBOCTEN:
e eKTUBHICTb NiAX0AY Ha NPOTUBAry TPaAaULIAHOMY NEHTECTUHTY

Irop PyneHko
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HauioHanbHWI lOpUAMYHKIA YHIBEPCUTET iMeHi fpocnasa Myaporo
61024, syn. lpuropis Ckosopoan, 77, M. XapkiB, YkpaiHa
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AHoTauifl. AKTyanbHicTb poboTH 3yMOBAEHA 3pOCTalouMMM 3arpo3amu B Kibepbesnedi, LWo BUMAratTb YA0CKOHANEHHS
METO[iB BUSBNEHHS BPA3IMBOCTEN Y NPOrpaMHOMY 3abe3MneyeHHi, 30KkpemMa 3a LOMOMOror HOBITHIX TEXHONOTIHN,
TaKMX 9K WTY4HUR iHTenekT (LWI). MeTa gocnigXeHHs — BU3HAUUTH edeKTUBHICTb 3acTocyBaHHA LI ong TecTyBaHHS
BPa3/MBOCTEN 9K aNbTepHATUBM TPAAMLIMHUM METOAAaM TeCTyBaHHS 6e3neku, 30KkpemMa neHTecTuHry. [1ng 4oCarHeHHs
MeTu 6yNo NpoBefEeHO aHaNi3 anropuTMiB MaLIMHHOMO HAaBYaHHSA, PO3po6ieHo ribpuaHy Moaens AN BUSIBIEHHS
BPa3/IMBOCTEN, @ TAKOX MPOaHani3oBaHO 3aCTOCYBAHHS CMCTEM BUSBAEHHS Ta 3anobiraHHs BTOPrHEHHAM,
ABTOMAaTU30BAHUX MiAXOAIB A0 TECTYBAHHA NPOrpaMHOro 3abesneyeHHs Ta 3axXMCTy NpUKNaaHMX iHTepdeliciB.
[ocnigxeHHs BUSBUAO, WO AepeBa pilleHb WBUAKO KnacudikyoTb Tpadik, ane nepeHaByatoTbCs; METOL OMNOPHUX
BEKTOPiB TOYHO aHani3ye XXypHanu, ane YyTanBMIA 40 HANALWTYBAHb; HAiIBHI Ba€CiBCbKi knacudikatopu edekTUBHO
dinbTPYOTb NOBIAOMNEHHS, ane 0OMeXeHi NPUNYLWEHHAMU; HEMPOHHI MepexXi Ta MUBUHHE HaBYaHHS BUSABAAIOTD
CKNAZHi 3arpo3u, ane notpebyoTb 6arato AaHUX; anroput™ k HakbAMXKUMX CyCiaiB NigAXOAUTb AN MaUX CUCTEM,
ane noBiNbHWIA; BUNALKOBI NiCM TOYHI B aHani3i Ko4y, ane MeHwWw iHTeprnpeToBaHi. LUl wemakuii i MaclwtaboBaHumi,
ane ob6MexeHU y po3yMiHHI KOHTEKCTY Ta pearyBaHHi Ha HOBI 3arpo3u. Pe3ynbTat nokasanu, Wo NeHTECTUHT
nepeBaXka€ y BUSIBNEHHI CKNAAHMX BPa3NMBOCTEN, a FibpnaHa Moaeb MalUMHHOMO HAaBYAHHS A0OCAMNA TOYHOCTI 93 %
Ta TouHoCTi nepenbaveHb 100 %, ane nponyctuna 17 % BpasnuBocTeid. 3i cBOro 60Ky, TexHonorii kibepbesnekw,
K TECTYBaHHS NPUKNALHMX MPOrpaMHUX iHTepdeiiciB, NporpaMm BUHAropoam 3a NOMUAKMK, iHTerpauia 6esneku B
po3pobKy, CUCTEMU BUSBNEHHS BTOPTHEHb, HACKPi3HE WK@PYBaHHS, 3aXUCT IHTEPHETY peyent i NpoTUaIa QilunHrY,
TakoX eeKTUBHI, ane NoTpebyroTb afanTauii 40 HOBMX 3arpo3. Pe3ynbtati foCNiIKEHHS MOXYTb BYTWM BUKOPUCTAHI
KOMMNaHisiMK, WO 3aiMatoTbcs Kibepbesnekoto, po3pobHMKaMM NporpamMHoro 3abesneyvyeHHs Ta iHXeHepamu
3 6e3neku AN BAOCKOHANEHHS NPOLLEeCiB TECTYBAHHS BPa3nMBOCTEN i 3aXMCTy Big Kibep3arpos, 3okpeMa 3a
[LONOMOrOK iHCTPYMeHTIB Ha 6a3i LI

KntouoBi cnoBa: anroputMu MalMHHOIO HABYAHHS; riOpUAHI Moaeni aHanisy; CMCTeMU BUSIBJEHHS Ta 3anobiraHHs
BTOPrHEHb; aBTOMAaTM3aLia nepeBipkM NPOrpaMHoro 3abesneyveHHs; 3axXMCT NPUKNAQHUX iHTepdeiciB; cueHapii
iMiTauii aTak
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