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Abstract. This study presented a comprehensive approach to SMS spam detection based on a hybrid architecture
that integrated local message processing algorithms with high-performance cloud-based deep learning models.
This approach enabled a balance between classification accuracy and the privacy of processed messages. The
objective of this study was to develop an intelligent hybrid SMS spam detection system capable of delivering
high classification accuracy, maintaining up-to-date knowledge, enabling user personalisation, and adapting
to new attack patterns. To achieve the study’s objective, a comprehensive analytical approach was applied,
combining a detailed review of scientific literature on SMS spam detection - including machine learning, neural
networks, and hybrid methods - with empirical analysis. To implement classic machine learning models (Naive
Bayes, Logistic Regression,Random Forest), standard machine learning libraries were used, and for deep learning,
frameworks that support recurrent neural networks, in particular Long Short-Term Memory and transformer
architectures, were applied. The system was tested on the open SMS Spam Collection dataset using Accuracy
(up to 0.98), F1-score (up to 0.95) and ROC-AUC (up to 0.98) metrics. Moreover, a system was developed to
dynamically update knowledge based on user feedback, alongside a weighted framework designed to evaluate
the trustworthiness of that feedback. During the study, a multi-level system was developed that performed
initial classification on the user’s device with the ability to delegate processing to a cloud module in cases

Article’s History: Received: 28.03.2025; Revised: 01.08.2025; Accepted: 15.09.2025.

Suggested Citation:
Liakh, I., Chorniy, A., Lutak, O., & Tsenkner, M. (2025). Adaptive hybrid SMS spam detection system with user feedback-based
self-learning. Bulletin of Cherkasy State Technological University, 30(3), 121-132. doi: 10.62660/bcstu/3.2025.121.

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
BY Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0000-0001-5417-9403
https://orcid.org/0000-0002-0989-7112
https://orcid.org/0009-0002-0798-6928
https://orcid.org/0009-0003-2752-7398
https://bulletin-chstu.com.ua/en

Adaptive hybrid SMS spam detection system...

of uncertainty. Compared to basic approaches, the hybrid architecture demonstrated improved classification
accuracy, reduced false positives and false negatives, and increased adaptability to changes in the structure
of spam messages. Aggregation of suspicious messages in the cloud ensured effective retraining of models in
cases of conceptual shift. The practical value of the results lies in the potential integration of the developed
system into mobile platforms, as well as corporate information security tools, for the purpose of filtering SMS
content and protecting end-users from social engineering
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INTRODUCTION

The relevance of the study was determined by the rapid
increase in the number of malicious Short Message Ser-
vice (SMS) messages, which were used as tools of phish-
ing, social engineering, and fraud. The complication of
spam text structures, the emergence of disguised mes-
sages, and the use of bypassing techniques by attackers
significantly reduced the effectiveness of traditional
filtering methods. At the same time, the need for the
development of intelligent systems grew, as they had
to ensure high classification accuracy while preserving
user data confidentiality. Increased requirements for
the speed, adaptability, and scalability of message pro-
cessing created the demand for new architectures that
combined local processing with cloud computing and
supported mechanisms of continuous knowledge up-
dating in the dynamic environment of mobile threats.

Research devoted to the detection of mobile SMS
spam, considerable attention was paid to the appli-
cation of hybrid systems, text vectorisation methods,
and the use of natural language processing (NLP). One
of the promising directions was the use of federated
learning, which allowed the preservation of user pri-
vacy without a loss in model accuracy. The scientists
S. Vats et al. (2024) studied SMS spam classification
within the framework of federated learning, empha-
sising the balance between model accuracy and the
preservation of user privacy. In the proposed approach,
message processing took place directly on the user’s de-
vice, while the already trained models were combined
without transferring personal data to a central server.
The study results demonstrated the high efficiency of
the method: classification accuracy reached 98.3% as
early as the third training stage, which confirmed the
stability and accuracy of the model while maintaining
confidentiality. In addition, a gradual decrease in the
loss function was observed from the first to the tenth
epoch, which proved the effectiveness of the learning
process. The authors gave insufficient attention to the
issue of model scalability under limited computational
resources and did not address the problems of concept
drift and adaptation to dynamically changing spam pat-
terns, which were critically important for the practical
implementation of hybrid systems.

Hybrid SMS spam detection systems, which com-
bined several machine learning (ML) algorithms, con-
tinued to demonstrate high adaptability to new attack
scenarios. The researchers H. Baageel & R. Zagrou-
ba (2020) investigated the problem of classifying SMS
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messages as spam or “ham” using ML methods. In their
study, they proposed a hybrid system that integrated
supervised and unsupervised learning algorithms to
improve the accuracy of unwanted message detection.
The authors concluded that the application of a com-
bined approach enhanced the system’s performance,
particularly in terms of accuracy and the F-measure. Si-
multaneously, the study devoted insufficient attention
to the aspects of system adaptability to new types of
attacks and the possibility of dynamic knowledge up-
dating, which were essential for counteracting the rap-
id evolution of spam techniques.

Researchers A. Al Maruf et al. (2023) developed an
ensemble-based approach to the classification of SMS
messages in Bengali (Bangla), which enables the de-
tection of spam even with a relatively small training
dataset. The study employed logistic regression, deci-
sion trees, support vector machines, and random forests
as baseline models, with the results subsequently en-
hanced through ensemble techniques such as bagging,
boosting, and stacking. The authors concluded that the
ensemble methodology, particularly the XGBoost model,
achieved the highest classification accuracy for Bengali
SMS. However, the study provided insufficient discus-
sion regarding the scalability of the proposed approach
to larger datasets and other languages, as well as the ro-
bustness of the system against emerging types of spam,
which limits the potential for its broader application.

The researchers M.A. Abid et al. (2022) focused on
the importance of high-quality text feature preparation
in classifying SMS messages as spam or “ham” using
classical ML algorithms. In the study, the bag-of-words
and term frequency-inverse document frequency (TF-
IDF) methods were applied for feature construction,
and over-sampling and under-sampling strategies
were employed to balance the uneven dataset. The
experimental results showed that the Random Forest
algorithm delivered the highest classification accuracy,
reaching 99% for both SMS and a spam email corpus.
The authors concluded that proper feature engineer-
ing played a key role in the performance of the models.
Concurrently, the study gave insufficient attention to
the generalisation of the approach to multilingual cor-
pora and to its effectiveness in handling dynamically
changing data, which limited the practical applicability
of the developed system.

The researchers D.A. Oyeyemi & A.K. Ojo (2024)
proposed an approach to SMS spam detection based on
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NLP methods combined with ML models. In the study,
data preprocessing (removal of stop words, tokenisa-
tion) and vectorisation using Bidirectional Encoder
Representations from Transformers (BERT) were im-
plemented. Classification was carried out with several
algorithms, including support vector machine (SVM),
logistic regression, the Naive Bayes classifier, gradient
boosting, and random forest. The results showed that
the combination of Naive Bayes and BERT achieved the
highest accuracy (97.31%) with minimal execution time
(0.3 seconds), which indicated the high efficiency of the
approach and a low rate of false positives. The authors
concluded that the integration of BERT with classical
algorithms was capable of significantly improving the
quality of SMS spam filtering. Contemporaneously, the
study devoted insufficient attention to the scalability of
the solution for large datasets and to its applicability in
multilingual environments, which might limit the prac-
tical use of the proposed system.

The researchers S. Gadde et al. (2021) investigated
the application of ML and deep learning (DL) methods
for SMS spam detection. In the study, the UCI dataset
was used, on which the authors compared the perfor-
mance of classical ML algorithms with recurrent neural
networks using long short-term memory (LSTM). The
experimental results showed that the LSTM model
achieved an accuracy of 98.5%, outperforming the oth-
er tested algorithms, which confirmed the relevance of
integrating DL into spam filtering systems. The authors
concluded that the combination of ML and DL methods
could significantly improve system effectiveness in re-
al-world conditions. In parallel, the study gave limited
consideration to the optimisation of the LSTM archi-
tecture for different corpus sizes and did not analyse
the computational resource costs, which were impor-
tant for the practical implementation of such models.

The additional difficulties in combating spam
arose from the methods employed by attackers to by-
pass detection systems. M. Salman et al. (2024) con-
ducted a comparative analysis of various ML models
and contemporary anti-spam services using a new
large dataset of over 68,000 SMS messages, of which
39% were spam. The study included both shallow ML
methods and deep neural networks, as well as an
analysis of the models’ robustness to evolutionary and
covert attacks by spammers. The results showed that
most classical ML solutions and existing anti-spam
services demonstrated insufficient effectiveness
against bypass strategies. In tandem, the authors con-
cluded that the combination of classical and modern
models could enhance system resilience to such at-
tacks, opening avenues for the development of more
reliable SMS spam filters.

In turn, VV. Kalyani et al. (2024) demonstrated the
effectiveness of recurrent neural networks (RNN) for
SMS spam classification. Using a dataset of 5,570 mes-
sages, the authors first addressed the class imbalance
problem using the ADASYN method and applied TF-IDF
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vectorisation for text representation. Baseline ML algo-
rithms, including Random Forest, achieved an accuracy
of 92.3%, whereas RNN architectures significantly out-
performed these results: LSTM reached 98%, Bi-LSTM
98.2%, and GRU 98.3%. The highest performance was
delivered by a hybrid model combining Bi-LSTM and
GRU, achieving 99% accuracy. The authors’ contribution
lay in demonstrating the advantages of DL models over
classical ML approaches, as well as in the use of data
balancing methods, which enabled maximum accuracy
even with a limited dataset size. Therefore, the anal-
ysis of current literature confirmed the relevance of
developing hybrid, adaptive, and privacy-oriented ap-
proaches to SMS spam detection, combining the advan-
tages of ML, NLP, and continuous knowledge updates.
The aim of this study was to develop an adaptive SMS
spam detection system that integrates both local and
cloud-based classification models, enabling continuous
knowledge updates.

MATERIALS AND METHODS

The study was conducted within the framework of de-
veloping an intelligent system capable of effectively
countering SMS spam with dynamic patterns, includ-
ing phishing messages (smishing). The methodological
foundation of the study was based on the principles of
NLP, adaptive text data analysis, and dynamic knowl-
edge updating. For empirical testing of the proposed
approach’s effectiveness, the publicly available SMS
Spam Collection Dataset was used, containing 5,574
SMS messages that had been pre-classified as either
spam or legitimate. The effectiveness of the proposed
SMS spam detection system was evaluated through a
series of experiments using publicly available datasets.
The primary testing platform was the SMS Spam Col-
lection Dataset, which contained 5,574 labelled exam-
ples of real text messages, including 4,827 legitimate
(ham) messages and 747 spam messages (Almeida &
Hidalgo, 2011).

During the text data preprocessing stage, stand-
ard operations were performed, including normalisa-
tion, removal of noise elements, tokenisation, and the
transformation of messages into vector-based features
using frequency-statistical methods (e.g., TF-IDF) and
semantic models. At the local level, a pre-trained model
was applied to instantly classify incoming messages as
spam or legitimate. In cases of uncertainty or the detec-
tion of new patterns, the system could initiate forward-
ing the message to the cloud for re-analysis using a
more resource-intensive but more accurate model. Con-
temporary DL methods were employed for this purpose,
particularly LSTM models, which had demonstrated
high effectiveness in text classification tasks (Gomaa,
2020). The training of such models was often based on
the minimisation of a loss function, for example, the
cross-entropy function:

CrossEntropy(p, q)=-Y p_*In(q ), 1D
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where p - the true label and g - the predicted value
from the model’s output.

For the construction of classification models, both
classical statistical algorithms (Naive Bayes, Logistic
Regression) and more complex ensemble and DL mod-
els (Random Forest, LSTM) were employed, allowing a
comparative analysis of their effectiveness. Each mod-
el was evaluated using the primary metrics for binary
classification: accuracy, precision, recall, F1-score, and
ROC-AUC. These metrics enabled a comprehensive as-
sessment of the models’ ability to effectively detect
SMS spam while minimising false-positive classifica-
tions. Subsequently, the vector representation was sent
to a local filter implemented using a ML model (e.g.,
Naive Bayes or Logistic Regression) according to the
study of D. Backman (2019). For the Naive Bayes meth-
od, the probability that a message belonged to a certain
class C given the presence of features X is determined
by the following formula:

P(X|C)*P(C)
P(X)

P(CIX) = , 2)
where P(C|X) - the posterior probability of the class,
P(X|C) - the likelihood, P(C) - the prior probability of the
class, and P(X) is the probability of the features.

For Logistic Regression, the logistic function (sig-
moid) was used, which transforms a linear combination
of features z into a value within the range (0.1):

@) = —, (3)

where z=+p, x, +p.x,+..+f x , B, — model coefficients,
x, - feature values.

The architecture of the proposed system provided
for local preliminary classification of messages, with
the option to forward uncertain cases to the cloud
model for enhanced analysis. The cloud model em-
ployed DL methods and performed periodic retraining
based on new data and user feedback. The study im-
plemented a mechanism for dynamic knowledge up-
dating, considering user feedback, its reliability, and
changes in the statistical characteristics of the data
over time. To ensure stability, change buffers, update
parameter controls, and anomaly aggregation were
used. Table 1 provides the structure of a representa-
tive sample used during model retraining. The sample
includes different message types, their quantities, the
reliability of user feedback associated with each type,
and the assigned sample weights used to prioritise
model updates.

Table 1. Example structure of a representative sample for model retraining

Message Type Number of Examples Feedback Reliability (%) Sample Weight
Correctly Classified (Spam) 350 95 1.0
Correctly Classified (Legitimate) 420 94 1.0
False Positives 60 88 1.3
False Negatives 45 90 1.3
Low Confidence Messages 80 85 1.2

Source: compiled by the authors

The dataset was based on accumulated user feed-
back, taking into account not only the type of classifica-
tion (correct or incorrect) but also the reliability of the
provided feedback. As shown in Table 1, the structure
of the dataset included five main categories: correctly
classified spam and legitimate messages, two types of
classification errors (false positives and false negatives),
and messages for which the model exhibited a low con-
fidence level in its decision. For each category, the av-
erage reliability of the feedback was also indicated, re-
flecting the proportion of confirmed or highly probable
evaluations, as well as the weight within the dataset,
which determined the influence of the respective sub-
set on the model update process. At the final stage, the
effectiveness of the SMS spam classification models
was evaluated using five key metrics: Accuracy, Preci-
sion, Recall, F1-score, and ROC-AUC. The obtained val-
ues were summarised in an overall performance vector:

E={e,e,e,e, el (4)
where each component corresponded to a separate
metric. For the interpretation of results, a linguistic

scale for evaluating model performance was intro-
duced:

e €(0.8; 1] - [, ="high performance”, e € (0.6; 0.8] -
[,="above-average performance’, e € (0.4; 0.6] - [, ="av-
erage performance’, e € (0.2; 0.4] - [,="low performance”,
e€[0; 0.2] - [, ="very low performance”.

To achieve the aim of the study, a comprehensive
approach was employed, combining theoretical and
empirical methods. The research was conducted using
an analytical method, reviewing the scientific literature
devoted to SMS spam detection, including the use of
ML algorithms, neural networks. At the initial stage, a
thorough review of scientific literature was conducted,
focusing on SMS spam detection methods, particularly
those involving ML algorithms, neural networks, and
hybrid architectures that integrate various text process-
ing techniques. The proposed hybrid architecture of the
SMS spam detection system was built on the principle of
distributed processing, combining a local level (on the
user’s device) and a cloud level (centralised processing).
At the local level, basic message classification was per-
formed with minimal latency. Messages with uncertain
or suspicious results were automatically forwarded to
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the cloud level, where more complex and resource-in-
tensive DL models (such as LSTM) were applied. A key
element of the architecture was the classification result
weighting mechanism, which aggregated the outcomes
of the local and cloud models, taking into account: the
confidence level of each model, the historical accuracy
of the models on similar messages, the trustworthiness
of the message source (where available).

Model updates were carried out asynchronously,
based on aggregated suspicious messages received
from a large number of users. To prevent training on
anomalous or deliberately manipulated data (data
poisoning), a knowledge update stabilisation mecha-
nism was implemented in the cloud component of the
system; specifically: a message buffer with controlled
size and time window was used, the consistency of
the statistical characteristics of new data was checked
(for example average message length, frequency of
spam tokens), mechanisms for anomaly filtering and
weight-limited updates were applied to prevent over-
fitting to exceptional cases.

The model retraining mechanism was based on pe-
riodic analysis of the accumulated message buffer con-
taining user feedback. If the number of unique new pat-
terns exceeded threshold values, controlled retraining
of the model was initiated, with the previous parame-
ters retained as the baseline configuration. The model
selection was guided by the need to achieve an opti-
mal trade-off between classification speed, resource
efficiency, and spam detection accuracy, considering
the functional distribution of the system across both
local and cloud environments. Such a hybrid architec-
ture addresses the limitations of computing power on
user devices while at the same time enabling the im-
plementation of more complex algorithms within the
cloud environment.

At the local level, Naive Bayes and logistic regres-
sion models were employed, as they were characterised
by high processing speed, low resource consumption,
and ease of implementation. This ensures rapid deci-
sion-making without delays and independently of net-
work connectivity. Logistic regression, although still a
linear model, provides greater sensitivity to individual
features (such as distinctive words or phrases), which in
turn helped to improve the overall balance of classifi-
cation. However, both local models are limited in their
ability to detect complex or hidden patterns, as they
do not account for sequential dependencies between
words and do not support the modelling of non-Lline-
ar relationships. To overcome these limitations, more
powerful algorithms such as Random Forest and LSTM
are employed at the cloud level. Random Forest, as an
ensemble of decision trees, made it possible to model
non-linear relationships between features and demon-
strates resilience against overfitting, even when work-
ing with complex or noisy data. Its effectiveness lies
in its ability to generalise information across multiple
trees and filter out random anomalies. The deployment
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of this model in the cloud environment has enabled
the processing of large volumes of data with flexible
parameter tuning.

The highest performance indicators were achieved
with the LSTM model, which belonged to the class of
recurrent neural networks and is specialised in process-
ing sequences. The LSTM architecture permitted to re-
tain the context of preceding words, which was critically
important for spam classification, as such messages of-
ten contain manipulative sequences, dynamic patterns,
or veiled calls to action. Owing to the computational
capabilities of the cloud environment, this model can
be trained on the full dataset without simplifying its
structure, thereby ensuring high sensitivity and strong
generalisation ability. For the local level, Naive Bayes
and logistic regression models were chosen due to
their high processing speed and moderate accuracy.
These algorithms had low computational requirements,
allowing for rapid classification without significant de-
lays on user devices, even when processing power is
limited. In addition, they performed well with vector
representations of short texts, such as TF-IDF, which
makes them effective for the initial filtering of messages.

At the cloud level, more sophisticated models were
employed - Random Forest and LSTM. Random Forest
provides flexibility and reliability, particularly when
the feature set is limited, as its ensemble nature al-
lows it to model complex non-linear relationships and
respond robustly to noisy data. LSTM was selected as
the primary model for deep analysis because it can
capture the sequential order of words in a message, a
capability crucial for uncovering hidden meanings in
phishing texts. Owing to its architecture, LSTM can re-
tain context and model dependencies in long sequenc-
es, significantly improving the classification accuracy of
complex and dynamic spam patterns. In this way, the
combination of fast and lightweight models at the lo-
cal level with powerful deep learning algorithms in the
cloud provided an optimal balance between processing
speed, accuracy, and the system’s adaptability to chang-
es in the nature of SMS spam.

RESULTS AND DISCUSSION

The proposed SMS spam detection system featured a
hybrid architecture, combining local and cloud levels
of message processing. This approach enabled a bal-
ance between classification accuracy and data privacy
(Al-Zebari et al., 2025). Because of this loss function,
the model optimised its weights during training, which
reduced the number of misclassifications of messages
as spam or legitimate content. Its high sensitivity to the
probability distribution between classes provided flex-
ibility when handling ambiguous or evolving message
patterns. Within the proposed system, this contributed
to more accurate detection of new or modified SMS
spam patterns, even in a dynamic information environ-
ment where attackers continually adapt message con-
tent to bypass filters.
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At the cloud level,the system aggregated suspicious
messages received from a large number of devices.
These data were used for dynamic knowledge updating
through model retraining. The collection of such mes-
sages could be carried out with anonymisation and in
accordance with privacy policies described in federated
learning studies (Li et al., 2024). The cloud model per-
formed periodicretraining based on the updated dataset,
which maintained the relevance of vector representa-
tions and prevented shifts in the statistical character-
istics of the data over time, as is typical for SMS spam.

Dynamic updating was ensured through continu-
ous learning mechanisms, allowing the model to adapt
to new threats in real time (Boyko & Kovalchuk, 2023).
Stability control techniques were applied, such as re-
stricted parameter updates or the use of change buff-
ers, which were introduced only after validation on test
data. This approach prevented overfitting to anomalies
and preserved the model’s generalisation capability
amid rapid changes in spam strategies. Retraining on
anomalies can cause a model to memorise atypical or
random patterns in the input data, reducing its ability
to generalise and perform effectively on new examples.
For instance, if a short burst of unusual but random
messages is received and classified as spam, a model
that updates without additional checks may adapt to
these patterns and lose effectiveness in detecting more
general forms of spam. Therefore, the use of change
buffers and the validation of new parameters on a sep-
arate dataset helps determine whether the new data
truly represents a sustained shift in patterns rather
than a short-lived anomaly.

Preserving the model’s generalisation capability
was critically important in the context of the continual
evolution of spam strategies. Spammers could period-
ically change keywords, message structure, or delivery
methods, causing rapid shifts in the distribution of
incoming data. The adaptive system needed to distin-
guish genuine emerging trends from random noise in
the data. The application of update stabilisation meth-
ods prevented responses to isolated spikes, instead
focusing adaptation on long-term patterns, thereby
ensuring the robustness and relevance of the classifi-
cation model in a dynamic environment. User or system
feedback was also taken into account during the knowl-
edge update process. This enabled the construction of
an adaptive system capable of evolving in response
to changes in the nature of SMS spam. Incorporating
feedback supported not only the technical adaptation
of models but also personalisation — the system could
account for the individual perception of spam by dif-
ferent user groups. Similar architectures had already
been examined in contemporary studies, for instance
by S. Hossain et al. (2022) on multi-level spam filter-
ing, confirming the effectiveness of multi-component
systems with cyclical knowledge updating. Structurally,
the operation of the proposed system was illustrated
in Figure 1.

| SMS proceeds |
!
| Pre-treatment NLP |

High confidence [}
Local filter

Low confidence

Cloud model

l Local model |

L.

The result of the
classification
Y
System reaction
(Actions, Logging)

I

Feedback and updating

Figure 1. System operation flowchart:
from message receipt to response
Source: compiled by the authors

The architecture of the proposed adaptive SMS
spam detection system relied on the integration of local
data processing with cloud technologies and supports
the dynamic updating of knowledge models. The core
process of handling incoming messages is implement-
ed through a sequence of functional modules, each re-
sponsible for a specific task. The initial stage involved
receiving an SMS message, which was then passed to
a pre-processing module that utilises NLP techniques.
That module was responsible for cleaning the text,
normalising it, tokenising, and generating a vector rep-
resentation of the message using approaches such as
TF-IDF or word embeddings, as stated in the study by
C.N. Mohammed & A.M. Ahmed (2024). In cases where
the classifier demonstrated high confidence, the mes-
sage was classified immediately at the local level. How-
ever, if the confidence level was insufficient, the mes-
sage was redirected to the cloud-based model, which
employed more advanced computational algorithms,
such as BERT or LSTM, for more accurate classification
as was proved in the research made by J. Prashob &
S.Y. Yerima (2022). The classification results from both
the local and cloud-based models were combined with-
in the aggregated results module, which made the final
decision regarding whether a message belongs to the
spam category or to legitimate communications.

The next stage is the system’s response, which in-
volved carrying out the appropriate actions - filtering,
notifying the user, or logging events. The final module
was responsible for collecting feedback and updating
the models through retraining, taking into account
classification corrections based on feedback from users
or administrators. The effectiveness of spam detection
systems largely depended on their ability to adapt to
new types of messages, which evolve over time. Within
the proposed hybrid architecture, an adaptive knowl-
edge update mechanism was introduced, ensuring the
dynamic improvement of classification models based on
user feedback. After classification, each message could
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be evaluated by the user or system log as correctly or
incorrectly classified. These responses were aggregated

and stored in a dedicated feedback collection module.

Subsequently, taking into account the quantity, type,and
reliability of such feedback,a representative dataset was

formed for retraining or further training of the models.

Assigning higher weights to incorrectly classified
messages (1.3) and messages with low confidence (1.2)
allowed the model to focus on the most critical cases
that required revision of classification behaviour. Nev-
ertheless, messages with high classification reliabili-
ty and confirmed feedback were assigned a standard
weight (1.0), ensuring stability in the training process
and preventing overfitting on erroneous or noisy exam-
ples. This approach allowed a balance to be achieved
between the model’s adaptability to new types of mes-
sages and the stability of system behaviour in opera-
tional conditions, supporting the maintenance of high
classification accuracy without the need for complete
retraining of the model. To prevent shifts in the statisti-
cal characteristics of the data over time and avoid over-
fitting, quality filters were applied: messages with high
classification confidence and confirmed feedback were
assigned higher weights during the knowledge update
process. Furthermore, updates were not instantaneous -
a pre-aggregation approach was employed, which al-
lowed the stability of the model to be controlled at the
production level (Rojas-Galeano, 2021). This approach
ensured the gradual adaptation of the system to chang-
es in SMS spam patterns, maintaining high relevance
and classification accuracy without the need for man-
ual model review or complete retraining. Figure 2 pre-
sented a schematic representation of the system’s dy-
namic update mechanism based on collected feedback:

Classified message

b

Custom feedback or
automatic log-result

!

Feedback Collection and
Automation Module

(Aggregation)

Formation of examples for
additional education

Periodic models of models

Figure 2. Adaptive knowledge update mechanism
based on feedback
Source: compiled by the authors

The diagram illustrates the dynamic knowledge
update workflow within the SMS spam detection sys-
tem, based on user feedback. After each classification
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decision, users were given the opportunity to confirm
or dispute the result. This feedback was collected and
processed by evaluating source reliability, message re-
currence, and other contextual features. An adaptive
model was then constructed, which periodically up-
dates both local and cloud-based components of the
system. This feedback loop ensures that the model re-
mains responsive to new spam behaviours, thereby mit-
igating the risk of performance degradation over time.
To ensure an objective and comprehensive analysis of
the effectiveness of the adaptive SMS spam detection
system, a mechanism was developed that encompass-
es the complete cycle of constructing and evaluating
classification models. At the initial stage, incoming
SMS messages undergo pre-processing. This process
includes text normalisation, which involves converting
characters to lowercase and removing special charac-
ters, such as HTML tags or URLs. This was followed by
tokenisation, where text had been split into individual
words or tokens, and the removal of stop words that
carry little semantic meaning. To further refine the tex-
tual data, stemming or lemmatisation techniques were
applied to reduce words to their root forms. After these
steps, the text was transformed into a numerical vec-
tor representation using approaches such as TF-IDF or
modern embedding models.

To evaluate the performance of the adaptive SMS
spam detection system, a set of quantitative metrics
commonly applied in binary classification problems was
employed. These metrics enable the assessment of not
only the overall accuracy of the models but also their
capability to identify spam messages while minimising
false positive rates. Accuracy reflected the overall pro-
portion of properly classified messages (both spam and
legitimate) relative to the entire dataset. A high val-
ue of this metric indicates general consistency of the
model; however, it may be insufficiently informative in
cases of class imbalance, which is typical for spam fil-
tering tasks. Precision characterised the proportion of
truly spam messages among all messages classified as
spam by the model. A high precision level indicates a
low likelihood of false positives, which was critical in
the context of avoiding the loss of legitimate messages.
Recall, on the other hand, measured the model’s ability
to identify all existing spam messages within the data-
set, including those that were more difficult to detect.
This is particularly important in situations where miss-
ing harmful content was unacceptable from a security
or user experience perspective.

The Fl-score represented the harmonic mean of
precision and recall, providing a balanced assessment
of the model, which was particularly useful when both
metrics are considered equally important for the task.
A high Fl-score indicated the presence of a classifi-
er that was both accurate and sensitive. The Receiver
Operating Characteristic - Area Under the Curve (ROC-
AUQ) was used to assess the model’s effectiveness in
differentiating between spam and legitimate messages
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across varying classification thresholds. An AUC value
approaching 1.0 indicates a strong ability to discrimi-
nate between classes. This metric was especially valu-
able in scenarios where accurate class separation was
essential, as it encapsulates the trade-off between sen-
sitivity and specificity by balancing false positive and
false negative rates (Molina-Coronado et al., 2023).
Precision and recall reflected opposite types of er-
rors, and their balance is particularly important in cas-
es of class imbalance. For example, when the “spam”
class is rare, recall is more sensitive to how well the
model detects this class, even if precision decreases
as a result. Conversely, high precision combined with
low recall indicates that the model detects only the
‘obvious” spam messages while ignoring more complex
examples. The Fl-score, as the harmonic mean of pre-
cision and recall, provides a more balanced assessment
in situations of class imbalance. This was particularly
useful when it is important to avoid both missing spam
and misclassifying legitimate messages. ROC-AUC was
invariant to class ratios, but in cases of strong imbal-
ance it can sometimes be more useful to employ PR-
AUC (Precision-Recall AUC), which was more sensitive
to variations in the rare class. For example, when recall
was high but precision was very low, this indicated that
the model had been overly aggressive in labeling mes-

sages as spam, which could have resulted in the loss of
important messages.

In such cases, even a high ROC-AUC did not guar-
antee the model’s practical usefulness. Therefore, when
analysing classification models in imbalanced-class
scenarios, it was advisable to consider a set of met-
rics collectively and in light of the task’s specific risk
priorities. The comparative results of four different
models, presented in Table 2, indicate a significant im-
provement in performance when using cloud-based
algorithms employing ensemble and neural methods
(Random Forest, LSTM) compared with classical sta-
tistical approaches (Naive Bayes, Logistic Regression).
The highest values for accuracy, F1-score,and ROC-AUC
were achieved by the LSTM model, demonstrating the
advantage of DL in tasks involving sequential text data
processing. However, in tasks with a strong class imbal-
ance - such as spam filtering, where legitimate mes-
sages predominate - accuracy can give a misleading
impression of a model’s effectiveness. Formally, if the
“spam” class constitutes only 5% of all messages, even
a “dumb” model that always predicts “not spam” would
achieve an accuracy of approximately 95%, despite
failing to detect any spam. Therefore, it is important
to consider other metrics that more accurately reflect
classification quality under such conditions.

Table 2. Metrics for evaluating the effectiveness of SMS spam classification models

Model Accuracy Precision Recall F1-measure ROC-AUC
Naive Bayes (local) 0.92 0.88 0.85 0.86 0.91
Logistic Regression 0.94 0.90 0.88 0.89 0.93
Random Forest (cloud) 0.97 0.95 0.93 0.94 0.97
LSTM (cloud) 0.98 0.96 0.95 0.95 0.98

Source: compiled by the authors

The results presented in Table 2 demonstrate a
gradual increase in classification efficiency depending
on the complexity of the model, its ability to general-
ise, and its ability to examine the context of incoming
messages. The Naive Bayes model, which assumed of
conditional independence of features, demonstrated
the lowest, though still acceptable, performance: ac-
curacy was 0.92, precision 0.88, and recall 0.85. This
level of effectiveness was typical for this model in
text classification tasks, where the consideration of in-
ter-word relationships was limited. The model was fast
and straightforward to implement; however, it lacks the
flexibility to adapt to more complex structures in the
text, which partially explains the lower F1-score (0.86)
and ROC-AUC (0.91) compared with other approaches.
Naive Bayes model, despite the assumption of condi-
tional independence of features, demonstrates solid
performance in short-text classification tasks when used
with TF-IDF, achieving accuracy rates exceeding 96%.

Logistic Regression, which has a better capacity to
model linear relationships between features, achieved
higher performance: accuracy reached 0.94, precision
0.90, and recall 0.88. Despite the linearity of the model,

it more effectively accounts for the weight of individual
features (such as specific words or phrases character-
istic of spam), allowing for a balanced F1-score (0.89)
and AUC (0.93). However, the inability to model complex
non-linear relationships and sequences somewhat lim-
ited its overall performance. Random Forest, as a rep-
resentative of ensemble tree-based methods, demon-
strated substantially higher performance: accuracy
was 0.97, precision 0.95, recall 0.93, F1-score 0.94, and
AUC 0.97. This is attributable to the model’s ability to
generalise even in cases of complex or noisy data. The
use of multiple independent trees reduces the risk of
overfitting and better captures the variability of spam
patterns. In this experiment, Random Forest was de-
ployed in a cloud environment, which allowed for the
processing of larger data volumes and the utilisation of
optimised parameters.

The highest performance was demonstrated by the
LSTM model - a neural network specialised in sequence
processing. Its accuracy reached 0.98, precision - 0.96,
recall - 0.95, Fl-score - 0.95, while the ROC-AUC
achieved 0.98. Owing to its architecture, which is ca-
pable of retaining context at the word-sequence level,

Bulletin of Cherkasy State Technological University, Vol. 30, No. 3, 2025



LSTM proved most effective in recognising hidden
patterns within spam messages, particularly those in-
volving manipulative vocabulary, sequential instruc-
tions, or “technical” phrases (e.g., “click here”, “you have
won”). Furthermore, the cloud environment provided
sufficient computational resources to train the deep
model on the full dataset without compromising its
complexity. The overall trend in performance indicates
that the transition from simple statistical methods to
DL approaches provided a substantial improvement in
results, particularly in tasks with high semantic com-
plexity and intricate contextual dependencies, which
are characteristic of modern spam. Thus, all the models
considered demonstrated high effectiveness (()) in the
task of SMS spam classification; however, the most suc-
cessful was the LSTM neural network operating within
a cloud environment.

M. Ahmadi et al. (2025) investigated the effective-
ness of various feature extraction methods and classi-
fication algorithms for detecting SMS spam. They com-
pared six classical and deep classifiers — Naive Bayes,
K-Nearest Neighbours, Support Vector Machines, Linear
Discriminant Analysis, Decision Trees, and Deep Neural
Networks - in combination with two text vectorisation
methods: bag-of-words and TF-IDF. The study results
showed that the TF-IDF method significantly outper-
formed bag-of-words across all classifiers, and the
combination of TF-IDF with Naive Bayes achieved the
highest accuracy of 96.2%. Compared with other mod-
els, such as Support Vector Machines and Deep Neural
Networks, Naive Bayes with TF-IDF demonstrated su-
perior accuracy and a better balance between detecting
spam and legitimate messages.

These findings underscored the importance of se-
lecting an appropriate feature extraction method to
enhance the effectiveness of a spam detection system.
Compared with the study, which also employs Naive
Bayes at the local level with TF-IDF for fast and ac-
curate initial classification, the results of this research
support the choice of lightweight and fast models for
preliminary filtering. However, unlike their approach,
this hybrid method complements the local classifi-
cation with more sophisticated cloud-based models,
thereby improving the system’s accuracy and adaptabil-
ity to new spam patterns. At the cloud level, suspicious
messages from multiple devices were aggregated while
adhering to privacy and anonymisation requirements
(federated learning). This enabled the formation of up-
dated training datasets and prevents changes in the
statistical properties of the data over time, which could
otherwise lead to model performance degradation. The
use of continuous learning mechanisms and model sta-
bility control techniques (such as change buffers and
validation set checks) helped avoid overfitting to short-
term anomalies and maintains the system’s generalisa-
tion capability over the long term.

D. Honeycutt et al. (2020) investigated the impact
of interactive user feedback in human-in-the-loop
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machine learning systems. The authors conducted an
experiment using a simulated image object recognition
system to assess how the ability to provide feedback
affects users’ trust in the system and their perception
of model accuracy. Although interactive feedback could
potentially improve system performance, the results
showed a decrease in both trust and perceived accura-
cy among users who participated in providing feedback.
This suggested that the mere opportunity for users to
intervene in the system’s operation can have unex-
pected psychological effects, influencing technology
acceptance. Comparing these results with the present
study, where integration of user feedback and system
logs was used to update models and personalise spam
filtering, it is important to consider potential challeng-
es in maintaining user trust. Although the proposed
approach enhances system adaptability and its effec-
tiveness in detecting new threats, it highlighted the
importance of balancing automation with user involve-
ment to avoid undermining trust or diminishing the user
experience. Therefore, improving the models should
take into account not only technical aspects but also in-
terface design and interaction methods with end users.

Experimental results on the publicly available SMS
Spam Collection Dataset confirmed the high accuracy
and adaptability of the proposed system. The use of a
comprehensive sampling structure for retraining, which
accounts for the weights of different message types and
the reliability of feedback, enabled an effective balance
between model stability and flexibility. In particular,
increased focus on misclassified cases and messages
with low confidence helped reduce errors and improved
overall classification quality without the risk of over-
fitting to random noise in the data. The conclusions
align with the findings of the aforementioned studies:
hybrid architectures indeed enhance both accuracy and
adaptability, while the incorporation of privacy and ro-
bustness mechanisms represents a contemporary trend.
On the other hand, the approach differed by integrating
stability control mechanisms, weighted sampling,and a
feedback loop, which collectively increased the reliabil-
ity of the system in real-time operation.

All in all, the proposed hybrid SMS spam detection
system reflects the current global trend towards devel-
oping adaptive, scalable, and personalised solutions for
real-time information security. It successfully combines
the advantages of local processing with cloud technol-
ogies, providing high accuracy, stability, and the ability
to respond rapidly to emerging threats in a dynamic
information environment. An important advantage of
the proposed architecture was that cloud-level models
are activated only when the local model exhibits low
confidence or when new suspicious patterns typical of
spam are detected. This conditional delegation strat-
egy provided the ability to optimise the use of com-
putational resources and reduce server load, while at
the same time maintaining high classification accura-
cy. Thus, the selected set of models implemented the
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principle of functional distribution of computations:
simple and fast algorithms provide preliminary filtering
on the user’s device, while more complex models in the
cloud performed deeper analysis only when required.
This approach combined the advantages of speed, ad-
aptability, and scalability, ensuring the reliable opera-
tion of the system in real time under the conditions of
a dynamically changing spam environment.

CONCLUSIONS

The conducted study demonstrated the effectiveness
of a hybrid SMS spam detection system that combines
lightweight, local models for rapid filtering with deep
learning solutions deployed in the cloud. This archi-
tecture ensures high classification accuracy while
minimising computational costs, making it particular-
ly suitable for devices with limited processing power.
The integration of fast local evaluation with more re-
source-intensive cloud-based analysis reduces latency
and optimises overall performance. Dynamic updating
of knowledge models, informed by both user feedback
and system logs, enables the system to adapt promptly
to emerging spam patterns. This adaptability ensures
robust generalisation, even as the statistical properties
of the data evolve over time.

The system’s performance was evaluated using the
publicly available SMS Spam Collection Dataset and
standard classification metrics, including accuracy, pre-
cision, recall, F1-score,and ROC-AUC. Comparative anal-
ysis showed that deep learning models - particularly
LSTM - significantly outperformed traditional classifi-
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AHoTauis. Y cTaTTi npeacTaBneHo KOMNAEKCHUA Niaxig Ao BusBneHHs SMS-cnamy Ha oCHOBI ribpuaHOi apXiTekTypy,
SKa NOEAHYE NOKaNbHi anroputMmn 06pobkM NOBIAOMEHD i3 BUCOKONPOAYKTUBHUMU XMAPHUMU MOLENAMU
rnnMBoKOro HaBYaHHS. TakuMiA Nigxin A03BONSE AOCATTM BanaHCy MiX TOUYHICTIO Ta KOHDIAEHUiMHICTIO 06p0o6KHK
BXiAHMX NOBigOMIEHb. MeTOK LOCNigXKEHHS BYI0 CTBOPEHHS iHTENIEKTYaNIbHOI FiGpUAHOI CUCTEMU BUSBNEHHS
SMS-cnamy, sika 3abe3nevyBana 6 BMCOKY TOUHICTb Knacudikaii, NigTPUMKY aKTyalbHOCTI 3HaHb, NepcoHanisaLio
[ONS KOPUCTYBAYiB Ta 34aTHICTb aAanTyBaTMCA A0 HOBMX LWABNOHIB aTaK. [1ng AoCArHeHHs MeTn JocnifxeHHs 6yno
33CTOCOBAHO KOMMIEKCHUI aHANITUYHWUIA Niaxia, Wo NOEAHYBAB AeTaNlbHMI OrNsA HAayKOBOT NiTepaTypu 3 NUTaHb
BUSIBJIEHHS CnaMy B SMS-N0BifOMNEHHAX, BK/IOYAOUM MALLUMHHE HAaBYaHHS, HEMPOHHI Mepexi Ta ribpuaHi MeToaum, 3
eMnipuYyHUM aHaniszom. lng peanisauii KnacMyHnx Mogenen MawmHHoro HaB4yaHHs (Naive Bayes, Logistic Regression,
Random Forest) BUKOPUCTOBYBANUCS CTaHAAPTHI 6i6Ni0TEKM MALIMHHOMO HAaBYaHHS, a A9 IMMOOKOro HaBYaHHS —
dperMBOPKY, WO NiATPUMYIOTb pEKYPEHTHI HEMPOHHI Mepexi, 30kpeMa Long Short-Term Memory Ta TpaHchopMepHi
apxiTekTypu. TeCTyBaHHS cMCTEMM Ha BigkpuToMy aataceTi SMS Spam Collection 3 BUkopucTaHHAM MeTpuk Accuracy
(no 0,98), F1-score (no 0,95) Ta ROC-AUC (o 0,98). lofatkoBo Byno peanizoBaHO MeXaHi3M JUHAMIYHOTO OHOB/IEHHS
3HaHb Yepe3 3BOPOTHMI 3B'A30K KOPMCTYyBay4a Ta 3anNponoHOBaHO BaroBy CUCTEMY OLIHKM JOCTOBIpHOCTI dinbeky. Y
X04j [oCnifxeHHs Byno po3pobneHo 6araTopiBHEBY CUCTEMY, LLLO BUKOHYBA/A MOYATKOBY KACM®iKaLito HA NpUCTPOi
KOpMUCTYyBayva 3 MOXUBICTIO AeneryBaHHs 06pobku XMapHOMY MOAYI0 Yy BUNAAKaX HEBM3HAYEHOCTI. Y MOPIiBHSAHHI
3 6a30BUMM Nigxodamu, ribpuaHa apxitekTypa npoAeMOHCTpyBana NOKPaLLEeHHS TOYHOCTI Knacudikauii, 3HMKeHHS
KiNIbKOCTi XMOHOMO3UTUBHMX | XMOHOHEraTUBHUX CNpaLLbOBYBaHb, @ TAKOX MiABULLEHY aAANTUBHICTb A0 3MiH Y CTPYKTYpi
Spam-noBifoMneHb. Arperauig nifo3pinnx noeifomMaeHb y XxMapi 3abe3nevyBana ehekTMBHE LOHAaBYaHHS MOAeNen y
BMMNaAKax KOHLENTyanbHOro 3cyBy. [pakTMUHa LiHHICTb pe3ynbTaTiB NoASrae B MOX/MBOCTI iHTerpauii po3pobneHoi
cUCTEMM ANg MOBINbHMX NNAThopPM, a TaKOXK Y KOpNopaTUBHI 3acobu iHhpopMauiinHoi 6e3nekn 3 MeToo dinbTpauii
SMS-KOHTEHTY Ta 3aXUCTY KiHLEBUX KOPUCTYBAYIB Bif COLianbHOI iHXeHepii

KniouoBi cnoBa: 06pobka npupoaHOi MOBM; LOBra KOpOTKOYACHA NaMsTb; apXiTekTypa cnamy; NoBiLOMIEHHS;
MeTpuKa
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