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RESEARCH ON AN AUTOMATED ACCESS CONTROL SYSTEM BASED ON 

FINGERPRINT BIOMETRICS 

 

Abstract. The aim of the work is to investigate existing biometric access control systems and 

analyze the impact of biometric data comparison algorithms on the system's accuracy, specifically 

fingerprint identification. The relevance of the topic is determined by the widespread implementation 

of biometric technologies in security systems (ACS), time tracking systems, as well as in government 

and financial sectors. The research focuses on the analysis of methods for scanning papillary lines 

(optical, semiconductor) and comparison algorithms (correlation-based, minutiae-based, pattern-

based). The method of Hierarchical Analysis (AHP) was used to choose the optimal component base 

of the system. Based on the analysis, a mathematical model for fast fingerprint image processing was 

developed, including the construction of flow and line period matrices, segmentation, filtering using 

Gabor filters, and skeletonization for minutiae extraction. 

Key words: biometrics, access control system (ACS), fingerprint, papillary lines, comparison 

algorithm, minutiae, Analytic Hierarchy Process (AHP), FAR, FRR. 

Introduction. Identity identification is a fundamental task in many areas. Historical methods, 

such as Bertillonage, proved to be insufficiently reliable. The introduction of fingerprinting (Henry 

Classification System, 1897) and its subsequent scientific development by Karl Pearson laid the 

foundation for modern biometrics. Today, biometric systems are used in forensics, security systems, 

time tracking, as well as in financial and governmental services (ICAO passports, visas). Despite high 

accuracy, biometric systems face Type 1 errors (FRR - false rejection of a registered user) and Type 

2 errors (FAR - false acceptance of an unauthorized user). This is due to the fact that biometric 

samples are never identical due to varying reading conditions (position, pressure, skin condition). The 

purpose of this work is to investigate existing biometric systems and fingerprint comparison 

algorithms to develop a combined algorithm that will increase the accuracy of access control systems. 

Methods and Materials. An analysis was conducted on static (fingerprints, iris, hand 

geometry) and dynamic (voice, handwriting) biometric identification methods. Fingerprint scanning 

technologies were examined in detail: optical (based on total internal reflection), semiconductor 

(capacitive, thermal scanners), and ultrasound. Three main types of fingerprint comparison 

algorithms were analyzed: 

• Correlation Comparison: Direct overlay of pixel images. This method is computationally 

demanding but less sensitive to image quality. 

• Minutiae-based Comparison: A template is formed based on the coordinates and orientation 

of ridge endings and bifurcation points (Fig. 1). This is the most common and fastest method 

but requires high-quality images. 

• Pattern-based Comparison (Texture-based): The image is divided into cells, and the line 

structure in each is described by sinusoidal wave parameters. This method is complex to 

implement but fast and less demanding on image quality. 

mailto:v.tuz@chdtu.edu.ua
mailto:r.trembovetska@chdtu.edu.ua
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Fig. 1. Formation of a digital template (fingerprint model) 

To select the optimal scanner for the developed system, the Analytic Hierarchy Process (AHP) 

by Thomas Saaty was used. A hierarchical model (Fig. 2) was constructed with the goal of "Selecting 

the Sensor" and five criteria: FRR, FAR, registration time, identification time, and price. A pairwise 

comparison of the criteria was conducted, with FAR (0.41) and Price (0.39) being prioritized. 

Pairwise comparisons of four alternative sensors (S400, 100MA, SR100, U.are.U) were conducted, 

resulting in the selection of the Sagem 100MA sensor. 

 
Fig. 2. Hierarchical model for selecting a biometric sensor 

A mathematical model for fast image processing was developed for feature extraction. The 

model includes five stages: 

1. Flow Matrix Construction (calculating line orientation using Sobel operators); 

2. Line Period Matrix Construction (based on autocorrelation function); 

3. Segmentation (to separate informative areas); 

4. Filtering (using Gabor filters to remove noise) ; 

5. Skeletonization and Minutiae Recognition (endpoints and bifurcations) . 

Conclusions. In the course of the work, modern biometric systems were analyzed, along with 

their advantages and drawbacks. It was determined that fingerprint identification is one of the most 

widely used, reliable, and accessible technologies. Comparison algorithms (correlation, minutiae-

based, pattern-based) were analyzed, forming the basis for the proposal to develop a combined 

algorithm. Using the Analytic Hierarchy Process, a reasoned selection of equipment for the designed 

system (Sagem 100MA) was made based on priority criteria (minimal FAR and price). A 

mathematical model for fast image processing and minutiae extraction was developed, which forms 

the basis for the software implementation of the biometric access control system. 

  


